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Abstract

This project attempts to measure the throughput of different Wi-Fi technologies by
using Colasoft Capsa7 program. The measurements are carried out for 802.11b/g/n in

2.4GHz band. Thereafter, comparisons for the aforementioned Wi-Fi technologies
have been done for different clients configurations.

During in this project there are many results and measurements are obtained,

such as; in combinations that contain equal number of b and g clients; throughput of b
client is higher than g client. In combinations that contain equal number of b and n
clients, throughput of each n clients are higher than each b clients.

Although in Combinations that contain g and n clients, throughput of n clients are
higher than g clients in all combination between them.
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Chapter

Introduction

1.1. Overview.
1.2. Objectives.
1.3. Project Risk Management.
1.4. Project Schedule.

1.5. Estimated Cost.

1.6. Outline.




1.1. Overview.

Wireless networks refer to any type of computer and telecommunications
network in which interconnections between nodes are implemented without the use of
wires. Wireless telecommunications networks are generally implemented with some
type of remote information transmission system that uses electromagnetic waves.

Wireless LAN (WLAN) is a networking technology that allows the connection
of computers without wires or cables, mostly using radio and infrared frequency. It's

called LAN because the range is limited within an office, building, store, or just
house.

The WIFI technology is a short name for Wireless Fidelity and that is a standard
for wireless local area networks (WLANs). 1It’s like a common language that all the
devices use to communicate to each other; it is known as IEEE 802.11, there are
different versions of it, the main communications standards are 802.11, 802.11a,
802.11b, 802.11g, and 802.11n.

If there are a group of clients that are connecting to the AP and since there are
many Wi-Fi technologies, this network may have combination of clients that uses
different type of Wi-Fi technologies.

1.2. Objectives.

By our network we want to build, we want to satisfy a group of objectives that are:

1. Designing wireless network that consists of different combination of Wi-Fi
technologies.

2. Measuring the throughput of each client in all client’s cases.

3. Measuring the throughput of the AP in all its scenarios.

1.3. Project Risk Management.

During the implementation and executing of the project , many problems and
risks may occur , we must solve this in early time of the project in order to operate the

project in efficiently and effectively manner.

The project risks are:
<  Latency of devices arrival.

% Supervisor change.




% Group meeting difficulties.
% The devices operate differently from what are expected.
% The results we obtained are not as we expected.

We can come over these risks by:
%  Starting working on the implementation of our network at early time.
%  Demanding devices at early time.
% Organizing our meeting.

Taking many of values to approach to correct results.

Starting to learn about simulation programs at earlier time.

K/ R/
£ X4 %°®

1.4. Project Schedule.

The aim of the project is to measure the throughput of the network that is
including of different types of WIFI technolo gies.

We change the WIFI technology used in network card and measured the throughput
for each client in all cases. We will use one AP and four network cards that are
supporting 802.11b\g\n.

To do this, we need to organize our time. There are two time estimation
schedules; the first one shows what has been done in the first semester. And the other
shows the scheduling of the second semester. The timing management divides the
system hierarchy according to the actions to group of tasks as followling:

T1: Identifying the contents of project and discussing the initial information about it.

T2: Analyzing the project and put all possible problems that may focus on it during
our work.

T3: Examining if our equipment we need in this project is available or not, and trying
to get it in shortest time.

T4: Collecting information about WIFI technology and all standards about it and start
writing our project.

TS: Investigating about programs that are used to measure the throughput value.

T6: Studying the property of AP and network cards and collecting some information
about it to construct our first impression about what we would do.

T7: Write our documentation.




T8: Downloading the programs we want to use and starting to learn about it.

T9: Collecting our equipment we want in our project and starting to build all cases in
our network.

T10: Testing all cases and measuring the throughput for each one.
T11: Comparing between the results obtained in this project.
T12: Organizing our all data and information to start writing our final documentation.

T13: Retesting the throughput more than one time for all cases to reduce the
probability of error that may occur through measurement and to ensure the results.

T14: Writing our final documentation that includes all work in our project during two
semesters.

Table 1.1: Time Planning.
week 1121314 (5]|6[7[8]9[10]11[12][13]14] 15
first semester
T1
T2
K
T4
T5
T6
T7
second semester
T8
T9
T10
T11
T12
T13
T14

L.5. Estimated Cost.

In this section we listed overall cost of all components we need in this project.

The components of our project are:
<* One gigabit AP. N, :
% Four network cards that support 802.11b\g\n Wi-Fi technologies.

< Five Pc computers.
/

* Colasoft capsa 7 program.

®,
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The cost of each equipment is shown in table (1.2).

Table 1.2: Project Cost.

Number Object Cost($)
1 One Access Point 400
2 Four Network Cards+ one 350
gigabit Ethernet card

3 five computers 3000
4 Printing 120

Total 3870

1.6. Outline.

Our documentation of this project is divided into seven chapters that describe the
hardware and software implementation, the following explains the content of each
chapter:

Chapter 1: Introduction
This chapter presents overview, objectives of the project, project scheduling,
risks, and estimated cost.

Chapter 2: Theoretical Background
This chapter defines and discusses the WIFI technology and property of each

standard, and much information about this technology.

Chapter 3: Project Design and Implementation
This chapter discuses the design of our network that consists of different

combination of Wi-Fi technologies and describes the steps for construct networks.

Chapter 4: Project Design Details
This chapter gives all details about the design of our network and how to

implement and measure the throughput for all clients' cases.

Chapter 5: System Implementation and Testing
In this chapter we listed all results we optioned by measurement of our network,

and the analysis of the results.

Chapter 6: Conclusion and Future Work )
This chapter provides the conclusions that will be concluded after making the

project, and suggestion for future work.
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2.1. Definition.

Wireless networks refer to any type of computer and telecommunications
network in which interconnections between nodes are implemented without the use of
wires. Wireless telecommunications networks are generally implemented with some
type of remote information transmission system that uses electromagnetic waves.

The growth of wireless networks has transformed our daily life into such a
situation that we cannot think of a life without these devices like computers, mobile
phones etc. The wireless networks that interconnect these devices with each other are
adding more and more nodes into it each minute. These devices communicate with
each other using many popular standards developed by IEEE and such other groups.

In wireless Internet, the wireless router or AP (Access Point) sends the signals to
the remote server and the server bounces the signals back to the wireless router or AP
so the connection can be made. Wireless LANs have become popular in the home due
to ease of installation, and the increasing popularity of laptop computers. Public
businesses such as coffee shops and malls have begun to offer wireless access to their
customers. Large wireless network projects are being put up in many major cities.

Wireless networks have many uses. A common is the portable office. People on
the road want to use their portable electronic equipment to send and receive telephone
calls, faxes, and electronic mail, read remote files, login on remote machines, and
does this from anywhere.

Wireless is rapidly gaining in popularity for both home and business networking.
Wireless technology continues to improve, and the cost of wireless products continues
to decrease. Popular wireless local area networking (WLAN) products conform to the
802.11 "Wi-Fi" standards. The wireless networks includes network adapters (NICs),
APs, and routers.

2.2. Advantages & disadvantages of wireless network.

The wireless networks change the way of how to connect to the network, it
provides number of advantages and disadvantages compared to the wired network.

2.2.1. Advantages of wireless network.

—_—

The wireless networks make our life easier by number of advantages:
e Mobility: one of the most advantages that can allow users can access to the
network without cable, that mean the user can move within the covered region
of it and keep the connection with this network, wired networks on the other




ha.nd can’t prov1:de this. For example, coffee shops, offer their customers a
wireless connection to the internet.

° Deployment:_ Initial setup of a wireless network requires a single access point
or more. Wired networks, on the other hand have the additional cost and
complexity of actual physical cables being run to numerous locations (which
can even be impossible for hard-to-reach locations within a building). And if
one of the cable is down the maintenance operation is difficult.

o Cgst: Wirelgss. networks can serve a suddenly-increased number of clients
with the existing equipment. But in wired network we need cable and

additional hubs if the number of clients are increased that are added more cost
and more complexity.

2.2.2. Disadvantage of wireless network.

Although of this advantages in wireless network there are number of disadvantages
like:

e Security: Wireless networks can be accessed by any computer within range of
the network's signal so information transmitted through the network (including
encrypted information) may be intercepted by unauthorized users. It is a fairly
simple setup. The Internet connection from your provider is connected to a
wireless access point or router which broadcasts the signal. You connect
wireless antenna network cards to your computers to receive that signal and
sent back to the wireless access point. A hacker searching for insecure
wireless connections can get into your systems and collect much information
about you.

® Range: the range of wireless network is limited by the transmitted power
which is normally limited; we can’t increase the transmitted power as we want
because interference may accrue by neighboring cells. After measuring the
value of interference we can use repeaters or additional access points to
increase the range and costs for this will increased. If you are near to wireless
access point, you will get high and good network speed. However if another
person joins the network sitting far from the wireless router/access point, the
network speed of both computers will be dropped. The rule is that if the
distance from the wireless router/access point increased the speed of wireless

network is decreased.

o Reliability: Interference of cordless phone, or other electronic devices that
operated in the same radio frequency band, so don't place the wireless network
nears to these electronic devices or you can turn off these electronic devices.
Also the interference between wireless networks will reduce the network




throughput. In this case you can configure wireless router/access point to use

different channel and test interference effect again. Interference reduces the
capacity of network.

o Speed: The speed on most wireless networks is slow compared to the wired
networks (100 Mbit/s up to several Gbit/s) .The bandwidth of wireless
network is shared among wireless users, so the more users you have on the
same network the slower network speed. The wireless network speed
(throughput) will usually be affected by the following factors:

* Interference — reduced the network throughput.
* Signal Blocking — Signal blocking like by walls.

* Shared bandwidth — The bandwidth of wireless network is shared with other
wireless system in the same geographical space and same frequency band.

* Wireless users —the more users you have on the same network the slower network
speed.

* Distance — as distance increased the throughput of network is decreased.

2.3. Wireless Network types.

The widespread of this technology makes many applications as WIFL, WIMAX,
GSM systems, and personal communication services more in use .These
communication technique use tow types to communicate all station in this network
with each other.

There are tow types of wireless network

1. Ad-Hoc
2. Infrastructure

2.3.1. Ad-Hoc network.

In Ad-Hoc network mode (Peer-to-peer) setup where clients can connect to each
other directly (without AP).




Figure 2.1: AD-Hoc Network.

Ad-Hoc mode is a method for wireless devices to communicate directly with
each others. Operating in ad-hoc mode allows all wireless devices within range of
each other to discover and communicate in peer-to-peer without involving access
points.

To set up an ad-hoc wireless network, each wireless station must be configured
for ad-hoc mode. In addition, all wireless station on the ad-hoc network must use the
same SSID and the same channel number to establish the connection. In Ad-Hoc
network the distance of each station to another is small and having a little number of
station, if a large ad-hoc network it is becomes difficult to manage.

2.3.2. Infrastructure network.

In an infrastructure network there is an Access Point (AP), which becomes the
hub of a “star topology”. Any communication has to go through it. If a Mobile
Station (MS), like a computer, a PDA, or a phone, wants to communicate with another
MS, it needs to send the information to AP and then AP sends it to the destination MS
,» Multiple APs can be connected together and handle a large number of clients (more

complexity of network).
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Figure 2.2: Infrastructure Network.

A wireless access point (AP) is required for infrastructure mode wireless
networking. To join the WLAN, the AP and all wireless clients have to use the same
SSID. The AP is then cabled to distribution system to allow wireless clients access to
internet connections or printers or any application installed.

2.3.3. Ad-Hoc Mode vs. Infrastructure Mode.

Devices in a wireless network are set up to either communicate Infrastructure
Mode or Ad Hoc” mode (it’s also called peer-to-peer).

Here are key differences between the two modes.

e Ad Hoc Mode does not require an access point; it’s easier to set up, especially
in a small or temporary network.
o Infrastructure takes advantage of coverage wide areas when compared to Ad

Hoc.

In an ad-hoc mode, which is comprised of wireless network adapters that are
able to automatically locate and communicate with each other. This is the cheapest
method of setting up a wireless network and acceptable for a network that consists of
two to three computers. However, there are some disadvantages to travel through this
route, especially when it comes to a medium to large-sized network. Many of the
functionalities are lost when the designated computer is turned off. The other




disadvantage to use the ad-hoc mode s keeping clients within range of each other. In

a large hom? or building, connectivity can be lost when the computers reside in areas
where there is quite a bit of distance between them.

If you’re looking to implement a wireless networking solution with a minimum

cost level, you can start with the ad-hoc mode, but if the numbers of clients are
increased the use of infrastructure is better.

2.4. WIFI Network.

“Wi-Fi” is a play on the old audio term “Hi-Fi” (high fidelity). The term also has
been trademarked by the Wi-Fi Alliance. Today, Wi-Fi is most commonly used to
describe a wireless local area network based on the IEEE 802.11 series of standards,
which is a set of wireless technical specifications issued by the Institute of Electrical
and Electronic Engineers (IEEE). The IEEE is an international professional
organization for electrical and electronics engineers, with formal links with the

International Organization for Standardization (more commonly known as the “ISO”).
(1]

The first wireless LAN (WLAN) standard (designated 802.11 by the IEEE) was
ratified in 1997 for data rates up to 2Mbps in the 2.4Ghz unlicensed frequency band.
And the first IEEE standard of Wi-Fi was 802.11b which added support 11Mbps
maximum data rate by using Direct Sequence Spread Spectrum (DSSS) modulation
technique within the same 2.4GHz band. Concurrently, 802.11a, added support for
data rates up to 54Mbps within the 5GHz band using Orthogonal Frequency Division
Multiplexing (OFDM).

IEEE ratified the 802.11g amendment in 2001 adding the same 802.11a data
rates and operated in the same 802.11b frequency band. 802.11g is used OFDM
modulation and compatible to 802.11b.

A wireless local area network (WLAN) is a shared-medium communications
network that broadcasts information over wireless links to be received by all stations.
Most of today’s WLANS are built upon the IEEE 802.11 standards. These standards
define technical specifications by specific organizations in order to establish
consistency in hardware and/or software development.

Because radio signals move through the air, you can set up a network connection
from any place within range of the network base station’s transmitter; it’s not
necessary to use a telephone line, or some other dedicated wiring to connect your
computer to the network. Just turn on the radio connected to the computer and it will

find the network signal.




All 802.11 standards technologies are commonly referred to as “Wi-Fi’. There
are several specifications in the 802.11 family:

o 802.11 — applies to wireless LANs and provides 1 or 2 Mbps transmission in
the 2.4 GHz band using either frequency hopping spread spectrum (FHSS) or
direct sequence spread spectrum (DSSS).

e 802.11a — an extension to 802.11 that applies to wireless LANs and provides
up to 54-Mbps in the SGHz band. 802.11a uses an orthogonal frequency
division multiplexing encoding scheme rather than FHSS or DSSS.

o 802.11b (also referred to as 802.11 High Rate or Wi-Fi) — an extension to
802.11 that applies to wireless LANS and provides 11 Mbps transmission
(with a fallback to 5.5, 2 and 1-Mbps) in the 2.4 GHz band. 802.11b uses only
DSSS. 802.11b was 1999 ratification to the original 802.11 standard, allowing
wireless functionality comparable to Ethernet.

o 802.11e — a wireless draft standard that defines the Quality of Service (QoS)
support for LANS, and is an enhancement to the 802.11a and 802.11b wireless
LAN (WLAN) specifications. 802.11e adds QoS features and multimedia
support to the existing IEEE 802.11b and IEEE 802.11a wireless standards,
while maintaining full backward compatibility with these standards.

e 802.11g — applies to wireless LANs and is used for transmission over short
distances at up to 54-Mbps in the 2.4 GHz bands.

e 802.1ln — 802.11n builds upon previous 802.11 standards by adding
multiple-input multiple-output (MIMO). The additional transmitter and
receiver antennas allow for increased data throughput through spatial
multiplexing and increased range. The real speed would be 100 Mbit/s (even
250 Mbit/s in PHY level), and so up to 4-5 times faster than 802.11g.

e 802.11r -802.11r, also called Fast Basic Service Set (BSS) Transition,
supports VoWi-Fi handoff between access points to enable VoIP roaming on a
Wi-Fi network with 802.1X authentication.

o 802.1X — Not to be confused with 802.11x (which is the term used to
describe the family of 802.11 standards) 802.1X is an IEEE standard for port-
based Network Access Control that allows network administrators to restricted
use of IEEE 802 LAN service access points to secure communication between
authenticated and authorized devices'

2.4.1 WI-FI Operating Frequencies.

—_——

Each type of wireless data network operates on a specific set of radio
frequencies. Most Wi-Fi networks operate in a special band of unlicensed radio
frequencies in 2.4 GHz band. Other Wi-Fi systems use a different unlicensed band in

5 GHz. P!
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Figure 2.3: Wi-Fi frequency bands.

An Unlicensed means that anybody using equipment that complies with the
technical requirements can send & receive radio signals on these frequencies without
a radio station license. Unlike mobile company, which require licenses to use of that
frequency to a specific type of service. The 802.11b and 802.11 g Wi-Fi services all
operate in a frequency range at or slightly above 2.4 GHz. The 802.11a signal uses a
band close to 5.3 GHz and 802.11n operated in the tow bands.

Table 2.1: Channels available in 2.4 GHz band.

channel Frequency band (GHZ) | Channel center band

(GHZ)
1 2401 - 2423 2.412
2 2.406 2.428 2417
3 2411 2433 2.422
4 2416 2.438 2.427
5 2421 2.443 2.432
6 2426 2.448 2.437
7 2.431 2.453 2.442
8 2.436 2.458 2.447
9 2.441 2.463 2.452
10 2.446 2.468 2.457
11 2.451 2.473 2.462
12 2456 2.478 2.467
13 2.461 2.483 2.472
14 2.473 2.495 2.484




Table 2.2: Channels available in 5 GHz band.

Channel Frequency (MHz)
184 4920
188 4940
192 4960
196 4980
208 5040
212 5060
216 5080
36 5180
40 5200
44 5220
48 5240
52 5260
56 5280
60 5300
64 5320
100 5500
104 5520
108 5540
112 5560
116 5580
120 5600
124 5620
128 5640
132 5660
136 5680
140 5700
149 5745
153 5765
157 5785
161 5805

The bandwidth of each channel is 20 MHz in 2.4 GHz and in 5 GHz bands, The
Wi-Fi 802.11n can use channel band 20MHz or 40MHz (by combining two adjacent

channels).

2.4.2. WI-FI 802.11 a.

The Wi-Fi 802.11a is lunched at July 1999 to provide maximum data rate
54Mbps by using OFDM as a modulation technology in 5 GHz unlicensed frequency
band.

Physical Layer
5 GHZ Frequency Band

Wi-Fi 802.11a utilizes 300 MHz of bandwidth in the 5 GHz Unlicensed. l?and
(U-NII). Though the lower 200 MHz is physically contiguous, the FCC has divided

15




the total 300 MHz into three distinct 100 MH

; z domains, each with a different legal
maximum power output,

The “low” band operates from 5.15 — 5.25 GHz, and has a maximum of 50 mW.
The “middle” band is located from 5.25 — 5.35 GHz, with a max. of 250 mW. The
“high” band utilizes 5.725 — 5.825 GHz, with a maximum of 1 W. Because of the high
power output, devices transmitting in the high band will tend to be building-to-

building products. The low and medium bands are more suited to in-building wireless
products.

aimum Power dutput [ Somiy” )| Z50mw ] |

LIl Band Widdle ||
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Figure 2.4: 5 GHz Unlicensed band (U-NII).

Operation in the 5 GHz UNII band poses challenges to 802.11a radio design that
include multipath and additional path loss, since path loss is increased by increasing
the frequency and that cased decreasing the coverage range of wi-fi 802.11a network

802.11a supports bandwidth up to 54 Mbps and signals in a regulated frequency
spectrum around 5 GHz. This higher frequency compared to 802.11b shortens the
range of 802.11a networks. The higher frequency also means 802.11a signals have
more difficulty penetrating walls and other obstructions. Because 802.11a and
802.11b utilize different frequencies, the two technologies are incompatible with each

other. [

OFDM Modulation Scheme

802.11a uses Orthogonal Frequency Division Multiplexing (OFDM), a new
encoding scheme that offers benefits over spread spectrum in channel availability and
data rate. Channel availability is significant because the more independent channels
that are available, the more scalable the wireless network becomes .The high data rate
are accomplished by combining many lower-speed subcarriers to create one high-

speed channel.




802.11a uses OFDM to define a tota] of 8 nonoverlapping 20 MHz channels
across the 2 lower bands ; each of these channels is di

: vided into 52 subcarriers , each
approximately 300 KHz wide .the 802.1 1b\g uses 3 n

on-overlapping channels. [
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Figure 2.5: Subcarriers of the channel.
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Figure 2.6: 802.11a non-overlapping channels.

Data Rates

Signal blocking by thick wall or other physical barriers. If you sit near wireless
router/access point, you will get high and good network speed. However if another
person joins the network sitting far from the wireless AP, the network speed of both
computers will be dropped. The rule is the further your location from the wireless AP,




the slower your connection wil] be, and the distance will affect the network speed of
other users also.

Devices utilizing 802.11a are required to support speeds of 6, 12, and 24 Mbps.
Optional speeds go up to 54 Mbps, but will also typically include 48, 36, 18, and 9
Mbps. These differences are the result of implementing different modulation
techniques. To achieve 54 Mbps, a mechanism called (64QAM) is used to pack the
maximum amount of information possible, as shown in the below table.

Table 2.3: Data rate and corresponding modulation in 802.11a\g.

Data rat modulation

6 BPSK

9 BPSK
12 QPSK
18 QPSK
24 16-QAM
36 16-QAM
48 64-QAM
54 64-QAM

2.4.3. WI-FI 802.11 b.

In 1995, the Federal Communications Commission had allocated several bands
of wireless spectrum for use without a license. The FCC stipulated that the use of
spread spectrum technology would be required in any devices. In 1990, the IEEE
began exploring a standard. In 1997 the 802.11 standard was ratified and is now
obsolete. Then in July 1999 the 802.11b standard was ratified. The 802.11b standard
provides a maximum theoretical 11Mbps data rate in the 2.4 GHz Industrial,

Scientific and Medical (ISM) band. !

Physical Layer
2.4 GHZ Frequency Band

Both 802.11b and 802.11g operate in the 2.4GHz bands divided into 13 channels
with 20 MHz for each one, most of them overlap with each other, leaving only three

non-overlapping channels [channels 1, 6 and 11] .
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Figure 2.7: 802.11b/g channels and non-overlapping channels.

Data Rates

The original standard released in 1997 defined a CSMA/CA based MAC, two
PHY layers in the 2.4 GHz band, and a third PHY based on Infrared (IR). The 2.4
GHz PHY employs Frequency Hopping Spread Spectrum (FHSS) and Direct
Sequence Spread Spectrum (DSSS) respectively to achieve between 1 and 2 Mbit/s.
Two years later the task group 802.11b ratified a new standard for the PHY layer
operating at 2.4 GHz. It is used modulation types that are CCK and DSSS to provide
maximum data rate 11Mbps.

Table 2.4: Data rate and corresponding modulation in 802.11b.

Data rat modlation
11 CCK
55 CCK
2 DQPSK
1 DQPSK

2.4.4. WI-FI1 802.11 g.

In 2002 and 2003, WLAN products supporting a newer standard called 802.11g
emerged on the market. 802.11g attempts to combine the best of both 802.11a and
802.11b. 802.11g supports bandwidth up to 54 Mbps, .and if uses the 2.4 G.HZ
frequency for greater range. 802.11g is backwards compatible with 802.11b, meaning
that 802.11g access points will work with 802.11b wireless network adapters and vice

versa. (61




It is used OFDM as a modulation technique to provide 54 Mbps maximum data

rate in 2.4 GHz band , that means it is combatable with 802.11 b , since it is operated
in the same frequency band.

Physical Layer
2.4 GHZ Frequency Band

Wi-Fi 802.11g is operated in 2.4 GHz band with 802.11b that means if these tow

stations are in the same network that mean interference between each other is
occurred and reducing the throughput of the system.

Data Rates

The Wi-Fi 802.11g operates on 2.4 GHz band like 802.11b , but since it is used
OFDM as a modulation technique the affect of interference is less comparing with
802.11b so it have more data rate up to 54Mbps

802.11g uses OFDM, CCK, DSSS as a modulation technique so it is compatible
with 802.11b (since it is operated in same frequency range) and not compatible with
802.11a since they are operated in different frequency bands.

2.4.5. WI-FI 802.11 n.

It is the newest Wi-Fi technology applied in 2006 it is used MIMO (Multiple
Input Multiple Output) technology to increase the data rate up to 600 Mbps.

Unfortunately, every increase in rate came at the expense of a loss in range. In
the IEEE 802.11a/g standards, for instance, the highest data rate of 54 Mbps is
achieved through the use of 64-QAM. The use of such highly spectral efficient higher
order modulations requires a significant larger SNR than the simple BPSK
modulation used for the lowest 1 Mbps rate, resulting in a significant loss in range. In
addition, the link becomes more vulnerable to co-channel interference, which reduces

the total system capacity. "

Physical Layer
2.4 & 5 GHZ Frequency Band

802.11n is operates in ISM (2.4 GHz) and UNII(5 GHz ) bands so it is
combatable with all others Wi-Fi standards that means it is used 14 non-overlapping
channels in tow bands (3+11) with 20 MHz for each one and can used 40MHz by




combining tow adjacent channels in an

- y bands to proved more bandwidth so more
oughput .

Data Rates

The V-Vi—.Fi 802.11n is trying to provide maximum possible data rate to obtain
this goal, it is used more bandwidth 40MHz By bonding two adjacent 20 MHz

channels and used enhanced MIMO technology by using beam forming and diversity
to increase transmitted speed.

The 802.11n standard defines a range of mandatory and optional data rates in
both 20 and 40MHz channels there are several optional rates. One optional feature is
to use a reduced guard interval of 400 ns instead of 800 ns, which increases the
maximum data rate for 2 spatial streams in a 40MHz channel to 300 Mbps. Other
optional rates use 3 or even 4 spatial streams. The highest optional data rate defined
by 802.11n is 600 Mbps, which is achieved by using 4 spatial streams in a 40MHz
channel with a 400 ns guard interval. [”!

While 802.11 a/b/g networks operate in a 20 MHz channel, 802.11n defines the
use of 20 and 40 MHz channels. 40 MHz channels allow doubling of the data rate to
150 Mbps. All 802.11 devices send a packet over the air as a sequence of symbols.
Devices using 40 MHz channels can encode and transmit more data in each symbol.
Depending on the degree of complexity that the environment can support, 802.11
devices choose an appropriate data rate for use over the air. For example, the IEEE
802.11b standard supports data rates of 1, 2, 5.5 and 11 Mbps. 8]

Much of the throughput improvement in 802.11n comes from aggregation
techniques. Frame aggregation improves the efficiency of 802.11n systems by
reducing the protocol overhead required for transmitting protocol frames. Video
traffic can benefit from being transported using maximum size aggregate frames since
video traffic sends many frames to the same destination. The Aggregated Medium
Access Control Service Data Unit (A-MSDU) mechanism increases the frame size
used in transmitting Medium Access Control (MAC) protocol frames. The
Aggregated MAC Protocol Data Unit (A-MPDU) mechanism increases the maximum
size of the 802.11 frames transported on the air from the legacy 2304 bytes to 64k

bytes. [&]
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Another efficiency improvement is in the area of streamlined
acknowledgements. The block acknowledgement mechanism — a protocol for sending
a single block acknowledgement (ACK) frame to acknowledge several received
frames — can significantly improve protocol efficiency and throughput by reducing the
amount of overhead dedicated to acknowledgements. While the block ACK protocol
was also defined for legacy systems, it was not extensively deployed. The 802.11n
standard has reduced the size of the block ACK frame from the legacy 128 bytes to
eight bytes, which also yields a significant improvement in efficiency. [*!

Figure 2.8: Aggregation in 802.11n.




Table 2.5: Data rate and corres

ponding modulation in 802.11n.

Code rate Modulation Number of | Data rate in 20 | Data rate in 40
spatial streams MHz MHz
1/2 BPSK 1 6.5 135
1/2 QPSK 1 13 27
3/4 QPSK 1 19.5 40.5
172 16QAM 1 26 54
3/4 16QAM 1 39 81
273 64QAM 1 52 108
3/4 64QAM 1 58.5 1215
5/6 64QAM 1 65 135
1/2 BPSK 2 13 27
172 QPSK 2 26 54
3/4 QPSK 2 39 81
1/2 16QAM 2 52 108
3/4 16QAM 2 78 162
2/3 64QAM 2 104 216
3/ 64QAM 2 117 243
5/6 64QAM 2 130 270

With only one spatial stream these data rate of 802.11n is 65 Mbps comparing
with 54Mbps in 802.11a\g; since n technology uses higher maximum code rate. By
using 40MHz channel the data of 802.11n is doubles to 135Mbps.

When 802.11n uses 64QAM as a modulation technology it reach the maximum
data rate that is 270Mbps by using two spatial streames.




Table 2.6: Major Components of 802.11n.

Feature

Definition

Specifiation status

Better OFDM

S}lpport wder bandwidth &
higher code rate to bring

maximmum data rate to
65Mbps

mandatory

Space-Division Multiplixing

Improves performance by
parsing data into multiple
streams transmited through
multple anttenas

Optional for up to
four spatial
streams

Diversity

Exploits the existence of
multiple anttenas to improve

rang and reliability. Typically

Employed when the number of
anttenas on the receiving end
is higher than the number of
streams being transmitted

Optinal for up to
four anttenas

MIMO power save

Limit power consumption
penaity of MIMO by utilizing
multiple antennas only on as-
needed basis

Required

40MHz Channels

Effectively doubles data rates
by doubling channel width
from 20MHz to 40MHz

optional

Aggregation

Improves efficiency by
allowing transmission bursts of
multiple data packets between
overhead communication

Required

Reduced Inter-Fram
Spacing(RIFS)

One of several draft n features
designed to improve efficiency
provides a shorter delay
between OFDM transmissions
than in 802.11aor g

Required

Greenfield Mode

Improves efficiency by
eleminating support for
802.11a/b/g devices in an all
draft-n network

Currently optional




2.4.6. MIMO Enhancement.

There are two features in the draft-n
MIMO
performance, called beam-forming and diversity. Beam-forming is a technique that

focuses radio signa.1§ di.rectly on the target antenna, thereby improving range and
performance by limiting interference %)

specification that focus on improving

Diversity exploits multiple antennas by combining the outputs of or selecting the
best subset of a larger number of antennas than required to receive a number of spatial
streams. This is important because the draft n specification supports up to four
antennas, so devices will probably encounter others built with a different number of
antennas. A notebook computer with two antennas, for example, might connect to an
access point with three antennas. In this case, only two spatial streams can be used
even though the access point itself may be capable of three spatial streams. [*]

With diversity, surplus antennas are put to good use. The device with more
antennas uses the extra ones to operate at longer range. For example, the outputs of
two antennas may be combined to receive one spatial stream to achieve a longer link
range. The concept may be extended to combine the outputs of three antennas to
receive two spatial streams for higher data rate and range and so on. !

Table 2.7: Data rate in all Wi-Fi technologies.

20 MHz channel 40 MHz channel
1 stream | 2 streams | 3 streams | 4 streams | 1 stream | 2 streams 3 4 streams
streams
Data Rate,in Mbps
802.11b 1:2:
2.4GHz 5.5,11
80211a 6,9,
5GHz 12,18,
24,36,
48,54
802.11g 1,2,6,
2.4GHz 9,12,
18,24,
36,48,
54
802.11n 6.5, 13,26, 19.5, 26,52, 13.5, 27,54, 40.5, 54,108,
2.4GHz 13, 39,52, 39, 78,104, 27, 81,108, 81, 162,
5GHz 19.5, 78,104, 58.5, 156, 40.5, 162, 121.5, 216,
26,39, 117, 78,117, 208, 54,81, 216, 162, 324,
52 130 156, 234, 108, 243, 243, 432,
58.5 175.5, 260 121.5, 270 324, 486,
65 195 135 364.5 540
405

802.11n is uses MIMO technology for transmitting and receiving data, this
technology allowed it to transmit and receives four spatial streams; this technology is




known & spatial multiplexing, unlike other Wi-Fi technologies that are using only
one spatial stream.

2.5. Effect of interference on Wi-Fi.

802.1 l.b/g = the ?-4 GHz ISM band. Many other devices operated in the same
band that is sharing with 802.11b/g clients. Interference causes packets to be re-

transmitted. This causes reduced end-user throughput and increased latency of data
traversing the Wi-Fi network.

Other Devices in the 2.4GHz ISM Band:
» Bluetooth Devices

e Home RF

* Cordless Phones

» X10 wireless video cameras

Since 802.11a is operating in 5GHz band the effect of interference is low
comparing in 802.11b\g , since there are not many wireless technologies used this
band expect Radar & Satellite.

IEEE 802.11b/g and Bluetooth, these two operating in the unlicensed 2.4 GHz
frequency band. The number of devices equipped with IEEE 802.11 and Bluetooth is
growing. Result is the number of co-located devices, say within 10 meters, grown to a
limit, so that it may causes interference issues in the 2.4 GHz band.

The Bluetooth operates in 2.4GHz ISM band. Unfortunately, IEEE 802.11b/g
and 802.11n can also operated in the same band that causes significant interference.
When a node using IEEE 802.11g for example as a wireless standard wants to send a
packet to the AP, it uses the carrier sense protocol running at the medium access
control (MAC) layer to determine if the medium is free from traffic or not. ('

If it finds the medium idle (i.e., none of the other stations sensing any RF energy
in the channel), it issues Clear to Send (CTS) request packet to the destination node. If
destination node wants to communicate, it sends back a small Ready to Send (RTS)
packet to the sending node. When a sending node receives a positive
acknowledgement from the destination node (i.e., RTS packet), both sending and
receiving nodes can start communicating with each other by exchanging the regular
data packets. Using the same technique, while another co-located IEEE 802.11b

A S [10]
network tries to send the packet, it will postpone the transmission.

This technique provides a good resolution for mutual interference between co-
located IEEE 802.11 networks. However, when it comes to a co-located Bluetooth
and IEEE 802.11 network, they just do not communicate with each otI‘ler. Thc-:re is a
definite chance of collision when they use the same channel at a particular time. A
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Blu.etoo.th devi.ce may haphazardly begin transmitting packets while an IEEE 802.11
device 1s s.endmg a frame: This may results in interference which forces the IEEE
802.11 station to retransmit the frame when it realizes that the destination station is

not going to send back an acknowledgment. This lack of coordination is the basis for
interference between Bluetooth and 802,11, [1°]

The reﬁ@smission of frame is reducing the data rate of the stations in the
network but since Bluetooth is transmitted at low power and different transmission
protocols, Bluetooth does not cause much interference for 802.11b/g/n systems. The

interference is occurred by other Wi-Fi or other wireless devices transmitted at high
power with the same frequency band.

2.5.1. IEEE 802.11 DCF Protocol.

This section summarizes the operation of the IEEE 802.11 Distributed
Coordination Function (DCF) protocol.

In the network, it may happen that two or more stations start transmitting
simultaneously in the network and a collision occurs. In the CSMA/CA scheme,
stations are not able to detect a collision by hearing their own transmission (as in the
CSMA/CD protocol used in wired LANs). Therefore, an immediate positive
acknowledgement scheme is employed to ascertain the successful reception of a
frame. Specifically, upon reception of a data frame, the destination station initiates the
transmission of an ACK (acknowledgement frame) after a time interval called Short
InterFrame Space (SIFS). The SIFS is shorter than the DIFS in order to give priority
to the receiving station over other possible stations waiting for transmission. If the
ACK is not received by the source station, the data frame is presumed to have been
lost, and a retransmission is scheduled. The ACK is not transmitted if the received
frame is corrupted. A Cyclic Redundancy Check (CRC) algorithm is used for error
detection. !

Packet Arrival

Source Station

ACK

Destination Siation

i~
o T o

DIFS SIFS

Figure 2.9: CSMA/CA scheme.
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The IEEE 802.11 DCF protocol is designed to manage and reduce contention in
the wireless communication medium in a fair manner. The algorithm used by the
protocol is known as Carrier Sense Multiple Access with Collision Avoidance
(CSMA/CA). According to the algorithm, when a node wants to transmit a frame, the
station is required to first sense if the communication medium is busy. If it is, the
station waits for a specific period of time known as the Backoff Interval (BO) and
then tries to sense the medium again. If the channel is not busy, the station transmits
the frame to the intended destination. The destination sends an acknowledgment
message to the source of the frame upon successful reception of the frame. If the
source does not receive an acknowledgment within a specific period of time, it tries to
re-send the frame. Broadcast messages do not require the destination to send an
acknowledgment of reception. [

The maximum data rate of IEEE 802.11 g/a are 54Mbps for each one, and
802.11b has 11Mbps. however this speed is not true in practical and it is affected by a
number of factors such as; the distance separation between access point and the client,
the affect of protection methods that protect the networks of the collection problems
such as CSMA\CA and RTS\CTS methods. Assuming the client is located in distance
about 10 meters from the AP and without nearby AP operating in the same channel,
we want to calculate the theoretical throughput of it as shown in different scenarios

First if we have an 802.11b client connected to the AP and this client is uses
CSMA\CA protection method of collection the time sequence of this frame is

LR

Figure 2.10: CSMA/CA timing diagram.

The first field is DCF interframe space (DIFS) which is a fixed number the
station uses it to determined if the field is free from traffic with other devices or not, if
the medium is free to send; the station can send its frame without colleted with other

frames this takes the time equal to 50 ps.

The second field is backoff time which is a random number that the station must
Wait to sent its own frame. This time is determined by the number of retransmission of
frame and the time needed of slot which is 20ps, to achieve the maximum throughput
the number of retransmission of frame is assumed to be zero, and minimum CW

(Contention Windows) is 31, then

IOl CWininis SLOPTEN/2 0 bl il s itmstsseasmseninisisions (
2.1)
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31 *20 = 10/\(_6)
2

tba:kcff —

= 310 ps

The third field is the data field which is consists of three sections that are PLCP-
p, PLCP-h and Mac frame. The first one is PLCP preamble that is 144 ps and the
second is PLCP header which is 48 Hs which are used to make the 802.11b is
combatable with 802.11 or 802.1 lg is combatable with 802.11b this are added more
over head to the network so reducing the throughput . the third section is Mac frame

of the data that contains 28 control bytes and MAC Serves Date Unit (MSDU) which
is typically 1500 bytes

tirame = (MSDU + 28) * 8 /max data rate
2.2)

(1500 + 28) = 8/11Mbps

1111 ps

The fourth field is short Interframe space (SIFS) which is used for highest
priority information such as acknowledgement and that is used when the destination
station was received the frame from the sender station this field takes time of 10 us.

The fifth field is acknowledgement field which is consists of three sections that
are PLCP-p , PLCP-h and Mac frame the first two are used for preamble which take
192 ps as mentioned before and the third section is Mac frame of the
acknowledgement, that has 14 control bytes.

= ddbytesyithex datarate [ Ln ) o ey oo (
2.3)

= 14*8 / 11Mbps
10.2 us

]

ttotal = thackoff + t DIFS + tPL(P —p + :PLCP — h + tframe + tSIFS + tPLCP —p + :PLCP
o R R A U D St e e (
2.4)

=310 ps + 50 pus + 2(144us +48us) +1111 ps + 10.2 ps
= 1865 ps

tMSDU = 1040 us at size 1500byte
Efficiency = tMSDU / ttotal = 1040 us /1865 us = 0.557 = 55.7%

The theoretical data rate of Wi-Fi 802.11b is
TMT = 0.557 » 11Mbps = 6.14 Mpbs

The theoretical data rate of Wi-Fi 802.11g\a is
TMT = 0.557 + 54Mbps = 27Mbps
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So the theoretical maximum throughput for Wi.F; 802.11b is not exceeds 6.14

Mbps and for Wi-Fi 802.11g\a since they are used same modulation technique which
is equal only 27 Mbps.

Contention in the communication medium can be further reduced using Request-
To-Send (RTS) and Clear-To-Send (CTS) messages between sender-receiver pairs. A
sender transmits an RTS with information about the size of the data frame to come
and the channel time to be consumed by the data frame. If the receiver is free to
receive the data frame, it sends CTS back to the sender. At the same instant, other
stations in the vicinity of the sender-receiver pair record the estimated time for data
transmission and backoff until the channel becomes free again, %]

Figure below shows the timing and sequence of frames and delays used by the
802.11 protocol. The delays that precede and follow the transmission of control
frames (RTS, CTS or ACK) or data frames are called Inter-Frame Spacings (IFS).
Before the transmission of an RTS, stations are required to wait for a time equal to the
Distributed IFS (DIFS). On the other hand, a destination station is required to send a
CTS or an ACK frame within a Short IFS (SIF S) amount of time after the reception of
RTS and DATA frames from the source, respectively. If the sending station senses the
medium busy during the DIFS interval, it chooses a BO from a range and then an
associated timer starts counting down to zero. If the channel is sensed busy during the
BO, the sending station stops the countdown and resumes the countdown when the
channel is idle again. When the timer counts down to zero, the sending station
attempts to transmit the frame if the channel is idle for a period of DIFS. If the
channel is busy, another BO is chosen from an exponentially increased range and the

process repeats. [12]

NINOCIs
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Figure 2.11: RTS\CTS timing diagram.
2.5.2 Hidden Node problem.

This problem occurs when different clients connected to the same access p.oint
can’t see each other, decide that the channel is free, and transmit at the same time.
The frames collide with each other when they reach the access point and all of them
are discarded. Sometimes the CSMA/CA mechanism may be insufficient.

This problem accrued when client A tests the medium by CSMA\CA finds it fre.e
and begins to transmit frame to the AP. At the same time Client B begun to transmit
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own frame to AP. The access point will

discard tow frames that have collided as
shown below.

/

A?i @/ B

\ 8
A

Figure 2.12: Hidden node problem.

To solve this problem, both IEEE 802.11 standards use the RTS/CTS (Request
To Send / Clear To Send) protection mechanism thus ensuring that all the clients can
transmit data without colliding. Clients sent RTS requests to the access point and the
access point broadcasts a CTS response giving the slot time unit values during only
the client that is making the RTS request can transmit frames. In this case, the benefit
of reducing collisions is achieved at the cost of increasing the overhead even more,
and reducing user data throughput. [*!

Fig below shows the RTS/CTS protection mechanism. Client A sends an RTS
request to the access point to notify that it wishes to transmit data. The access point
broadcasts a CTS message indicating for how long the channel will be occupied and
which client can begin to transmit its own frames. The rest of the clients must wait
during the time interval defined in the CTS message before they can transmit. ['*!

Figure 2.13: RTS/CTS protection mechanism.




802.11g to only 18Mbps.

2.6. TCP/IP.

2.6.1. Definition of Protocols.

The protocols in human communication are rules about appearance, speaking,
listening and understanding. These rules, also called protocols of conversation,
represent different layers of communication. They work together to help people
communicate successfully. The need for protocols also applies to computing systems.
Network engineers have written rules for communication that must be strictly
followed for successful host-to-host communication. These rules apply to different
layers of sophistication such as which physical connections to use, how hosts listen,
how to interrupt, how to terminate communications, which language to use and many
others. These rules, or protocols, that work together to ensure successful
communication are grouped into what is known as a protocol suite or family. Some of

the best known protocol suit include: IPX/SPX, X.25, AX.25, AppleTalk and TCP/IP.
[14]

2.6.2. The TCP/IP protocol layers.

Like most networking software, TCP/IP is modeled in layers, such as
Systems Network Architecture (SNA) and the Open System Interconnection (OSI)
model. TCP/IP is consists of four layers; these layers include:
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Figure 2.14: TCp\[p layers.

o Application layer

The application layer is provided by the program that uses TCP/IP for
communication. An application is a user process cooperating with another process
usually on a different host (there is also a benefit to application communication within
a single host). Examples of applications include Telnet and the File Transfer Protocol

(FTP). The interface between the application and transport layers is defined by port
numbers and sockets. 4]

o Transport layer

The transport layer provides the end-to-end data transfer by delivering data
from an application to its remote peer. Multiple applications can be supported
simultaneously. The most-used transport layer protocol is the Transmission Control
Protocol (TCP), which provides connection-oriented reliable data delivery, duplicate
data suppression, congestion control, and flow control, ['%]

Another transport layer protocol is the User Datagram the internetwork layer. It
provides connectionless, unreliable, best-effort service. As a result, applications using
UDP as the transport protocol have to provide their own end-to-end integrity, flow
control, and congestion control, if desired. Usually, UDP is used by applications that
need a fast transport mechanism and can tolerate the loss of some data. ['*]

o Internetwork layer

The internetwork layer, also called the internet layer or the network layer,
provides the “virtual network” image of an internet (this layer shields the higher
levels from the physical network architecture below it). Internet Protocol (IP) is the
most important protocol in this layer. It is a connectionless protocol that does not
assume reliability from lower layers. IP does not provide reliability, flow control, or
error recovery. These functions must be provided at a higher level. [14]

IP provides a routing function that attempts to deliver transmitted messages to
their destination. A message unit in an IP network is called an IP datagram. This is the
basic unit of information transmitted across TCP/IP networks. Other internetwork-

[14]
layer protocols are IP, ICMP, IGMP, ARP, and RARP.

o Network interface layer

The network interface layer, also called the link layer or the data-link layer,. is
the interface to the actual network hardware. This interface may or may not provide




reliable delivery, and may be packet or stre

: am oriented. In fact, TCP/IP does not
specify any protocol here, but can use almost

Appiicatons  {f — | SMTP, Telnet, FTP, Gopher..
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Figure 2.15: TCP\IP detailed architectural model,

2.7. Spread spectrum.

Spread spectrum is a technology used in wireless communications in which the
signal generated in a particular bandwidth is deliberately spread in the frequency
domain, resulting in a signal with a wider bandwidth. These techniques increase

resistance to interference and jamming.

The signal whose frequency is constant is subject of interference. This occurs
when another signal is transmitted on the same frequency that used it.

The frequency of the transmitted signal can be deliberately varied over a
comparatively large segment of the electromagnetic radiation spectrum. This variation
is done according to a specific, but complicated mathematical function. In ord-er to
intercept the signal, a receiver must be tuned to frequencies that vary prems.ely
according to this function. The receiver must "know" the freque.ncy-.versusjtlme
function employed by the transmitter, and must also "know" the stmlng-t@e point at
which the function begins. If someone wants to jam a spread.-spectn?m s%gnal, t.hat
person must have a transmitter that "knows" the function and its startn.lg-tlme point.
The spread-spectrum function must be kept out of the hands of unauthorized people or

entities, [1°]




k pectrum systems are Frequency Hopped Spread
Spectrum (FHSS) and Direct Sequence Spread Spectrum (DSS(SI«) e

2.7.1. Direct sequence spread spectrum (DSSS).

It_ is a modulat?on technique on which the transmitted signal takes up more
bandwidth than the information signal that js being modulated. The name 'spread

spectrum' comes frf)m the fact that the carrier signals occur over the full bandwidth
(spectrum) of a device's transmitting frequency.

DSSS is sine wave pseudorandomly with a pseudonoise (PN) code symbols
called "chips", each of which has a much shorter duration than an information bit.
That is, each information bit is modulated by a sequence of much faster chips.
Therefore, the chip rate is much higher than the information signal bit rate.
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Figure 2.16: DSSS Encoding.

Direct-sequence spread-spectrum transmissions multiply the data being
transmitted by a "noise" signal. This noise signal is a pseudorandom sequence of 1
and - 1 values, this noise-like signal can be used to exactly reconstruct the original
data at the receiving end, by multiplying it by the same pseudorandom sequence
(because 1 x 1 =1, and - 1 x - 1 = 1). This process known as despreading the principle
of it is to correlate of the transmitted PN sequence with the PN sequence that the
receiver believes the transmitter is using it. With longer PN sequence and more chips
per bit enhance signal to noise ratio on the channel and that is called process gain

DSSS uses a signal structure in which the sequence of chips produced by the
transmitter is known a priori by the receiver. The receiver can then use the same PN
sequence to counteract the effect of the PN sequence on the received signal in order to

reconstruct the information signal.
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Figure 2.17: DSSS transmitter and receiver.

DSSS is defined (in IEEE 802.11) in the 2.4 GHz band as operating on one of 14
possible carriers (country specific bands have different number of frequencies,
defined in IEEE 802.11 and IEEE 802.1 1.d). The selected carrier (channel) is PSK
modulated with a channel width of 22 MHz. The rates defined in IEEE 802.11 are 1
Mbps and 2 Mbps. IEEE 802.11.b adds to DSSS the rates of 5.5 Mbps and 11 Mbps
(in the 2.4 GHz band), while keeping the channel width at 22 MHz. ['6]

2.7.2. Frequency hopping spread spectrum.

Is the easiest spread spectrum modulation to use. The wideband frequency
spectrum desired is generated in a different manner in a frequency hopping system. It
does just what its name implies. That is, it “hops” from frequency to frequency over a
wide band. The specific order in which frequencies are occupied is a function of a
code sequence, and the rate of hopping from one frequency to another is a function of

the information rate. ['”}
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Figure 2.18: FHSS transmitter and receiver.

Theoretically, any radio with a digitally controlled frequen'cy synthesizer can be
converted into a frequency-hopped radio. All that is needed is to add a PN code
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generator to select the frequencies for transmission or reception. De-hopping in the

rece?ver & Gl l?y a synchronized pseudo noise code generator that drives the
receiver's local oscillator frequency synthesizer. [18]

Th"j use of these Spe'cial pseudo noise codes in spread spectrum communications
makes 51gn.als appear wide-band and noise-like, It is this very characteristic that
makes SS signals possess the quality of Low. Probability of Intercept. SS signals are

hard to detect on narrow band equipment because the signal's energy is spread over a
bandwidth of maybe 100 times the information bandwidth, ['¥!

The spread of energy over a wide band, or lower power spectral density, makes
SS signals less likely to interfere with narrowband communications. Narrow band
communications, conversely, cause little to no interference to SS systems because the
correlation receiver effectively integrates over a very wide bandwidth to recover an
SS signal. The correlator hence “spreads” out a narrow band interferer over the
receiver’s total detection bandwidth. Since the total integrated signal density or SNR
at the correlator's input determines whether there will be interference or not, an SS
receiver is immune to narrow band interference, [1®!

The FHSS and DSSS technologies are described as well as different types of
spread coding. DSSS systems can provide higher access data rates (up to 11Mbit/s)
than FHSS systems (up to 3Mbit/s). More FHSS systems can operate simultaneously
in the same area than DSSS systems. DSSS systems have higher interference
susceptibility tolerance levels. However, if there is a strong broadband interferer in
the operational spectrum, FHSS systems will suffer less due to frequency hopping.
Assuming equal transmit powers, DSSS systems have lower power spectral density
due to wider operating spectrum. Monte Carlo analysis results show that DSSS
systems are more likely to cause interference than FHSS systems. The worst case
interference levels are higher when the interferer is FHSS system. It was shown that

this case has a very low probability of occurring. [19]

DSSS systems transmit at rates of up to 11 Mbps; to do this they use a
contiguous sub-band of 22 MHz. The efficiency of such a system is 11 Mbps / 22

MHz = 0.5 bits / Hertz. ['°!

FHSS systems (as of today) transmit at rates of up to 3 Mbps; to do this they use
a channel of 1 MHz. The efficiency of such a system is 3 Mbps / 1 MHz = 3 blFS /
Hertz. As a result of the latest FCC decision (summer 2000) to allow FHSS operation

in the 2.4 GHz band with 5SMHz channels (instead of 1 MHz), FH[Si6S] systems

operating at about 15 Mbps should be expected in the market in the future.

2.8. Orthogonal frequency division multiplexing.




2.8.1. The single-carrier modulation system.

A single <.:arrier System modulates information onto one carrier using frequency.
phase, or amplitude adjustment of the carrier. For digital signals, the information is iI;
the form of bits, or collections of bits called symbols, that are modulated onto the
carrier. As higher bandwidths (data rates) are used, the duration of one bit or symbol
of information becomes smaller, and that is cases an inter symbol interference (ISD);
the system becomes more susceptible to loss of information from impulse noise,
signal reflections and other impairments. These impairments can impede the ability to
recover the information sent. In addition, as the bandwidth used by a single carrier
system increases, the susceptibility to interference from other continuous signal

sources becomes greater. This type of interference is commonly labeled as carrier
wave (CW) or frequency interference, 2%

2.8.2. Frequency division multiplexing modulation system.

Frequency division multiplexing (FDM) extends the concept of single carrier
modulation by using multiple subcarriers within the same single channel. The total
data rate to be sent in the channel is divided between the various subcarriers.

Current national television systems committee (NTSC) television and FM stereo
multiplex are good examples of FDM. FDM offers an advantage over single-carrier
modulation in terms of narrowband frequency interference since this interference will
only affect one of the frequency subbands. The other subcarriers will not be affected
by the interference. Since each subcarrier has a lower information rate, the data
symbol periods in a digital system will be longer, adding some additional immunity to
impulse noise and reflections FDM systems usually require a guard band between
modulated subcarriers to prevent the spectrum of one subcarrier from interfering with
another. These guard bands lower the system’s effective information rate when
compared to a single carrier system with similar modulation. =
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Figure 2.19: FDM principle.

2.8.3. Orthogonality and OFDM.

A higher level of spectral efficiency could have been achieved, if the FDM
system above had been able to use a set of subcarriers that were orthogonal to each
other.

The use of orthogonal subcarriers would allow the subcarrier’s spectra to
overlap, thus increasing the spectral efficiency. As long as orthogonality is
maintained, it is still possible to recover the individual subcarrier’s signals despite
their overlapping spectrums. If the dot product of two deterministic signals is equal to
zero, these signals are said to be orthogonal to each other. Orthogonality can also be
viewed from the standpoint of stochastic processes. If two random processes are
uncorrelated, then they are orthogonal. Given the random nature of signals in a
communications system, this probabilistic view of orthogonality provides an intuitive
understanding of the implications of orthogonality in OFDM. Recall from signals and
systems theory that the sinusoids of the DFT form an orthogonal basis S.et, and a
signal in the vector space of the DFT can be represented as a linear comjbina’aon of the
orthogonal sinusoids. One view of the DFT is that the transform.essent%ally correlates
its input signal with each of the sinusoidal basis functions. If the .mput s1gnjdl has spme
energy at a certain frequency, there will be a peak in the correlation of the input signal

: [20]
and the basis sinusoid that is at that corresponding frequency.

This transform is used at the OFDM transmitter to map an input signal onto a set

of orthogonal subcarriers, i.e., the orthogonal basis functions of the DFT. Similarly,

the transform is used again at the OFDM receiver to process the received subcarriers.
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separation of signal energy is the reason

that the OFDM subcarriers’ spectrums can overlap without causing interference. 2°’
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Figure 2.20: OFDM principle.

2.8.4. Implementation of an OFDM system.

The idea behind the analog implementation of OFDM can be extended to
the digital domain by using the discrete Fourier Transform (DFT) and its counterpart,
the inverse discrete Fourier Transform (IDFT). These mathematical operations are
widely used for transforming data between the time-domain and frequency-domain.
These transforms are interesting from the OFDM perspective because they can be
viewed as mapping data onto orthogonal subcarriers. For example, the IDFT is used
to take in frequency-domain data and convert it to time-domain data. In order to
perform that operation, the IDFT correlates the frequency-domain input data with its
orthogonal basis functions, which are sinusoids at certain frequencies. This correlation
is equivalent to mapping the input data onto the sinusoidal basis functions. %!

In practice, OFDM systems are implemented using a combination of fast Fourier
Transform (FFT) and inverse fast Fourier Transform (IFFT) l?locks that are
mathematically equivalent versions of the DFT and IDFT, respectively, but more
efficient to implement. An OFDM system treats heiomns Sbos (oig, e QPSK
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or QAM symbols that would be present i

; 1 a single carrier system i
WO 1 they are in the fTequency—domai y. ) at the transmitter as

n. These symbols are used as the inputs to an

corresponding sinusoidal basis function, Since the input symbols are complex, the

value o.f thc[e2 0s]ymbol determines both the amplitude and phase of the sinusoid for that
subcarrier.

The IFFT output is the summation of all N sinusoids. Thus, the IFFT block
provides a simple way to modulate data onto N orthogonal subcarriers. The block of
N output samples from the IFFT make up a single OFDM symbol. The length of the
OFDM symbol is NT where T is the IFFT input symbol period mentioned above
.After some additional processing; the time-domain signal that results from the IFFT
is transmitted across the channel. At the receiver, an FFT block is used to process the
received signal and bring it into the frequency domain. Ideally, the FFT output will be
the original symbols that were sent to the IFFT at the transmitter, 2
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Figure 2.21: OFDM block diagram.
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2.8.5. Advanta

This section summarizes the stren

ges and disadvantages of OFDM.

gths and weaknesses of multi-carrier

modulation based on OFDM.

Advantages:

)

High spectral efficiency due to nearly rectangular frequency
spectrum for high numbers of sub-carriers.

Simple digital realization by using the FFT operation.

Low complex receivers due to the avoidance of ISI and ICI with a
sufficiently long guard interval.

Flexible spectrum adaptation can be realized, e. g., notch filtering.
Different modulation schemes can be used on individual sub-
carriers which are adapted to the transmission conditions on each
sub-carrier, e.g., water filling.

Disadvantages:

Multi-carrier signals with high peak-to-average power ratio
(PAPR) require high linear amplifiers. Otherwise, performance
degradations occur and the out-of-band power will be enhanced.
Loss in spectral efficiency due to the guard interval.

More sensitive to Doppler spreads then single-carrier modulated
systems.

Phase noise caused by the imperfections of the transmitter and
receiver oscillators influence the system performance.

Accurate frequency and time synchronization is required.
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Chapter
3

System Design and Implementation

3.1 Introduction.

3.2. Design of the wireless network.

3.2.1. Access Point.

3.2.2. Peripheral Component Interconnect (PCIs).
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.1 Introduction.

e

The aim of this project is to measu
consists of different combination of Wi-Fi
802.11n) in 2.4GHz band.

re the throughput of Wi-Fi network that
technologies (Wi-Fi 802.1 1b, 802.11g, and

This chapter contains real case scenarios;
and four clients in different AP scenarios.

which will be measured with one AP

In the next semester we will be able to measure the throughput in five scenarios
when the AP operating in bgn mix mode, in bg mix mode, in b only mode, g only
mode and n only mode with all clients cases, we want to clarify the difference
between effects of wireless network with combination of clients that use different Wi-
Fi technologies.

3.2. Design of the wireless network.

The principle is to design network that consists of different combination of
different numbers of clients that use b\g\n technologies, by changing the mode of
clients there are different cases, we want to measure the throughput of five AP
scenarios.
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Figure 3.1: Wireless network with four clients.

The distance between AP and clients is the same for all cases. if the c?1sta.nce
between AP and one client is higher than other clients in the g co.mbu%atlox'l,
throughput of this client is decreased and an incorrect measurement is obtained in this

case.
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3.2.1. Access Point.

One access point is required in +h: j
quired in thig Project, this AP must support h
ort n technology to

Yy m
AP must support 802.11b\g\n clients. ode, g only mode and n only mode. This

Since n technology support data rate 3
Ethernet not fast Ethernet, since fast Ethernet
than 300Mbps.

00 Mbps, the AP must support gigabit
provide data rate 100Mbps which is less

CISCO Company provides man
4 ) Y types of AP that o o
and required operating needed in this project, such as \;/ . rz\;lldgNglgabi: Ethernet port
: » 4S shown.

Figure 3.2: WAP4410N access point.

This AP supports one gigabit Ethernet port, three antennas to support 3T3R (can
use three spatial stream in transition case and use three spatial for receiving case) and
also different operating mode of the AP that are b only, g only, n only, b\g and b\g\n

modes, as shown below.
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Figure 3.3: WAP4410N AP modes.

* 11b only - Only 802.11b wireless clients can connect to the AP.

* 11g only - Only 802.11g wireless clients can connect to the AP.

* 11n only - Only 802.11n wireless clients can connect to the AP.

* 11bg mixed - Both 802.11b and 802.11g wireless clients can connect to the AP.

* 11bgn mixed - All 802.11b, 802.11g and 802.11n wireless clients can connect to the

AP.

s operating frequency with

. tures such a
WAP4410N AP PEOVILCSH T = es in channel that is not used

channel width 20MHz or 20/40MHz; the AP must opereg:l -
in the neighboring APs; to avoid interference from the others APs.
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3.2.2. Peripheral Component Interconnect (PCIs).

—_—

PCIs network cards allow users to change the operating mode .tha'f USB can’t
provide, in this project we want to design wireless network with combinations of PCls

that support 802.11b,802.11g and 802.11n.

Each PCI must support 802.11b/g/n technologies, and we want four PfC;SC Itso
support all cases, the TP-LINK company provides many types of products o !
such as TL-WN951N, TL-WN851N, and TL-WN75IND

hnology.
TL-WN751ND and similar devices support b, g and 2:11180i t;ll};f;: rlrllu;zcda; (;ife
but in these devices n technology use only 20Mhz channel w

3 Mbps; so this
150Mbps. In this project we want to use n clients that can support 300Mbps
kind of clients is not used in the project.

classified as 802.11n network cards

TL-WN95IN and TL-WN85IN both are d receive two spatial

13 smit an
Operated in 40MHz channel with the ablhtyO It/(;b trsan
Streams to provide maximum data rate up to 300Mbps.
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Figure 3.5: TL-WN951N network card.

TL-WN951N compatible with 802.11 n\g\b. it operates in n mode if the wireless
mode is adjusted to 2.4 GHZ 300Mbps, in g mode if 2.4GHz 54Mbps is selected, and
in b mode if 2.4GHz 11Mbps is selected, as shown below.
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Figure 3.6: TL-WN951N operating mode.
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The aim of this project is to builq 4 v
e a Wireless network tha i 2
t
jeach one has a ability to change the Operating mode of i bcontams four clients
technology. 1t between b, g and n

combination when the AP is operated in g onl
AP mode, as shown in below table.

Table 3.1 : One clients combinations.

Combination AP operating Clients
number mode combination
1 b only b
2 g only g
3 n only n

When there are two clients, the number of combination are seven, that are bb
when the AP is operated in b only mode, gg combination when g only AP mode, nn
with n only AP mode, bg when the AP is operated in bg mix mode and three
combinations bg, bn, gn when the AP is operated in bgn mix mode, as shown.

Table 3.2 : Two clients combinations.

Combination AP operating Clients
number mode combination
1 b only bb
2 g only gg
3 n only nn
4 bg mix bg
5 bg
6 bgn mix bn
7 gn

e three clients that connect to five scenario AP
ode, nnn with n only AP mode,
d in bg mix mode and seven
mode as shown in

The combinations when there ar
are bbb with b only AP mode, ggg with g only AP m
two combinations bbg,bgg when the AP is ope%'ate e
Combinations bbg, bbn, bgg, bgn, bnn, gen, g01 with bgn

the table below !
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Combin’:;:;e =3 Tgrlfe clients combinations,
Operatin -
number g Clients
1 iode combination
> b only [
g only
i n only +
= anonly \ 7T
5 e L
e
6 T bgg
bbg
7/
8 bbn
b
9 Bgn mix bgg
10 bi’r:
L ggn
12 =

The combination with four clients is eighteen combination, and that are bbbb
with b only AP mode, gggg with g only AP mode, nnnn with n only AP mode, three
combinations bbbg, bbgg, bggg when the AP is operated in bg mix mode and twelve
combinations bbbg, bbbn, bbgg, bbgn, bbnn, bggg, bggn, bgnn, bnnn, gggn, ggnn,
gnnn with bgn mix mode, as shown below.

Table 3.4 : Four clients combinations.

Combination AP operating Clients
number mode combination
1 b only bbbb
2 g only gegs
3 n only nnnn
4 bbbg
5 bg mix bbgg
6 bggg
7 bbbg
8 bbbg
9 bbgg
10 el
11 ; L
12 bgn mix bggg
13 bggn

bgnn
14  oa
E s
17 £E
T il i b e v e SOD i |

ith di ber of clients
So for five AP operating mode scenarios and W.lth .dlﬁjeretgzsn;rr;ect
that are connect to the AP; there are forty clients combination 1
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each one can achieve 300Mbps, as showp below.

Access Point

nonly mode
40MHz

k’/ \_./ 300Mbps

e
(\../ X/ o

\J
e

802.11 n 802.11 n 802.11 n 802.11 n
40MHz 40MHzZ 40MHz 40MHz
300Mbps 300Mbps 300Mbps 300Mbps

Figure 3.7: Theoretical throughput of nnn combination.

With the same AP operating mode, if one g CIic.ant adds to nnn f:t(l)ln(l)l:lllnaglglkdglz
new combination is gnnn as shown below, since g clients opera':s ‘Ziient- tiroughput
channel the AP is forced to operate in 20MHz channel to suppo 2%)MHZ t,he S
of the AP is reduced to 150Mbps in this case, because AP]? = client has 150Mbps
use also 20MHz channel with two spatial streams, easc atinal stream has 54Mbps
throughput ,and g client with 20MHz channel andioneisE

theoretical throughput.

40 MHz channel, a protocol that is calle'd
f there is only n type of clients and there is

MHz channel, in the opposite, if there is a
ly 20 MHz.

If a user configures AP to operate in
Coexistence protocols checks the medium 1
10 g or b clients, and so the AP will use 40 ;
bor g clients this protocol forces the AP to use 0
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Access Point

bgn mix mode
20MHz

E\/ i 150Mbps
v’
NG
e g

I8 5

802.11 ¢ 802.11 n 802.11 n 802.11 n
20MHz 20MHz 20MHz 20MHz
54Mbps 150Mbps 150Mbps 150Mbps

Figure 3.8: Theoretical throughput of gnnn combination.

These values of throughput are just theoretical values, in this project we want to
measure the practical throughput of the AP and each clients in all forty combinations.

The throughput of each client in all cases is measured by using colasoft capsa 7
program; this software allows users to monitor the status of wireless WiFi adapter(s)
and gathers information about nearby wireless access points and also provids
comprehensive graphing of throughput value. All IEEE 802.11 standards are
supported by this program including 802.11a, 802.11b and 802.11g and 802.11n.

We will use colasoft capsa 7 program to measure the throughput of each client in
all client’s combinations, to compare and analysis these values.

d by colasoft capsa 7 show the throughput
o minuets time. The colasoft capsa 7
120 samples in each data throughput
urement for data variation in wireless
y we can take a bout 23 samples in

cessive samples.

Each data throughput that is measure
Variation of the devices (client or AP) in a tw
takes a sample every one second; so there are
figure, so this program can provide a good qucas
environment, for simplification and approximatel
cach figure with 5 seconds separation between two suc

average of them that will be done

th
After taking 23 samples, we want to take the apsa 7 measures the value of

by Microsoft Office Excel program. Colasoft ¢
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MBps by 8 t
ps by 8 to represent the value of through
ghput in Mb
PS unit
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Chapter

Design details

4.1. Access Point Configuration.

4.2. Wireless Adapters Configuration.

4.3. How to Connect Clients with the Access Point.

4.4. Design Details.
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This chapter contains the design det

4410N access point and also confj :
; : guration
that are used in this project. steps of TP-LINK 951N Wireless Adapter

4.1. Access Point Configuration,

CISCO 4 i 3
The 410N AP is the access Point we used, to begin in the configuration

login must be occur to enter the confy : g
guration of th i . .
address 192.168.1.200 with subnet mask 255.255 2525 (;levme by entering the static IP

: 2o lolgl = tz t];e COnﬁgura.tiorl Page; open your browser such as Mozilla firefox
e ik t Sascnier this IP address192.168.1.245 when enter this address a
login page that requires you to enter the username and password, the default username
and password are admin, after that you are now in configuration page of this AP, as
shown below. ’

©) WAP4410N - Basic Setup - Mozilla Firefox
Ho E® Yow Hgloy Bookmaks Jook Hebp
| L) WAPS410N - Basic Setup |+

& (

| [ hp:27132.168.1.245/Home. him o7 ™~ (IR ‘ z

_§ Baslc Sefup

| Device Setup

piWiless Host Name: {wap66486¢
» AP Mode

» Administration
» Stalus ' Network Setup

Device Name: WA_P;EEINT

| IP Settings: | Automatic Configuration v |

‘ Local IP Address: 192.168.1.245
| SubnetMask 2552552550
| Default Gateway: 192168.1.1

. Primary DNS: 0.0.00

. SecondaryDNS: 0.0.0.0

| IPve
IPv6 O Enabled @ Disabled
Accept Router Advertisement
Local IP Address:
Default Gateway.
. Primary DNS:
Secondary DNS:

save

—

FHBOU (D N

Figure 4.1 : Basic setup of the AP.

.1 diacent of CTS\RTS and
Th i tility such as VLAN , adj e :
e MDA not interested about this utility. We're

fragmentation thr i i iect we're
eshold, in this project W : ‘- :
interested in changing the operating mode of the access point and some utility that is

related to our project.
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mode that are: > s device provides many operating

Access Point (default): To adjust this device to Operate in AP mod
Wireless WDS Repeater: To adjust this device to operate in rmo (: d
Wireless WDS Bridge: To adjust this device to operate in bridep:a erdmo e
Wireless Client: To adjust this device to operate in client mod eg mode
Wireless Monitor: To adjust this device to monitor the traffics

£) WAP4410N - AP Mode - Mozilla Firefox

Heb
52

eSS NACCessIRolnt with Rower Over Ethemetl

@® Access Point (defaulty S S AN SR . L

» Wireless

(m} Allow vrireless signalto be repealed by a repeater.

v

e — Wt

» Administration i s RN
> satus L mca | '

j» O Wireless WDS Repeater
Remote Access Point's MAC Address
[Ty SR

| O Wireless WDS Brkdge
Remote Wireless Bridge's MAC Address
mact: [
me2: |
MAC3 |
MAC4: |

| O Wireless ClientRepeater
Allow wireless station to associate.
Remote Access Point
ssiD. | 2
MAC: |

| O Wireless Monltor
Rogue AP Definition

No Security

v

Notin Legal AP List

A Cisco Systems, Inc All nights reserved b st . A Nua;dlhlmd-!hx':l 3 m

——
eelioh O D &n

Figure 4.2 : AP Mode of WAP 4410N.

i i int, go to
ili the operating mode of this access point,
e : es. The Basic Settings allow you

the Wireless in the left screen; you have . i ]so you can adjust the operating
to change the wireless mode of this access point i y'th channel that is not used
channel, it is important of this project to operate tlz;:1 APﬂlV; .
in the neighbor APs to avoid the interference from the 0

e AP uses the same operating channel; change
n

2 cnsro that e 3 R i mode in the left side of
the Operating mode of the AP to client\repeater in the AP

elow.
SCreen and scan the site by site survey as shown b
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|
|
|
|
|
|
{
|
I

£) WAP4410N - AP Mode - Mozilla Firefox
Ele Edt Yew Higtoy Bookmaiks Tools Help

| L) WAPA410N - AP Mode £
] e I i . T

sofnnfan SIEIEHSTE

cisco WAP44

| ® Wireless ClientRepeater

LI Allow wireless station to associate,

Remote Access Point Site Survey

SSID:

© 2009 Cisco Systems, Inc. All nahts reserved

L VAPA4TON - AP Mod #8) - MicrosoftWord - This 2§ ’

Figure 4.3 : Wireless client mode in WAP 4410N.

Since after site survey the surrounding APs operate in channels are 6,10 and 11 ,
the AP can operate in any channel that is different to these channels, in our project the
AP will operate in channel 1.

| Site Survey

| Select one of the amailatie networks below and chek the rado button to jon the network
Channel SSID MAC Address Secunty Mcds
6 uzh 0021637484 EE WPA
10 mah05981716%0 TA B4 56 C4 COEZ Heae
" m.zgjouni 0593431663 00 1F 1F 18 1F 37 WPA2

Rehiesh | [ Close |

0 @ Mntermat | Pretocted Mode: Off v Rlws -

Figure 4.4 : Site survey result by using AP.

i i support four SSID,
You can also change the host name (SSID), this device can Supp

. S . ) Shown
I this project the SSID of the AP is ‘m.ajlount” 5
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£) WAP4410N - Basic Setlings - Mozilla Firefox
Eile ECR !'BW HW B.OOKmalks
l[ }WAP“EN -Basic Sellngs o il

(&) [ l_mpmszwmasmgm,h,m' B e e D PSS T

o O E— ¢ =
cisco WAP4410N ereless-N Access| Point With Power Gver Ethernet

Basic Wireless Settings

admin’ Logd

[ S
! RSN S

HASIC S

Security relese Network Made: B’GIN'M[’@i_ "} c

Connection Control Wireless Channe: 12 ST, K
. =241 |

WI-FI Protected Setup 1-241200 [ |

VLAN and QoS B mae o & Ol el Sl e

Advanced Settings | n88IP __JMM_~A SsiD 9’°ad°35t & o

Administration SSID 2: !: Disabie

SSID 3:
S8ID 4:

@ 2009 ( sterns, Inc. All nghts reserved

m————
PM801 G Q EN WAP4410M - Basic S #)

Figure 4.5 : AP's basic wireless setting.

The Advance setting provides some options such as Country/Region |,
Fragmentation Threshold . RTS\CTS and channel width.

£) WAP4410N - Advanced Wireless Settings - Mozilla Firefox
File  Edit ylew Hls(ory Bookmarks Iools ﬂelp

| L1 WAP4410N - Advanced Wieless Setiings | +

: - :
i €)2> (D hup//1921se1245/Hmnehzmu _ Tr-|C)(S8-Goge  Pj A
I ; = D aweriOve Mg
| ~ = A - ) ()
f 0
~

; » Setup Advanced Wireless Settings Ty A
‘[ v f L
f Basic Settings ; Options L
! | TR

Eocutly | CountryRegion: EL ‘
> Connection Control | ® gt
[‘ Wi-Fi Protected Setup | Worldwide Mode 802.11d): O Enabled ol§f7‘
[ VLANand QoS | T ol (Default20MH2)
i Attt | Channel Bandwidth: 1301"_*5 —— ) |

e ! e A (Default:Auto [
f > AP Mode | Guard Interval: BB ] o ‘
| | TR | fault:Disable
| { s f d L] (Dei
‘; » Administration | CTS Protection Mode: »Dlsahle o
» Status i s 100 | ms(DefauItmOMsec Range: 20 ~1000)
8 | Bagcon Interval: e
; | ms (Default 1, Range: 1 ~255)
! | DTIM Interval: oo
( : 7347 | (Default: 2347, Range: 1 ~2347)
JRRTohiE=noi 256 ~2346)

: f : efault: 2346, Range: 256 ~
: FragmantaﬁonThreshold. @’ e ) ) I

Figure 4.6 : WAP 4410N Advance Setting
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Channel width provides you the o
o bt A ption to di ; .
channel by adJusnng it in the auto moge, . wsisme Width of the operating
automatically depending on the clients that are ¢ es the best channel width

A onn i : R
the 40 MHz only n clients can Connect to it i ected with you, if you adjust it in

il 40 MH :
that are operating in b or g mode cant connect to th; Z channel and the other clients

in 20 MHz only. 1S access point since that operated

By adjusting this AP to operate in 20 M

Hz, b and g clients ¢ S
: : ’ an
and also n clients can connect with these AP comnect with it ,

by using 20 MH; only. To ensure all the

width is adjusted in 40MHz.

4.2. Wireless Adapters Configuration.

This section describes how to configure wireless Adapters and how to connect
these clients with the access point.

By inserting the Resource CD into CD-ROM drive, figure below will appear.
choose install Driver & Utility of TL-WN951N.

pter
V1o

Jdihe Reliable Choice

TP-UINK e

install Driver&Uulity

K nstell QSS Jtitity” frst. IFOSS {
Note: Please select the model of your netwerk éda In

ord  User Guide o e A . S

supported, please “Install Q55" uithity 2 - g e S P

Figure 4.7 : TL-WN951N setup screen.

t to continue.
After that the below figure will be appeared soon, Next to
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|
{

TP-LINK Wireless N Client Utility

TP- i
LINK Wireless N Client Utility

Thls pPro: .
gram installs the dr; L
TP-LINK Wireless N A;ag'l';’:-‘-l and client utilities for your

< Back I Next > ;I | Cancel |
Figure 4.8 : TL-WN951N utility.

Choose a Setup type. It is recommended that you select Install Client Utilities
and Driver as shown below. If you select Install Driver the driver is instilled without
utility , the utility allows to change the operating mode of this adaptor and that is
important in this project, because we want to change the operating mode of each
client.

Continue to the installation setups to this client. After the successful installation
the below figure will be appeared, click finish to restart the computer, after that this
client is already installed on your computer, do these steps to the remaining three
clients.

TPRP-LINK Wireless N Client Utility

InstallShield Wizard Complete

The Installation Program has successfully performed the
selected operations, but the system needs to be rebooted
before all of the changes will take effect.

@ Yes, | wantto restart my computer now.

O No, | will restart my computer later.
Remove any disks from their drives, and then click Finish to
complete setup.

Figure 4.9 : Client instills complete.
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4.3. How to connect clients With the accesg point
nt.

After configuring access point and

four wir
connect these adaptors with the accesg point eless adaptors, we can start to

To connect each wireless client t the

address, to do that go to contro] panel, Network
connection then property, Internet Protoco] (TCp

LINK Wireless N Client Utility - Current Profile: Default
Action Options Help

Current Status | Profile ManageEeE‘!J Ei;g—nac;i

TRP-LINK
Profile Name: Default
Link Status: Not Associated Network Type: Infrastructure
Wireless Mode: 2.4 GHz 130 Mbps Control Channel: 11
Extension Channel:
Server Based Authentication: None Data Encryption: None

IP Address: 192.168.1.99

Signal Strength: | SO ; No Link

[ Advanced

| |

Figure 4.10 : TP-LINK Wireless N Client Utility

Now to connect these clients to the AP, go to Profile Management te.lp Etl)len s:;n
and choose the SSID of the AP (m.ajlouni), the below ﬁgur'e shows thehnelghbo;s ; j
with operating frequency of each one, that is tested by using AP as shown betore

Section 4.2
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Available Infrastructure and Ad Hoc Networks

Network Name (SSID) Q 1n SupermXH SlgnaEngIh i
B cioun |

-} m.ajlouni.0599431.. =3

all 136 :

Charrel |
2
alll 1568 f o)

[ Activate j [ Refresh 7 L 0K j

Figure 4.11 : Site survey by using the wireless client.

By clicking active you are connected with the AP as shown below. Do these
steps to all clients that are required in any combination.

Action Options Help

Curtent Status | Profile Management || Diagnostics |

Profile Name: Default

Link Status; Associated Network Type: Infrastiucture

Control Channel: 11
Estension Channel:
Data Encryption: None

Wireless Mode: 2.4 GHz 130 Mbps

Server Based Authentication: None

IP Address: 192.168.1.99

———eeseeaERRRRRREEN Excelent

Signal Strength: DEEEEFERRERE
ﬁ Advanced ]

S—

ts that is connected successfu

1y to the AP.
Figure 4.12 : Clien
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4.4. Design details.

After connecting the clients with the Ap

Sy » the network is like thic. ;
connected to the server by gigabit Ethernet Wire, clionts are e 1t f; th¥s. the AP. is
the AP. cted wirelessly with

)
%

-

Access Point

£
N

S

S’ N
St
M L S
802.11 b\g\n 802.11 b\g\n 802.11 b\g\n 802.11 b\g\n
Figure 4.13 : Specification of project network.

It is important that the distance between AP and the clients is equal because if
the distance between one client and the AP is greater than the distance between the
AP and the other clients in any combination; that means that client has less AP speed,
since with more distance between the AP and the clients, the more attenuation in the
environment and then less data rate. To a void reflection of the signals; the distance
between AP and the clients in any combination is light of sight.

To ensure the distance between them, there is a linear condition bet“-/eeg
distance and signal strength if the clients adjust with ap.pos.ltlon that the re}c:e;w:}el
Signal strength from the AP is the same for all clients combination; that means that the

clients are already placed in the same distance from the AP.

lity provides the signal strength
ent status tab , it is preferred to
two meters. The current signal
from the AP since the signal

The TP-LINK Wireless N Client Uti
Measurement from the AP, click advance in tlfe curr
Make the distance between clients and the AP 15 only
Strength is -36 dBm there's no much loss of the data rate

Strength is not low, as shown below.




Advanced Status

Network Name (SSID): fiaderiad
e . 8jlouni :
Server Basedl Authentication: None Curtent Signal Strengy; 35 dBm
Data Encrypuor;: Néce E”":"t Noise Levet -96 dBm
Authentication Type: None A1 00:03:36
Message Integrity Check: Nane g[f‘: 1thPrea~mb|;: Short & Long
QoS: WMM Mt Heceive Rate; 1.0 Mbps
CCKM Authentication: ot Current Transmit Rate: 243.0 Mbps
Management Frame Protection: off Control Channel: 1
; : Extension C| :
Assoc!ated AP Name: Unavailable Control Frr'eq:Z::el g
Assocnateg 2§ ::A o‘}\:dz:%;S: Unavailable Extension Fleque-:cy ::;; E:Z
Associate ress: .DOFD. : ; P
D2-DO-FD-66-48.6F Channel Set: China
Channel Width; 20-40
Power Save Mode: Normal

Figure 4.14 : Advance statues of the connected client.

The server that is connected to the AP should be high performance server , in our
project the server has a corei5 CPU 2.67GHz and 2GB of RAMm as shown below,
and also must have gigabit Ethernet adapter instead of fast Ethernet adaptor to support
n technology that provides theoretical speed up to 300 Mbps that is higher than 100
Mbps supported by fast Ethernet.

System
Manufacturer: Dell
Rating: ﬂ Windows Experience Index
Processor: Intel(R) Core(TM) i5 CPU  M480 @ 2.67GHz 2.66 GHz
Installed memory (RAM): 2,00 GB (1.87 GB usable)
System type: 32-bit Operating System

Pen and Touch: No Pen or Touch Input is available for this Display

Figure 4.15 : Server performance that is used in the project.

Gigabit Ethernet network card support rates IO,IOO,IOOOMIE)S andt os-lzzeottlzztgi
Support also is one gigabit Ethernet port 1000,100,10Mbps after auto-ncg

between them both are operate in gigabit speed, as shown below.

good performance devices,

: ; . ea
Also the clients that are used in this project hav rt the high speed n

(0)
¢ach one has Core 2 Duo 2.1GHz CPU and 2 GB of RAM, to supp

technology, as shown below.
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Dell

: diumall 4 i)

P38 5l A Lo Lian

Intel(R) Core(TM)2 Duc CPU 16 ] o
370 @ 210GH:

Hz 210 GH; adlaa

LIS SN H{RAM) &z § <15

Aobe e ST i il g

T VOO L A el s 3ty saalll s ALl

Figure 4.16 : clients performance that is used in the project.

The principle of work is to transfer a data fije from clients to server, then a
program that is called Colasoft Capsa 7 measures the throughput of the ;vireless
network card in the client that is the practical throughput of each client, then this data
file propagates wirelessly to the AP, Colasoft Capsa 7 measures the throughput of the
gigabit network card of the server that is the practical throughput of the AP.

Throughput of the AP is measured approximately by ignoring the data losses in
Ethernet wire between server and AP, in order to reduce the losses of the wire we use
a Category 6 twisted pair cable with only one meters distance.

The size of file that transferred from clients to the server is 600 MB, since if the
transferred file for example has a size 30MB and if the throughput of the AP is about
18Mbps for example this file is transferred in less than 13 seconds. To make a good
measurement we take the measurement of throughput in colasoft capsa 7 for more
than two minuets, it is better to transfer a high file size and take the average value
after five minuets because it has some sort of stability of the system.
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Chapter
5

Results and Analysis

5.1. Introduction.

5.2. b only AP mode.

5.3. g only AP mode.
5.4.n only AP mode.
535. b\g AP mix mode.
5.6. bgn AP mix mode.

3.7. Summary
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Chapter fiye
Results ang Analysis

This chapter contains the results of all
our network combinatig
ns that are

i ft Capsa 7 am
measured in Colaso p Program, and also copta; i
R ains the analysis anqd compare

Introduction.

51

In our project we want to measure the value of throughput in al combination of
clients, these combinations are when the number of clients i

two, three and four With all access point operating modes in all of them
forty cases of clients combinations.

When the access point operates in b only mode we want to measure the practical
throughput value of b client, when there are one, two, three and four b client.

The same case for g only AP, and when the AP is operates in n only mode the
practical throughput is measured when it is operates in 40 MHz channel width.

In b\g mix mode of the AP, throughput is measured when there are two, three
and four clients that are operates in b and g mode, that are connecting to it with all
combination of operating mode of them.

Since b\g mix mode only operates with one spatial stream and n client uses two
Spatial streams when it connect to this AP it works as g client, so if we have a
combination for example of two b and n clients, the n client is work as g client so th.is
combination is become bg combination, so all clients combination in this AP mode is

becomes between b and g clients only.

s can connect to

2 . ith two spatial streams, so n client
g\n mix AP mode operates with p g

it in addition of b and g clients. In this AP mode we want to measur
two, three and four clients combinations.

i ients that are
All combinations with different AP mode and different number of clients

“onnected to the AP are shown in table 5.1
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Table 3.1 - All clients combinations

Number of i i
rAP_;Ode i CIl:;ntdone Client two Client th
B 1 5 it o ree Client four
. : ode mode
2 €
b only ; ; -
3 b b - :
2 b b b :
1 g - : b
: E -
g only 3 : : : -
4 g : : -
1 n = —— ‘L
2 3 -
n only : : : -
3 n 1 A
4 n L - :
2 b g - :
T e SN '
b\g mix ; g -
b b 2 °
4 b b : 8
b g = :
b 8 - :
2 b - : :
g L - :
b b 2 :
b b - :
b g i :
3 b . : -
b ) - :
g e : :
g L : -
b\g\n mix > : : g
b Y . g
b b : ;
b . : :
4 ; : g i
b - : -
n
b £ -
b L n -
= g
g 4 n
g - L :
\ g n
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5.2. b only AP mode,

5.2.1. Combination with one b client.

In this section there is only one b client that connects to AP

that is operating i
only mode, as shown below. perating in b

B
Access Point

b only mode

s
o

=

802.11 b

Figure 5.1: One b client combination.

11 Mbps, but in practical based in
6.880Mbps and the throughput of
throughput of the client that

The theoretical throughput of b technology is
OUr measurements the throughput of the AP is just
e dlient is 6.863 Mbps, this value is the maximum

Operates ip b technology.
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52.2 Combination with two b clientg

re are two cli
- ents that are operating i
a5 shown il figure 5.3 below. Mode connecteq ¢, b onl
only AP mode

Access Point
b only mode
\ &
/
v/ o

802.11 b 802.11b

Figure 5.3: Two b clients combination.

gh the two clients have
devices and also have
throughput values, the

the sa];nh: fvr.acﬁcal throughput of this AP is 6.854Mbps, althou
the same ll'eles.s 0pe.rating mode and have same performance
first cliemS ;Paratlon distance from the AP; they have different

as 3.404Mbps throughput and the second client has 3.412 Mbps.
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w Combination with three b clients,

There are three b clients connect to 1 onl
Y AP mode as shovwn
Wn 1n figure 5.5

<
¥

\

*

Access Point

R

b only mode
L
N
: N \/J
g,
L e
802.11 b 80211 b 802.11 b

Figure 5.5 : Three b clients combination.

The practical throughput of the AP in this case is reduced to 6.695 Mbps, the AP
throughput is distributes between three clients with different throughput value of each
one. Throughput of the first client is 2.233 Mbps and the second is 2.247 Mbps and
the third is 2,212 Mbps, throughput value of these clients are closed to each other not

®qual, as shown in below figure.

i throughput of it is
The AP in thi inati orts three clients, that means
in this combination supp RS e

gismbutes between three clients, and since all clients operat
e throughput values closed to each others.
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524 Combination with four b clieptg

In b only AP mode there are four b clients is connected to it as shown below

P

Access Point

b only mode
Gl

Sler s

SEPNIPNIES

80211 b
802.11b 802.11 b 802.11 b

Figure 5.7 : Four b clients combination.

. is free from traffic
Client number two can transmit or receive data if the ;htif;ni; i D
of clients one jthree and four, so it has one quarter o

thr(’ughput distributes between the four clients.

i first b client
fourth b clien third b client second b client

mbination

i b co
Figure 5.8 : Representation of four

7/5)




petween connected clients; so the Ap through

petween four b client, throughput of the four clients e 1.39
390

| 492Mbps and 1.606Mbps, as shown in figure 5.9, Mbps, 1.480Mbps,
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53.

The AP in this section operates in

: < g only m .
omneet to it, b and n clients not able to ¢ 7 ouoces that picang only g clients can

onnect to this Ap mode
This mode is operating in 20 MHz anq uses

receive dat'fl the Sancee in b only mode, byt since g t
technology 1t has higher data rate comparing with b technolgo echnology yses OFDM
gy.

5.3.1. Combination with one g client.

There is one g client connects to the AP i

that is operating i
2 g 4 g 1n g only mode.
theoretical data rate of this AP mode is 54 Mbps, but in practical this is lg 36(())1\;b;h :

AP th1:oughput in this section distributes to only one client, as shown in figure
5.11, the client throughput of this section is the practical maximum throughput of
technology. : :

client
& {\ Shared

l/ Channel

Figure 5.11 : Representation of one g combination.

ue of throughput of the AP is
ere is only one client; s0

figure 5.10.

q As mentioned before in section 5.2.1 that the val
moséd to the value of the throughput of the client when th
&Imum throughput of g client is 18.128Mbps, as shown in
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1ents.

5-3¢Combination with two g cl

connected to g only AP mode
is 18.128Mbps which is lefs

throughput of the first client 18

AP

ode

2}

Throughput of this
.152Mbps.

the case of using one client

There are two clients that are operating ingm
gure 5.12

OWn below in fi

throughput in
4MbPS and in the second client 9

as sh
than

9.18

78

L




'
b ccdenndona
.

]
]
emscebocccalocaa.
'
'
'

'
'
.
]
'
'
»
'
'
[l

“Peeeccfoscesfesscolie

|||||||||||||||

' . . ' » . » ' . '
becdencdonabhecdencboncbhocdacabocalanadane
' I ' ' O ' . ' ' ' "

||||||||||||||||||||||||

. ’ ’
|||||||||||||||||||||||||||||||||||||||||||||||||||||||||
.....

110

100

90

40

30

'
' ' . . ' . '
s deccbecchocvdaccboncloncdane
0 " ' ' " ' ' v
' ' . . ' ' . '

' ' ' ' ' ' ' '
' . ' ' ' ' . '
' ' ' . ‘ ' . '

S - becebccdeccbonateccdacatan
. . . ' ' ' ¥
. . . . . . .

' ' . ' . . '
' ' ' ' ' ' '
. ’ . . . . .
ceobcedecabons Gt b ee e .
. 0 ' ‘ ' ' v
' . ' ' ' ' ’
' ‘ . h i . .
. ' ' . '
' ' ' . '
P L < cebtecclecndaceton
. ' ' v v
' ' ' ‘ .
. . . . '
. . ' ' '
' ' ' . '
becdecat ecebead -
v ' . h "
' ' ' . '
. ' ' ' .
' . . ' .
' . . ' .
deees QL ccbeeateccdaccbocdea.
h . ' v f
' ' ' \ .
H . ' '
. ' . H
v ' . '
sk
. v
' .
i H
' H
. . i
0 . v
H H H
. e H H
(O £ 7 |
) R ©
A L=}
sdg>q Ul IndyBnoay

3

time('s)

8

T

1l

b = B S TIPS POTE PO

=] =] & = ==
sdo> w IndybBnouays
v T -.\L ...... .----..-- =
w, - RIS AUN B W = = - =
= o ;uA T e R
= = R a8 S e b Ll -1 —is3
i Tt 1=
ot e i 5o BT SR o T B . D %
- . SN AN . 4=
- i 1. = aates Y.‘ ...........
» j N ZHENENEEERN =
= = . S e i ! et 1 i =
== - . TR 1, 1 SN T W (YN T SE— e
== - i £=
e i . 1oNS) PR LA
~ 8 - = o 2
£5 o - - ST Sk iy iy it
=i - Q - s L =
= - an - - A
i g T 5 D )
a5 v o e = i
& & B r

ts. it has more time to

Figure 5.12 : Throughput of two g combination.

tiefs)

device

b

d since with more
speed.

1
an

to lt’
o less throughput value _
S d its own

b

. ; lie
Since thig AP in this combination support tWo0 :

hing between clients;
"Operty of collegian is increased the AP reduce

Switc
the p

79



1ents,

th three g ¢]

ions wi

.

inat

Comb

Y AP mode, The Practica] throughput of

here are three g clients connect tq g onl
Ther

APin this case is 18.080 Mbps.
the

ghput of them are

€ clients with throu

n in figure Sikel

as show

bl

he AP throughput distributes between thre
The

443Mbps,4.667Mbps and 8.968Mbps
4' b

10

uBnosys

tnefs)

mbination
Throughput of three & ¢
gure 5.13 :
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34,0 mbinations with four g clieptg
i g only AP mode there are four g client
% oty 0 s S are connecteq to it. The Ap
ts as shown below i
in
ps, 3.526Mbps, 4.089Mbps and

een four g clien

hrough
throughput of these clients are 4.455Mb

ﬂgure 5 1 4,
2,808Mbps-

1715

throughput(kbps)
5
b=

S

=
==
>
-:’/
|
St
™~
/,

threughput(kbps)

g client

&

| R o ]

thiouahput(kbpa)

¢ ..——-....._-'....-—--.....——
JOO0S S

E

' ‘ L ssspessendessesmemssesseeeneset
' espessaserssmanassessseeet ‘
vesssresemeis

F | ination.
F‘igure 5.14 : Throughput of four g combina
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(4, n only AP mode.
Pl

hen it is o
ient there are two cases w

In 0 _(:l:;nthe value of throughput when the
4OMHZ, slnf throughput in 20MHz chanx}el, we
the Valueh(;nn el. To find throughput of n in 20 M
4MHz ¢

Perating in 2 MHz angd Wwhen it in
AP s Operates in 40MHz is double
Wwant to operate 1 only AP mode in
Hz divides the value by two,

541 Combination with one n client.
Pty

. n client connecting to AP that operates in p only mode with flO
There is one heoretical throughput of this AP is 300 Mbps with two Sp?.tlal
MHz channe.l s, easurement the throughput of it is not exceed 33.632Mbps. S.1nce
trems, but 1n OUX met of the AP is closed to the value of the throughput of the cllenf,
the value ofth.fou(g): f; one client; maximum throughput of this technology is
here 1s
;V;;Zo;/lbps, as showniselon:

throughput in Kbps

........
.......
-----

i1 T —e—nclent |
nonly - T : -_é _____ ;..-____ mean !
x--..._____r_m i T : Y : g jooene R H I
; ; : ‘ : | : i ; : : : :

1
seeciboo. 4 H

- 1 client TR e -

..........
........
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throughput in Kbps

time( s)

mbination.
Throughput of one B €
Figure 5.15 :
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tioned before in chapter foyr this v

As {nen if there is a client with core is5
of the cllenitr’1 this case is about 45Mbps, Th;s
mrouihhgzt if it has higher performance, as sho
o

alue is depending to the
CPU anq 3 GB

Proves that the client ¢
wn in figyre 5.16

performance

nis result is higher than the same combi
This

nation whep We use less device
is client.
e Of thls c
ormanc
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the same
‘ents have f
t all clients h2 value 0
is very important tha it will have higher
it is -
3 I our measurements 12 has higher than Oﬂ_lert;e same mode.
OMance, gince if any on rating 1
throughput than the others when they are ope
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th two n clients.
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543 Combination with three n clients,
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4 Combination with four n clients
544 :
n only AP mode there are four n clients are
. . i CO . 5
, AP which 15 27.200Mbps in this Combination distngt cting to jt
petween the four n clients, throughpyt an €s as sho

> the throughput of

th
Wn below in figure

5.19
§292MbpS;

3,704 Mbps and 4. 584Mbps, se clients gre 10.420Mbps

o

~
=

throughput(kbp=)

~
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Figure 5.19 : Throughput of

four n combination-
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bz AP mix mode.

. .

32 ihis section the AP is configuring to ¢
In th1

Perate in 1
20MHz channel with only one Spat
g at

& Mode, In thjg mode the Ap
ial stream

is operation mode of the AP, the o
with this mbinations numbers of clients ate “two, three arq
) the co

t contain one client or group of clients that are operating in the same
oombinations thantion ed here; since they are analyzed before in b only, g only, and
e not me
mode &
onl)’AP mode.

mbinationg are betwe

51, Combinations with two clients.

cofi 1 ients, and
inations of clients in bg AP mix mode are bet}veen b andbg d::n S
. blnatlolrilents the combination of this section 18 just bg combination.
- are two ¢ )
since there

has a
IS : in figure 5.20. The AP

is combination is shown in T
Throughput Z‘fgt:;l ps, b client has 5.146Mbps and g client has

throughput value of 9.384Mb

throughput.

T 1
) ! ' '
T | } ' :
il H '
950 T 1 : :

—o— AP bg
— mean

throughput(kbp=)

3 mbination‘
o) 0: Thr oughput Ofbg co
Figure 5.20 :
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Because® the two clients are Operating wity, different opepq:
jifferent AP throughput, although b cljen; is Operates { Perating mode, each one
n

has Jient operates at higher throughpyt value thap g lower throughput oy .

clienty be

Time

By

Second transmitting cycle First transmitting cycle

Figure 5.21: Specification of bg combination

Lessees b clients maximum throughput means more time needs it to transmit or
receive data to\from the AP than g clients, so the two clients have different throughput
value and these values are not closed to each other like in bb combination.

Since maximum throughput of b client is less than g client; b client take more
time than g client. When b client want to transmit data to the AP it take a long time to
Complete transmitting its data than g. And since channel in wireless is half duplex, g
Sient must wait uni] b client finish it's transmitting, as shown in figure 5.21

” i in g client. C
Waiting more time means less value of throughput in g o

¢ g client in g only AP mode, g client in this case doesn’t e ” t?:r}ll
"t its data ang has higher data throughput than in bg R
y : han the maximum
5 In thig combination throughput value of the b client 1s 1;;5 utt o AP i1 b3

Oughput of one b client in b only AP mode; SInCe throlu Oie client, that means

"ination is distribute between the two clients 1ot © Ony] combination all AP
thrg e has its owns throughput value, but in 01€ it

u i

Shput distributes to only one client.
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nt increases AP thro
client ip bg comb;

the b client is replaced by g client, the Combinatjop ig beco
If the

throughput comparing with bg; since all clients ip this Combinationg gre
higher Af high throughput value. In gg Combination,

a
Operate

g client wajt shorter time unti]
d ¢ finish it's transmitting than time Waiting for b clien inbg Combination.
g
the secon

mes gga Wthh has

ing bg combination with bb, which has lower thro

cOfnp;r)l combination work with two low throughput ]
the AP ltt ansmitting and receiving data than g clients, so
fime in

decreased.

ughput than bg; since
ients which have more
AP throughput will be

55.2. Combinations that contain more than two clients.

i .240Mbps throughput
ination i AP mix mode has 6.2 :
in bbg combination in bgn . . il Lo
hi }Tl'le }‘;‘th thai the same combination in bg'AP mlx1 ;r;c;cﬁb p:sthmughput’ .
;VIOCSI\/;‘Zps gand the second has 3.140Mbps and g client has 1.
shown in figure 5.23.

mbinati is operates under b
bination that is opera :
mpari hroughput of bbg to bbb co piatte Lkl
A o dng thle tin;g)lz)nep b client in bbb with g client increases
oIy AP mode; replac

AP in bbg than in bbb combination.

lue
wer throughput va
ination has lower G
: ) in bbg combina W ke ]
Cl ates in g mode in . i . w d
than yl t:)nt lt.hatt P lient cai transmit or receive data aﬂ.telonwg o6 that is waiting

any b clients, g ¢ . e  th

. i SEoT . mbination.

b clients, g shown in figure 5.22. Sinc : o
inbg Combination; throughput of the g client is lower than

Shared
lient TR e
\W b client m channel

Figure 5.22: bbg combination
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If another b client is addip
. ; g to bb :
case is bbbg, b client reduces Ap throughi:totlz)ﬁ;l;%[v[b
J ps.

a < . .
tion, the new combination in this

shown below.
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b client b client b client b client ’\

g client b client b client b client

Figure 5.25: bbbb and bbbg combinations

Again in bg combination if one g client adds, the new combination is bgg, since
g client has higher throughput than b client; the AP throughput is 9.780Mbps which is

lower than in bg combination.

In bgg combination AP throughput is 11.088Mbps, throughput of b client is
3 -370Mbps, first g client is 3.902 Mbps and second g client is 3.816Mbps, as shown

in figure 5.26.
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Figure 5.25: bbbb and bbbg combinations

Again in bg combination if one g client adds, the new combination is bgg, since
g client has higher throughput than b client; the AP throughput is 9.780Mbps which is

lower than in bg combination.

In bgg combination AP throughput is 11.088Mbps, throughput of b client is
3'3'701\/H>ps, first g client is 3.902 Mbps and second g client is 3.816Mbps, as shown

in figure 5.26.
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Client that operates in g mode not wait long time until the other clients finish

bg combination, but since there are more g client in
throughput of the AP in bgg combination is lower than in

i SISO L S = n!ll.lv&ﬂ.ul!!l- n
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Comparing with ination i
WIth gggg combination jn g only AP mode, since there is one b client
uce AP throughput from 17.200Mbps in gggg to

.812Mbps. In thi inati
p 1S combination throughput of the clients are closed; throughput of the

vo b clients are 1.788Mb
; ps, 1.734Mb :
504MbpS, as shown in ﬁgure 5.08. Ps, and two g clients are 1628Mbp5,
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aring with gggg combinatiop ing only Ap mode
Comp

P throughput fro

b clients anq g client
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S are equala AP thI'O
i bination throughput of the clj
s. In this com
7.812Mbp

ughput ig

ents are closed; throughpyt of the
lients are 1.788Mbps, 1.734Mbps, anqg tWo g clients are 1.628Mbps,
c .
tW‘:) 4?% ps, as shown in figure 5.28.
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also Compan'ng with bbbg,

throughput in this combination is lower thay, in bb St
are lower throughput

p clients.

88, sin

bgn AP mix mode.

5.6.

AP in this section operates in bgn mode; in
20 or 40 MHz channel width, but since in thig sec
b or g client; so AP is operating in 20MHz,

t.his mode the AP operates in either
tion all combination has at least one

This mode of the AP can support 40MHz channel, when there are n clients that
connect to it, all n clients and the AP can operate in 40MHz channel width, since n
client can support it.

If b or g client is now connects to the AP, and since b or g clients can only
operate in 20MHz only; AP forced to operates in 20MHz channel to support all clients
in this combination, n clients are operate in the AP 20MHz channel in this case.

Since this mode allows AP to operate with two spatial streams; n clients can
connect to this AP in addition of b and g clients.

J.6.1. Combinations that contains two clients.

The number of clients that are connecting to the AP in this section are two, SO
the Combinations of clients in this section are bg, bn and gn.

In bg combination throughput of the AP is 9.414Mbps which is liig};er;ﬁ:tl;’f
combination in bg AP mix mode. b client has 5.146Mbps and throughput of g

4.372Mbps which is lower than b client, as shown below in figure 5.29
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Client that operates in n mode in bn combinatio ;
. bb combination, b client in bn combinatioy

gl:?rlcduce { throughput of the AP than in np combj
|

reduced thy,
nation,

p client 1 has hj
Jeat. In this combination all two clients are using the samfhme;z::ghp“t than b
hich is OFDM on technique

Throughput of the AP in gn combination is 18.278Mbps, Throughput of n clj
qince it uses twWo spatial streams is 10.888Mbps; so it has higher throughput valuec tilent
g clent which has 7.390Mbps throughput, as shown in figure 5.32 i

Comparing between gg and gn combination. By replacing one g client in gg
combination with n client that increases throughput value of the AP from 18.128Mbps
in gg combination to 18.278Mbps in gn combination, because there are high
tiroughput n client that uses two spatial streams that makes AP to distribute more data
to this client.

Comparing between gn to nn combination, since there are two high throughput n
clients that increase AP throughput than in gn combination.

A}though g and n clients are operates in the same OFDM technology; n c}ient has
higher throughput value than g client by using two spatial streams with higher coding
rate than g as shown below in figure 5.31.

n client \—_g—cl_l_er]

; e
Figure 5.31: Specification of gn combinatio
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- mode the AP transmits.dat:a by using two Spatig
s bgn mb and g client in all combinations jp th
only

. . 1 Streams, but since

o s ; 13 section; the AP transmitg and
ar ly one spatial stream Hea
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three antennag,
in bgn mix mode can use diversity technique, whi

AP lnin each clients by increasing /N ratio; and since b
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% Combinations between b and n clients

, clients in this cha operates with two spatig) stream :

¢ one b client in all combination in this sectiop. e %> and since theye are
g 0

1 treams
tr :

twhen 1t _ . uses only one spat:
» b clients are operate by using one spatial stream, Y one spatial streamg;

§ince
n this section the combinations between b and n clients, when there are thr

nd four clients are bbn, bnn, bbbn, bbnn and bnnn, i
When there is one b client is adding to bn combination, the new combination in

iis case is bbn; since b client has lower throughput than n client that reduces AP

iroughput to 7.812Mbps, first b client has 2.730Mbps throughput, the second has
3046Mbps, and n client has 1.875Mbps throughput.

Throughput of n client is the lowest on in bbn combination, since there are two
low throughput b clients that force n client to wait until they are finish there
fransmitting, as shown below.

n client

b client b client

Figure 5.37: Specification of bbn combination
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client are operates by two spatia]
stead lel; nughput of b clients are 1.627Mbps,
' t (0)
b chient,

b Mbps throughput.
147

Streamg it ha

S lower throughput
1.760Mbps, 1.866Mbps, and n ig

lue of n client in bbbn ig lower than b client in ppy
e

Throughpl?t vatﬁere are more low data throughput

on, SICe

b clients iy bbbn, that
' itti the AP.
ombinatl of complete the transmitting cycle of the
ime

oreased &

ith bbbb combination, bbbn has n client sq throu
-
Comparing

ghput of the AP in
ion is higher than in bbbb combination,
ation

jtbn combin

ient i i i ination the new
bination, if one n client is adding to this combin
ation,
in in bn combin
Again 1n

i ient increase AP
is becomes bnn, adding high throughput n client incr
—ation of client 18
mbination O :
zoughput to 10.562Mbps

ike in thi bination
i lients like in this com .
i higher than b ¢ A
n clients are ol el
b numberl'oflt is becomes higher than b clien
i clie e ;
throughplll\tﬂlan ezdll 8I2)Mbps and b client is 2.602Mbp
al'e3780 ps, 4.

b client
n client n client

ombination
5.40 : Specification of bnn ¢
Figure 5.40 :
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throughput in Kbps

g

S T L T T T
R A T R A R R L

= mean

throughput in Kbps

fing()
time(s)

Figure 5.41 : Throughput of bnt combination

Co.mparing this combination with nnn combina

N gCllllent reduces throughput of the AP, becausel-ents

mbj pl.lt than n client and also when we ac.id b cli
Natigng to operate with 20MHz channel inste

by b

a

; ‘ncreases
client 11
3 ut value.

n thr oughp

In
103gg bnn combination, adding another

PS, which is higher than bnn combinatio

109

dof 40MHz in nnn €0

throughput ©
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ljent operates at higher data throy it

jnce 1 © . S put than o s

s;n and n clients combinations hag higher thr‘;g client; s o
th\Ve. AR ughput value iy ation
Combmanon b ang g

64 Combinations between g and n clients.
/‘

ince there are at least one g client in all combinations in thig Sect
vorks in 20MHZ channel. 1on the n client

and n clients are working in the same modulation technique tha ;
wecause that it has higher data throughput value than b and n clients combin;ii(? F’EM’
e work in different modulation technique The combinations between g and nriliez e
are ggn, g1, gggn, ggnn and gnnn. S

In ggn combination when there is more low data throughput g client (comparing

yith n client) is adding to gn, throughput of AP in this combination is 17.912Mbps
shich is lower than gn combination.

Instead off the number of n client is less than the number of g clients; throughput
of o client is higher than each g client, because two clients mode are operate in the
sme OFDM modulation. Throughput of n client with tow spatial streams is
8480Mbps and two g clients are 4.520Mbps, 4.650Mbps, as shown in figure 5.45

Figure 5.44: ggn combination
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¢ of n client is 5.239Mbps 4, d

ughput :

0" | 4.540Mbps. Throughput of n for & clients gy,

gonps figure 5.4 client has the pigpeq, - OMops
; ations 25 shown in figure 5.46 ¢ highest o g
oo S

b ihoseibos Line SECICNGCITE

40 50 60
time(s)

&

8

throughput in Kbps

8

ihputs of n clients are 6.732Mbps and

te(s)

-

n client

el

8

B

throughput in Kbps

48

ination

time(s)

Figure 5.46 : Throughput of 8 client.
.. higher
Jients 15 hlghl-ent is 3,906MPP*

gn comb

I gy
o Ombination gon throughput of &P L g for gl
alldth

7.356Mb

. figure e 5.47

throughput is 19.200Mbps, as shown 1
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cOn.lparing with nnnn combination, since
operates in 20 MHz channel that cages decrease
AP also.

there are one g client; n clients is
throughput on the n clients and the

When number of g and n clients are o

than g clients. Throughput of two n client are 6.048Mb
clients are 3.920Mbps, 3.119Mbps, AP throughput is 19

qual, throughput of the n clients are higher
ps and 6.031Mbps and two g
.112Mbps, as shown below.

throughput in Kbps

time(s)

throughput in IKbpa

g
: P —r— T T L1
1 (bl A | R —o—q cheat i
; ' o———=mean
\ s Ly
Hl L'mL
g client ;\\E o=
' ' H i 5
LA feked ’ :
" /! N RNA i s
i e T AP Yo ; :
Ui EaEan : - : : o
m[= P : f . j : Ll
mh P Lo : i | | e
= R I
L R % e ORCEIOEE Jx’--(s)m N
fis(s) &
. o
- I I : ' : ——nclent
. e —mein

throughput in Kbps

; : R
0 (e ek ne(s)

] &0 . .
" Figure 5.49: Throughput of ggnn combination
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565. Combinations that contain b, g and p technologies,

Com b]']lations i .S Section hen ther ar hr
n th] i bb
. W C are t (&9 and four Cllents are bgl'l, £n,

The AP in this section operates at 20MHz channel w

-y idth, since there i
clients in all four combination in this section, R oA g

In bg combination that is operating under bgn AP mode, if one n client is adding
the new combination becomes bgn, in this combination AP throughput is 9.280Mbps.

Throughput of b client is 3.960Mbps which is higher than g and n clients, n has
throughput value of 2820Mbps and g has 2400Mbps as shown in figure 5.50

: Rl i : ] : A : =

] ot - )

w0
RN

o

Ve UG U L)

o

\ )
o\ /v

s
.
)

b client

ut of bgn combination

Figure 5.50 Throughp
11 be bbgn, since there are

ination Wi o ¥
In bgn if one b client is added, me:;‘gfgl‘:’g;?ut is 7.995Mbps which is less than
more low data throughput in bbgn, the

n bgn combination.
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Throughput of n client in this combinati
10n is the

throughput, & client has 2.545Mb hi
ps, and two b Clientsli}:ﬁ O}IIIC, it has 2.221Mbps
e the lowest thr
n figure 5.51 below. Sk

value which are 1.484Mbps and
a.656Mb

e

8
.
o

e T
L )

throughput in

Sf--i-

%
lime(s)
Figure 5.51: T hroughput of bbgn combination.

gand n clients,
nts, on the other hand when

erof b client ar€ more than

types of clie

Although in bbgn combination numb
s these combinations bbbg,
value than g

b cl‘

numlsnt has lowest throughput than other
bbbn er of b clients is higher than & n clients such a
> bbg, bbn in this combination cach b client has higher throughput

1819




and 1 clients type, since in combination that contain b
b

in the same modulation; the AP give g and n clients 8 andn, the g and n are operate

ore data than b clients.

In bbgn comb.ination, if one b client is replace by g client, the combination i

this case 1 bggn, since there are three clients that are use OFDI;/[ modulatilgr?tlolrll' IE
whic

Jre two g clients and U client; throughput of the AP is increased from 7.995Mb
in bbgn to 9.910Mbps in bggn combination, as shown below. . 3

Most AP throughput is distributes to the clients that are use OFDM throughput
of n clients is 2.825Mbps which is higher than each g client, throughput of two g
clients are 2.540Mbps and 2.687Mbps, throughput of b client is 1.733mbps which is
the lowest throughput value, as shown in figure 5.53

There are three clients operate in the same modulation technique that are one n
client and two g clients, that have shorter time period than b client, as shown below in
figure 5.52

n client n client g client b client

Figure 5.52: bggn combination
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53: Throughput of bggn combination
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Each n client in this combination has hj
as higher th i
es are use OFDM modulation, since n cliilllt usezotu s s T
WO

higher throughput than g client.

spatial streams; so it has

Throughput of n clients are 3.385Mb
: ; ps and 3.035Mb :
and b client has 1.694Mbps throughput value, as shown in g:u%ec;l:it has 2.475Mbps

8

8
:
e
|

i ;
; §
‘slmL y N <
i e 229
B ae
,sm\’ £

SR Al

n client

o8 8 %

throughput in Kbps

L )
R frds)

: ) 10 110

4 : Throughput

= |-

time(s)

Figure 5.5 of bgnn combination.
ig :

inati .o sroject, as shown
The table 5.2 below lists all clients combinations 1 this proj

122




Bach n client in this combination has higher through
os are USe OFDM modulation, since n client uges t P e o o

yigher throughput than g client. Wo spatial streams; 50 it has

Throughput of n clients are 3.385Mbps and 3.0
.035Mb .
and b client has 1.694Mbps throughput value, as shown in fr'isg,u%ecél?: s 2.475Mbps

—e— AP bgnn
mean

.........

throughput in Kbps

B >

=

257 SBRv.NmRY S

_B

throughput in Kbps

throughput In Kbps

g 8 &

in Kbps

E

throughput In I<bpn

throughput

B o8 @ ¥

2
e inds)

10 110

3“.‘“lfﬂ'ﬁn'101an Y
g fb
Figure 5.54 Throughput ©

g in this proje

The table 5.2 below lists all clients combination
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Table 5.2 : i
All clients combinations results in Mb
ps

123

Number of Client one Clien :
griroct clients mode m:dt:'o Client three | Client four AP
= 1 b=6.863 3z noge mode Throughput
ponly g ';i;"‘;o“ b=3.412 : : 6.880
=2 33 b=2.247 b=2.212 - 6.854
4 b=1.390 b=1.480 - 6.695
1 g=18.12 3 ELan2 b=1.606 6.373
gonly 2. _lg=a.134 g=9.152 z 18.360
3 £=8.968 g=4.664 i 5 18.128
4 g=2.807 —4.809 _3'52 z 18.080
F 1 [n=33.240 : a7 R ¥ R R
n only 2 n=19.840 n=10.008 : = 33.632
i n=25875 n=9.835 n=9.800 : i;g:g
n=454 = :
— fe nj:ggg n=8.2_92 n=10.420 | 26.964
L |p=zoas  |b-2720 g=1.538 3 232:
b\g mix b=2.593 g=7.244 =3.442 - 1.1.400
e L e
- =L g=1.628 g=1.504 7.812
o149 |g2624  |g-2473  |g=2360 19.328
b=5.146 g=4.372 2 5 9.414
2 | b=4.570 n=5.852 - ; 10.422
g=7.390 n=10.888 - - 18.278
b=3.108 b=3.140 g=1.538 - 7.786
b=2.729 b=3.046 n=1.875 - 7.812
b=3.370 g=3.902 =3.816 - 11.080
3 b=3.960 g=2.395 n=3.046 - 9.352
b=2.602 n=3.780 n=4.180 - 10.562
g=4.520 g=4.650 n=8.480 - 17.912
g=3.906 n=6.732 n=7.356 - 19.200
b\g\n mix b=1.865 b=2.064 b=1.866 g=1.581 7.658
b=1.626 b=1.760 b=1.866 n=1.475 6.841
b=2.336 b=2.114 g=3.904 g=1.372 9.920
b=1.484 b=1.655 g=2.545 n=2.220 7.995
b=1.410 b=1.334 n=1.960 =3.167 7.839
i 522,360 2-3.610 2=3.688 g=4.520 10.840
b=1.734 g-_-2_540 g=2.687 n=2.825 9.910
b=1.694 g=2.475 n=3.232 =3.385 10.649
= =3.017 n=2.767 10.888
b=2.039 n=3.011 1 ——==
g=4.316 g=3.420 g=4.540 n=5.239 17.520
2=3.920 2=3,119 n=6.048 n=6.031 19.112
- g_2'163 [1-3804 | 804 n=4.128 n=4.058 19.200
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Chapter six
Conclusions and future works

This chapter contains many conclusions during in our measurement of thi
is

oject, and also includes some significant poi
$ 3 ; points about th s
\d more in this project. e way of continuing more

2. Conclusions.

During in this project there are many results and measurements are obtained, in
his section we list some of the most interesting results of them that are:

e In b only, g only and n only AP modes, if the number of clients increased,
throughput of the AP will be decreased.

o In combinations that contain equal number of b and g clients; throughput of b
client is higher than g client.

o If number of b clients are equal of n clients, throughput of each n clients are
higher than each b clients.

o Combinations that contain g and n clients, throughput of n clients are higher
than g clients in all combination between them.

6.2. Future works.

There are a lot of ideas that can be atilized to enhance project measurement and

results. Here are some of them:

Ao : . d
i ient' tions 1n download scenario an

e Measuring the same client's combin? ) :
ts in upload scenario.

comparing results that obtained to the resul

e Use high performance clients and server especially in combinations that
se hig

contain n clients.
ies in SGHz
o Studying the effects between g02.11a and g02.11n technologies 1

band.
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Wireless N PCl Adapter
TL-WN951N

Mbps wireless transmissi
#m e br;:;g“ rate MIMO, CCA™ technology, brings QsS, Quick S
smooth wireless N experience competitive performance co;'n Ii;s t.echure 'y
in 11n routers effortlessF:Nirel‘z.:.t il
s security setup

e :

E 802.11b standards.WireIess
e Omni-directional antennas

sT™ technology which can
te bandwidth

ultiple pandwidth
rs to be allocated moré

TheTL W
~WN95 :
IN Wireless N PCl Adapter complies with IEEE 502.11n, IEEE 802.11g,and IEE

tranSmi ;

Wtfrks v:::?\:n:\t:: an reach up to 300Mbps.The pC| Card with three €X

"Ing a faster, wid er 11gand 11n protocol wireless products and adopts

Mensive app’n . and more stable wireless experience. This product can alse .

ltenSiveap |-cat.|°ns using a lot of bandwidth which are sensitive to interruption. When using m
plications, the most sensitive of these applications can be given priority OVeT the othe

Ndwidth i
hin order to assure quality.

MIMO as well as S
Iso simultaneously opera




|EEE 802.11n, IEEE 802.11g, |IEEE 802.11b,
gands'®® CSMA/CA with ACK
32-bit PCl
iterec® 11n: 270/243/216/162/108/81/54/27Mbps
135/121.5/108/81/54/40.5/27/13.5Mbps
s gignal Rates 130/117/104/78/52/39/26/13Mbps
* tomatic Falloack 65/58.5/52/39/26/19.5/13/6.5Mbps
with 11g: 54/48/36/24/18/12/9/6M (adaptive)
11b: 11/5.5/2/1M (adaptive)
2.4-2.4835GHz
F(equency Rangé
wireless Transmit Power ZOdBm(CM?(/X)
odatonTPe OFDM/CCK/16-QAM/64-QAM
270M: -68dBm@10% PER
130M: -68dBm@10% PER
108M: -68dBm@10% PER
feceiver Sensitvity 54M: -68dBm@10% PER
11M: -85dBm@8% PER
6M: -88dBm@10% PER
1M: -90dBm@8% PER
Antenna 2dBi detachable Omni directional antennax 3
security 64/128/152 bit WEP, WPA/WPA2, WPA-PSK/WPA2-PSK (TKIP/AES)
Certifications CE, FCC
support Operating System Windows 7/Vsita/XP/2000
Qperating temperature 0°C~40°C (32°F~104°F)
Storage temperature -40°C~70°C (-40°F~158°F)
Relative humidity 10% ~ 90%, non condensation
Storage Humidity 59~95% non-condensing
Dimensions 133 x 121 x 22 (mm) 52X 48X 0.9 (in.)
Diagram:
-
Wireless
-8810 TL-WN910N
TAgst&» Router Wireless N Cardbus Adapter
e § &
TLWN827N
NUSB Adapter
\ \
o\ )}> <<( />>
TL-WR941ND
/ \ereless N Router
A RS 1 AANES TN
L o — o N PCIAdapter
7 )
(r %:

= Provides 32-bit PCl connector

= Provides Infrastructure and Ad-Hoc modes

= 300M wireless transmission rate, adopts
MIMQ, SST™, CCA™ technology, allows for
faster speed, further wireless coverage,
more stable performance

= Quick Secure Setup, complies with WPS for
worry free wireless security

= Supports 64/128/152 strength WEP
encryptions, as well as WPA/WPA2 and

WPA-PSK/WPA2-PSK encryptions and
mechanisms

- Web-site Configuration and monitoring

- Supports Roaming technology, guarantees
efficient wireless connections.

- Supports Windows 7/Vsita/XP/2000

- Wireless N PCl Adapter TL-WN951 N with
3 detachable antennas
- Quick Setup Guide
- Resource CD, including:
. TL-WN951N Wireless Client Utility and
Drivers
. User Guide
. Other Helpful Information

ted Products:

_ WirelessN RouterTL-WR941ND
- Wireless N Cardbus AdapterTL-WN910N
_ 54M Wireless ADSL2+ RouterTD-WSQZOG

= tice. P-UNK Is @
¥ subject to change wilhod RCLF
sr::&.l(c;'m are Slec K rechf%f‘aa'nggmb of the¥r
e peteckre 2
wedtormi@a‘y
m:odﬂp‘ afion without permission from

ansition. Hionst
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Cisco WAP4410N Wireless-N Access Point:
PoE/Advanced Security

Cisco Small Business Access Points

Advanced, High-Performance Wireless Access for the Small Business

Highlights

Supports high-bandwidth applications with the 802.11n standard; backward compatible with
802.11b and g devices

o Connects to Power over Ethemet devices, simplifying installation and eliminating the need
for and cost of installing external power supplies

» Protects business information with enhanced security, including rogue access point
detection, advanced encryption, and select access filters

o Simplifies installation and configuration with easy-to-use web interface

Figure1. Cisco WAP4410N Wireless-N Access Point: PoE/Advanced Security

&

Product Overview

With the growth of high-bandwidth applications,

i i o
network performance is essential- Wireless technol

< co® WAP4410N Wireless-N Access
ance. The cisco’ WA ;
e speed, and secunty-

pusiness need for access;

such as storagé and video, in the workplace,

gy is N0 longer lagging pehind wired :
Point (Figure 1) answers the growing

ect wireless-N (802.11n), Wireless-G (802.119):

; N Acce Point lets you conn 4pCstothen otwork with
1 VVIFGleSS’ ccess p so you can ad
e wired network : nt easy t0 install - you

: to yOUI’ i
_ ssB (802.11b) deviceS akes the access PO
and Wireles ( over Ethermet (PoE) supportm With appropriate PoE support
no cabling hassle. Power ess 102 power plug. i dalaan P
can mount it anywhere, cable to the access point to‘ dehv:; e
ot the other end, you It o included AC adapter if power IS avai
er. Of course you
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Cisco WAP4410N Wireless-N Access Point:
PoE/Advanced Security .

Cisco Small Business Access Points

Advanced, High-Performance Wireless Access for the Small Business
Highlights

o Supports high-bandwidth applications with the 802.11n standard; backward compatible with
802.11b and g devices

« Connects to Power over Ethemet devices, simplifying installation and eliminating the need
for and cost of installing external power supplies

» Protects business information with enhanced security, including rogue access point
detection, advanced encryption, and select access filters

« Simplifies installation and configuration with easy-to-use web interface

Figure 1. Cisco WAP4410N Wireless-N Access Point: PoE/Advanced Security
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A

quality on both the wired a 5
nd wi
over IP (VoIP) and vi : reless networks, enabling the d
and video applications. eployment of business-quality voice

To protect your data and pri 3
T securitypnfvs\?, .the Cisco Wireless-N Access Point supports the i i
G of Wi-Fi Protected Access (WPA), encoding all e industrial-
powerful encryption. Th : all your wireless
; . The MAC addres
access to your wireles s filter lets you decid
3 .s networ.k, and advanced logging keeps you apprisedlofe ::a ks
o t;;c:tntd d.etecnon capability notifies the administrator when an un:ist: af‘empts-
: 0
ed in the airspace. The WPS (Wi-Fi Protected Setup) feature faci::::t:s

simple and secu ity i
p re deployment of security in the wireless network Configuration i i
web browser-based configuration utility. . g ey e vine

Features
° Draff 89?.1 1n wireless networking delivers greater throughput and extended range
maximizing the number of wireless clients per access point for your small business

o Easy installation and configuration via a web interface

o Adjustable and removable dipole antennas with multiple-input, multiple-output (MIMO) 3x3
diversity

s Gigabit Ethernet LAN interface
o Supports PoE and external DC power

o HTTP Redirect facilitates the display of a splash page on initial user access

» IPv6 host support for managing the access point over IPv6

o Multiple basic service set identifier (BSSID) support allows the creation of multiple secure
wireless workgroups for users and guests

o Service set identifier (SSID) 0 VLAN mapping maintains application security and quality
across wireless and wired

» WPS allows for simple and securé deployment of the wireless network

o Logging via syslod, email, or local log
o Wi-Fi Multimedia (WMM) wireless QoS support

Specifications

tents, and minimum requirements for the Cisco

Table 1 lists the speciﬁcations, package con
WAP4410N wireless-N Access Point.
ess-N Access Point: PO

SCO WAP441 ON Wirel £/Advanced Security

Table 1. Speciﬁcations for the Ci

3y, IEEE 802.3af
EEE 802.11b, |EEE 802.3, |EEE §02 ;
bisite Bz e U ity authenlicaﬁon). 802.11i security AWPAZ,

(Power over Ethemet), 802.1x (secun
wMM

Ethernet, Power //”/‘1

Specifications

isted pair (UTP) Category 5@ or higher i

Cabling type
LEDs

k" Cisco Syst :
lems, Inc. Al rights reserved. This document is Cisc®
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(Wi-Fi Protected Setup) feature facilitates

simple and s ity i
p ecure deployment of Security in the wireless network. Configuration is a snap with the

web browser-based configuration utility.

The Cisco WAP4410N Wireless-

N Access Point is the best way to i
- . a
s e y to add wireless access to your

Features

o Draft 802.11n wireless networking delivers greater throughput and extended range,
maximizing the number of wireless clients per access point for your small business

o Easy installation and configuration via a web interface

e Adjustable and removable dipole antennas with multiple-input, multiple-output (MIMO) 3x3
diversity

o Gigabit Ethernet LAN interface

o Supports PoE and external DC power

o HTTP Redirect facilitates the display of a splash page on initial user access

o IPv6 host support for managing the access point over IPv6

o Multiple basic service set identiﬁerv(BSSID) support allows the creation of multiple secure

wireless workgroups for users and guests

Service set identifier (SSID) to VLAN mapping maintains application security and quality

across wireless and wired

o WPS allows for simple and secure deployment of the wireless network

o Logging via syslog, email, or local log
o Wi-Fi Multimedia (WMM) wireless QoS support

Specifications .
Table 1 lists the specifications, package contents, and minimum requirements for the Cisco

WAP4410N Wireless-N Access Point.

4410N Wireless-N Access Point: PoE/Advanced Security

Table 1. Specifications for the Cisco WAP
. | 2.3af
= EEE 802.11n |EEE 802.11g, |EEE 802.1 1 b, .IEEE Bg_zﬁ" lsilés n?;)a%, A}\Ev%EAgO 4
i S’r?\:l;r over Ethem'et). 802.1x (security authentication), 802.111
WMM
P e e /
Ports Ethemnet, Power
’_______/“
Reset
= i higher
e el Unshielded twisted pair (UTP) Category 5e or hig
Cabling type ‘
_—L’/ Power, Ethernet, Wireless, PoE
LED
; Page 2 of 5

08 g :
B Systems, Inc. All rights reserved. This documentis Cisco Public Information.




Data Sheet

e R

Linux
Setup/Configuration
Web user interface
Management
Simple Network Mana \
m: 3
Protocol (SNMP) =icn ot | SNMP version 1, 2
Event logging
© Event logging
® Email logging
© Remote syslog
Web firmware upgrade A
- Firmware upgradeable through web b
Diagnostics. rowser
Flash, RAM, LAN, WLAN
Dynamic Host Configuration 3
Protocol (DHCF) DHCP client
HTTP Redirect -
Redirects initial user access
t
usage policy 0 an external web server to display company logo or network
IPv6 host
: :Upport for management and control of access point over IPv6
upports RFC2460 (IPv6 :
Network Capabilities (PRl a1 RECHZ34 (Y8 node reqikbacts)
Multiple BSSID .
Supports up to 4 BSSIDs, allowing the creation of multiple virtual access points
YEANs Supports 802.1q - up to 4 VLANs
SSID to VLAN mapping Supports mappi
angpmo'red d?:a'?r?s of SSIDs to VLANS to securely separate workgroups across wireless
Spanning Tree Supports 802.1d Spanni
panning Tree Protocol to prevent loops when usi i istributi
system (WDS) links as redundant links in a distribution system I Sy
Operating modes . 3 S 7
ng ﬁ?mﬁmﬁzhﬂxypomt bridge mode, point-to-multipoint bridge mode, repeater
Load balancing Allows bandwidth control with user-defined CPU usage ratios
Auto-channel selection On boot-up, the access point selects the least congested channel
802.11d regulatory domain Enables the access point to provide radio channel settings for client devices, facilitating
easy client access as they move across regulatory domains
Security
WEP/WPA/WPA2 Wired Equivalent Privacy (WEP) 64-bit/128-bit, WPA-Pre-Shared Key (WPA-PSK), WPA2-
PSK, WPA-ENT, WPA2-ENT
Access control Wireless connection control: MAC-based
SSID broadcast SSID broadcast enable/disable
Client isolation Supports wireless client isolation between and within SSIDs
802.1X Wireless clients can be authenticated through IEEE 802.1X
802.1X supplicant Supports 802.1X supplicant on the Ethemnet port to allow the access point to authenticate
itself to the network
RADIUS server Up to 2 RADIUS servers can be configured for redundancy purposes
WPS Supports WPS, a WI-FI Alliance specification for simple and secure setup of a wireless
network
z : i that have not been categorized as known are logged as rogue
Bogus accesspolie getection S:cessw ac;zmoéﬁtjmq:;eggdadminiQMOr to clamp down on unapproved devices In the
ot e s R
Quality of Service /_‘/"_
(e Lt o T
QoS o 4 queues
e 802.1p VLAN priority
o WMM wireless priority i “tain end-to-end QoS
s i riority to maintain end-to-en
__—_'/___J o Mapping of 802.1p VLAN priority to WMM wireless priorty
Wireless - 11/OFDM
3 £ 02.11g/OFDM, 802.
r———_/__’/ Radio and modulation type: 802.1 1b/DSSS, 8 g i
Mﬂ?ﬂ_’/ 11 North America, 13 most of Europe (ETS! and Japan) |
ing channels: o ?
_c-h-an__n—els/ Opemmg
; Page 3 of 5
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Inte
mal antennas _
External ante|
nas 3 (omnidirectional)
Transmit power i
:;"15'““ Power @ nomal temp range for FCc:
8021:" 15 dBm @ 17X, 19 dBm @ 27, 20,5 dBm @ 37
s 19 13dBm @ 17X, 16 dBm @ 2T, 17.5 dgm @37
5 " 17 dBm @ 1TX @ MCS0-5/8~13, 13 dgm @ 1TX @ MCS6/14
m@ 1TX @ MCS7/15, 20 dBm @ 2TX@MCS0~5/8~13 '
;? $BM @ 2TX @ MCSE/14, 14 dBm @ 2T @ MesTts, |
5 dBm @ 3TX@MCS0~5/8~13, 17.5 dBm @ 3TX@ MCS6/14
15.5 dBm @ 3TX @ MCS7/15 :
Transmit powsr @ normal temp range for ETSI:
11big/n: 13 dBm @ 17X, 16 dBm @ 27X, 17.5 dBm @31X
Antenna gain in dBi 2 —
Receiver sensitivity 802.11.n: 300 Mbps at -69dBm
802.11.g: 54 Mbps at -73dBm
802.11.b: 11 Mbps at -88dBm
Environmental
Dimensions 6.69 x6.69 x 1.60 in.
WxHxD (170 x 170 x 40.7 mm)
Weight 0.86 Ib (39 kg)
Power © 12V 1A DC input, and IEEE 802.3af compliant PoE
© Max power draw: 10.1W
Certification FCC, CE, IC
Operating temperature 32°to 104F (0°to 40<C)
Storage temperature -4°to 158F (-20°to 70C)
Operating humidity 10% to 85%, noncondensing
Storage humidity 5% to 90%, noncondensing
Package Contents
© Cisco WAP4410N Wireless-N Access Point with PoE
© User guide on CD-ROM
© Ethemnet network cable
© Power adapter
© Product stands
© Registration card
Minimum Requirements
o 802.11b, 802.11g, 802.11n wireless adapter with TCP/IP protocol installed per PC
o Switch/router with PoE support or PoE injector when used with PoE
© Web-based configuration: Java-enabled web browser
Product Warranty
- to factory replacement and 90-day limited software warranty.
3-year limited hardware warranty with retum to factory

mall Business Series Products

-year limited hardware warranty with return to
addition, Cisco offers software

1t at no charge for the first 12

dates, go to:

Cisco Limited Warranty for Cisco S
roduct comes with 3
y limited software warranty. n
and telephone technical suppo

This Cisco Small Business p
factory replacement and a 90-da
application updates for bug fixes
months following the date of purch
http://www.cisco.com/ao/smaIlbiz.

ase. To download software up

i at
rmation applicable to Cisco products areé available

Product warranty terms and other info

htto://www.cisco.com/go/warranty.
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