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Abstract

This project aims to provide two services, which are: SMS to Email Service, File to Email
Service using GSM, GPRS and IP Technologies.

These services provide the user many choices in different cases; when there is a need for sending
Email while there is no internet connection.

In SMS to Email we use a GPRS modem, which is connected to a server; to receive and send the
messages, while a software on the server is used to analyze the data, extract the email address
and send the data.

In File to Email Service, we use mobile application on the user side to send the file over the
GPRS network to the server; which extracts the data, analyzes it and sends the email.
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1.1 Introduction

SMS (Short. Message Service) is one of the most important and common communication
services which allow sending and receiving text messages to and from mobile phones. Email
(Electronic mail) communication is also one of the preferred means of communication that

has the same importance as SMS. It is used widely in many fields. The reason for this is the
speed and ease of electronic mail traffic.

Due to the importance of SMS and Email, this project aims to provide a service called SMS to
Email Service. This service allows sending emails from mobile phones through SMS service

without an Internet connection. The system also provides additional service which is File to
Email service.

SMS to Email service is based on sending messages that contain the email address of the
recipient from mobile devices to GPRS modem, which is connected to a PC. Then, a program
will convert it to email and send it to the specific email address.

File to Email service is based on sending a file and the email address of the recipient through
a mobile application over GPRS network. The file then will be transferred by the radio tower
of the mobile operator through the IP network to the server. Then, a program will analyze the
data and send it to the specific email address.

1.2 Motivation

The main motivation for providing these services is that they are unavailable in our country.
Another motivation is to provide many options for the user in accordance with the situation
and capabilities. Fig (1.1) shows the services that are provided to the user.

Mobile without ' SMS to Email
> internctconnection | " Service

[ }_ ~ 7 -

|

|

)

 Mobile +GPRS File to Email J

Fig(1.1): System Services




1.3 Problem Statement

Sometimes you need to send an email in the absence of a computer and Internet connection.
This happens when you are outside the home or office or simply at a place where Internet
connection is unavailable and all what you have is just your mobile phone. Sometimes you
need to communicate with someone that you don’t know his/her mobile phone number, but
you know his/her email address. However, by SMS to Email service it will be possible for
customers to send emails, especially in urgent cases without an Internet connection.

In other cases, the user needs to send files from his/her mobile phone which supports GPRS to
email. This will be possible through file to Email service.

1.4 Related Work

SMS (Short Message Service) has achieved a huge improvement in the communication
world. "Billions of SMS messages are sent every day. A lot of innovative applications are
now built on top of the SMS technology and more are being developed" !'l. There are many
projects at the present time about sending SMS in several different technologies; such as
GSM modem or SMS gateway, etc. Here we will introduce some of these projects:

In [2], the author has developed and designed a system for sending short messages via a GSM
modem to provide security for homes. GSM modem was used to receive SMS from user’s
mobile phone which enables the controller to take the suitable action such as switching ON or
OFF the light, air condition, fan and other devices. Assembly language has been used to
integrate the system with the microcontroller and GSM modem interface.

In [3], the author developed a new model in which SMS technology was used to maintain
business continuity using SMS Gateway and programmed application packages.

In [4], the authors provided a system for controlling home appliances remotely via SMS using
GSM technology.

In [5], the authors invented an interactive system for students and tutors to provide easy
communication during or after the class. A tutor can send SMS to students while in the pull
model, students receive information in the form of question by using a menu interactive
system. This system registers students, collects questions in specific SMS format, classifies
SMS and prepares SMS report by using GSM.

There are services that are provided in our country which are similar to the services that will
be provided by this system. These services are MMS to Facebook service and SMS to twitter

service.

On the other hand, some operators around the world provide these services. However, they do
not reveal enough information about the detailed structure of their systems.




1.5 Time Plan

Table (1.1): Time Plan

1,2 13,4]|56]78 9 L0R 1112851814 15,16 | 17,18 | 19,20 | 21,22 | 23,24 | 25,26 27,28 | 29,30
weeks
Task
Task1
Task2
Task3
Task4
Task5
Task6
Task7
Task8

Task1: Choosing the appropriate idea.

Task2: Gathering information about the project for a complete understanding of the idea.
Task3: Data Analysis.

Task4: Specification of the needed skills.

TaskS: Specification of the project requirements (Hardware and Software).

Task6: Implementation.

Task7: Testing and evaluation.

Task8: Documentation.

1.6 Project Estimated Cost

Table(1.2): Estimated Cost

Component Units Estimated Cost($)
Mobile Phone 1 3009

GSM/GPRS modem + server | 1 1000$

Human Resources 3 9009
Consultancy g 200%

Total 2400%




1.7 Needed Technology

1.7.1 GSM Technology

“GSM technology is an open, digital cellular technology used for transmitting mobile voice
and data”. It is the most used wireless technology in the world.”GSM is a circuit switched
system that divides each 200 kHz channel into eight 25 kHz time slots.”®.It operates at either
900MHz or 1800MHz and has a data rate of 64Kbps.It has the advantage of using SIM card.

1.7.2 GPRS Modem

1.8

GPRS modem is a hardware device that is used for sending and receiving text messages by
using GSM and GPRS technologies. It connects a PC to mobile terminal via cable connected
to a COM port, or Infrared and Bluetooth, or Virtual COM port which is created by USB
device. By inserting SIM cards in it and by using the appropriate software we will be able to
send and receive text messages.

Expected Outcomes

After the implementation phase, it is expected that the process of sending an SMS from a
mobile phone to email would be successful without the need of an internet connection. It is
also expected that sending files from mobile phones to email would be also successful. In the
case of any error, an automatic notification will be sent to the mobile of the user informing
him of error nature. The ultimate purpose of the project is to provide services that are
relatively cheap and useful to the people.

1.9 Report Contents

The report consists of seven chapters. Here is a brief description of the topics that are covered
in each chapter:

Chapter 1 illustrates the general idea of the project, motivation, problem statement, related
work, time plan, estimated cost, needed technologies, and expected outcomes.

Chapter 2 contains details of all the needed technologies and materials.

Chapter 3 contains the design concepts and block diagrams.

Chapter 4 contains all the hardware and software details.

Chapter 5 contains hardware configuration and codes description.

Chapter 6 contains the results, success and failure rates.

Chapter 7 contains the conclusion and the future work.
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2.6 GSM Modem.
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2.1 Introduction

This chapter contains details of all used technologies and materials such as GSM technology,
SMS, GSM modem and Email.

2.2 Generations of Mobile Communications Networks

2.2.1 First Generation (1G)

The first generation of mobile communications was introduced in the 1980. Tt was analog,
circuit switched, and carried only voice traffic. In 1G, the voice signal was modulated to a
higher frequency, typically to 150MHz and up." The first commercially available cellular
network using 1G standard was introduced by NTT (Nippon Telegraph and Telephone) in

1979 in Japan"m. Analog systems include AMPS, NMT and ETACS. 1G speed varies
between 28 Kbps and 56 Kbps.

2.2.2 Second Generation (2G)

The second generation of mobile communications was commercially launched for
the GSM standard in Finland by Radiolinja, currently known as Elisa Oyj, in 1991. Voice
communications were digitally encrypted which provide higher security and efficient data
transfer. 2G networks include GSM, D-AMPS (TDMA) and CDMA. 2G networks also
support SMS applications.

GPRS, CDMA2000 are known as 2.5G. GPRS provide data transfer rates from 56-115kbit/s.
Services like WAP access, MMS and other internet services like email and World Wide Web
access were introduced by 2.5G.

2.75G introduces the evolution of EDGE which uses 8PSK encoding, providing higher data
rates up to 236.8Kbps.

2.2.3 Third Generation (3G)

The third generation, 3G, was introduced by NTT DoCoMo in Japan, in 2001. It uses
different radio frequencies from 2G. For this reason, it uses different equipment to achieve
higher data rates. Data transfer rates range from 384Kpbs to 2Mbps. Many services were
provided like video calls, video conferencing, online conference call, mobile TV, online
gaming etc. 3G achieves greater security and privacy.

2.2.4 Forth Generation (4G)

4G system provides mobile ultra-broadband Internet access. It introduces applications such
as amended mobile web access, IP telephony, gaming services, high-definition mobile TV,
video conferencing and 3D television. The first two commercially available technologies




known as 4G were the WiMAX standard and the LTE standard. Fig (2.1) shows Generations
of mobile communications networks,

Voice Signals Only

gue Cellular Phones
= NMT. AN PS

iniar Phones
70

®* Higher Data Rates
®* GPRS, EDGE

® Voice, Data & Video Signals
* Video Telephony / Internet Surfing
® 3G, W-CODMA, UMTS

* Enhanced 3G Interoperability Protocol
* High Speed & IP-based
e 4G, Mobile IP

Fig (2.1): Generations of mobile communications networks!®!

2.3 Global System for Mobile Communication (GSM)
2.3.1 GSM History

During the early 1980s, analog cellular telephone systems were achieving a rapid growth in
many countries in Europe. Each country developed its own system which differs from other's
system in operation and equipment. This led to impracticable roaming of mobile users among
international borders . For solving this problem, in 1982, the Conference of European Posts
and Telegraphs (CEPT) formed a study group called the Groupe Spécial Mobile committe.e
(GSM). The main task of the committee was to standardize a pan-European cellular public
communication network in the 900 MHz radio band"?. In 1989, GSM responsibility was
transferred to the European Telecommunication Standards Institute (ETSI), for maintenance
and evolution of GSM specifications. In 2000, the first commercial GPRS services were
launched. In March 2004, the GSM association2 reported a total number of 1046.8 million
subscribers distributed over 207 countries. Table (2.1) shows the important events of GSM

history.




. Table 2.1): The important events of GSM history"!

CEPT establishes a GSM group in order to develop thé staﬁdardg f(r)fr a pan-?

Field tests are performed to test the different radio techniques proposed for the |

Time Division Multiple Access (TDMA) is chosen as the access method (with |
Frequency Division Multiple Access [FDMA]). The initial Memorandum of |
Understanding (MoU) is signed by telecommunication operators representing 12 |

responsibility of the GSM specifications is passed to the European‘;i

Phase 1 of the GSM specifications is delivered. ?

Commercial launch of the GSM service occurs. The DCS1800 specifications are |

The addition of the countries that signed the GSM Memorandum of

Data transmission capabilities launched. The number of networks rises to 69 in
43 countries by the end of 1994. \

3 X5 TR 1
Phase 2 of the GSM specifications occurs. Coverage is extended to rural areas. |

June: 133 network in 81 countries operational. {

July: 200 network in 109 countries operational, around 44 million subscribers

Wireless Application Protocol came into existence and 130 countries operational

4 Ag of May 2001, dver 550 million people were subscribers to mobile’

Years Events
1982
European cellular mobile system.
1985 | A list of recommer{slitions to be generated by the group is accepted.
1986 P iiies
air interface.
1987
countries.
1988 |GSM system is validated.
1989
ommunications Standards Institute (ETSI).
1990
1991
finalized.
1992
Understanding takes place. Coverage spreads to larger cities and airports.
1993 | Coverage of main roads' GSM services starts outside Europe.
1994
1995
1996
1997
worldwide.
1999
with 260 million subscribers 1 M,
2000 |General Packet Radio Service (GPRS) came into ¢xistence.
2001
telecommunications




2.3.2 GSM Architecture

The GSM system includes four subsystems: Mobile Station (MS), Base Station Subsystem

ggzgg, Network and Switching Subsystem (NSS), and Operating and Support Subsystem

e The MS subsystem involves:

I M(?bile Equipm?nt (ME) which is the mobile phone itself. Each mobile phone has its
unique International Mobile Equipment Identity (IMEI) stored in the ME which
identifies uniquely the device when attached to the mobile network.

2. Subscriber Identity Module (SIM) which is a smart card used to identify subscribers. It

contains all subscriber's information, such as; TMSI, IMSI, Service Provider Name
(SPN), and Local Area Identity (LAI).

e BSS contains Base Transceiver Station (BTS) and Base Station Controller (BSC). Base
Transceiver Station (BTS) is also referred to as the radio base station (RBS). It is a
transmission component which handles speech encoding, encryption, multiplexing
(TDMA), and modulation/demodulation of the radio signals. BSC is a managing
component which manages connections of BTSs. It is responsible for handover, cell site
configuration, management of radio resources, and tuning of BTS radio frequency power
levels.

° NSS carries out the switching functions of GSM such as call control, charging, mobility
management, signaling, subscriber data handling. It contains the following :

1. Mobile Switching center (MSC): It is responsible of traffic management, call set-up,
call routing to a roaming subscriber, termination, charging and accounting information.

2. Gateway MSC (GMSC): is a gateway used to interconnect the cellular network and
the PSTN .It is responsible of routing calls from the fixed network towards a GSM user
and it is implemented inside the MSC.

3. Home Location Register (HLR): is the database of subscriber information such as;
subscriber identity (IMSI, MSISDN), subscriber supplementary services, subscriber
location, and subscriber authentication information. It stores details of every SIM
card issued by the mobile phone operator.

4. Visitor Location Register (VLR): is a temporary storage location for subscription
information for MSs which are within a particular MSC service area.

5. Authentication Center (AuC): It is used for security purposes by providing parameters
for authentication and encryption functions.
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6. Equipment Identity Register (EIR): database contains information on the identity of

mol?ile equipment to prevent calls from stolen, unauthorized or defective mobile
stations.

° Oper'ation and Support Subsystem: Functional entity which enables the network operator to
monitor and control the system. It is also responsible of GSM network maintenance.

The GSM system also communicates with other networks such as the Public Switched
Telephone Network (PSTN), Integrated Services digital Network (ISDN), Circuit-Switched

Public Data Network (CSPDN), and packet-switched public data network (PSPDN). Fig (2.2)
shows the Architecture of the GSM network.

I
l A interface
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: lU?n_inwrfat:Je
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Fig (2.2): Architecture of the GSM network !

2.3.3 GSM Services
2.3.3.1 Bearer Services

Bearer services are telecommunication services that provide the capability of transmitting
signals between access points and controlling signals between two pieces of equipment. It
involves only low layer functions and includes a variety of synchronous and asynchronous
data access to PSTN/ISDN and packet switched public data networks. It has a data rate which
ranges from 300bps for low speed message transfer to 10Gbps for high speed message
transfer.

2.3.3.2 Teleservices

Teleservice uses the capabilities of a Bearer Service to transport data, deﬁping which
capabilities are required and how they should be set up. Telesewces are the services offered
by a mobile-service network such as; Telephony Teleservice and Emergency Teleservice, and
data services like videotext, teletext, SMS, Fax and electronic mail service.
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2.3.3.3 Supplementary Services

Supplementary services are provided on top of teleservices or bearer services, and include
many features §uch as caller identification, call holding, call waiting, call forwarding, multi-
party conversations, and barring calls from specified numbers or groups.

2.4 General Packet Radio Service ( GPRS)

GPRS is one of the first technologies that brought wireless Internet to cell phones. GPRS
takes its name because it uses packet switching to deal with data efficiently. Instead of dealing
with the communications as a steady stream, the service divides it into small parts of data.
This makes GPRS compress more information into a given bandwidth.

2.4.1 GPRS History
2.4.1.1 GPRS Beginning

In 1999, cellular networks began annexation GPRS technology into their infrastructure. The
service became available in 2001. Initial data-transmission speed increase to 28 kilobytes per
second, but GPRS phones surf the internet at speed of 60 kilobytes per second. Data
packaging makes GPRS cost-efficient, because phone users don’t pay for steady stream, but
they only pay for bursts of data. It also does not consume battery while Web paging or
sending text messages.

2.4.1.2 EDGE

Exchanged Data rates for GSM Evolution (EDGE) is a newer technology based on GPRS that
has the capability to handle the data much faster. GPRS works for occasional Web browsing;
EDGE, works for business with a speed of 473 kilobytes per second. In order to use EDGE in
their transmissions, Cellular companies should make more modifications to their equipments.

2.4.1.3 GPRS Today

Although cellular communication keeps improving, upgrading to 3G and 4G networking for
instance, GPRS is still in wide use around the world. Mobile phones that don't support 3G use
GPRS for texting and email. Smart phones use GPRS when they aren't connecting to a 3G
network. GPRS is common enough that one hacker conference in 2011 made h.acll<3ing into
GPRS the focus of its presentations. Most networks that use GPRS do not encrypt it %!,
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2.4.2 GPRS Architecture

GPRS is a data network that overlays a second-generation GSM network. This data overlay

network provides packet data transport at rates from 9.6 to 171 kbps. Moreover, multiple
users can share the same resources simultaneously.

The following figure illustrates GPRS Architecture:

ol %
¢
Circuit §
Switcheds
GSM

et

i

Signalling
=== Circuit Switched GSM
—  Packet Switched Data and Signalling

Fig (2.3) : Architecture of the GPRS network
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GPRS attempts to reuse the existin
network elements, interfaces, an
effectively build a packet-base
modifications to many GSM netw.

g GSM network elements as much as possible, some new
d protocols for handling packet traffic are required to
d mobile cellular network. Therefore, GPRS requires
ork elements as summarized below:

Table (2.2) : GSM Network Elements and the corresponding modification required for

__GPRS

GSM Network : _ :
Element , Modification or Upgrade Required for GPRS.

Mobile Station (MS) | New Mobile Station is required to access GPRS services. These
new terminals will be backward compatible with GSM for voice

calls.

BTS A software upgrade is required in the existing base transceiver
site.

BSC The base station controller (BSC) requires a software upgrade

and the installation of new hardware called the packet control
unit (PCU). The PCU directs the data traffic to the GPRS
network and can be a separate hardware element associated with
the BSC.

_ﬁGPRS Support Nodesr ’ The deployment of GPRS requires the installation of new core
(GSNs) network elements called the serving GPRS support node
(SGSN) and gateway GPRS support node (GGSN).

|
!

*Databases (HLR, VLR, | All the databases involved in the network will require software

etc.) upgrades to handle the new call models and functions introduced
by GPRS.

2.4.2.1 GPRS Mobile Stations

New Mobile Station are required to use GPRS services because existing .GSM phqnes do not
handle the enhanced air interface or packet data. A variety of MS can exist, mclud.mg a high-
speed version of current phones to support high-speed data access, a new PDA device with an
embedded GSM phone, and PC cards for laptop computers. These mobile stations are
backward compatible for making voice calls using GSM.
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2.4.2.2 GPRS Base Station Subsystem

Each BSC requires the installation of one or more Packet Control Units (PCUs) and a
software upgrade. The PCU provides a physical and logical data interface to the base station
subsystem (BSS) for packet data traffic. The BTS can also require a software upgrade but
typically does not require hardware enhancements.

2.4.2.3 GPRS Support Nodes

Two new components, called GPRS support nodes (GSNs), are added:

2.4.2.4 Gateway GPRS support node (GGSN)

It is an interface and a router to external networks. The GGSN contains routing information
for GPRS mobiles, which is used to tunnel packets through the IP based internal backbone to
the correct Serving GPRS Support Node. The GGSN also collects charging information
connected to the use of the external data networks and can act as a packet filter for incoming
traffic.

2.4.2.5 Serving GPRS support node (SGSN)

The Serving GPRS Support Node is responsible for authentication of GPRS mobiles,
registration of mobiles in the network, mobility management, and collecting information for
charging for the use of the air interface.

2.4.2.6 Internal Backbone

The internal backbone is an IP based network used to carry packets between different GSNs.
Tunneling is used between SGSNs and GGSNS, so the internal backbone does not need any
information about domains outside the GPRS network. Signaling from a GSN to a MSC, HLR

or EIR is done using SS7.

2.4.2.7 Routing Area

GPRS introduces the concept of a routing area. This is much the same as a Location Area in
GSM, except that it will generally contain fewer cells. Because routing areas are sir]]zlaller than
Locat,ion Areas, less radio resources are used when a paging message is broadcast.
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2.4.3 GPRS Services

GPR'S extenc'ls the GSM Packet circuit switched data capabilities and makes the following
services possible:

= SMS messaging and broadcasting

= "Always on" internet access

= Multimedia messaging service (MMS)

= Push to talk over cellular (PoC)

= Instant messaging and presence—wireless village

= Internet applications for smart devices through wireless application protocol (WAP)

= Point-to-point (P2P) service: inter-networking with the Internet (IP)

= Point-to-Multipoint (P2M) service: point-to-multipoint multicast and point-to-multipoint
group calls.

If SMS over GPRS is used, an SMS transmission speed of about 30 SMS messages per
minute may be achieved. This is much faster than using the ordinary SMS over GSM, whose
SMS transmission speed is about 6 to 10 SMS messages per minute.

2.4.4 Supported Protocols
GPRS supports the following protocols:

= Internet protocol IP.

= Point-to-point protocol (PPP). In this mode PPP is always not supported by the mobile
phone operator but if the mobile is used as a modem to the connected computer, PPP is
used to tunnel IP to the phone. This allows an IP address to be assigned dynamically

(IPCP not DHCP) to the mobile equipment.

= X.25 connections. This is typically used for applications such as wireless payment
terminals, although it has been removed from the standard. X.25 can still be supported
over PPP, or even over IP, but doing this requires either a r3etwork 'based router to
perform encapsulation or intelligence built in to the end-device/terminal; e.g., user

equipment (UE).

When TCP/IP is used, each phone can have one or more IP addresses allocated. GPRS will
store and forward the IP packets to the phone even during handover. The TCP handles any

packet loss [,
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2.5 Short Message Service (SMS)

2.5.1 SMS Definition

Short Message Service is a service of transfer short messages over the mobile networks .It has
become the most common service which serves the mobile users in sending and receiving

personal text messages, email notification, information services, and so on, from a single user,
or several users.

SMS has become the easier service for people to communicate with each other using text
messages which can contain at most 160 English characters via mobile devices or Internet
connected computers. At this time, bulk SMS can be sent to a large number of people to solve
the problem of ads for marketers instead of sending it to several people one after the other.

2.5.2 SMS History

SMS (Short Message Service) messaging in the mobile phones had its beginnings in the mid-
1980s. This idea was approved in December 1982. In 1984, the technicians Friedhelm
Hillebrand of Germany and Bernard Ghillebaert of France developed the concept of SMS.
The goal was to use telephony resources that had been so far unused, at a minimal cost.

In February 1985, the first proposal initiating the development of SMS was given at a GSM
meeting in Oslo. SMS was commercially introduced in the telecommunications market in
1992. Until 1999, mobile phone networks did not allow users to send short messages to
people subscribed to competing companies.

During the first years of its existence, SMS service was rarely used. On the average, only 0.4
messages were sent for every GSM customer each month. In the late 1990s, the service
became widely accepted by the mass market. In 2001, an estimated 102.9 billion SMS
messages were exchanged worldwide .Gartner Dataquest, one of the industry’s major research
agencies, expects the number of SMS messages to grow to 146 billion in 2002 and to peak at
around 168 billion in 2003 before declining. And by 2006 it had increased to upwards of 205

million!'®,

2.5.3 SMS Network Architecture

Elements that can send or receive short messages are named Short Message Entities (SME).
An SME can be a software application in a mobile handset but it can also be a facsimile
device, telex equipment, remote Internet server, etc. An SME can be a server that
interconnects to the SMS centre directly or via a gateway. Such an SME is also known as an
External SME (ESME). Typically, an ESME. initiate or receive text messages through
gateways which bridge the SMS interface to the internet.
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The network archltc?cture consists of two segments that are central to the SMS model of
operation: the Mobile Originating (MO) part, which includes the mobile handset of the
sender., a ba'se station that provides the radio infrastructure for wireless communications, and
the originating Mobile Switching Centre (MSC) that routes and switches all traffic into and
out of the ce.:llular system on behalf of the sender. The other segment, the Mobile Terminating
(MT) part, includes a base station and the terminating MSC for the receiver, also there is a
centralized store-and-forward server known as SMS Centre (SMSC) which is responsible for

?cceptmg ar}d.storing messages, retrieving account status, and forwarding messages to the
intended recipients.

It is assisted by two databases: the Home Location Registrar (HLR) which contain permanent
mobile subscriber information, and the Visitor Location Registrar (VLR) which contain
temporary mobile subscriber information. Figure (2.4) shows the typical network architecture
for SMS communication.!'”!

ESME

R
BS BS
A 3 B

<+ MSC <——{—> sMSC <=——=> MSC ‘—:AS

Ele™
e 3 e

" = ] S g
TN SR
Mobile-Originated (MO) part Mobile-Terminated (MT) part

Fig(2.4):Typical network architecture for SMS

2.5.4 Basic Concepts of SMS Technology

Here are the basic concepts of SMS technology 18]

1. Validity Period of an SMS Message

An SMS message is stored temporarily in the SMS center if the recipient mobile phone is
offline. After a specified period, the SMS will be deleted from the SMS center so it can not
send SMS after that to the recipient mobile phone when it becomes available. This period is

called the validity period.
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2. Message Status Reports

If the sender wants to know whethe?r an SMS message has reached the recipient mobile phone
successfully, he needs to set a flag in the SMS message to notify the SMS center that he wants

the status report about the delivery of this SMS message. The status report is sent in the form
of an SMS message.

3. Message Submission Reports

After the completion of the SMS, an SMS message goes to the SMS center, then after it
reaches SMSC, the SMSC will provide the sender with a message submission report to the
mobile phone to inform him if there are any errors or failures such that incorrect SMS
message format, busy SMS center, etc. If there is no error or failure, the SMS center sends
back a positive submission report to the mobile phone.

4. Message Delivery Reports

After receiving an SMS message, the recipient mobile phone will send back a message
delivery report to the SMS center to inform whether there are any errors or failures such as
unsupported SMS message format, not enough storage space, etc. This process is transparent
to the mobile user. If there is no error or failure, the recipient mobile phone sends back a
positive delivery report to the SMS center. Otherwise it sends back a negative delivery report
to the SMS center.

2.5.5 Short Message Layers and Protocols

The SMS protocol stack is consist of four layers: the transfer layer, the application layer, the
relay layer and the link layer.!""]

2.5.5.1 Transfer layer

SMS-based applications are directly based on the transfer layer. At this layer, the message is
considered as a sequence of octets containing information such as message length, message
originator or recipient, date of reception, etc. The transfer layer is also known as the SM-TL

for Short-Message-Transfer-Layer.

At this layer, the exchange of a message from the originator SME to the recipient SME
consists of two to three steps.

Stepl: After creation by the originator SME, the message is sub.m.itted to the SMSC. The
SMSC may verify with other network elements that the message originator is allowed to send

messages.
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Step2: The SMSC delivers the messa
available for the message delivery,
recipient SME becomes available or

ge to the recipient SME. If the recipient SME is not
ther'l the SMSC stores the message temporarily until the
until the message validity period expires.

St‘ep3: Upon delivery of the message or upon message deletion by the network, a status report
ml.gl.lt be transferreq back to the originator SME, only if this report had been requested by the
originator SME during message submission. The three steps are shown in Fig(2.5)

E% (‘!)me_ssage (2) message (=5
Originator ! J submission delivery % Recipient
SME {sey = g™
BRI G .................. SMSC R ) SME
’[ | submission report delivery report i
& T s &
7 (3) status
report

Fig (2.5): Steps of exchange messages on transfer layer

2.5.5.2 Application Layer

The application layer is implemented in SME:s in the form of software applications that send,
receive and interpret the content of messages (e.g. message editor, games, etc.). The
application layer is also known as SM-AL for Short-Message-Application Layer.

2.5.5.3 Relay Layer

The relay layer allows the transport of a message between various network elements. A
network element may temporarily store a message if the next element to which the message is
to be forwarded is not available. At the relay layer, the MSC handles two functions in addition
to its usual switching capabilities. The first function called SMS gateway MSC (SMS—GMSC)
is used for receiving a message from an SMSC and interrogating the HLR to obtain routing
information and further to deliver the message to the recipient network. The .se'cond function
called SMS Inter Working MSC (SMS-IWMSC) which is responsible of receiving a message
from a mobile network and submitting it to the serving SMSC. The relay layer is also known

as the SM-RL for Short-Message-Relay-Layer.
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2.5.5.4 Link Layer

The link layer allows the transmission of the message at the physical level. For this purpose,

the message is protected to cope with low-level channel errors. The link layer is also known
as the SM-LL for Short-Message-Link—Layer. For transport purposes, an application maps the
message content and associated delivery instructions onto a Transfer Protocol Data Unit
(TPDU) at the transfer layer. A TPDU is composed of various parameters indicating the type
of the message, specifying whether or not a status report is requested, containing the text part
of the message, etc. Each parameter is prefixed by the abbreviation TP for Transfer Protocol

such as TP-Message-Type-Indicator (TP-MTI), TP-Status-Report-Indication (TP-SRI), TP-
User-Data (TP-UD), etc.

2.5.6 Applications of SMS
There are many application for SMS such as: 2%
2.5.6.1 Person-to-Person Text Messaging

Person-to-person text messaging is the most commonly used SMS application and it is what
the SMS technology was originally designed for. This use case relates to the exchange of a
short text message between two mobile subscribers.

2.5.6.2 Provision of Information

Many content providers make use of SMS text messages to send information such as news,
weather report and financial data to their subscribers. Many of these information services are
not free. Reverse billing SMS is a common way used by content providers to bill their users.
The user is charged a certain fee for each reverse billing SMS message received. The fee will
either be included in the monthly mobile phone bill or be deducted from prepaid card credits.

2.5.6.3 Downloading

SMS messages can carry binary data so SMS can be used as the transport medium of wireless
downloads. Objects such as ringtones, wallpapers, pictures and operator logos can be encoded
in one or more SMS messages depending on the object's size.

2.5.6.4 Alerts and Notifications

SMS is a very suitable technology for delivering alerts and notifications of important events.
This is because a mobile phone is a device that is carried by its owner most of the time.
Here are some common examples of SMS alert and notification such as:

1. Email, Fax and Voice Message Notiﬁcations.
2. Commerce and Credit Card Transaction Alerts.
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3. Stock Market Alerts.
4. Remote System Monitoring,

2.5.6.5 Two-way Interactive Text Messaging Applications

SMS messaging technology can be used as t

) _ he underlying communication medium between
wireless devices and servers in a two

-Way interactive text messaging application.

2.5.6.6 SMS Marketing

SMS messaging can be used as a marketing tool. An example is an SMS newsletter system.

2.6 GSM Modem

2.6.1 GSM Modem

A GSM modem is a wireless modem that works with a GSM wireless network ,it sends and
receives data through radio waves.

The GSM net used by cell phones provides a low cost, long range, wireless communication
channel for applications that need connectivity rather than high data rates.

A GSM modem is a specialized type of modem that operate over subscription based wireless
networks, similar to a mobile phone, it is accepts a SIM card, and it looks just like a mobile
phone for a computer.

When a GSM modem is connected to a computer, this allows the computer to use the GSM
modem to communicate over the mobile network. While these GSM modems are most
frequently sometimes used to provide mobile internet congllectivity, many of them can also be
used for sending and receiving SMS and MMS messages. >

A GSM modem can be an external device or a PC Card / PCMCIA Card. Typically, an
external GSM modem is connected to a computer through a serial cable or a USB cable. A
GSM modem in the form of a PC Card / PCMCIA Card is designed for use with a laptop

computer.[22]

GSM modems convert digital data to Short Message Service -(SMS) messages which are small
bursts of data for sending and receiving messages over the wireless network. ]

GSM technology are used in many third-generation (3G) and fourth-generation (4G) sma}'t
phones ,these phone can be acting as a GSM mod'em' through connc?cted to the computer via
a USB cable or wirelessly over a wide-ﬂdehty-(Wl-Fl) network or via Bluetooth. so t!qat the.y
can act as wireless hotspots for computers. Tl.ns allo?vs users to access the Int.emet with thelr
smart rather than a traditional Wi-Fi connection. This solution is less expensive than paying
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for a separa}zenlnternet connection, or for paying connection fees or memberships at public Wi-
Fi hotspots.

2.6.2 GPRS Modem

General Packet Radio Service (GPRS) modem is a GSM modem with additional support for
GPRS.technology for data transmission. Tt is based on a packet-switched technology, as an
extension to GSM. GPRS has a much higher data transmission speed than GSM.

GPRS can be qsed as the bearer of SMS. This is much faster than SMS over GSM. A GPRS
modem is required to send and receive SMS via GPRS. Some wireless carriers do not support

the sex{ngi]ing and receiving of SMS via GPRS. A GPRS modem is typically required for
MMS.

2.6.3 AT Commands

AT commands are instructions used to control a modem. AT is the abbreviation of attention.
Every command line starts with "AT" or "at". That's why modem commands are called AT
commands. There are two types of AT commands:

1. Basic commands are AT commands that do not start with a "+". For example, D (Dial), A
(Answer), H (Hook control), and O (Return to online data state) are the basic commands.

2. Extended commands are AT commands that start with a "+". All GSM AT commands are
extended commands. For example, +CMGS (Send SMS message), +C7I}/IGL (List SMS
messages), and +CMGR (Read SMS messages) are extended commands.®”!

2.7 Electronic mail

2.7.1 Email History

Considering the definition of the email as messages sent electronically, tl}e first appearance of
email messages was in the last century with telegraph messages (by wire) and Morse Code
transmissions (via airways). Telex network was develop?d in 1?2§ and was used extensively
by business until 1980. It is a switched network of Feleprmters sn.mlar.to a telephone network,
for the purposes of sending text-based messages using standard signaling techniques. In 1950,

Fax machines were developed.

i | i ho were using mainframe and mini
During the 1960's and 1970's many companies w ;
complffters also used email facilities on those systems. In 1971, the ARPANET ("Advanced
Research Projects Agency Network") appeared as the first large network of computers. It was

sponsored and created by the U.S. Department of Defense which later led to the development

of the internet. During this period, Ray Tomlinson invented internet based email in which he
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sent the first email between two adj

acent computers using the ARP 2 icked
the @ symbol to denote sending m ? e NET network. He picke

essages from one computer to another.2%)

By 1974, Email was frequently used for military purposes. By 1976 email had really taken

off, and commercial packages began to appear. Within a couple of years, 75% of all

ARPANET traffic was email. In 1977, Crocker, John Vittal, Kenneth Pogran, and D. Austin
Henderson collaboraFed on a DARPA initiative to collect various email data formats into a
single, coherent specification, resulting in RFC 733. In 1980, the first version of the electronic

system was designed and developed for use at University of Medicine and Dentistry of New
Jersey (UMDNJ).

In 1997, Microsoft Outlook was released .In 2004, Multimedia emails were introduced. By
2009, iphone 3G and other mobile devices make email more accessible.

2.7.2 Email Protocols

The mail system consists mainly of two protocols SMTP and POP3 to send and receive mail
respectively. Others may use IMAP4 to receive mail, especially where bandwidth is limited.

2.7.2.1 Simple Mail Transfer Protocol (SMTP)

SMTP protocol is a TCP/IP protocol used to transfer messages from one mail server to
another and to upload messages from UA (mail client) to MTA (mail server). SMTP uses
'push’ operation, meaning that the connection is initiated by the sending server rather than the
receiver.

2.7.2.2 Post Office Protocol (POP3)

POP Protocol is a standard mail Protocol used to receive emails from a remote server to a
local email client. It also provides a simple way for users to access mailboxes and download
messages to their computers. It works in ' pull ' mode so the receiving PC is responsible of

initiating the connection.

2.7.2.3 Internet Mail Access Protocol (IMAP)
IMAP is a mail protocol used for accessing email on a remote web server from a local client.

i i ion. It enables multiple clients to
IMAP supports both online and offline modes of operation
manage tfll)ep same mail box. Fig (2.6) shows the email protocols (SMTP, POP, and IMAP).
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Fig (2.6): Email Protocols

2.7.3 Email Architecture
Email Architecture consists of the following components:

1. Mail User Agent (MUA): an application with which users can create, view, send, and
receive emails. It is located on a client system. Such as workstation or PC. Microsoft
Outlook Express, Mozilla Thunderbird, and Mutt Email Client are examples of MUA.

2. Mail Transfer Agent (MTA): software that transfers email messages from one computer
to another using a client—server application architecture. Postfix, Sendmail, Microsoft

Exchange, and Lotus Domino Server are examples of MTU.

3. Mail Delivery Agent(MDA): a computer software component that is responsible for the
delivery of e-mail messages to a local recipient's mailbox. Fig(2.7) illustrates the Email

Architecture.
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Chapter 3
Conceptual Design

3.1 Introduction.
3.2 SMS to Email Service.
3.3 File to Email Service,
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3.1 Introduction

This chapter presents the design con
understand how the system works.

cepts of the system and the block diagrams that help to
3.2 SMS to Email Service
3.2.1 System Block Diagram

The system consists of the following basic components:

1. Mobile Phone.
2. GPRS Modem.
3. Server.

Mobile

Phomne

Fig (3.1): Preliminary Design of SMS to Email Service
A detailed figure illustrating the system entities is shown in fig(3.2)
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' Fig (3.2): Detailed Design of SMS to Email Service
The user sends the message which contains the email address .of t.he recipient through SMS
application from his mobile phone to the GPRS modem which is connected to the sever

: ; lyze the data by extracting the
through  port. The server then will get the message, analyze 4 .
messaggest:? blc))gy and the email address of the recipient and send it to the mail server which

forwards it to the specific email address.
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3.2.2 System Entities

3.2.2.1 Mobile Phone

The mobile phone.should support SMS service. This service enables the users to send
messages from mobile phone through the GSM network.

3.2.2.1.1 Short Message Service Application

MOS'{ types of mobile phones support the messaging application. The exact procedure of
sending SMS differs from device to device, but it usually involves entering the recipient's

phone numt?er, an.d composing the message with the phone keypad. The message instantly
can be sent immediately or can be stored for later delivery.

3.2.2.1.1.1 Requirements of using SMS service
In order to be able to use SMS service, the following requirements must be available:

- A subscription to a mobile telephone network that supports SMS.

A mobile phone that supports SMS.

SMS should be enabled for the user by mobile network operator.

The user must have the knowledge of how to send and receive short messages using his
specific model of mobile phone.

5. A destination to send the short message to, or receive message from which is usually
another mobile phone.

BN

3.2.2.1.1.2 Texting Problems

The delivery of a text message is not always guaranteed, with up to 5% of messages ggtting
lost or delivered after long period. These problems appear because of the lower priority of

SMS than voice communications.

Other texting problems appear when the services provided to the sender.are not the_same as
those provided to the receiver. As an example of these pr'oblems, some wireless prqv.lders use
7-bit alphabet for texting messages, while others use 8-bit messaging system. Receiving an 8-
bit message by a 7bit provider is likely to result in a garbled string of nonsense text for the

end user.

3.2.2.1.1.3 Procedure

s ser's mobile phone, it will be received to th.e SMS(? (Short
R e uds a SMS request to the HLR (Home Location Register) to
o deliver the message to it. The HLR then will respond to
(active or inactive) and where the subscriber is roaming.

Once the messag
Message Service Center) which sen
find the roaming customer in order t
the SMSC with the subscriber status
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If the §ubscriber is inactive, the SMSC wil| store the
subscriber become active ‘Then, the HLR will send a
will deliver the message to the int

service.

message for a period of time until the
. SMS notification to the SMSC which
ended receiver., Therefore the SMS is a store and forward

3.2.2.2 GPRS Modem

GPRS modem is a GSM modem that additionally supports GPRS technology. GPRS modem
supports a set of specified AT commands that enable it to send and receive SMS messages
and enable the computer connected to it to communicate over GSM and GPRS networks. Fig
(3.3) shons a GSM/GPRS module which consists of a GSM/GPRS modem assembled
together with power supply circuit and communication interfaces (like RS-232, USB, etc) for

\

computer.
-
\
) — (\ ( e | Computer
GSM I \ ! RS-2327____¢|
GPRS Modem ] q_._l (Processorsly (S)tt;r:Tt]r)cllerbased
Network \
‘”) Communication Interface B 5 5
e
R
[ poversumy ot | GSM/ GPRS Module

Fig (3.3): GSM/GPRS Module

3.2.2.2.1 GSM Channels

The GSM radio link shares the bandwidth among the users. So it uses both frequency-division
multiple access (FDMA) and time-division multiple access (TDMA) for this purpose.

3.2.2.2.1.1 Physical Channels

FDMA divides the frequency bands of a link into a number of separate frequency channels.
The GSM-900 system has two frequency bands available:

890 - 915 MHz for the uplink (direction MS to BS) and 93?5 - 960 MHZ for the downlipk
(direction BS to MS). These frequency bands are divided into 124 pairs of channels with
FDMA.TDMA further divides each carrier frequencies into 8 time slots such that each carrier

frequency is shared by 8 users.

me of length 4.615 ms. Thus each time slot has the

A : fra
The 8 time slots constitutes a TDMA p a physical channel for

length of 0.577 ms. The repetition of one Particular time slot makes u

30




of short bursts; hence a GSM
time.”]

3.2.2.2.1.2 Logical Channels

Logical Channels are determined by the information carried within the physical channel.
Consequently two kinds of logical channels are defined:

1. Traffic Channels (TCHis) that carry user traffic (voice or data):

In GSM system two types of traffic channels are used: Full Rate Traffic Channels
(TCH\F) that carries information at rate of 22.8 Kbps and Half Rate Traffic Channels
(TCH\H) that carries information at rate of 11.4 Kbps.

2. Control Channels (CCHs) that carry signaling information:

Control Channels have three types of channels: broadcast channels (BCH),Common
Control Channels (CCCHs), and Dedicated Control Channels(DCCH).

3.2.2.2.2 SMS over GSM

There are two channels that can be used to send SMSs, The slow associated control channel
SACCH that is assigned to one of the 26 frames in a traffic channel multi frame, the other
channel is the standalone dedicated control channel (SDCCH).

During a phone call SMSs are sent through SACCH, and otherwise, when the MS is idle,
messages are sent through SDCCH. SDCCH is mainly used for signaling during the call set-

up phase.

3.2.2.3 Server

Server is a computer which is used to control the GPRS modsem using AT command. It is also
responsible for getting the data, analyzing the data, converting the message into email form
and sending it to the mail server which forwards it to the specific email address. All of these

operations will be performed using the appropriate software.
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3.2.3 Message Format

The message structure is shown in fig (3.4)

Mésﬁage Structure

Email
address

Fig (3.4): Message Structure

The message structure consists of the following:
1. The number of the SIM card that is inserted to the GSM modem.
2. The email address of the recipient followed by space.
3. Data is the message of the user.

The message will be as shown in fig (3.5)

Zirc 72 B

 T0:0595560202
i-Ahmad@yah

Fig (3.5): Message Format
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3.2.4 Software Components

3.2.4.1 Module for Interfacing GPRS modem to the server

Software that will be used for interfa
which serial port is connected to the G
will be transferred.

cing the GSM modem to the server by determining
SM modem. Then the port will be opened and the data

3.2.4.2 Software for SMS Processing

When the server gets the message, a Java program will be used to perform SMS processing.

This program will be responsible for extracting the data and the email address from the
received message.

3.2.4.3 Software for Email Sending

A java program is also used for sending emails. This program sends emails from a specific
Gmail account to other email accounts such as; Yahoo, Hotmail, and Gmail. The extracted
email address will be placed as the email address of the recipient and the extracted data will
be placed as the email text.

3.3 File to Email Service
3.3.1 System Block Diagram
The system consists of the following basic components:
1. Mobile Phone.

2. Server.
3. Mail server.

Mobile

Phone

Fig (3.6): Preliminary Design of File to Email Service
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Fig (3.7): Detailed Design of File to Email Service

The user sends the email address of the recipient, file, and text message through the Mobile
application from his mobile phone to the radio tower of Jawwal over the GPRS network
which sends it to the server over the IP network. The server then will get the data, analyze it,
take the email address of the recipient and send it to the mail server which forwards it to the
specific Email address.

3.3.2 System Entities

3.3.2.1 Mobile Phone

The mobile phone should support GPRS service. This service enables the users to send files
from mobile phone through the GPRS network.

3.3.2.1.1 The mobile application

. SN T g icati i downloaded on the mobile phone
A mobile application is an android application which can be nloaded :
to enable tﬁg user to use this service. The interface of the application is shown below. Fig

(3.8) shows the mobile application.
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(MobileAnp iR s
Pk AN

TO

Message Body

File

LBréwse I

| send

Fig (3.8): The Interface of the Mobile Application.

3.3.2.2 Server

Server is a computer which is responsible for getting the data, analyzing it, converting the
data into email form and sending it to the mail server which forwards it to the specific email
address. All of these operations will be performed using the appropriate software.

3.3.2.3 Mail Server

s a mail transfer agent or MTA) is an application that receives
ers (people within the same domain) and remote senders and
5 r dedicated to running such applications is

A mail server (also known a
incoming e-mail from local u ‘ :
forwards outgoing e-mail for delivery. A compute

also called a mail server.
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3.3.3 Software Components

3.3.3.1 Mobile Application

On the mobile side, the user will use this application to send the recipients email address , text
message and the file as shown above. This application will also be responsible of reading the

file, dividing the data into packets, doing packet format, starting TCP/IP connection and
sending the data.

3.3.3.2 Server Application

A program on the server’s side will be responsible for getting the incoming data, retrieving it,
converting it into email form and sending it to the specific email address. It will also be
responsible of sending error response to the user, if there is delivery failure.
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4.1 Introduction

This chapter presents all the design details. It contains hardware details and software details.

4.2 SMS to Email Service

4.2.1 Hardware Details

Sh01:t messages SMS are sent from the mobile phone over GSM network through the SMS
application. SMS are sent to the GPRS modem that is connected to the server through the

4.2.1.1 GSM modem

The GSM modems that we used are 3G HSDPA GSM modem and ADH8066 GSM modem.

4.2.1.1.1 3G HSDPA GSM Modem

3G HSDPA modem base on Siemens HC25 module

( M e S

Fig (4.1): 3G HSDPA GSM Modem

In 3G HSDPA modem we can use serial port (RS232) which is a port or interfa?e that is used
for serial communication, in which only one bit is transmitted at a time, or USB interface.

In this project we used USB interface which is used in a bus for connection, communication

and power supply between computers and the modem.

Features of 3G HSDPA modem:

it S/HSDP.
*  Supports both Quad-Band GSM/GPRS/EDGE and Tri-Band UMT
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4.1 Introduction
This chapter presents all the design details. Jt contains hardware details and software details.
4.2 SMS to Email Service

4.2.1 Hardware Details

Short messages SMS are sent from the mobjle phone over GSM network through the SMS

application. SMS are sent to the GPRS modem that is connected to the server through the
USB port .

4.2.1.1 GSM modem

The GSM modems that we used are 3G HSDPA GSM modem and ADH8066 GSM modem.

4.2.1.1.1 3G HSDPA GSM Modem

3G HSDPA modem base on Siemens HC25 module

(’»“Q:‘WY‘W“T‘—‘ O/

. 3G HSDPA MODEM

g v s, A

Fig (4.1): 3G HSDPA GSM Modem

In 3G HSDPA modem we can use serial port (RS232) which is a port or interface that is used

for serial communication, in which only one bit is transmitted at a time, or USB interface.

In this project we used USB interface which is used in a bus for connection, communication

and power supply between computers and the modem.

Features of 3G HSDPA modem:

«  Supports both Quad-Band GSM/GPRS/EDGE and Tri-Band UMTS/HSDP.
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o A full voice & data support with different voice modes

o RIL/NDIS/USB driver for devices based i . ; :
successor USB 2.0 full-speed interface. on Microsoft Windows Mobile 5.0 and. ifs

o  Fulfill both local and global GSM anq UMTS requirements.

o The perfect choice for PDAs, entertainment devices, industrial handhelds and USB
modems.

4.2.1.1.2 ADH8066 GSM modem

The ADHB8066 is a miniature, quad-band GSM 850/EGSM 900/DCS 1800/PCS 1900
module, which can be integrated into a great number of wireless projects.
It can be used to accomplish almost anything a normal cell phone can - SMS text messages,
GSM/GPRS, TCP/IP, and more. It also includes a SIM card socket on the back.

Also in this modem we use USB port which is used in a bus for connection, communication
and power supply between computers and the modem. F ig(4.2) shows ADH8066 Evaluation
Board .Fig (4.3) shows ADH8066 GSM Modem.

Fig (4.2): ADH8066 Evaluation Board

The evaluation board for the ADH8066 Cell Module break.s out all the pins to the module and
provides the necessary support hardware to get up and running. The ADH,83666 ll);)a\r/c:)act:tatches B
any USB port and appears as a standard com port. Power up the board wit ) e : ’furnrﬁz
the module, and it can start sending and receiving AT commands via HyperTerminal or favo

terminal program.
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Fig (4.3): ADH8066 GSM Module
4.2.1.3 USB port:

Universal Serial Bus (USB) is a specification to establish communication between devices and a
host controller (usually personal computers). An USB system consists of a host controller and
multiple devices connected using special hub devices. Hubs may be cascaded, up to 5 levels.
USB can connect computer peripherals such as mice, keyboards, digital cameras, PDA, mobile
phones, printers, personal media players, flash drives, GPS, Network Adapters, and external hard
drives. For many of those devices, USB has become the standard connection method.

4.2.1.3.1 USB connectors

There are several types of USB connectors. The original USB specification detailed Standard-A
and Standard-B plugs and receptacles.

== A
() B
MINI-B

122 xX4

MINI—A

123xL

Fig (4.4): 4 pin USB A or USB B Plug Connector
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Table (4.1): The USB Pinout

Pin Name Cable color Description
1 VCC Red +5VDC
2 D- White Data -
3 D+ Green Data +
4 GND Black Ground

4.2.2 Software Details

4.2.2.1 AT commands

The following AT commands are used for receivin

modem

Table (4.2): AT Commands for Receiving Messages

AT command Meaning

+CNMI New message indications
+CMGL List messages

+CMGR Read messages

+CNMA New message acknowledgement

Table (4.3): AT Commands for Sending Messages

g and sending messages through GPRS

AT command Meaning

+CMGS Send message

+CMSS Send message from storage
+CMGW Write message to memory
+CMGD Delete message

+CMGC Send command

+CMMS More messages to send
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4.2.2.2 Main Module

The following flow chart illustrates the main module

Read Message
from GSM/GPRS
Modem

Is Message
ormat Correct?

[ Get Message Body

Send Email to the destination

Is there any
Delivery failure
message?

Yes

Send error message

Fig (4.5): Main Module

42




4.2.2.3 Reading Message Module

The following flowchart illustrates the algorithm of reading the message from the GSM/GPRS

modem.

A4

Initialize Port

\ 4

Start GSM/GPRS Connection

Connection
Successful?

Yes

v

Get message via port using AT
commands Display
Error
* message
Close Connection

Close Port '

Fig (4.6): Reading Message Module
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4.2.2.4 Correct Format Module

The following flowchart illustrates the algorithm of checking the format of the message

Boolean formatCorrectFlag=True
int firstSpacelndex = -1
String emailAddress

int at = -1
Int dot = -1
v
firstSpacelndex = index of first
space

Is
firstSpacelndex
=-1?

No
A4
Yes

emailAddress = Msg
substring
From index O to index
firstSpacelndex -1

dot= index of first “.” in
emailAddress

Y

v

at = index of first’"@” in the
emailAddress

No

Yes

Is dot < length of
emailAddress-2

.
Yes— s ><-
No

formatCorrectFlag
=false

Send error message

Fig (4.7): Correct Format Module
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1A TEER 17 B, 57

Fig (4.8): Correct email address format with the minimum length

4.2.2.5 Sending Email Module

The following flowchart illustrates the algorithm used for sending emails

( Start )

v

Set Mail Server, email @(from,to)
Msg body

v

Set Mail Properties (Port,
authentication,user password,
protocol,host)

A\ £

properties

v

Connect to Mail server

Connection
Problems?

No
\ 2 v

Display
i stination Error
Send Email to the desti Message

Close connection

Start session using previous J

Yes—

Fig (4.9): Sending Emails Module
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For sending emails using this moduyle
address of the sender, and the message i)od
account which will be used for sending em.ail
recipient is the email address that was extracte
is the message that was extracted from the orio;
properties such as; port, user, password, authenticati
needed for establishing a session in order to conneiltc ?otl,?}?e’ rﬁ;(i);(:;?\l/ o5, 10¥0Es sy Sroblenn

i €m In

the connection an error message will be disp] :
: 5 ayed. O o s
intended recipient and the connection will be c{)ode therwise, the email will be sent to the

» host. These properties are

4.2.2.6 Reading Delivery Failure Message Module

The following flowchart illustrates the algorithm needed for reading delivery failure message.

Start connection to mail server J

v

Retrieve all unread messages
form “mailer-
daemon@googlemail.com*

Get receiver email address and
failure type from Msg body

v

Retrieve the corresponding
sender phone number

v

Send SMS message

Fig (4.10): Reading Delivery Failure Message Module

@

Sometimes the email failed to be delivered to the intended recipient for one of the following

reasons:

1. The mail server is down. e

2. Invalid email address of the remplent. B

3. The inbox of the recipient's email account is full.
Gmail account that is used for sending

t to the :
i e we need first to connect to the mail

Then a delivery failure message will be S
emails. To Know if there is a delivery failure messag

46
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server in order to retrieve
all unread
daemon@googlemail.com" ‘messages that s ' :
e o dytaord . Then, we get the recipient emai] address ;em from' mailer-
- order to send a message to the sender informi afrll e
rming hi

4.2.2.7 Sending Error Message Module

The following flowchart illustrates th i
% e algorithm needed for sending error message to the

( Start )

\ £

I?eﬁne recipient Msg body
‘containing error details”

&

Initialize port to GSM

v

Connect

Connection
Successful?

Yes

Display
Send Data Error
Message

\ 4

Close Connection

Fig (4.11): Sending Error Message Module
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4.3 File to Email Service
4.3.1 Software Details

4.3.1.1 Mobile Application

The following flowchart illustrat :
mobile application, es the process of sending files over GPRS network through

Read file
and Email
Address

v

Start TCP/IP
connection

v

Send data

v

Close connection

PRS network using mobile application

24

Fig (4.12): Sending Files over G

The mobile application will read the file, start TCP/IP connection, send the data and close the

Connection,
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4.3.1.2 Server Application

The following flowchart illustrates the seryer application

Read data

Data parsing and
retriving

Set destination
address and
compose email
parts

send

Is there
delivary faile

Send OK
responce

Send error
responce

Fig (4.13): The Server Application

ez \\
uﬂﬁ&,ﬁ,' B w;‘”* Ad Gl d;'m:-
P1le" ne Poly )mf iz University
fc.( i3

—The Library :fu';.i.-.»\“ e
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. : email to the :
delivery failure, the program sends erroy s mail se

4.3.1.3 Storing Data in the Database Module

the foloviieflopdhailn: e o i Process of storing the information in the database

Is there a
problem??

Yes:

No

address of 1

l recipient

DB

v

Display
error msg \ 4

Close File

End

Fig (4.14): Storing Data in the Database Module

The database file contains a table in which the email address of the recipient ,the serial number

and phone number of the sender are stored in it. Table (4.4) shows the database table.

Table (4.4): Database Table

Destination address

SN PhoneNo
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52 SMS to Email Service.
5:3 File to Email Service.
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5.1 Introduction

This chapter presents all the details about the im

Plementation phase which includes hardware
configuration and codes description.

5.2 SMS to Email Service
5.2.1 Implantation Phase
5.2.1.1 Configuration of GPRS modem,

The GPRS modem was configured trough the following steps:

1) Installing the driver.

By installing the appropriate driver, the operating system will be able to recognize to the
connected device. A driver typically communicates with the device through the computer bus or
communications subsystem to which the hardware connects.

2) Determining the port.

The GPRS modem was configured as a modem that is connected thrc?ugh a specific COI\;I Stc;;t
This COM port can be known through Device Manager. From Device Manar?;r, v&:r:n Zeoef -
Modems tab and then the name of the modem that is connected to th? servler. : e Snthe G
GPRS modem that we used is Sim Tech HS-USB Modem 900042. Fig (5.1) show

Manager window.

= | B [
= Device Manager

File Action View Help s sigariam ool imesiainatisoss Siasui
C | 0 E el o = s %
<+ user-pC
13 @ Batteries
b -6 Bluetooth Radios
b g Computer
b oy Disk drives
b Display adapters
¢ <3 DVD/CD-ROM drives
b %5 Human Interface Devices
© ‘S IDE ATA/ATAPI controllers
s Imaging devices
b €2 Keyboards
> 3% Mice and other pointing devices
a5 Modems

{5 Standard Modem over Bluetooth link
% Monitors
'M Network adapters
¥ Ports (com & LPT
pmcessors
{ Sound, video and game controllers
P18 System devices
@ Universal Serial Bus controllers

P

c.v,v.v.v‘,_d
: -
Mg

v

indow
Fig (5.1): Device Manager Windo
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5.1 Introduction

This chapter presents all the details about the im

gl plementation phase which includes hardware
configuration and codes description.

5.2 SMS to Email Service
5.2.1 Implantation Phase
5.2.1.1 Configuration of GPRS modem,

The GPRS modem was configured trough the following steps:

1) Installing the driver.

By installing the appropriate driver, the operating system will be able to recognize to the
connected device. A driver typically communicates with the device through the computer bus or
communications subsystem to which the hardware connects.

2) Determining the port.

The GPRS modem was configured as a modem that is connected through a specific COM po;t
.This COM port can be known through Device Manager. From Device Manager, we selefc:}e;
Modems tab and then the name of the modem that is connected to th? server. The n;rlne DoeVic:
GPRS modem that we used is Sim Tech HS-USB Modem 9000#2. Fig (5.1) shows the

Manager window. Bevr

= Device Manager

f_“lLe _Action  View Help

Clm| 0 E el & s
[————
<) user-PC
> Batteries

-8 Bluetooth Radios

by Computer

b vy Disk drives

b Display adapters

¢ <L} DVD/CD-ROM drives

b -85 Human Interface Devices
® ‘& IDE ATAZATAPI controllers
1 Imaging devices

b ? Keyboards

>34 Mice and other pointing devices
LR

&
<
{0

&
3
o

SimTech HS-USE Modem 9000 #2
Standard Modem over Bluetooth link

o
<
[*)
:
9
"

. Network adapters
Ports (com & LPT)
Processors
ound, video and game controllers
= System devices
Universal Serjal Bus controllers

<

»

A 2 A A - ARL - - e
ADGE

@

Fig (5.1): Device Manager Window
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i dem, the mode ies wi :
After selecting the modem, M properties window wi]| sho i
properties of the connected modem. From modem tab, R el

; You can know th i
and the maximum port speed.fig (5.2) shows Modem tab © Specified COM port

window,
/
SimTech HS-USB Modem 9000 #2 Properties @
Driver , Details | Power Management
General odem Diagnostics Advanced
Port: COM13
Speaker volume
Of ’“'D’*h— High

Maxdmum Port Speed

(115200 v|

Dial Control

[ ] Watt for dial tone before dialing

[ok [ cancel |

Fig (5.2) Modem Tab Window

3) Testing GPRS modem.

i AT
For testing GPRs modem to insure that it is working properly andi;:;c:ilejofrror:?\;\l’ﬁ page
Commands, we ysed Hyper Terminal. Hyper L rainall Spipale 145 ,you need to write a
becauge it is not available in windows 7.When the Hyper fo
ame for the connected device and you can choose any name you
Terming) window,

terminal is opened

nt. Fig(5.3) shows Hyper
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741 New Connection - HyperTerminal
plecsblt -Gy SO TEiEitEl

ne &5 0B &

r;..——r

Connection Descripti
ption ﬂx

New Connection

Entera name 2nd choose an icon for the connectj
Name: i

|Disconnected Auto detect  Auto detect SCROIL 7S FAPE EriUN Lo T
LApLure mi eche

Fig (5.3): Hyper Terminal Window.

The
n, the country, area code, and the port number are determined through the following window.

rConnect To | D I%I

modem 1

Enter details for the phone number that you want to dial:

Country/region: | Palestinian Authority (970) ]

Area code: 00572

Phone number:

Connect using: [Standard Modem over Bluetooth lin ~ l
“USB Modem S000 #2 }

'SimTech HS
*Sgndard Modem over Bluetooth link

|COM4

|COM5 a
-COM3

Nerm—— 1112

icom11
{COM10

{TCP/IP (WVINSOCK) e

Fig (5.4): Modem1 Window.
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Then , COM port properties must be determined through the following window.

7
COM13 Properties |2 o)

Bits per second: S600 v

Databis: [§ )
Parity: | None B
Stop bits: [1 ]
2

Flow control: | None

[ Restore Defaults W

[ ok ][ cencel ][ opy ]

Fig (5.5):COM13 Properties window.

Now, We can write AT commands.

=S o e

5 modem 1 - HyperTerminal
Fie Eh View Call Tramter Fiolp

02 &3 mo
[ e

AT

0K
EE*CPIN=0000
AT+CMGD=

o MGD=11,41

Fig (5.6): AT Commands
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IAT "is used to test if the modem is connected
modem 1S connected successfully .If

successfully.

Successfully or pot. If

" "OKn
ERROR" returns, then the o returns, then the

dem is not connected
"AT+CPIN=0000" is used for entering PIN code.

fprecvans) Lol nsed for deleting all the messages that are stored in the modem

5.2.1.2 Codes Description:

5.2.1.2.1 Opening Port Code

The process of opening the serial port is implemented through the following code:

public static void openPort () {
try{
boolean boolPortOk=false;
strPortName="coml3";

portList=CommPortIdentifie£.getPortIdentifiersU
while(portList.hasMoreElements()){
portId=(CommPortIdentifier)portList.nextElementU;

.
’

if(portId.getPortType()==CommPortIdentifier.PORT_SERIAL){
if(portId.getName().equalsIgnoreCase(strPortName)){

Main.serialPort=(SerialPort)portId.open ("SimpleWriteApp", 2000);

outputStream=serialPort.getOutputStream();
inputStream=serialPort.getInputStream();
SerialPort.notifyOnDataAvailable (true);
serialPort.setSerialPortParams (9600,
SerialPort.DATABITS_S, SerialPort.STOPBITS 1,
SerialPort.PARITY_NONE);

boolPortOk=true;

break;
}
}

}

(strPortName) ;
if (!boolPortOk) throw new PortNotR

eadyException _

}  catch(Exception e) {}

} .
Code (5.1): Opening Port

cading and writing the data from
shown in the above

are available in the

and thus r L
port to be "coml3" as
£ all the com ports that

Thi _ .
a:(;s‘COde 18 used for opening the specified com port
Cog "0 this port, First, we specified the connef:ted

e.(CommPO" tldentifier) returns an Enumeration 0
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(no,,ﬁ,OnDataAvailable(true)) receives g notification

; when  data is :
.(sngerialPortParameter) 1s used to set the port parameters and Sl

takes four parameters:
1. baudrate :9600

2. DataBits: 8.

3. StopBits: 1.

4, Parity: none.

9600 baud rate , 8 data bits, 1 stop bits, and no parity is the default parameters for the serial port.
5.2.1.2.2 Reading SMS code

The process of reading SMS is implemented through the following code:

public static String readSMSByIndex (int index) {
try{
final String INIT ME="AT+CPMS=\"ME\"\r";
final String TXT MODE="AT+CMGF=1\r";
final String AT List="AT+CMGR="+index+"\r";
StringBuffer sb=new StringBuffer();
writeATCmd (INIT ME);
Thread.sleep(500);
writeATCmd (TXT MODE) ;
Thread.sleep(500);
sb.append (writeATCmd (AT List));
Thread.sleep(500);
return sb.toString();
}
catch(Exception ex)

System.out.print (ex.getMessage()) i
return "err";

Code (5.2): Reading SMS
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The shown code is used for reading SMS by specifying the inde

. X of it,
(o the modem through ( writeATCmd) method. Here are the AT comrlna:;?e,.c ommands were sent

| ATFCP MS=\"ME\"\r"” is used for setting the Mmessage storage at ME (mobile E

7, “AT+CMGF=1\r" is used for setting messa

ge format to the text mode “p
«” then the PDU mode will be implemented, i o

by

3" AT+CMGR=""+index+"\r” is used for reading message with the specific index from the
message storage.

For reading all the messages we used a counter (index++) which starts from 0 and a timer which
checks if there is a new message every 7 seconds.

5.2.1.2.3 Checking Message Format Code

The process of checking the message format is implemented through the following code:

public static wvoid formatCheck(String str, String mobileNumber) {
boolean invalidFormatFlag= false;
String mailAddress="", msg="";
try{
int firstSpacePosition;
firstSpacePosition = Str .. index@fi(uE.
if (firstSpacePosition<0) {
invalidFormatFlag = true;
System.out.println("Invalid Format space");
lelse{ s
mailAddress = str.substring(0, firstSpacePosition);
if (mailAddress.indexOf ('@"')<1) {
invalidFormatFlag = true; e
System.out.println("Invalid Format @");
}else({

String
S=mailAddress.substring(
mailAddress.length());
if (s.indexOf ('.')<(s.indexOf('@")+3) éllength()-z){
mailAddress.indexOf ('."')>= mailAddress.

i = true;
invalidFormatFlag : i
;§Ztem out.println("Invalld Format

}

else{
msg =

(mailAddress.indexOf('@')),

itiont+l):
str substring(firstSpaceP031tlo
SRS mailAddress) i
intln("Address: B3

System.out.pr INedsaget |

System.out.println('

at
Code(5.3): Checking Messageé Form
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The shown code is used for checking the format of the message if it i a valid
valid format of the message as we determined in cha alid format or ot

pter 3 begins with the emai
cipient and then a space followed by the message that the user wantg to send aj lirz::ress i

First, the position of the first space is determined If t

format is invalid. Otherwise, the email address will be extracted from the original me

Email address will be defined as a substring that begins from index (0) to index of the first :SZEZ.
After that, we determined the index of (@) .if it is <1 which means that @ either does .
comes at the beginning of the message, then the message format is invalid. Following that, the

equals( email address length -2 ) then the message format is invalid. That means that there must
be at least 2 characters between (@) and (.) and two after @)

When the message format is valid, the message will be extracted from the original message
through defining a substring from index of (first space+t1) to the end of the message.

If the message format is invalid, a message will be sent to the user to inform him of that.

After extracting the email address and the message body, the email will be sent LioNEi Chde
for sending emails.

52124 Sending Notification of the Delivery Failure Code

The process of sending notification of the delivery failure is implemented through the following
steps:

L OPening the Gmail account that is used for sending emails

oooglemail.com. These emails are
g the

; I_{eading unread emails that are sent from mailer-daemon@ B
elivery fajlure emails. The Reading process is implemented through

Unread messages from the Gmail account.
ent of the message. The

: 00 cont
% Extractmg the email address of the intended recipient from t}ilie modem from the user.
Phone Mumber is obtained from the read message that was sent to

4 Delet; :
Dele“ng the delivery failure emails from the inbox.

i t message is as shown:
\ Sending SMS to the user to inform him of the delivery failure. The sen
! : ahoo.com.
ellvery e following recipient failed permanently.aaaaa@y

G
0de of *eading delivery failure emails is shown below
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prop
propP

tryf

erties props=System.getPropert ;
s.setProperty("mail.store.protgo "imaps"),

gession session=Session.getDefaultIn

Store store=session.getStore (

store.connect ("imap.gmail.conp"

)i :
System.out.println(store);

Props,null) ;

,sendmall.getUserID(),sendmail.getPassword()

Folder inbox=store.getFolder("Inbox");

inbox.open (Folder.READ WRITE)

FlagTerm ft=new FlagTerm(new Fla
Message messages([]=inbox.search (

for (Message m:messages) {

gs(Flags.Flag.SEEN),false

if(m.getFrom()[O].toString()
Subsystem<mailer—daemon@googlemail.c
String content = m.getContent ()

System.out.println(

"Mail Delivery

.toString()
"Contentes> iy content) ;

to2=content.substring(64, content.indexOf (

System.out.println(to2)

msg2="Delivery to the following recipient failed

permanently:"+to2;
sendSMS (moNumb, msg2) ;

m.setFlag(Flags.Flag.DELETED, true);

}

}
inbox.close (true);
store.close();

}

catch (MessagingException e) {
€.printStackTrace () ;

System. out.println("abc") ;
System.exit(l);

catch(Exception e){

€.printStackTrace () ;
System.exit(2);
}

catc}:h(Exception e){

ailure Emails

Code (5.4): Reading Delivery F




5,3 File to Email Service

£5.1 Implantation Phase

53.1.1 Application Interface

T0

e et

Message Body

File

‘ Browse |
| |

‘ send §

Fig (5.7): Application Interface

it i buttons:
*1tis shown i the application interface, there are three fields and two
l.u " 3 : 3
To" fielg; s used for inserting the recipient email address.

2'n
Message Body" field: is used for inserting the message text.

3 n i e e
File field: is yseq for showing the path, name, and exEion o ing the user 0
4"Bro ile phone and enabling
& WSe"

i b
button: is used for viewing all the files In the mo

$elect
. :
¢ of thege files for sending it.
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g ssend" button: is used for sending the file byte b
."S

: ¥ y byte through GPR
pich sends it to the mail server which forwardsg i
W

S network to the
t to the intendeq em s

ail address,

53.1.2 Sequence Diagram:

Fig (5.8) shows the sequence diagram of file to emaj] service.

| _foi{  Client Mail Server
_____ bl it ve o CHET RERE

; Checkil
...... o elveri Faihe

b . De]Nery ‘aiiue RS ) KR el |
~ailure sss IR
ong... 1 1 .}

Fig (5.8): Sequence Diagram

5.3.1.2.1 Socket Request:

" mobile instantiates & socket by defining:

1) The
2)

public IP of the server. o toleonnedtio the server.
he port number 1112 that is used to enable the cli

Strmg IP"' "
="195.3.190.16";
SOCk:new Socket (?[P, 045182008
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53 1.2.2 Socket Accept:

When any mobile tries to connect to the server through the specified

: ort,
.omection and opens the socket through this command: port, the seryer accepts the

sock = servsock.accept () ;
The server receives the data through the input stream. The sentence

the "Accepted Connectipp:n
.sock) is typed to indicate that the server accepted the connection. i

ssock” includes the public IP address of the mobjle which is used for connecting to the GPRS
port of the mobile phone and local port of the server as shown below:

Socket [addr=/213.244.119 -251,port=27643, localport=1112]

§3.1.2.3 Data transfer:
1) Mobile Side:

The mobile transfers the data by this code:

EditText emailAddressView;
emailAddressvView= (EditText) findViewById(R.id. toText);

destinationEmailAddress=emailAddressView.getText ().toString();
Isg=(EditText) findViewById(R.id.editTextl);
fessage=msg. getText () wEoString (s

Out= ney PrintWriter (new BufferedWriter (new
OUtpUtStreamWriter (sock.getOutputStream())), true);

- ; g "$"+message) ;
e PEintin (£ileName2+" ; "+ dest inationEmailaddresst"&"+SN+"$ " +messag

blte "WFile=new File (fileName); -
Flille (1 Mybytearray= new byte]| (int)myFile.length(). ;
*InputStream fis = new FileInputStream(myFile);

Bl.lfferedlnputStream bis = new BufferedInputStream(£is);

l .
s‘read(mybytearrayf 0, mybytearray.length);
Oy
Y?t):tstream O0s= sock.getOutputStream();
m.out.println ( "Sending. e ll) ;

Sorite ;
- .len th) 7
°S-flush§) z’bYtearray’ 0, mybytearray g

Mobile
. Sending Data from
Code (5.5): Se e se Bl field for the

I ; : _ : to sen
o€ aboye code we defined ”TO” field for the Email addreszeﬁned printWriter (out) t0

Mg e
e text,, and “File” field for the file name _After that, W
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ame, the destination Email address, serig] Number of

pe file 1 : the mob;

ltao dy to the server. BufferedlnputStream bis was defined g, We can p e'iiptzone and the megsage
od write it in the buffer (bis) through the following command: © file from the array
;ﬂwtearray.length);- ' ls'read(mybytearray, 0
pn output stream Wwas defined so we can send the fife e by byte to the

command: os .write (mybytearray, o, mybytearray.length), Server through this
) Server Side

Partl:

public void run () {
try{
ServerSocket servsock= new ServerSocket(port);
while (true) {
System.out.println("Server is waiting for clients...");
do{
sock = servsock.accept () ;

}while (sock==null) ;
BufferedReader in = new BufferedReader (new
InputStreamReader(sock.getInputStream()H;
System.out.println("Accepted ceonnectionsttsock)
String tol=in.readLine();

Code (5.6): Receiving the First Part of the Sent Data

This code is used for receiving data in the server side. First, a constructor (ServerClass(int port))
that takes the port number as an argument was defined. When we call the constructor, the port
Mmber must be specified. We called the constructor in the Main class and port number was
defined to be 1112 as it shown in the following code.

int §=111,

tcnew ServerClass (i) ;

er,
“Omnect o the server and start sending data. When we run the serve ready for accepting the
Clients, is typed on the console window to show that the server is

“nnection from the mobile. The server accepted the connection. i

the moollC.
PUfferedReader (in )was defined to read the data that was i Cfml’}lhe data is read through
Melude f1 name, email address. serial number, and the message body.

{
he following command:

Stri
n .
g t01=1n.readLine()

.
’
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Partzi

class- forName ("sun. jdbc. odbc. Jdbco
string dataSourceName="database";
gtring dbURL= "Jdbc_:odbc:" +dataSourceName;
connection con = DererManager-getConnection(dbURL "
statement s= (Statement)COn.CreateStatement() ’ ’ "n);
s.execute ("select PhoneNo fronm Tablel whe
ResultSet b=s.getResultSet () ;
if (b.next ())

String phoneNo=b.getString( "PhoneNo") ;
con.close();

.
’

re SN='"+sn+"ln).
’

Code (5.7): Selecting Phone N umber from Database

The above code is used to connect the server to the database in order to select the phone number
that relates to the corresponding serial number to send it with the Email.

The following table illustrates the database:

Table(5.1): Database of File to Email Service

SN PhoneNo Destination
89970281233268208605 00972598803775

Part3:

byte[Imybytearray = new byte[filesize];
II.IPUtStream is = sock.getInputStream();
File tempFile = new File ("d:\\"+f);

if (tempFile.exists ())

. tempFile.delete ()% : it :
fileOutputStream fos = new FileOutputStream("d:\\"+f);

Buffert%dOu’cputStream bos = new Buf feredoutputStream(fos);
Vhile ((count = is.read (mybytearray)) > 0)

{

nppa" + count);

System. out.println( 0, count);

bos.write (mybytearray,

bOS.close() ;
fOS-Close()

4

:ch is the sent file.
Code (58); Receiving the second part of the data whic ' e
file from the mobile phone. d.n, iz
th? t stream Was defined for read! g
le. Inpu

The <71
above code illustrates the process of receiving tput stream
h the outpu
| Disk(D?) throve

deﬁne d
i b}’tean array with size equals to the size of the fi

Y byte. The file will be saved at the server on Loc
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e is already exists on( D) , it wil] pe deleted,

the i After finjgh;
;;‘es he buffered output stream and the file output stream will bse ::ll]fsg;e process of reading the
53.1.2.4 Close Socket:

Finaly socket will be closed by mobile and Server using this command:

gock.close ()7

53.1.2.5 Sending Email:

The process of sending emails is implemented through the following code:

Properties props= System.getProperties();

props.put ("mail.smtp.starttls. enable", "true");
props.put ("mail.smtp.host", host) ;
props.setProperty("mail. transport.protocol” + "smtps");
props.put ("mail.smtp.user", userid) ;

props.put ("mail.smtp.password" ; password) ;

props.put ("mail.smtp.port", "4 651k

props.put ("mail.smtps.auth"”, Ytruel)';

Session session = Session. getDefaultInstance (props, null);
MimeMessage message= new MimeMessage (session);
InternetAddress fromAddress = null;

InternetAddress toAddress= null;

try{
fromAddress= new InternetAddress (from) ;
toAddress= new InternetAddress (to);
}

catch(AddressException e)

{

€.printStackTrace () ;

}
message.setFrom(fromAddress) ; )
Message. setRecipient (RecipientType. TO, toAddress)

fessage.setSubject (subject) ;

Code (5.9): Sending Email
i to the mail server.
/I}flte aboye code illustrates the process of sending the Em.all from i}; :texir:irsed e il emal(lis
,th:r “lining the host userid and password of the Gmail accoun o post were defined.

. S 1 l‘OtO . er.
Maj] A uthentication, p he mail serve
Thege . PrOPerties such as; port, user, password, aon in order to connect 10 : e body with

Th(“-n Ploperties are needed for establishing a Sess! oD ’Subject,messag
e £ "¢ defineq the email address parameters which are: nection is closed.
“asan attaChment.Fina]ly, the email is sent and the con
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1fthe file i already exists on(
pytes; the buffered output s

53.1.24 Close Socket:

he _‘r\!{\..\: dF

Finaly socket will be
gock.close () 7

53.1.2.5 Sending Em

The prO"-:-- i

o
o
()]
t
(t
|
(

t
N

G

i o]

A e

props SETUTEE =]
BE
28

@]
T
t
t)
|
{
|
|
|
|

(@}
3 g
non

g

d the delivery
ipient from the
nail address in the

=y is equal to the phone
cate?
3 cation is implemented through the
"Waiting for response”;
¢ HGU\ £
., defip 2sn="+5N) ;
. letl?sn
© maj| D pORT+'n/WebAppllcat):lonl/NewServ
,“Neprj url.openConnectlon( 7 ()7
VPer - Stream
e, z - <s—readStream(con.getInput
“lle g5 Web Application
nelg - eb App
: ‘e (5.11): Mobile Connects to 2
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53.1.2.0 Checking Delivery Failure

53 12.6.1 Reading Delivery Failure Emajs

Code(54) that is used in SMS to Email service s the same code that ;
service 18 Used for the secong

53.1.2.6.2 Updating the database

The process of updating the database is implemente through the following cod
ode:

(lass.forName ("sun. jdbc.odbc. JdbcOdbeDriver™ ) ;

string dataSourceName = "database"; ‘

string dbURL = "Jdbc:odbc:" + dataSourceName;

Connection con = DriverManager.getConnection(dbURL "oy,
Statement s = (Statement) con.createStatement () ; ; ‘ i
s.execute ("UPDATE Tablel SET Destinationp = ' + to2

+ "' where PhoneNo='" + PNo + "'m).

con.commit () ;

con.close () ;

Code (5.10): Updating the Database

W_hen the Server connects to the mail server and opens the gmail account and read the delivery
filure emails, it extracts the phone number and the email address of the recipient from the
tontent f)f the email. The database table will be updated by setting the email address in the
Destination field in the same row where the extracted phone number is equal to the phone

number that s or iginally stored at the database.
127D elivery failure Notification

5' ¢ 7 .
31271 Delivery failure Notification by Toast

T . . .
D rocess of connecting the mobile to the web application 1S implemented through the
Ylowing code;

fttpug

L ,

Toag mginnectlon con=null; ] g
T°ast STexE = Toast.makeText (this, "Waiting for resp

try; " PVCTH_LoNG)

m
U;]EETQXt -show () ;

Urltne ’
URL(.. w

Bl s :
Con = (}i?é// +IP+m :"+TOMCAT PORT+"/WebAppllca ;
String PURLConnection) url.openConnection () lo S

d . z
estlna‘tlonAddress=readStream (con.getInp

Web Application

.
’

tionl /NewServletl 2sn="+5SN) ;

Code (5.11): Mobile Connects toa
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In the :
cough HitpURLConnection . IP,T
; qmined to set the connecti LR il
ete : on. Also the mobj : applicatig b aIns the seryet p
sent its e € and se rogram
rial nump tviet nam
er € were

class. forName ("sun.jdbc.odbc. Jd
string dataSourceName="databaSe??odbCDriVer") ;
string dbURL= "Jdbc:odbc:" +dataéo :
urceName.
connection con = DriverMana
b ger.getC :
Stasfment s= ( Statement)con.Creategnnectlon(dbURL "
s +reql','1est.getParameter("Snn) 4 tatfement(); R
string x="select Destination fror;1 ,(I)‘s'gflng();
el where
SN=

"") 5
4

"Misn4ne ",

s.execute (x) 7
ResultSet b=s.getResultSet () ;

while(b.next ()) {

response.getWri i
ter () .write (b.getString ("Desti &
nation"));

.
() ) ;

Code : i
(5.12): Selecting Destination from the Database

The above code is used

otacted from the e for §electing .the destination (email ad ipi

;Vas sent from the mi)l]la‘ilfz sfa;lure email. This destination is alsoC:f:l:esiiedOftcf]:Eerzz?izlezgrrtlll;at :;/135

rftzmﬁe et b i thep:rameter. In gther words, the destination that correSpondsetl; tli:

o }:ned tf’ thie mobile, After gt tanﬁe row? w1.ll be selected from the database table and will be

| ede delivery failure that at, the destination will be deleted from the database. Then, a toast
clivery failure. contains the destination will appear at the mobile to inform the user of

se to get the failures for
turned to the mobile. In
Destination=null) the
e to inform the user

A timer Was se
t
z:heg}' 2 Seconds-t%hflz?at the process of the connection to the databa
‘imer Word, when ther mer will be stopped when the destination is e
TWill be stq d e is a delivery failure. If there is no delivery failure(
© stopped after 20 seconds and a toast will appear at the mobil

that ¢,
Ee
Mail was sent successfully.

5,3 1
1272 Deli
*« Delive < :
ry Failure Notification by Sending SMS:
failure, an SMS also

he delivery
(5.10) illustrate the

(5.9) and fig

‘. lOn t
W] 0 the
Wholbe Sent to thetoaSt tha.t appears at the mobile in t
®Procegg. user to inform him of the delivery

he case of t
failure. Fig
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Table

3 ;S.f'ec‘r;;,.?. L
DestAdd |

SNo PhNo

DestAdd

890210302333343 00972593812444

3333@yahoo.com

Table

SNo PhNo DestAdd

sl

/| 890210302333343 00972593812444

5
LT A e T g ,

Fig (5.10): No Delivery Failure

Fi : .
de]lrii,t’ the ?erver connects to the mail server and read t}}e dehv«eryCt e s fiom .1t.
¢ Y failure email, it will read the content of the email a}nd extll(rjlat L e, Tho i
Cop ®Xiracteq ®mail address will be inserted in the destination fie S " 1l be returne d o
the ECLS £0 the database to check if there is a delivery failure. The ;ollowing recipiert .
i Mobile  and appears as a toast '"Delivery t.];ere o foast "Email was S°

g enantly:aaaa@ya}loo " If there is no delivery failure,

essfullyu il skt .com",

failure emails. If there is a
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Chapter 6

61 Introduction.

62 SMS to Email Service.

6.3 File to Email Service.

6.4 Performance Analysis.

Testing
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6.1 Introduction
This chapter presents the testing phase which inclydes the results, the success ang failure rat

; es
6.2 SMS to Email Service

6.2.1Testing Phase

6.2.1.1 Reading SMS by the server

Fig(6.1) shows the process of reading the received messages at the server

: Output
b | Apache Tomcat Log | Apache Tomeat x—l GsmModem222 (run) TL

run:
SMS: AT+CMGR=0

+CMGR: "REC UNREAD","+97259880377S",,"13/05/09,12:32:48+08"
1980-heba@live.com hiiiii

O

OK

Address:
1990-heba@live.com
Message: hiiiii

Invalid?? false
imaps://tamimizsma@imap.gmail.com

1972598803775

SMS: AT+CMGR=1 3
+CMGR: "REC UNREAQ“,"+972598803775",,"13/05/09,12:33:11+09
Asmatamimi49@yahco.com test

OK

Address:
Asmatamimi49@yahoo.com
Message: test

Invalid?? false
imaps://tamimiasma@imap.gmail.cem i
+872598803775
SMS: AT+CMGR=2

: t the Server
Fig (6.1): Process of Reading the Received Messages a

the details of the sent

;he Eove figure shows that the server read two messages: A
tSsages are shown. The details include:
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|, The status of the message if it was read o not , is known through

READ". "REC UNREAD" or "R

bile from which the me
9. The number of mo Ssage was sent. In the ah :
umber was "+972598803775"" °ve figare, mobile phone

3, The date and Time of receiving the message through GPRS moden
4, The sent message text.

The server then checked the format of the message. If the format was valid, the email address
and the message body will be extracted from the original message. After that , the message will
be sent to the intended email address. Otherwise, a message will be shown at the server window
to indicate that the format was invalid. Another message will be sent to the sender to inform him
that the format was invalid. Fig (6.2) shows the extracted email address and the message text.

| Address:
. 1830-hebz@live.com

|
|
|
|
|
|
{
i

Fig (6.2) : The Extracted Email Address and Message Text.

6.2.1.2 Email Delivery

Fig (6.3) and fig (6.4) show that the two messages that were sent were delivered to the intended
¢mail addresses,

Text Message

S . ts 9:32AM [>
"z. tamimiasma@gmail.com (tamimiasma@gmail.com) Addto contac
N To:1990-heba@live.com v

This message was sent from+972598803775

i ded email address.
g (6.3): The first message was delivered to the inten
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« & =

fj pelete

. Text Message
From tamimiaéma@gmaﬂ.cbm +
To Asmatamimi¢9@yahoo.com

test

This message was sent from+872588803775

Fig (6.4): The second message was delivered to the intended email address

6.3 File to Email Service

6.3.1Testing Phase

'6.3.1.1 Sending File from Mobile to the Server

Fig (6.5) shows the process of inserting the email address, message text , and choosing the file.

message text and choosing the file through android

Fi
8(6.5):; Inserting the email address,
application.
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We inserted the email address which is a valid email a
Jlicked on the browse button and chose the file that
send button to send the file to the server.

6.3.1.2 Reading the Received Data by the Server.,

Fig (6.6) shows the process of reading the data by the server

=l Console 23
<terminated> Main [Java Application] C:\Program Files (:@éjﬁé{,é\j}é\ﬁ;ﬁ{jaga;,;'éxe“(;‘i";,o')'.‘uﬁ B P
Server is waiting for clients... e R R
Accepted connection:Socket{addr=/213.244,119_251
1
2
ppu.txt;asmatamimi 49@yahoo.come99702812332682086058test test
3
4
Available
5
Filesize: 6022386
bbs
bba$
bbf
bbe
bbd
To:asmatamimi49@yahoo.com
before sending mail
after sending mail
after reading mail
Server is waiting for clients...

,port=16074,localport=1112]

Fig (6.6): Reading the Received Data by the Server

First sentence "Server is waiting for clients... ..." shows that the server is ready for acceptltnfi igz
connection from any client. When the mobile connected to the server, the server acc";p ze e
Connection as it is shown in the  second ientex;ce i cth 5 s
connecﬁon.'Socket[addr=/2]3.244.1]9.251,p0rt=]6074,localport=1112 It Zrows

Address and the port number of the mobile phone and the Jocal port of the server.

1233268208605 $test test"
text. After

The third sentence ""ppu.txt; asmatamimi49(@yaho0.com &89973:2@ and message
Shows the name of the file, email address, serial number of the moo!

that, the server starts reading the file byte by byte. The fi
addresg.

be sent to the intended email

le then will
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¢.3.1.3 Email Delivery.

Fig (6.7) shows that the text message and the fj

e le that we sent were delivered to the intend
Intended

CEXTM-essage

From tamimiasma@gmail.com

To asmatamimiés@yahco.ccm

v & 1Attachment | 8B | Savetow

test test
Thiz file w i
lle was sent from the mebile phone with the phone number=00872588803775

Fig (6.7): The file was delivered to the intended email address.

6.3. ivi
3.1.4 Receiving Delivery Notification

After sendi
ding the file, the mobile will wait until the notification arrives to inform him of the

Success . 7 .
bt ﬂ(ir failure of the email delivery. Fig (6.8) shows the messag
€ user to wait until the notification arrives.

¢ that appears at the mobile to
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Fig (6.8): Mobile phone waits for the delivery notification

Ifthe email was sent successfully, a message will appear at the mobile to inform the user of that.
Otherwise, a message will appear to inform him of the delivery failure.

g jvery success.
Fig (6.9): Mobile phone receives 2 notification of the delivery
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WYWY)),@yaﬁoo.com

fessage Sody test test

/mnt/sdcard/pp ixt b1

Fig (6.10): Mobile phone receives a notification of the delivery failure.

An SMS also was sent to the mobile phone to inform the user of the delivery failure as shown in
fig (6.11).

CEIIOITED,
SAMSUNG

o s A@1313

<

Delivery to the following recipient
failed permanently:
com

i bile phone.
Fig(6.11): SMS of the delivery failure was sent to the mo
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6.4 Performance Analysis
6.4.1 Speed Calculations

Many types of files with different sizes were sent through fi

images, pdf and mp3 files 'e to email service. We sent text,
lmag b e

To calculate the time and the speed of the sending process using GPRS net
files. One of them was 463KB and the other file was 1.31 MB se
table (6.2) show the time and the speed of each file at each time.

work, we sent two
veral times. Table (6.1) and

Table (6.1): Speed Calculation of 463KB file

Trial number Time Calculated speed
1 00:52:11 71.080Kbps
2 00:54:72 67.690Kbps
3 1:04:74 57.213Kbps
4 1:12:26 51.259Kbps
5 00:39:53 93.700Kbps
6 1:10:42 52.598Kbps
7 0:34:11 108.589Kbps
8 0:40:21 92.116Kbps

Average speed= 74.280K bps

Table (6.2) : Speed Calculation of 1.31 MB file.

Trial number Time Calculated speed
1 1:19:00 132.658Kbps
2 1:07:86 154.435Kbps
3 1:07:19 155.975Kbps
4 1:13:72 142.159Kbps |

Average speed=] 46.306Kbps

|
|
|
|
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6.4.2 Success and Failure Rates

6.4.2.1 SMS to Email Service

Table (6.3) shows the number of successes and fajlureg of each attempt.

Table (6.3): Number of Successes and Failures of each Attempt for SMS to Email Service

™ Trial number Number of sent Successes Failures
messages
1 3 2 1
7 5 4 1
3 9 : !
4 3 2 ;
5 0 6 :
6 i 6 :

Success rate=(2+4+9+2+6+6)/(3+5+9+3+6+7)=87.87%

Failure rate=(1+1+0+1+0+1)/(3+5+9+3+6+7)=12.12%

6.4.2.2 File to Email Service

We tried to send a file many times .Table (6.4) shows the number of successes and failures of

each attempt.

Table (6.4): Number of Successes and Failures of each Attempt for File to Email Service

Trial number File size Attempts SuCechses Falllures
1 1KB 1 1times 10 0
2 134MB 3times o 0
3 1.57MB 4times 4 0
4 2.57MB Stimes Z I
5 7MB 6times —'—’1——___—
6 15.4MB 3times /2’,———’0’__
7 24.7MB TR s

=91.17
Success rate = (1043+4+5+5+2+2) / (11+3+4+5 HSH 2 oE

%

1 = 9. 2(V
Failyre rate=(1+0+0+0+1+1+())/(11+3+4+5+6+3+2) 8.82%
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Chapter 7

Conclusion and Future Work

7.1 Introduction.
7.2 Conclusion.
7.3 Future Work.
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7.1 Introduction

This chapter includes the conclusion of the Project and the future work

7.2 Conclusion

After 8 months of working on the project, the project team has learnt man

. . y things about
android programming, java programming, AT commands , and configuration of GPRS

modem. Moreover, they have learnt many things about writing the project documentation .
Beside the technical side, the project team has gained a great experience in business side .
They learnt how to write a business plan, business model, financial plan and design business

cards .

The project team has achieved all the project goals and designed a reliable and robust

system that enables the user to send emails from any place .

7.3 Future Work

As a next step, for those who are interested in developing this project or who want a new
ideas to start working on it. We suggest the following ideas:

1) Design a system that enables the user to send MMS to email.

2) Notify the users of the incoming emails by sending SMS to their mobiles. By this service ,
the user will be able to know if a new email was delivered to his account.
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Appendix A: SMS to Email Service Code

public static void main(String[] args)
openPort () ;
Timer t = new Timer();
TimerTask ReadMessageTask= neyw TimerTask

throws Exception (

() {€Overrigde

public void run() {
try {
String result = readSMSByIndex(index);
if(!(result.equals(""))){
if ( !(result.indexOf("+CMS ERROR")>—1H{

if ((result.length()>70)){

System.out.println("SMS: "+result);
index++;

moNumb = result.substring(33, 46) ;

formatCheck(result.substring(71,

result.length()—4), moNumb) ;

System.out.println(moNumb);
}else(

}
}
}

} catch (Exception ex) {
System.out.println("ERROR: "+ex.getMessage());

Logger.getLogger (Main.class.getName()) .log(Level.SE
VERE, null, ex);
}

il

t.schedule (ReadMessageTask,0, 5000);
}

public static void openPort () {

try{ i
boolean boolPortOk=false;
strPortName="coml3"; tifiers():
portList=CommPortIdentifier. gef;’?)oi{?”de”
While(portLiSt.haSMoreEl???ZEfportList.nextElementU;

tIdentlfl
portId=(CommPor

e SERIAL) {
tifier.PORT_
—=CommPortIden Eane) )
i € Por
lf(portId.getPoigzig(;.equalslgnoreCase(str .
b d open(nSimpleert

i ortl
Main serialPort=(Ser1alPort)p

eApp", 2000) ;

outputStream=se- >
inbitStream=ser1alert.g

i vaila
serialPort.notlfyOnDataA

tOutputstream();

Tnputstream()
ple (true) i
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: rialPortPara
SerlalPort.DATABITs 8, s ms (9600,

: % erialp
SerlalPort.PARITY NONE) ; 0rt.STOPBIT$~1,
boolPortOk:true;"

break;
}
}

}

if(!boolPortOk)throw new PortNotReadyException(

StrPortName)

} catch(Exception e){}
}
public static void closePort () {
Main.serialPort.close()
}
public static String readSMSByIndex (int index) {
try{
final String INIT_ME="AT+CPMS=\"ME\"\r";
final String TXT_MODE="AT+CMGF=1\r";
final String AT_List="AT+CMGR="+index+"\r";
StringBuffer sb=new StringBuffer();
writeATCmd(INIT_ME);
Thread.sleep(500);
writeATCmd(TXT_MODE);
Thread.sleep(500);
sb.append(writeATCmd(AT_List));
Thread.sleep(500);
return sb.toString():;
}
catch (Exception ex) {
System.out.print (ex.getMessage());
return "err";

.
’

} .
Private static String writeATCmd(String strATCmd) {

try{

outputStream.write(strATCmd.getBytes());
outputStream.flush();

byte[]data=new byte[1024];
int ch =inputStream.read(data); .
String str=new String(data,0,ch);
return str;
}
catch (Exception i) {

return " 12%;
}
}
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final public static void g ;

o endSMS (String StrPhNo
final String STR_AT CMGF="
final String STR AT CMgs=
final String STR CTRL z-sg

AT+CMGF=1 \r" :

llAT+CMGS=\ nuy o
trthO"‘" " e
trMSg+(Char)26+n\r.,_ \UAzvs

try{
writeATCmdSMS (STR :
Thread.sleep(éOO)?AT‘CMGF)'
writeATCmdSMS(STR_AT CMGS)
Thread.sleep(500);
writeATCmdSMS(STR CTRL, Z)
Thread.sleep(500); "
}catch (Exception e) {
System.err.println("/////Exception a"
} T e.getMessage());

’

}

private static void writeATCmdSMS(String StrATCmd) throws Exception{
outputStream.write(strATCmd.getBytes(H;
outputStream.flush () ;
byte[] data=new byte[20];
int ch=inputStream.read(data);

}

public statiec void formatCheck(String str, String mobileNumber) {
boolean invalidFormatFlag= false;
String mailAddress="", msg="";
try{
int firstSpacePosition;
firstSpacePosition = str.indexOf (" "):
if (firstSpacePosition<O0) {
invalidFormatFlag = true; .
System.out.println("Invalid Format space");
}else{
mailAddress = str.substring(
if(mailAddress.indexOf(’@')<1){
invalidFormatFlag = true; e
System.out.println("Invalld Format ;

0, firstSpacePosition);

lelse(

i q 18'))
22;;23Address.substring((mailAddress'lndeXOf( el
mailAddress.length())7 of(1@')+3) Il

if(s'indeXOf('")<(S'l??ii mailAddress.length()-

mailAddress.indexOf(H

24
invalidFormatFlag

System.out.println(

= true;
"Invalid Forma

t dot"):
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}

else(

msg = str.substring(firstSpacePosition+1)

.
’

System.out.println("Address: v

System.out,println( + mailAddress);

"Message: " 4 msg) ;

}
}

System.out.println("Invalid?? .
if(!invalidFormatFlag){

String from= "tamimiasma@gmail.com";
String tol= mailAddress;
String subject= "Text Message";
String message= msg+"\n"+"This message was sent from"+
mobileNumber;
sendmail = new SendMail(from,to,subject,message)
sendmail.send() ;
Thread.sleep(3000);

+ invalidFormatFlag);

7

}
else(
String msg0="Invalid message format";
sendSMS (moNumb, msgO0) ;
} .
Properties props=System.getProperties(); _ ?
props.setProperty("mail.store.protocol"”, "imaps");

try{ :
Session session=Session.getDefaultInstance(props,null),

Store store=session.getStore("imaps");

| i i UserID(),sendmail
store.connect ("imap.gmail.com", sendmail.getUs ’

.getPassword()); )
System.out.println(store); 3 s

Folder inbox=store.getFolder; Inbox") ;

i . Folder.READ WRITE); o s
;gzgieiiegé=new FlagTerm(new Flags (Flags.Flag.SEEN)
Message messages[]=inbox.search(ft),

m:messages) { nMail Delivery
for(MessagiFrom()[o],tostring().equalg( Malln”{
I mads daemon@googlemail . com>

Subsystem <mailer-
J % Y
String content m.g
System.out.println("Content ;zen
t02=content.substring(64, co

sout: rintln(to2): . o
%::;;ZLS;lié;ry to the following recip

permanently:"+t02;

nt () .tostring ()7
tContent ( a2

t.indexOf (".")+4)/

ient failed

2) i :
'MS (moNumb, mSg. 5
;?gngl;g(Flags.Flag.DELETED,
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}
}
inbox.close(true)
store.close ()

}
catch(MessagingException e) {
e.printStackTrace();

System.out.println("abc");
System.exit(l)

}

catch (Exception e) {

e.printStackTrace();
System.exit(2);

}

catch (Exception e) {
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Appendix B: File to Email Service(Client Code)

public class MainActivity extends Activity q{

static Timer getFailurespr i

failuresFrequentlyTimerDurjgfsg;j;g;Ter,

TimerTask task; g

String IP="195.3.160.16";

String TOMCAT PORT="8092".

String fileNa5e=""; ’

SErIng fileName2="",

String message="";

TextView vl,v2;

static String destinationEmailAddress=""-

public static String path =null; :

public static EditText N, msg;

String SN;

@Override

protected void onCreate (Bundle savedInstanceState){
super.onCreate(savedInstanceState);
setContentView(R.layout.activity main) ;
SN=getSN() ;
setLabels () ;

}

private void setLabels() {

fN=(EditText) findViewById(R.id. fileText) ;
v2=(TextView) findViewById(R.id.FileLabel) ;
v2.setText ("File");
vl=(TextView) findViewById(R.id. toLabel) ;
vl.setText ("TO") ;
final Button bl;
Button b2;
bl=(Button)findvViewById(R.id.buttonl);
bl.setText ("Browse");
b2=(Button) findViewById(R.id.button2);
b2.setText ("send") ;

}

private void checkFailuresTimerTask ()

{

this.runOnUiThread (generate2);

}
private Runnable generate2= new Runnable () {

@Override
public void run() {
getFailures();

}
1%

Private void getFailur .
if(getFailuresfrequently

el /()
esFrequenimzr!= b
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getEailuresFTe

] quentlyTimer.can :
getFa1luresFrequentlyTimer = nsiifh
} ’

getFailuresETequentlyTimer

new Timer();

yTimer.scheduleAt i
TimerTask () ({ FixedRate

(new

@Override
public void run() {

getFailuresFrequentlyTimerTaskU
}

}, 2000,2000) ;

}

private void setFailuresFre
if(failuresFTequently

.
4

quentlyTimerDuration() {
TimerDurationTimer!= null) {
failuresFTequentlyTimerDurationTimer.cancelH;

failuresFrequentlyTimerDurationTimer = null;

}

failuresFTequentlyTimerDurationTimer = new Timer();

failuresFrequentlyTimerDurationTimer.schedule(new
TimerTask () {

@Override
public void run() {
failuresFrequentlyTimerDurationTimerTask() ;

}
}, 40000);
} . .
private void failuresFrequentlyTimerDurationTimerTask ()
{
this.runOnUiThread (generate3);
}

private Runnable generate3= new Runnable() {

@Override
public void run() {

if(getFailuresFTequentl{?imiiézggii;it(), St
etApplica ;
ToaSt.mifigiiﬁéggfufly", Toast.LENGTH_LONG).showH
sen ' L
getFEiluresFTequentlyT%mer.ciﬁii;U
getFailuresFrequentlyTlmer=

}
}
}o:

: n
private void getFailuresFreque
{

this.runOnUiThread(generate)’

}

private Runnable generate=

t1yTimerTask()

new Runnable() {
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@QOverride
public void run/() {

getFailures()

.
r

}
b

private void getFailures() {
HttpURLConnection con=null;
Toast makeText = Toast.makeText(this,

"Waiting f
response", Toast.LENGTH LONG) ; naiits
try{ &

makeText.show() ;

URL url=new

URL ("http://"+IP+":"+TOMCAT PORT+
rvletl?sn="+SN) ¥
con =

"/WebApplicationl/NewSe

(HttpURLConnection) url.openConnection();
String destinationAddress= readStream
(con.getInputStream());

if(!(destinationAddress.equals(“W)){

Toast.makeText (getApplicationContext (), "Delivery
to the following recipient failed
permanently:"+destinationAddress,
Toast.LENGTH LONG) .show () ;

if (getFailuresFrequentlyTimer!=null) {

getFailuresFrequentlyTimer.cancel();
getFailuresFrequentlyTimer=null;

}

makeText.cancel () ;

}

} catch (Exception e) {

Toast.makeText(getApplicationContexif),”.
e.getMessage(), Toast . LENGTH LONG) .show (/)
e.printStackTrace();

}
finally{

if (con!=null)
con.disconnect();
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public void enableGprs () {

final COnneCtiVityManag Oonne
, er Conma C i Vi
; ( Ctl ltyManageI)

Xt ().gets -
IVITY SERVICE), g ystemService (Context. conmgey

final Class ConmanClass =

] Class.fbrName(conman.getClass()

= e .getName());
ina java.lang.reflect.Field iConnectivityManagerField
= conmanClass.getDeclaredField("mService");

iConnectivityManagerField.setAccessible(true);
final Object iConnectivityManager =
iConnectivityManagerField.get(conman);

final Class iConnectivityManagerClass =
Class. forName

(iConnectivityManager.getClass().getName(H
final Method setMobileDataEnabledMethod =

iConnectivityManagerClass.getDeclaredMethod("setMobileDa
taEnabled"”, Boolean. TYPE) ;

setMobileDataEnabledMethod.setAccessible(true);

setMobileDataEnabledMethod.invoke(iConnectivityManager,
true) ;

}

catch (Exception n) {}

}

private boolean isGPRSEnabled () {

final ConnectivityManager mngr; !
mngr= (ConnectivityManager)this.getSystemService
(Context.CONNECTIVITX_SERVICE);

. final NetworkInfo gprs; o
gprs=mngr.getNetworkInfo(Connect1v1tyManager.TYPE_MOBIL
E); .
return gprs.isConnected();

Public void sendFileToServer (View v) {
Socket sock;
PrintWriter out;
i i GPRS
. ¢ : "Connecting R
= ;ssgsssgzzizjézégis.getApplicatlonContext(L
",Toast.LENGTH LONG) .show ()i
Thread. sleep(2000) ;
€nableGprs () ;
}

"GPRS Is already

else ki
Toast.makeText(this.getApPllgT) &
Enabled: ", Toast.LENGTH SHO .

14

onContext(),
how () 7

While (1isGPRSEnabled()) {
Thread.sleep(500);
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}

sock=new Socket(IP,1112);
EditText emailAddressView;

emailAddressView=(EditText)findViewById(R id. tor t)
«did., ex

’

destinationEmailAddress=emailAddressView etT

msg=(EditText)findViewById(R.id.editTexti?. ext
message=msg.getText().toString(); ‘
out= new PrintWriter (new BufferedWriter(new
OutputStreamWriter(sock.getOutputStream()ﬂ

().toString()

.
’

s true);

out-println(fileNameZ+";"+destinationEmailAddress+"
ge) ;
File myFile=new File(fileName) ;
byte [] mybytearray= new byte[ (int)myFile.length()];
FileInputStream fis = new FileInputStream(myFileh
BufferedInputStream bis = new BufferedInputStream(fis);
bis.read(mybytearray, 0, mybytearray.length);
OutputStream os= sock.getOutputStream() ;
Toast.makeText(this.getApplicationContext(), "Sending..... L
Toast.LENGTH_SHORT).show();
os.write (mybytearray, O, mybytearray.length);
eSEsRlashi(C);
sock.close () ;
' sock= null;
getFailuresFrequently();
setFailuresFrequentlyTimerDuration();
I }catch(UnknownHostException e){
Toast.makeText (this.getApplicationContext (), e.getMessage(),
Toast.LENGTH_SHORT).show();
e.printStackTrace () ;

&"+SN+"$"+messa

}
catch (IOException e) {
f Toast .makeText (this.getApplicationContext (), e.getMessage(),
| Toast.LENGTH SHORT) .show () ;
i €.printStackTrace () ;
| }
5 Cateh (Except 4

ption e){ tMessage ()

g Toast.makeText(this.getApplicationContext(), e.ge
{ Toast.LENGTH SHORT) .show () ;
; €.printStackTrace () ;
| }
; }
{
{

| Publjq Void browse (View v) { ' St
: Intent i=new Intent (this,ListV.class)/
StartActivityForResult (i,0)7
i ; : esultCo
Publj o void onActivityResult (int requestgodi{ii‘l-z;eit);
fNﬁ(EditText)findViewById(R-lgéring(npath"); 3
fileName=data.getExtras()-get string(nfileName'h
fileName2=data.getExtras().get

de, Intent data)l

il




fN.setText (fileName) ;
} 0
private String readStream(InputStream inj |
String line = "22222"11'[1:"";
BufferedReader reader = nuij;

try {
reader = new BufferedReader(new IHPUtStreamReader(

in));

while (Fline = reader.readLine()) != null) ¢
m=m+line;
}
} ecatch (IOException e) ({
line=e.getMessage () ;
e.printStackTrace () ;
} finally {
if (reader != null) {
try {
reader.close () ;
} catch (IOException e) {
e.printStackTrace() ;
}
}
}
return m;
}
public String getSN()
{
TelephonyManager mTelephonyMgr = (TelephonyManager)
this.getSystemService(Context.TELEPHONX_SERVICE);
String sn = mTelephonyMgr.getSimSerialNumber () ;
if( sn == null )
{
Eeturn .
}
Toast.makeText(this.getApplicationContext(), sn,
Toast.LENGTH SHORT) .show();

return sn;

@Override N
public boolean onCreateOptionsMeng(Menu me?hé i e
// Inflate the menu; this adds items to
is present. : ity main,
pgetMenuInflater()-inflate(R'menu'aCthl =
return true;

G

menu) ;
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Appendix C: File to Email Service(Server Code)

public class ServerClass extends Threag {
int filesize = 6022386;
SmEFcount;
Socket sock;
Timer t;
Timer t2;
BufferedReader in;
int port;

public ServerClass (int port) {
this.port = port;
}

public void run() {
try {
ServerSocket servsock = new ServerSock
et -
while (true) ({ kit
System.out.println("Server is waiting for clients...");

do {
sock = servsock.accept () ;

} while (sock == null);

in = new BufferedReader (new InputStreamReader (

sock.getInputStream()));
System.out.println("Accepted connection:" + sock);

t = new Timer();
t2=new Timer():;

Sisingdto = "";

String tol = in.readLine();
String f = tol.substring(0,
String msg2; : TR
to = tol.substring(tol.indexOf(";") + 1,"t01,1ndeXOf( &"))
String sn = tol.substring(tol.indexOf("&") * 1,

tol.indexOf ("$")); i )
msg2 = tol.substring (tol.indexOf ( $") + 1);

/////Selecting the phone number from the 2iﬁi?ase
Class.fbrName("sun.jdbc.odbc.Jdbc?dbCDer g
String dataSourceName = "database '/

Name;
i — nJdbc:odbc:" + dataSourcend W
oo —JgriverManager.getConnectlon(dbURL, '

Connection con =
"");

Statement s =
s.execute ("sele
"!")’.

ResultSet b =
if (b.next())

tol.indexOf (";")):

n.createStatement();
where SN=

(Statement) €O o4 sn +

ct PhoneNo from Tablel

s.getResultSet();
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= .Ds getString ("

con.close(); PhOHENo");

///// Receiving the File

byte[] mybytearray = new byte[f11es1z]
e

InputStream is = sock
; .get
File tempFile = ney Fig InputStrean(),

if (tempFile.exists())
tempFile.delete();
FileOutputStrean fos =
o s new FlleOutputStream("d:\\n n

BufferedOutputStream bos = ney

BufferedOutputStream(fos);

)
|

|

1

|

I

|

j String phoneNo
l

|

i

|

J

Yhile ((count = is.read(mybytearray)) > 0)
System.out.println("bba" + count);

bos.write(mybytearray, 0, count);

}

bos.flush();
bos.close();
fos.close();

//// Sending email
System.out.println("To:" + to);

String from = "tamimiasma@gmail.com";

String subject = "Message";

String message = msg2;

String str = "This file was sent from the mobile

phone with the phone number="; .
System.out.println("before sending mail");
SendMaill sendmail = new SendMaill (from, to, subject,
message, f, str + phoneNo);

sendmail.send(); _ iy
System.out.println("after sending mail");

////Reading delivery failure emails
t.schedule (new TimerTask() {

QOverride
public void run() {
readEmail () ;

}
Y; 0, 7000}
System.out.printlp(
t2.schedule (new Timer

nafter reading mail") i
Task () {

public void run(){

stopTimer ()7

}

}, 30000)7
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} catch (Exception e) {
System.out.println(

e.getCl
System.out.println( - S,

-toStrj 3
e.getMessage sl

()-tostring());,
}

finally ({
try {
JOptionPane. showMessa
if (in != null)
in.close();

geDialog(null, "Closed");

if (sock != null)
sock.close();

} catch (IOException e) {
// TODO Auto-generated catch block
e.printStackTrace () ;

private void stopTimer () {
if (t!=null) {
t.cancel();
t=null;
}
}

public void readEmail () {

String PNoj to2;

try { : .
Properties props = System-getPerertlff”;imapyw.

i tocol™, /!
props.setProperty("mail.store.pro 11);
Session session = Session.getDefaultInstance(props, nt )
. n .

Store store = session.getStore("imaps ?' W Mk kkkERN)
store.connect ("imap.gmail.com", "tamimlasmats
System.out.println(store); L ") ;

Folder inbox = store.getFolder( L

inbox.open (Folder.READ_WRITE); i
FlagTeri fé = new FlagTerm(new Flags(Flags.Flag '
false); .

’ i ft)
Message messages[] = inbox.search( ar
for (Message m : messages) { (),equals("Maillkllve 7

if (m.getFrom()[O].toString

m

Subsystem <mailer—daemi?@%i;3}8.
i nt = m.getCon

s ncontent >2

SYStem.out.println(

ail.com>")) {
toString“;

(D s content);

e number from

: ss and phor
mail addre re email

/////Extracting the elivery failu

the content of the de
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to2 = content. i
i substr1ng(64,
System.out.println(toZ);

PNo = content substrin
_ . g(cont i
with the phone Number=") 4 zgsllndeXOf
PNo = PNo.trim(); '

System.out.println(PNo);

content.indexOf(" "

) +

("mobile Phone

/////Updating the datab i
ase b
destination Y inserting the €xtracted

Cla§s.forName("sun.jdbc.odbc.JdchdbcDriver"y
String dataSourceName = "database"; ’
Strlng.dbURL = "Jdbc:odbc:" + dataSourceName:
Connection con = DriverManager.getConnection(dbURL
' 4

nn "n) .
7 ’

Statement s = (Statement) con.createStatement () ;

S.execute ("UPDATE Tablel SET Destination = '" + to2
+ "' where PhoneNo='" + PNo + LU O

con.commit () ;

con.close();

/////Sending SMS of the delivery failure to the user
SendSMS sendSMS1 = new SendSMS();
sendSMS1.openPort();

String msgerr = "Delivery to the following recipient
failed permanently:"+ to2;

sendSMS1. sendSMS(PNo, msgerr);
sendSMS1.closePort();
m.setFlag(Flags.Flag.DELETED, true);

t.cancel();

t = null;

}

}

inbox.close (true);
store.close();

} catch (MessagingException e) ({
e.printStackTrace ()
System.exit (1) ;

} cateh (Exception e) { ()
System.out.println(e.getMessagel/ )

}

}
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Ap pendix D: Sending Email Code
ass SendMaill ({

private String from;
private String to,f,d;
private String subject;
private String text;

public cl

ic SendMaill (String from, String to, Strj .

public S . ) | 9 to, String subject, String text, String
this.from = from;
Ehatsiito= toj;
this.subject=subject;
this.text=text;
this. f=f;
this.d=d;

public void send () {
String host="smtp.gmail.com";
String userid="tamimiasma";
String password="****%%%% m.

try

{
Properties props= System.getProperties():
props.put ("mail.smtp.starttls.enable", "true");
props.put ("mail.smtp.host", host);
props.setProperty("mail.transport.protocol™, "smtps");
props.put ("mail.smtp.user", userid)
props.put ("mail.smtp.password", pas

props.put ("mail.smtp.port"”, "465"

o

props.put ("mail.smtps.auth", "tru 7 ) s
Session session = Session.getDefault
MimeMessage message= new MimeMessage

InternetAddress fromAddress = nu
InternetAddress toAddress= null;

b 2 arneiAddress (from);
fromAddress= new InternetAcaresst
+arnetAddress (tlir
toAddress= new InterneiraC (
- g 2)
catch (AddressException e
e.printStackTrace()s
} e oL 4o
message.setFrom(IrcﬂAuu_?-T;L-’_G:.jg - oaddre
message.setRecipient (Recipremts s
message.setSubject (subject’ s

0

(05}
b |




Ay pendiX D: Sending Email Code

3 SendMaill {
Pml“:CIa;iivate SiEraings from;
private String to, f,d;
private String subject;
private String text;

sblic SendMaill (String from, String to,
P £,String d) {
this.from = from;
this.to= to;
this.subject=subject;
this.text=text;
this. f=f;
this.d=d;

St i j
’

“ }

public void send () {
String host="smtp.gmail.com";
String userid="tamimiasma";
String password="***kkkk% mn.

try

{
Properties props= System.getProperties();
props.put ("mail.smtp.starttls.enable","true");
props.put ("mail.smtp.host", host);
props.setProperty("mail.transport.protocol”, "smtps");
props.put ("mail.smtp.user", userid);
props.put ("mail.smtp.password", password)
props.put ("mail.smtp.port", "465");
props.put ("mail.smtps.auth", "true");
Session session = Session.getDefaultInstagce{
MimeMessage message= new MimeMessage (session);
InternetAddress fromAddress = null;
InternetAddress toAddress= null;

props, null);

try{ ,
fromAddress= new InternetAddress(f?omL

toAddress= new InternetAddress(to
}
catch (AddressException e)
{

e.printStackTrace ()7
}
message.setFrom(fromAddr§s§),tT e.TO,tOAmﬂe
meSSage.setRecipient(R§c1p1?n yp
message.setSubject (subject)’
//message.setText (text):

ss)i
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}

Vo= Cr

eate the message part

BodyPart messageBodyPart =
= new MimeBog
YPart();
fo/sEa] - the message
messageBodyPart.setText(text+"\n"+d).
Multipart multipart =

new MimeMultj ;
multipart.addBodyPart( tipart();

messageBodyPart);
// Part two is attachment
messageBodyPart = ney MimeBodyPartU
String filename = "die N\t
DataSource source = new FileDataSource(ﬂUenamm-
messageBodyPart.setDataHandler(new DataHmuﬂer(’
messageBodyPart.setFileName(filename);
multipart.addBodyPart(messageBodyPartu

.
’

source));

Z{PUt parts in message
message.setContent (multipart);

Transport transport = session.getTransport ("smtps") ;
transport.connect (host, userid, password);

transport.sendMessage (message, message.getAllRecipients());
transport.close();

catch (MessagingException e) {

}

(S

printStackTrace();
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