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Abstract

The number of people using the Internet as a main source of information is constantly growing.
And since the content of some of this information could be fraudulent or unreliable, the need for
a method to determine its trustworthiness is essential. This research investigates the factors that
contribute to trustworthiness of information in web pages, with each factor converted to an agent
called factor analysis agent that generates a representative value for each factor. We have
classified these factors into three bands according to human perception priorities. The research
generates a computational trust model based on factors classification as a core of the Content
Trust Agent (CTA). The CTA calculates a trust value of information in a given webpage
depending on the factor analysis agents’ values that communicate between each other and CTA
agent to produce our Multi-Agent System (MAS). This work evaluates the outputs of the trust
model of our MAS that generate a trust value in a percentage and shows how much the trust

value of our model is closed to human perception (from expert users).
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Chapterl:Introduction

Chapter 1: Introduction

In this chapter we present a brief overview of trust, information sources, information sources
trust in web. Motivation of thesis is also introduced, problem statement, proposed solution and

research methodology.

1.1 Introduction

As illustrated in survey [39], most people sought information through a variety of resources,
including Internet, professional advisers, “friends and family” and others. The survey was
conducted through a sample of 2796 people, who were asked what type of information sources
they used when they addressed a certain problem from their point of view, As the survey results

in Fig. 1.1 show, “internet” is the top source of information.
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FIGURE 1. 1: INTERNET IS TOP SOURCE FOR PEOPLE ANSWERS



Chapterl:Introduction

“The accuracy of internet information is a central issue that needs to be studied rather carefully in
order to avoid web hoaxes and misinformation. Misinformation on the internet is, and will
always be, a problem. A key problem of the internet is the fact that nearly anyone can publish
data on the worldwide web which creates an environment of freedom that make hard control on
the quality. The internet users will resorted to more confident resources to perform the necessary

check about information since the quality is absent”[37].

Misinformation does not necessarily get understood as “wrong” information; since most of them
could appear as opinions or biased rather than facts[37]. For example, family planning might
solve a lot of economic issues in some countries, hence the information will written in context of
encouragement reflecting governmental point of view in this regards. In contrast, antithetical
information might appear in other countries against family planning given the proper context
[37].

The web hoaxes and misinformation affect many aspects of our daily life such as medical,
educational and businesses spheres[38][40]. The work in [38] discusses the effect of inaccurate
health information on a group of 34 students from the Science Magnet High School in Houston,
Texas. “By asking them to search for the terms “vaccine safety” and “vaccine danger” using
Google and then answer questions regarding the accuracy of the health information on the
returned sites”[38]. The study confirmed that students might gain incorrect information about
medical topics, and they needs to be more carefully in medical web content. Another work in
[40] studying the quality of information that exists on the internet about “depression” by making
a search about the phrase "depression and treatment” on ten major internet search engines. “The
researchers then examined the first 20 sites generated by each engine and analyzed the returned
results, they concluded that the quality of information was quite low, prompting us to think how
we can control this information to be in the right direction”’[40].

One potential solution to control the use of misinformation from the internet is using the notation
of “Trust”. To illustrate how we can evaluate trust in our research, let’s take a scenario that
describe a particular situation. Now, imagine a salesman knocking on your door. You’ve never
met him before, but he wears a suit belonging to a company, and he has a bag containing some
merchandise belonging to the same company and wears a suit. He speaks with you in a tactful
manner, asking if you desire to buy some products and shows you a certificate as accredited

salesman for the company. Do you believe that he’s a salesman really? Do you believe that his
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merchandise is good? The answer is mostly like to be yes. Now suppose the salesman was in
jeans and a T-shirt, and carries with him a bad looking bag with different types of merchandises
and without any company labels. He speaks rudely and incessantly, you would probably take a
lot more time accepting his products and asking lots of questions, such as who the man is, where
he’s from, and so on. In the first instance, you trust the first salesman because of what he is, or at
least, what you can see he is. In the second, you will have a serious trust problem with the man in

jeans and the way of his speaking, seeking for much reassurance factors.

We can notice from the last example that one way of evaluating trust is attained through social
factors reflecting human perception about “Trust” in something in life and this represent the path
of this research to find potential solution of discovering and guarding against misinformation on

web.

1.1 Overview

The “trust” can be defined as the “firm belief in the reliability, truth, or ability of someone or
something” [43], another historical? Based definition of trust from Mui et al said: “Trust is a
subjective expectation an agent has about another’s future behavior based on the history of their
encounters”’[44]. The web content trust is a way that could be used in order to check whether a

web content from a specific information source is credible or not.

An information source is a “source of information for somebody, i.e. anything that might inform
a person about something or provide knowledge to somebody” [31]. In web, information sources
come from many websites or web pages to many users over the internet by reading articles, news
and any information they are concerned with. Web information sources trust means the study of

articles and information trust in web pages over Internet from readers’ point of view.

"Modeling™ refers to “the process of generating a model as a conceptual representation of some
phenomenon”[45], while trust model is a way to represent or embody the trust to serve someone
seeking it ideally. Web information sources trust model is a representation of trust judge for web-
page articles and information validity over internet and how much it is closely related to readers

judge.



Chapterl:Introduction

1.2 Motivation

The Internet is a huge repository of information that is available for every user; this availability
leads people to rely on the Internet even for the simplest tasks. The absence of any validation and
accuracy on the web content render information fraudulent. This leads us to think how we can
make sure that we got accurate information from any resources in the Internet. For example, if
users wanted to search for a piece of information over the Internet (e.g. news), they would search
through using a search engine, then all related websites would be returned without any

mechanism to ensure whether this returned information from these websites is accurate or not.

1.3 Problem Statement

We need to find a method to tag a website with a value of trust. In real life, this will be an
intuitive measure for any user to trust a piece of content on a website. In this research we are
creating computational measure of accuracy of information based on scientific method. So we
will study factors that affect trust and develop a trust model based on agent approach to derive
trust measure. This research will primarily focus on web content from web 1.0 sources. Web 2.0

web sources and technologies are outside the scope of this research.

1.4 Research Methodology

In order to calculate the trust measure of web content from human perception, our research

follows four main steps:
e Factors Identification and Classification:

For this step, in this research, factors were identified through two mechanisms: factors already
identified in the relevant literature review and an empirical study. An empirical study was
designed to identify the factors from a human perception point of view that are percieved (by the
participants) to affect trust in websites’ content, We achieve this by performing experiment on a
set of people divided into groups (groups were selected carefully) to view selected websites
(websites containing the factors implicitly), then the results will be analyzed to select the most
common factors and their significance (see section 3.2 in chapter 3). The numbers of factors are
huge and each of them has different effects on trust model, so these factors are filtered and
prioritized empirically depending on how much a factor was approved by different people and

websites categories (see section 3.3.2 in chapter 3).



Chapterl:Introduction

These factors are classified then into three categories based on factor count and factor weight
features (see section 5.2 in chapter 5). The three categories are: low rational, medium rational
and high rational factors. Each category contains a set of factors that have the same level of

importance (see section 5.4 in chapter 5).
e Factor Analysis Agents Evaluation:

Agents, called factor analysis agents, are developed to calculate each content trust factor. The
Content Trust Agent (CTA), acting as a coordinator, collaborates with all respective factor
analysis agents for a given web source (or URL) to derive an overall trust value for the source in
question. Each factor analysis agent returns a value from 0 to 9 representing how much

confidence this factor appears on this webpage article URL (0 Not at all, 9 Completely appears)
e CTA Agent and Trust Model:

The CTA was built to deal with other factor analysis agents by passing a webpage article URL to
them, then it waits until it has all responding values from factor analysis agents. After receiving
all values, it starts its calculation of content trust percent (from 0% to 100%) using our trust

model (see section 5.4 in chapter 5).
e MAS Implementation and Evaluation:

The agents (including CTA and factor analysis agents) running on aglet framework using Tahiti
server to be prepared for communication, learning and provide the trust value from CTA agent
when it is requested. The developed trust model, CTA agent and 8 factor analysis agents are
evaluated using an empirical study of 40 expert users utilising 30 information sources (divided
into 2 groups with 20 experts and 15 information sources each). The evaluation povides an
indication of the trust judgment between our multi-agent system and expert answers, thus is used

as a benchmark to note the error ration of our trust model.

1.5 Thesis Outlines

The organization of this thesis can be summarized as the following:

1. Chapter one includes a brief Background and Overview of trust, information sources
and information sources trust in web. Motivation of thesis, problem statement, proposed

solution and research methodology.
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2. Chapter two presents an extensive Literature Review covering all related works, in

addition to filtration of works pertaining to our research.

3. Chapter three introduces the Empirical Experiment to identify content trust factors that
include: literature review trust factors elicitation, empirical experiment design and

empirical experiment results analysis.

4. Chapter four presents the methodology of preparing Factor Analysis Agents and how
these agents extract their information and generate their own knowledge (factors

databases and services).

5. Chapter five proposes a new mathematical model to generate trust value, factors weights
calculation.

6. Chapter six presents agent algorithm and programming, agent running

7. Chapter seven presents agent evaluation through experimental design for users and

compares the results from user to results from our agent.

8. Chapter eight presents a comprehensive conclusions and future work.
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2.1 Introduction

In this chapter we present a literature review about all related works especially in trust models
and multi-agent system trust models, besides filtration of most relevant ones to our research. We

introduce the empirical research as a mean to clarify this term to the reader in addition to their

types.

2.2 Trust Models

As we mentioned in the previous chapter, modeling refers to the process of generating a model as
a conceptual representation of some phenomena, while trust model is a way to represent or
embody the trust to serve someone seeking it ideally. Web information sources trust model is a
representation of trust judgment for webpage articles and information validity over Internet and
how much it is closely related to user judgment. We will introduce all related works in trust

models and discuss how these models address the trust variable.

The Ph.D. thesis in [30] by Marsh is one of the best works that address computational models of
trust rather extensively. His purpose was to process “an imperfect understanding, a plethora of
definitions, and informal use in the literature and in everyday life” with respect to trust. He
proposed a set of (subjectively-based set) variables, and a way to combine them to arrive at one
continuous value of trust in the range [—1, 1]. While the intuitive explanation of this may range
from complete distrust to full trust, Marsh actually argues against these meanings at the
extremes, arguing that neither full trust nor distrust is actually possible. Marsh identified three
types of trust: basic, overall contexts; general, between two people and all their con-texts
occurring together; and situational, between two people in a specific context. In addition to
context, Marsh also identified time as being relevant to each of the variables used to comprise
trust. Authors who cite Marsh frequently use a simplification of his work (e.g., trust is a
continuous value, and its composition is not of concern) or do not follow his model due to the
difficulty of finding values for some variables used to compute trust (e.g., importance, utility,

competence, risk, etc.).
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The work in [13] is closest to our research and represents a good start in our endeavor. The
authors studied content trust factors that users consider in deciding whether to trust the content
provided by a web resource, which this step represents as the base of our work. We used the 19
factors resulting from [13] (in addition to brain storming and a lot of search through the web) to
select webpage articles during empirical experiment design. The experiment seeks to achieve two
things: First, determine which one of these factors is related to human perception. Second,
ranking these factors according to their significance and relevance to human perception. The
authors used associations concept (e.g., Referencing and Authority) to transfer trust from entities
to resources preferring this way over using any trust heuristics (e.g., Appearance, Age and
update) The authors mention the factors of content trust without any clarification as to how these
factors are precisely identified? And which one of these factors is identified with and close to

human perception?

A model is proposed based on beliefs and their credibility for making trust decisions about
sources, differentiating between internal and external attributes affecting trust in a source [32]. In
our work the model based on factors, which are identified socially, represents the inputs to
content trust agent CTA, the factors are not confined to four inputs but include all variables
affecting trust associated with their effect rate. The authors note that the composition of inputs to
a trust decision affects the outcome of the decision, and thus the decision itself cannot be
characterized by a final probability. This observation might be restated that the inputs together
form part of the context in which trust is being determined. Also acknowledged is that
“attribution of trust is a very complex task”, a problem that is exemplified on the Web, as the
sources behind information are not always clear or correct. Specifically for trust in information
sources, four types of inputs to a trust decision are given: direct experience, categorization
(generalization to or from something known), reasoning (application of common sense or rules to

verify truth), and reputation.

In [25], the authors use the notion of content trust for spam detection using evidence-based
system. The word “evidence” here is relatively equivalent to “factor” in our work, since they
concentrate on traditional text feature attributes (e.g., keyword stuffing, features of the host
component of a URL, Excessive replication of content, ...etc.) and six information quality (e.g.,
Currency, Availability, Information-to-noise ratio, Authority, ... etc.). The authors’ work does
not show on what scientific base they select these evidences, and what the users opinions are on
these evidences. Are they representing a good measure to detect a spam webpage? Besides, the

authors ignored if the possibility of more evidences (factors) that could have a critical effect on
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their system. So the evidence technique is helpful to improve the precision of our agent in

addition to trust factor influences.

Another work [11] presents a method to predict Wikipedia articles trustworthiness based on
computational trust techniques and a deep domain-specific analysis. The trust computation they
build based on Wiki propositions (i.e. authorship problems, accuracy, ...etc.), is similar to our
factors that we want to deeply analyze, but we would like to include several other websites
beyond just Wiki pages. One of the strong attributes of Wiki pages is the speed at which can be

updated, which enables us to deal more adequately with these pages in our model.

2.3 Trust Models in Multi-Agent Systems:

Our work doesn’t research multi-agent systems and is primarily focusing on trust models since
we are using multi-agents in our work for to collaborate to solve more complex problems that
can’t be solved by one agent. Multi agents can be used to solve problems that it is difficult or
impossible for a monolithic or a single agent system to resolve [41]. This represents the
environment of how CTA agent and factor analysis agents collaborate and communicate to
achieve the content trust percent. We will introduce some background about agents, multi-agent

systems and related works of trust models in multi-agent system.

The definition of “Agent” tends to agree on several features common to most agents like
(Autonomy, Heterogeneity, Active, Pro-active / goal-directed, Reactive / Perceptive, Interactive /
Communicative, Mobility and Adaptation / Learning) [9]. A specific type of system that is
composed of multiple intelligent agents that interact with each other to achieve certain objectives
is called agent-based model (ABM) or multi-agent system (MAS) is. These systems can be used to
solve problems that it is difficult or impossible for a monolithic or a single agent system to
resolve. However some define MAS as a field that concerned with building of an intelligent
software program based on the concept of “Agent”, besides “it’s a class of computational
models for simulating the actions and interactions of autonomous agents (both individual or
collective entities such as organizations or groups) with a view to assessing their effects on the
system as a whole. It combines elements of game theory, complex systems, emergence,

computational sociology, multi-agent systems, and evolutionary programming. [5][41].

Our work is modeled as multi-agent systems that are composed of autonomous factor analysis
agents that interact with CTA agent using particular mechanisms and protocols. The agent’s

research community has developed a number of models of interactions including coordination

11
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[14], [15], [24] collaboration [34] and negotiation [35], [36]. However, in our work we focused
on collaboration between factor analysis agents and CTA agents, while CTA agents societies and

multi-factor analysis agent could be studied in future works.

2.4 Empirical Research:

Although our research does not include any research development into empirical research,
however for the sake of clarity, we introduce empirical research for the benefit of the reader.
Empirical research methods are “a class of research methods in which empirical observations or
data are collected in order to answer particular research questions. While primarily used in

academic research, they can also be useful in answering practical questions” [33].

As noted in [33], “empirical research usually begins with a theory that requires a researcher to
explain and/or predict what happens in the real world. The aim of empirical research is to test the
theory and refine it, while in some cases the research is concerned with making these theories,
which makes the research harder and risky” [33]. From the empirical experiment definition, we
must first define research question. For example: What are the critical successes factors affecting
web content trust? To be empirically tested, the next step is to transform the research question
into a theoretical model that could be consisting of theoretical constructs (latent variables), causal
relationships and measures (observed variables). The analysis of the literature represents the core
of theoretical model developing. The theoretical model forms the basis both for collecting and
analyzing data, and may be modified depending on the evolution of the research. A hypothesis
defines an expected relationship between variables (based on causal relationships in the

theoretical model), which can be empirically tested [33].

Empirical research methods could be: Quantitative research methods or Qualitative research
methods[33]. The differences between qualitative and Quantitative methods is summarised in
table 2.1[33]:

12
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TABLE 2. 1. THE DIFFERENCES BETWEEN QUANTITATIVE AND QUALITATIVE RESEARCH METHODS

Qualitative Research

Quantitative Research

Collect qualitative data (data in the form of

text, images, sounds) drawn  from

observations, interviews and documentary
evidence, and analyze it using qualitative data

analysis methods.

Collect numerical data (data in the form of
numbers) and analyze it using statistical
methods to identify patterns and relationships

in the data.

More appropriate in the early stages of
research (exploratory research) and for theory

building.

More appropriate when theory is well
developed, and for purposes of theory testing

and refinement.

Qualitative methods could be: Case study or

Action Research

Quantitative methods could be: Experiment,

Survey or Historical data

Tend to be applied more easily in real world

settings

Tend to result in more convincing scientific
evidence, they are generally more difficult to

apply in a real world context (field setting).

(Source:[33])

In our work we follow quantitative methods where we run a set of experiments and surveys to

identify instinctively web content trust factors from respondents including ask questions (face to

face interview, telephone, mail, Internet) we collect a historical data to look for patterns in

historical data (e.g. content trust factors patterns) while quantitative methods tend to result in

more convincing scientific evidence.
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Chapter 3: Empirical Experiment For Trust Factors

Identification and Analysis

3.1 Introduction

In this chapter we will introduce the method that we follow to collect content trust factors and the
methodology of designing our empirical experiment. After that we will show the result of
experiment and how we will filter and prioritize them according to their importance from

respondents point of view.

3.2 Content Trust Factors Collection

This research made a deep investigation into all factors that influence trust of resource content
based on: Literature Review as in [13], [25], [11], Brain Storming and Web Search as in [42],
[49], [47], [48] and [46]. Most of the factors were concerned with trusting resources itself not
their content. However we collected these factors in order to find any relation between "resource
trust” and its "content.” After applying these techniques we got over 25 factors, then we
summarized them into 17 most previesly discussed factors as following:

1) Referencing. If the information is referenced well, it will convince people how much these
information is precise and trustworthiness.

2) Popularity. The more popular resources are more trusted in its contents.

3) Reputation. How many users are referring to a resource, which provide reputation
information.

4) Repeating. Repeating information through multiple resources provide some amount of trust
to judge the information in these resources.

5) Authority. If the resource is authorized, then the trust of its content increasing, for instance
people are more trusted in known news source than anonymous personal page.

6) User Experience. The knowledge of a user with resource information content, which
provides a judgment based on his/her experience.

7) Neutralization/Bias. A biased source leads to fraud information. For instance if we have
information from political party resource, this leads to minimizing trust of these information
since they are not written in neutral point of view.

8) Specialization. A specialized resource provides user customized information that increases

the trust feeling toward this information.
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9) Age and Update. Frequent updating of content, at least once every few weeks, and more
often, once a week or more.

10) Appearance. A good design and professional look of resources makes the user feeling more
trust in its content.

11) Methodology of Writing. This includes grammar and spelling of the content if they are
correct or not, and their influences in trust.

12) Security. If a resource classified as minimal risk resource, then it will be trusted in its content
than high-risk resources.

13) Seriousness. How much this resource is serious in its information, if seriousness exists in
information, it leads to a good trust indication.

14) Multimedia Supporting. This means that the information that is supported by images,
videos, ...and etc. end to be more trusted in its content.

15) Locality. The user that reads information from a resource that is near to where he lives
increases the trust of information.

16) Proximity. How much this information is approximate to original source. If they are nearest,
the trust value increase.

17) Feedback. The ability of users to provide the resource with their own knowledge about the
information. This makes a refinement on information.

The factors identified in this stage will be used as a base of empirical study.

3.3 Empirical Experiment Design

The empirical experiment used a survey aimed to identify the resources content trust factors from
the respondents without any bias. Providing or pre-empting pariticipants with a list of the factors
of interest may end up introducing these in their thinking process and thus introducing a bias to
their selection. However the aim was to try to let the participants identify the factors themselves
with no or minimal bias. In doing so, we can use the pariticipants identification and prioritisation
to classify and attach a priority to each factor based on how they percieved the importance of
each as a factor of trust. To ensure the selected web sites included the factors of interest for our
model, this was achieved by manually pre-selecting websites information or articles. Manually
means that the selected the webpages hold a content, design and information characteristics that
must have implicitly some level of factors of interest we identified in the previous section. For
example, for the appearance factor, several sites were selected to have varied levels of

appearance between professionally designed interfaces with hormonous “feel and look” to badly
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designed interfaces (according to in the opinion of the study designer). During the study, we
devised an automated survey mechanism to monitor and allow the respondents instinctively
respond to determine factors priority (which factors become first and which become last).
The study included two groups of respondents (groups will be created carefully) 10 pariticpants
in each. Each participant in each group was asked to view a set of websites (25 websites)
randomly selected to each at the time of starting their experiment. The 25 websites for each
group contain different set of factors, that were implicitly pre-selected. The selected websites are
divided into five categories: social, medical, news, scientific, and governmental sites. The
experiment executed in Palestine Polytechnic University laboratories using PHP page (See figure
3.1, figure 3.2) designed especially for this experiment asking the following questions after user
read a 5 minute article in each website:

— Do you trust this information? (YES, NO)

— What factors make you trust in it? (At least 3 Factors.)

— Prioritize most three factors?

— Any Notes?
x f] Q W W )
= wa localhost/indexphp [ 'O €& =

o Al G3an e Dl e il ket s €72 Project 2010 Essentii.. % yeusi &l | Aol A "Lynda” warez fory...
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Copyright © 2012 Designed by: Eng. Rami Mohsen

FIGURE 3. 1:START PHP PAGE OF THE QUESTIONNAIRE.

17



Chapter 3: Empirical Experiment for Trust Factors Identification and Analysis

| - |11 [ ]

x A Q W W )
= e localhost/questionare.php [ | 'O ->
ol o Jall 3 i lle DU e il skt o 2 Project 2010 Essentii. % pouast &l ol desiil N "Lynda” warezfory... [ |
Site(1)
AL
.
| url name |

lhttp. hffar com/|

S pall Jahs Ll 5
i ®

Selpal Jabs Raslaalle BT Y 5f (38 il N Jabpally ilyal) 2 e *

Sl a8 Gl I3t 3 Jabgm/adl s SO0 g8 i) *

Site(2)

FIGURE 3. 2:PHP PAGE OF THE QUESTIONNAIRE.
At the starting page of our questionnaire, the software begins by storing respondents IP

addresses, then asking the respondent about his/her gender, both IP address and gender stored in
PERSON table. After that for each respondent it generates a random order of website articles
from stored MySQL database URL table and preserving the order and answers in ANSWER table.
The questionnaire page is just concerned with viewing the articles for the respondent as ordered

previously and stores the answers of the respondents.

3.4 Empirical Experiment Results Analysis

3.4.1 Factors Identification and Filtration

We will deal with experiment results through two stages: factors identification and filtration and
factors prioritization. The number of factors resulting from this experiment is huge which could
reach maximum to: 20x25x3= 1500 factors (20 persons, 25 websites and 3 answers for each
respondents) and minimum count of factors could be: 20x25x1= 500 factors (20 persons, 25
websites and 1 answer for each respondents), the actual number of factors we have in this

experiment are 861 factors.
This large number of factors needs a mechanism to filter these factors empirically like:

e Merging Synonymous Phrases.
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e Eliminating Non Reasonable Answers.

e Factors can’t be implemented.

e Leftit Blank
The final factors are shown in table 3.1, which represents 21 factors after applying filtration. The
percentage of how much each factor is mentioned by respondents is shown in figure 3.3. We can
notice that the referencing factor represents the most effective one on content trust from the
respondents point of view, however appearance of website comes into the second place and
specialization and authority come in third and fourth places respectively. The other factors as

showed in figure 3.3 come to decrease on its percent of trust ending with repeating factor.

TABLE 3. 1: THE MAIN FACTORS IDENTIFIED FROM EXPERIMENT.

Factor Count | Factor Percent
Referencing 111 14.07%
Appearance of Website 104 13.18%
Authority 91 11.53%
Specialization 90 11.41%
The Methodology of Writing 57 7.22%
Seriously 53 6.72%
Age and Update 52 6.59%
Popularity 41 5.20%
Multimedia Supporting 31 3.93%
User Expertise 31 3.93%
Proximity 23 2.92%
Locality 22 2.79%
Links Inconsistency 18 2.28%
Evaluating and Comments 17 2.15%
Neutralization 16 2.03%
Contact 14 1.77%
Constrains 6 0.76%
Feedback 5 0.63%
Security 3 0.38%
Number Of Visitors 2 0.25%
Repeating 2 0.25%
Sum Of Factors Counts 789 100.00%
# Of Factors Missed by respondents (Filtration) 72
Total 861 Max (3 factors) | 1500 | Min (1 factors) | 500
Number Of Factors After Merging 21 # Of Sites 21
# Of Participants in Questionnaire 20

19



Chapter 3: Empirical Experiment for Trust Factors Identification and Analysis

Factors Percent
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FIGURE 3. 3: THE PERCENT OF FACTORS AS RESULTED FROM THE QUESTIONNAIRE.
Figure 3.4 shows the percentage of content trust in our experiment according to category. In
general we can notice how the governmental web articles come in the first place with 72% of
trust from respondents’ point of view. We can also notice that the existence of many strong
factors in this type of sites leads to this high percentage of trust from respondents like: authority,
seriousness, referencing ... etc. In second and third place appear medical and scientific web
articles, with a trust rate of 67% and 64.4% respectively. Specialty of these medical and scientific
web pages is one of the most effecting factors on trust of their contents. News web articles come
in fourth place, which is attributed to some factors that decrease the trust of content on these
websites like: bias, bad or un-trusted referencing, ...etc. while some factors play a role of
positive support on certain types of websites like: popularity, authority, ...etc. The social
websites are ranked the last since they include no specialty and the referencing procedure is pure
in these websites. Needless to say, one of the factors that could affect most positively on these

website is the “appearance” factor.
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Average Content Trust For Different Website Categories
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FIGURE 3. 4:CATEGORIZE RESOURCES CONTENT TRUST PERCENT.
Table 3.2 shows information resources content associated with their trust rate. Each information
source content trust is calculated as the percentage of “Yes” answers to overall answers, and then
we take the average content trust percentage to all information sources that belong to a specific

category. The results confirm what we expected since implicit factors exist in each information

resource.
TABLE 3. 2:RESOURCES CONTENT TRUST PERCENT FROM EXPERIMENT.
Site URL (Information Inside) Yes No Trust %

http://hffar.com/ 8 12 40% o
http://www.maktoobblog.com 9 11 45% 8_
http://tadwen.com/archive/ 12 8 60% 46.5% °;’
http://www.khabarieh.com 9 10 47% =
http://qulgal.com/index.php?page=latest 8 12 40% s
http://www.123esaaf.com/ 15 5 75% z
http://www.tbeeb.net/ 15 5 75% g
http://sehha.com/ 13 7 65% 67.0% 8
http://khayma.com/tagthia/ 12 8 60% 4
http://www.arabmedmag.com/ 12 8 60% &
https://news.google.com/news?ned=ar_me 10 10 50% ~
http://www.aljazeera.net/portal 14 6 70% fED
http://www.almanar.com.lb/main.php 14 6 70% 54% o
http://www.chihab.net/ 9 11 45% =
http://www.alarabnews.com/ 7 13 35% e
http://scitech-ar.blogspot.com/ 18 2 90% 1
http://www.arab-ency.com/index.php?t=1 17 3 85% '3'
http://www.embalmart.com/ 8 11 42% 64% gh
http://5raeb.blogspot.com/ 8 12 40% o
http://olom.info/mgz/ 13 7 65% 3
http://gaca.palestineit.com/Default.aspx 15 6 71% @
http://www.hebron-city.ps/ 12 8 60% - ’-<2
http://www.minfo.ps/arabic/index.php?pagess=home 15 5 75% 72% é" 3
http://www.moe.gov.ps/ 18 1 95% ]
http://www.palestinecabinet.gov.ps/Default.aspx 12 8 60% g
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Chapter 3: Empirical Experiment for Trust Factors Identification and Analysis

For instance the article in “news.google.com” at first glance the reader of its trust percentage of
50% will view it as low, depending on factors like popularity, authority, ...etc. But in fact this
article has equal factors against this opinion like bias, appearance ... etc. Another thing we can

notice from this result is the role of category (specialization) of resource.

3.4.2 Factors Prioritization

We want to find a mechanism to prioritize these factors empirically. First, we will study how
categorization of resources affects factors order. In chapter 5, we will develop an order for the

factors depending on weight formula that driven to be used as a feature for factors classification.

The order of factors will change according to each category, the table 3.3 (a, b, ¢, d, e) shows

how these factors ranked for all five categories in our experiment:
e Social website contents

The order of factors in table 3.3 shows that most of respondents agreed that appearance of a
website factor is coming first for social sites, the appearance factor represents to them a good
indicator that makes them feel more trusting towards information inside social resources.
Specialization comes in second place after appearance, which means that these resources not
customized in their information that makes any of their content un-trusted. Referencing also is
poor in social resources and takes third place in their attention, while authority represents to them
a good indicator to trust the content if referencing is weak. The other factors have low mention

from respondents that in general have low effect on social websites.

TABLE 3. 3:FACTORS ORDER FOR SOCIAL SITES CATEGORY.

Factors Count Percent

Appearance of Website 20 23.81%
Specialization 11 13.10%

Referencing 10 11.90%

Authority 10 11.90%

The Methodology of Writing 5 5.95%
Seriously 5 5.95%

g User Expertise 4 4.76%
& Links Inconsistency 4 4.76%
g Age and Update 3 3.57%
o Popularity 3 3.57%
Feedback 3 3.57%

Multimedia Supporting 2 2.38%
Proximity 1 1.19%

Evaluating and Comments 1 1.19%
Neutralization 1 1.19%

Constrains 1 1.19%

Total 84 100.00%
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e Medical website contents

Here we can note that specialization comes in first place for medical resources that indicate that
specialty of resource means specialty of its content, which leads to more trust. Appearance and
multimedia supporting are necessary for medical resource to increase the trust of their content;
authority of resource becomes important as third reason generating content trust of medical
resources. Users expertise factor has its effect on medical information either the respondents
have prior knowledge about the information or they haven’t. The other factors appears in medical

websites as shown in figure 3.4

TABLE 3. 4:FACTORS ORDER FOR MEDICAL SITES CATEGORY.

Factors Count Percent

Specialization 20 22.73%

Appearance of Website 16 18.18%
Authority 9 10.23%

User Expertise 9 10.23%
2 Referencing 7 7.95%
2 | The Methodology of Writing 6 6.82%
8 Multimedia Supporting 6 6.82%
2 Popularity 4 4.55%
] Seriously 3 3.41%
Evaluating and Comments 3 3.41%
Age and Update 2 2.27%
Proximity 2 2.27%
Constrains 1 1.14%

Total 88 100.00%

e News website contents

Referencing is the factor that most respondents agreed to be the most important factor affecting
news websites type since it represents to them a strong indicator to trust information. Authority is
another strong factor from the respondents point of view, which comes in second place leads to
high trust value in their contents. Appearance of news websites that have a professional look
provides to them more trust to its articles and information besides its specialty on world, sport,
...etc. News, where both two factors come on third and fourth places respectively. Popularity of
the news websites have certain effects on their contents trust as is the case with the neutralization

factor that every news website must possess as shown in table 3.5.
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TABLE 3. 5:FACTORS ORDER FOR NEWS SITES CATEGORY.

S91IS SMaN

Factors Count Percent
Referencing 13 15.12%
Authority 12 13.95%
Appearance of Website 11 12.79%
Specialization 8 9.30%
Popularity 7 8.14%
Neutralization 7 8.14%
Seriously 6 6.98%
User Expertise 4 4.65%
The Methodology of Writing 4 4.65%
Multimedia Supporting 4 4.65%
Proximity 3 3.49%
Locality 3 3.49%
Age and Update 2 2.33%
Links Inconsistency 2 2.33%
Total 86 100.00%

Scientific website contents

Most respondents express their desire to see scientific websites without science fiction

information; this is done by providing a logical or scientific proof for everything written inside.

Specialization, referencing, appearance and authority of scientific websites are viewed as critical

factors that effect on their content as shown in table 3.6.

TABLE 3. 6:FACTORS ORDER FOR SCIENTIFIC SITES CATEGORY.

S9MS JYNUBIIS

Factors Count Percent
Seriously 15 17.65%
Specialization 12 14.12%
Referencing 10 11.76%
Appearance of Website 10 11.76%
Authority 8 9.41%
The Methodology of Writing 6 7.06%
Popularity 5 5.88%
Multimedia Supporting 5 5.88%
User Expertise 4 4.71%
Age and Update 4 4.71%
Locality 2 2.35%
Links Inconsistency 2 2.35%
Contact 2 2.35%
Total 85 100.00%

Governmental website contents

The All respondents agreed that governmental websites content are authorized by its nature,

which provides some trust feeling to the respondents. This feeling of trust in content is increased

since governmental websites characterized by seriousness, too.
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TABLE 3. 7:FACTORS ORDER FOR GOVERNMENTAL SITES CATEGORY.

Factors Count Percent

Authority 23 27.06%

Seriously 11 12.94%

Referencing 10 11.76%
o Appearance of Website 8 9.41%
) Popularity 7 8.24%
g Specialization 5 5.88%
% User Expertise 5 5.88%
3 Locality 4 4.71%
n;’ Age and Update 3 3.53%
= Neutralization 3 3.53%
e Multimedia Supporting 2 2.35%
Proximity 2 2.35%
The Methodology of Writing 1 1.18%
Links Inconsistency 1 1.18%

Total 85 100.00%

Referencing in content is requested to make the respondents more confident about some
information in these websites. Appearance of governmental websites that have official look (i.e.
official logo, colors, pictures...etc.) and popularity also increased trust in content of these
websites. Finally when these governmental websites are dedicated in some field like: politics,
sport, education or interior ministries make them more trustworthy than general governmental
ones. It could be hard to trace each category of web resources over Internet and determine the
order of their factors for each one empirically. Building a model depends on all categories and
needs more time and a lot of work. In our work we will trace the five categories studied
empirically. The final comparison for each factor according to website categories is shown in

figure 3.5 that shows the percent of factors mentioned for each website category.

The question now is how we can design a model to trust in resources content based on what we
analyzed? We can answer this question from the data we have from empirical experiment

through two axes:

1) We can derive from the results of the experiment the number of respondents choosing this
factor affecting content trust from their point of view and we will called this factor
counts.

2) The respondents that answer the questionnaire were asked to rank the most important
three factors from their opinion. Many of respondents ranked all their answers not only
the weightiest three. We can use this ranking to design trust model depending on factor

weights (we will explain it deeply in chapter 5).
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FIGURE 3. 5:PERCENT OF FACTORS MENTIONED FOR EACH WEBSITE CATEGORY.
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Chapter 4: Factor Analysis Agents

4.1 Introduction

In this chapter, we will define factor analysis agents, Content Trust Agent (CTA agent) and focus

on how to prepare and design factors analysis agents needed to evaluate factors values v, and

communicate with CTA agent.

4.2 Factor Analysis and CTA Agents Environment

Each factor identified in our empirical experiment must be represented with a value (¥s) that is
captured from the factors analysis agent. The factor analysis agents we designed could be
depending on databases, services, and automatic capture software or human being information to
get and update ¥r. Another type of agents are those we have called Content Trust Agent (CTA)
dealing with trust model (we will look in depth about CTA agent model and algorithm in chapter
5 and chapter 6). The figure 4.1 shows how factors analysis agents collaborate with CTA agent.
Here there may some interdependence among these factor agents. However we will discuss two
cases of dependences in evaluation (chapter 7) to improve our MAS collaboration and results.
We make an assumption that our factor analysis agents are relatively independent on their work
among each other while the relation between these agents need deep study to improve the model

in future work.

Agents Update Their Knowledge From Web

Links Inconsistency )
Factor Agent

—

Specailization and Seeurity

Methodology Of Writing

Factor Agent = = Factor Agent
Age and Update Popularity Factor
Factor Agent Agent

FIGURE4.1:CTA AND FACTOR AGENTS ENVIRONMENT.
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CTA agent communicates with other factor analysis agents by message passing (the detailed
communication methods discussed in chapter 6). An agent that wants to communicate with
another agent first has to create a message object, and then send it to the target agent. A message
object has a kind and an optional argument object. The receiver agent determines what to do by
checking the kind of received message and getting parameters as the argument object in
the handleMessage() method. The information source URL is sent from CTA agent to all factors

analysis agents asking for their values v, about request URL. They returned the values about

requested URL based on their knowledge and its calculation to be used in our trust model inside
CTA agent. We will explain in this chapter how we design and prepare each factor analysis agent
to collaborate with our CTA agent and how we implement them. In chapter 6 we will study
the interactions of these autonomous agents with a view to assessing their effects on the system

model as a whole.

Start

. o

F
Factor Analysis
Agent Creation

r

Calculate Vr For A Set
7| of Web Contents URLs

r

Update Factor Analysis Sm—
Agent Knowledge ]
l Factor Analysis Agent Database
Check For Knowledge
Acceptance To Answer

CTA agent (Manually)

= -
> .y

NGO~ IsKnowledge T
“'m‘_x Acceptable? ,_,f"

""'\-\.\_\_\_\_ /
‘H""‘\. /
I‘r’ES

Dispatch Factor Analysis
Agent Into Environment

Finish

FIGURE4.2:FLOWCHART FOR PREPARATION OF FACTOR ANALYSIS AGENT TO BE DISPATCHED TO AGENTS
ENVIRONMENT.

Each factor analysis agent has its autonomous work to extract and accumulate their own database

(knowledge) continuously, but before that we checked manually if the knowledge of each factor
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analysis agent becomes acceptable to answer CTA agents after we created them. They could take
a very long calculation time to achieve that sometimes hours, days even months. After they have
acceptable knowledge we dispatch them into our environment that appears in figure 4.1 to be
ready to answer CTA agent and update their knowledge automatically. The whole process of

preparing any factor analysis agent to be dispatched is represented in flowchart in figure 4.2.
After dispatching factor analysis agents to agents’ environment they start doing two things:

e Answering CTA agent requests: Each time CTA agent sent a request message about a
specific webpage content URL, all factor analysis agents are always ready to respond to
this request based on their updated knowledge while direct calculation for every request
takes very long calculation time could reach to months as we mentioned before.

e Keep updating their knowledge: The factor analysis agents keep continuously and
sufficiently updating their knowledge. The process of updating still needs a periodic

feedback to check knowledge acceptance.

4.3 Factor Analysis Agents Implementation

4.3.1 Authority Factor Agent

There are many algorithms that provide a definition for authority; one of the most popular
algorithms is PageRank. A PageRank results from a mathematical algorithm based on the web
graph, created by all World Wide Web pages as nodes and hyperlinks as edges, taking into

consideration authority hubs such as cnn.com or usa.gov. [27]

In our work we used PageRank service in order get authority factor value, it provides ranking

values from 0 to 10 for every URL query to be used in our next evaluation experiment.

4.3.2 Specialization and Security Factors Agent

There is no reliable service that depends on specialty term for websites; on other hand there exist
many standard services that categorized websites. Categorization is the process in which ideas
and objects are recognized, differentiated, and understood. Categorization implies that objects are
grouped into categories, usually for some specific purpose [26]. So, our work will use

Categorization term to be equivalent to Specialization.
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In this research, we used standard values to evaluate categorization and security. We used
McAfee TrustedSource™ database [3] for our work, we got permission through Email from the
company to use their database with maximum number of 100 URLs per file at a time (See
Appendix B).

The TrustedSource Web Database uses categories to organize similar types of URLS into groups
based on the content of the web page. For example, www.mcafee.com, www.trustedsource.org,
and www.webwasher.com are grouped into the Business category. We used SmartFilter XL

Database that is comprised of 91 categories. [22]

Security factor called by TrustedSource web database as Reputation that uses an automated
process that looks at many different security attributes of that URL - the URL’s content, where
the URL is showing up on the Internet, the URL’s domain behavior, and more. TrustedSource
determines a score that represents the risk to your network, computers, and personal information
when you visit any URL. The reputation score is represented in the database regardless of its
categorization status. This means a URL can have a web reputation score, but is not in any

category [22].

We use our reputation score for each different type of risk as shown in table 4.1:

TABLE 4.1:REPUTATION SCORES.

Risk type Web reputation score
Minimal Risk 9
Unverified 7
Medium 5
High 1

4.3.3 Popularity and Number Of Visitors Factors Agent

The popularity of web sites and individual pages or sections within a site is measured by web
traffic, Web traffic is the amount of data sent and received by visitors to a web site. Number of
visitors is one type of information that often collated when monitoring web traffic, so we merge

this factor with popularity in our model [29].

In our work we used Alexa database itself for popularity factor, since it have 1,000,000 top sites

that are ordered by popularity [7].
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4.3.4 Age and Update Factor Agent

As we mentioned in chapter2 age and update are frequent updating of content, at least once
every few weeks, and more often, once a week or more. There is no helpful service or database
that monitors webpage content update or changes, so we develop our agent to automatically
capture this factor depends on monitor changes for any webpage URL. The algorithm of age
and update factor depends on two inputs: webpage URL that we want to check its content update

and standard update time. The following represents the algorithm steps:

ALGORITHM 4.1.:ONLINE CAPTURE AGE AND UPDATE FACTOR

Require: webpage URL: wp_url, standard updating time: t
1. Create connection to wp_url.

2. for i=1 To 10 do

3 Last_Str < SHA-256 digest (wp_url)

4 Wait (t/10)

5 Current_Str € SHA-256 digest (wp_url)

6. if Last_Str Not equals Current_Str then

7 Increase update rank counter

8 end if

9 end for

10. Store rank counter in age and update database

SHA-256 digest (wp_url) function depends on a family of cryptographic hash functions published
by the National Institute of Standards and Technology (NIST) called Secure Hash Algorithm
(SHA). SHA-2 a family of two similar hash functions, with different block sizes, known as SHA-
256 and SHA-512. They differ in the word size; SHA-256 uses 32-bit words where SHA-512
uses 64-bit words [2, 28].

The algorithm simply checks and monitors any changes in hashed webpage content through
using SHA-256 digest (wp_url) function result before and after passing t/10, where t is standard
update time. The time t/10 because we want the final result of the algorithm a rank between 0 to
10 according to overall standard updating time. Finally the agent store its information about age

and update in its own database and used them if necessary.
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4.3.5 Methodology Of Writing Factor

This factor can be implemented by using spelling and grammar checking for a few or no errors in
webpage content. We make an assumption that no page has more than three misspelled words or
four grammatical errors. Here we wish to acknowledge that this tool and service for this factor

are customized for webpages written in English language.

e Grammar checking

In order to check for grammatical errors, we need a tool that helps to achieve that.
“LanguageTool” is a tool that comes with its own embedded HTTP server so we can send a text
to “LanguageTool” via HTTP and get the detected errors back as XML. This embedded server
can be started using stand-alone application (see figure 4.3) and configure it to listen on a port

that is not used yet, also be available in server mode until we stop it [20]

LT LanguageTool 1.9 =NRCIN X

File Help

This is a example input to to show you how LanguageTool works.

Results will appear here

Text Language: [English (American) T][ Check Text _|
|_J Automatically detect language

FIGURE4.3:LANGUAGETOOL APPLICATION.
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LT LanguageToaol Options @

[/] Bad style A
|| Mumber starting a sentence )
E] Readahility: Three nouns in a row
|| Word order: ‘Hopefully' starting a sentence
(/] capitalization
|| Capitalize lowercase words (1 am®)
E] Checks that a sentence starts with an uppercase letter
/] collocations
E] Wrong phrase: today morning” (this morning)
E’] Wrong phrase: today night (tonight)
E] Wrong phrase: ‘yesterday night' (last night)
E’] ‘Wrong preposition: "superior/inferior than' (superiorfinferior to)
[v/] Commonly Confused Words
E’] ‘econonomic car etc. (economical)
[+] "econonomical growth’ etc. (economic)
[+/] acceptiexcept

e
[V affectvs effect ¥
- I'.\ /' 4 L3
Your mother tongue: |._ VJ
IE] BRun as server on port 8081
IE] Use above settings for the senver
oK Cancel

% — — E—

FIGURE4.4: LANGUAGETOOL OPTIONS.

The algorithm for checking grammar of webpage content as following:

ALGORITHM 4.2 .:ONLINE CHECK GRAMMAR OF WEBPAGE CONTENT

4
5
6.
7
8
9

10.

11. else
12.

13.end if

14. Store Grammar_Rank temporarily

Require: webpage URL: wp_url,

1. Create connection to wp_url.

2. C&€ URLTagContent ((“P”,”TD”),wp_url)
3.

for i=1 To Size(C) do
xml_errors € CheckErrors (Ci)
if xml_errors Not equals O then
Increase Error Counter Ec
end if

end for

if Ec > 4 then

Grammar_Rank =Round (Ec/Size(C)*10)

Grammar_Rank =10
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The algorithm started by establishing a connection to webpage content URL, the function in line
2 is used to extract texts inside <P> and <TD> tags and store these texts into C array. Grammar
checker algorithm starts checking errors for each element in C, these errors are returned as XML.
The element that has an error makes error counter Ec increases, when C elements finished we
check our assumption that no webpage has more than 4 grammatical errors (line9- linel3).

Finally we temporarily store the results to be merge later with Spelling_Rank value.
e Spell Checking:

We used Jazzy the java open source spell checker that allows us to add spell-checking
functionality to Java Applications easily. The Jazzy team plans to create an applet that would be
suitable for use in HTML forms that will allow the user to spell check html text area before
submitting [17].

We used Jazzy in our agent to check for any spelling errors in webpages contents, the algorithm
that used to represent Spelling_Rank value depends on the ratio between number of misspelled

words exists in a webpage to the whole number of words.

ALGORITHM 4.3 .:ONLINE CHECK SPELLING OF WEBPAGE CONTENT

Require: webpage URL: wp_url,

15. Create connection to wp_url.

16. C€< URLTagContent ((“P”,”TD”),wp_url)
17. for i=1 To Size(C) do

18. W < WordTokenizer (Ci)

19. for j=1 To Size(W) do

20. if checkSpelling(Wj) Not True then
21. Increase Misspelled Counter MSc
22. end if

23. whole_words € whole_words+Size(Wj)
24. end for

25. endfor

26. if MSc > 3 then

27.  Spelling_Rank =Round( ( 1-(MSc/ whole_words))*10)
28. else

29.  Spelling_Rank =10

30. end if

31. Store Spelling_Rank temporarily 35
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We finally take Grammar_Rank and Spelling_Rank values to generate final results for

methodology of writing factor.

4.3.6Links Inconsistency Agent:

We used Link Checker application to implement links inconsistency factor that accepts a website
page URL as input then scanned for all the elements which points to other URLSs, images, files
etc. A collection of all Links are then scanned further and classified into 'good' and 'broken' links

and provide page_health value that used by out agent [21].

4.3.7 Appearance Of Website Agent:

There are no services that help us evaluate this factor; appearance of webpage cannot be easily
implemented. Moreover, it needs a sophisticated algorithm that captures many of webpage
design expert opinions and transforms these opinions into programming codes. We started
implementing this factor, but a lot of issues appeared during the work. For instance, based on
expert advice and results in work [8] “There is evidence that children prefer sans serif fonts
(Arial & Comic) over serif fonts. ” This result, however, cannot be generalized for all websites

since there exist many children who speak other languages.

We make an assumption for algorithm for English websites only, relying on design expert
advices. The model we proposed starts reading HTML for webpage to merge with the three types
of CSS: inline, internal and external order based on their priorities (from high to low), the result
of merging store in XML file contains all necessarily design tags to transfer expert advice to
program (called Style Store XML SSXML), figure 4.6 shows the architecture of XML file content.

Ao Qe
| Extema\N ' 1 ; 1
L,-&A( 'SS T B \l
. ] Webpage Design Experts

’ .
Advices And Researcher Appearance  Appearance Rank

7 % = \ Algorithm é
Internal
“ceg 3 Merging |y, M/
] ]

Style Store XML File
.
Inline
~ -

[ AQQ

~

FIGURE4.5:CSS MERGING PROCESS.
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<?xml version="1.0" encoding="UTF-8" standalone="no" ?>
<stylestore>
<style>
<tagname>BODY </tagname>
<tagid>*</tagid>
<tagclass>*</tagclass>
<tagcolor>000000</tagcolor>
<tagbgcolor>null</tagbgcolor>

</style>

</stylestore>

FIGURE4.6 .:ARCHITECTURE OF STYLE STORE XML FILE.

After generating SSXML we are ready to transform any design expert advice, when webpage
design opinions increase the appearance algorithm will provide more precise results (see figure
4.5).

The drawbacks of this technique are: first it needs a lot of time to program one opinion. Second,
it takes a very long execution time especially when expert opinions increased. So we build an
autonomous agent specialized in webpage appearance value extraction (have its own database)

that can communicate with our CT A agent.
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Chapter 5: Content Trust Agent (CTA) Model

5.1 Introduction

In this chapter, we propose a new website content trust model that represents the heart of CTA
agent to generate a trust value based on factor analysis agents. We provide a mathematical
formula and a proof requirement to satisfy the model algorithm properties based on classification
of factors’ of content trust. In addition to that, we describe some examples about the trust model

algorithm.

5.2 Proposed Model

The model we proposed depends on classifying respondents’ answers of empirical experiment.
We need a feature to rely on and show importance of these identified factors and prioritize them.
We used two features to make the classification: Factors weight and factors count. The factor
count represents by summing the number of respondents choosing this factor that affects content
trust from their point of view (you can see table 3.1 in chapter 3). Factors weights can be derived
from respondents’ answers when they ranked most important three factors (some of them ranked
over 3 factors). This ranking of factors for each respondent indicates how important these factors
to them. We design in the next section a mathematical formula to maintain the weight of factors

from respondents’ point of view.

5.3 Factors Weights Mathematical Formula

Let f indicate a factor, (fy, f2, f3, .. f,) are a set of n factors that exist in our trust model M, wy
is factor weight. fij represents number of times a factor iranked as j, j € {1, 2, K}
[ € {1, 2, ...n}where K is the upper limit of ranking. R/is a partial weight for all
factors ranked as j. So, for any factor i

n J

_ i=1fj
XKy
m=1 =171

foreachj € {1, 2, ...K}

RJ

And its weight is:
wr, = fi'R* + fPR* + -+ fRX
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The above formula can be abbreviated into the following formulas:

K
Wr, = Z/‘;]Rj
j=1

where ¥%_, R/ = 1, for each factor n € {1,2 ... N}

The final formula of wy, has the ability to give a feature of importance in addition to factor count

feature. In this stage we can find the factors’ weights that we have from empirical experiment.

Table 5.1 shows the results of experiment to find fij for each factor i.

TABLE 5.1:WEIGHTS FORMULA RESULTS FOR EXPERIMENT FACTORS.

i Factor (f) Count | FactorPer% | f} 211l s s
1 Referencing 111 14.07% 52 41 13 4 1 0 wy 41.789608
1
2 Appearance of Website 104 13.18% 63 25 10 6 0 0 wy 42.850113
2
3 Authority 91 11.53% 62 | 19 1[0 o] w 40.250213
3
4 Specialization 90 11.41% 59 25 4 2 0 0 wy 39.795313
4
5 The Methodology of Writing 57 7.22% 22 28 0 0 0 wy 20.869813
5
6 Seriously 53 6.72% 40 8 3 2 0 0 wy 24.454413
6
7 Age and Update 52 6.59% 14 18 14 6 0 0 wy 14.726213
7
8 Popularity 41 5.20% 26 11 3 1 0 0 wy 17.685813
8
9 Multimedia Supporting 31 3.93% 15 7 6 2 1 0 wy 10.970413
9
10 User Expertise 31 3.93% 25 3 1 2 0 0 wy, 14.631113
0
11 Proximity 23 2.92% 9 7 4 0 2 1 wy 7.399713
11
12 Locality 22 2.79% 10 8 3 1 0 0 wy 8.138813
12
13 Links Inconsistency 18 2.28% 4 4 1 0 0 wy 6.560713
13
14 Evaluating and Comments 17 2.15% 4 5 6 1 1 0 wy 4.384313
14
15 Neutralization 16 2.03% 11 4 1 0 0 0 Wy 7.243913
1
16 Contact 14 1.77% 2 6 4 2 0 0 wy 3.381813
16
17 Constrains 6 0.76% 2 1 2 1 0 0 wy 1.655413
17
18 Feedback 5 0.63% 3 1 1 0 0 0 wy 2.036913
18
19 Security 3 0.38% 0 3 0 0 0 0 wy 0.867013
19
20 Number Of Visitors 2 0.25% 0 2 0 0 0 0 wy 0.578013
20
21 Repeating 2 0.25% 0 2 0 0 0 0 wy 0.578013
21
Sum Of Factors Counts 789 100.00% 428 | 228 | 95 | 32 5 1 789

1. The summing of factors counts that appear as number 1,which is equal 428 in table 5.1.

f%: The summing of factors counts that appear as number 2,which is equal 228 in table 5.1.
The same for f3, f#, f7 and f¢ that their values are 95, 32, 5 and 1 respectively.

ncf
R*: Is a partial weight for f} calculated as R/ = % =228 — 0.54245881, where R? = 228 =
Ym=12i=1f; 789 789
0.2889734, R® = — = 0.12040558, R* = = = 0.04055767, RS = —— = 0.00633714, RS = —— =
789 789 789 789

0.00126743.
To calculate the weight of factor 1 we used wy, = leflijz(52x0.54245881)+(41><

0.2889734) + (13 x 0.12040558) + (4 X 0.04055767) + (1 x 0.00633714) + (0 X 0.00126743) =
41.78960788
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Ordering the results provides a clear vision of which of these factors deserve to be on top of the
list. Besides, they have major influence on the system. The weights preserve factors' importance
and prioritize, e.g. “Appearance of Website (f,)” moves from second place to the first, because
63 persons in the experiment priorities this factor as first when they asked to prioritize the three

most influencing factors as seen in figure 5.1 and table 5.2.

16.00%
14.00% -
12.00% -

10.00% -

8.00% -
6.00% -

4.00% -
M Factor Percent

2.00% -
H Weight Percent

0.00% -

Locality
Contact

Constrains
Security

Seriously
Number Of Visitors

Authority
Popularity
Proximity
Feedback
Repeating

Specialization

Referencing
The Methodology of Writing

Appearance of Website
Age and Update
Multimedia Supporting
User Expertise

Links Inconsistency
Evaluating and Comments
Neutralization

FIGURE 5.1:FACTORS WEIGHTS VS. WEIGHT PERCENT FEATURES

5.4 Factors Classification

After we determine the two features, we are ready to use them in our classification process,
figure 5.2 shows how the classification results appears and how we classify the factors into three
bands:

e High Rational (HR):
This band of factors is classified to be the most important ones includes (Referencing,
Appearance, Authority and Specialization). This importance means that each factor has a critical
effect on the final result of our model. For instance, if one of them is high in its value then the

final result of our model will be high regardless of other factors values.
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¢ Medium Rational (MR):
MR factors aim to support HR factors values besides they have a medium effect in final model
result. These supportive factors are: The Methodology of Writing, Seriously, “Age and Update”
and Popularity.

e Low Rational (LR):
This variable also plays a role of supporting factors like MR except they have a low effect on

content trust model. The rest of factors are belonging to this band of factors. See table 5.2.

TABLE 5.2:FACTORS WEIGHTS ORDER AND CLASSIFICATION.

Factor (f) ws Classification
Appearance of Website (f2) 42.850113 -
Referencing (1) 41.792913 % § 3
Authority (£3) 40.250213 TE=
Specialization (f4) 39.795313
Seriously (f6) 24.454413 £ =
The Methodology of Writing (f5) 20.869813 3 g =
Popularity (f8) 17.685813 E E 2
Age and Update (f7) 14.726213
User Expertise (f10) 14.631113
Multimedia Supporting (f9) 10.970413
Locality (f12) 8.138813
Proximity (f11) 7.399713 .
Neutralization (f15) 7.243913 s
Links Inconsistency (f13) 6.560713 g
Evaluating and Comments (f14) 4.384313 2
Contact (£16) 3.381813 <
Feedback (£18) 2.036913 g
Constrains (f17) 1.655413
Security (f19) 0.867013
Number Of Visitors (f20) 0.578013
Repeating (f21) 0.578013

Why did we use the term “Rational” in our classification? We used this term because the factors
are identified from respondents' answers during empirical experiment without any biasing to

these factors, so the respondents answered based on their rational senses.
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45
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@ High Rational (HR)

M Medium Rational (MR)
A Low Rational (LR)
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Count

FIGURE 5.2:FACTORS CLASSIFICATION ACCORDING TO FACTORS COUNT AND WEIGHT FEATURES.

5.5 Content Trust Model Algorithm

The model M we designed gives trust value as a percent between 0% and 100% (0% is un-
trusted content at all, 100% completely trusted), now we want to design a trust model algorithm
using the three bands of factors classification and preserving the importance of each band. The
CTA agent sends a requesting messages containing information source URL to the factor
analysis agents, with each factor analysis agent providing CTA agent with its values v, after
doing its calculation where v € {0,1...9}, vy =0,v, =9and0 means the existence of a
factor on webpage article which does not appear at all (relatively low value), where 9 means that
the factor completely appears in webpage article (relatively high value). For example, if
“Appearance” factor agent returns 0 that means the URL of webpage article does not have
professional or user-friendly look at all, and if it returns 9, it means URL of webpage article
completely has professional or user-friendly look. Then the model M applies rounding technique
as a method for factors importance preservation. Each factor effect on the power of rounding
process depends on what band it belongs to, i.e. HR factors effect on most significant part of
content trust percentage result, MR effects on decimal part while LR effects on least decimal part

of the result. Algorithm1 shows a detailed process of content trust model.
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ALGORITHM 5.1 :MODEL ALGORITHM

Require: All factors weights must belong to HR band
M: Is holding the final model result initially equal 0
vy: A value that represents a factor
vy, Factors values set, ordered descending in each band (HR, MR and LR)
depending on i to determine each band borders. When:
i € [1,1] = HR band, where 1 and | are HR borders
i € [l + 1, m]=>» MR band, where 1+1 and m are MR borders
i € [m+ 1,n] = LR band, where m+1 and n are LR borders
--------- High Rational (HR) Stage -----------=-======smmmmmmmmeun

1. for each factor value v, i € [1,1] do
2. vy < Max (vy,))

3. if vs, Is Not Repeated then

4. M < M + vy, x 10"

5. else

6. x < availabe power 0 <x < (vy ~—1)
7. if x IsNULL then

8. M =M + v, x10°
9. else

10. M =M + vy, X 10%
11. end if

12. end if

13.  end for

-- Medium Rational (MR) Stage -------------=-=-=-=---------
14. Peve ——2

15.  for each factor value vg, i € [l + 1,m] and P=0 do

16. M<—M+vfi><1OP
17. P—P-1
18. end for

19. P « vfmax -5

20.  for each factor value v, i € [m + 1,n] and P=0 do

21. M<—M+vfi><10P
22. P—~P—-1
23. end for

24. M « M/l()vfmax

25. End
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5.6 Model Selected Examples

In this section we will take some examples in our trust model to clarify how it works. The
number of combinations of 21 factors is huge, each of them could have a value from 0 to 9, and
we have run our mathematics and validated using reasonable set of data is illustrated in appendix
C.

Example #1:

Suppose factors analysis agents provide CTA agent with the following values: Note: vfl is the
value that returns from “Referencing” factor agent, vf2 is the value that returns from

“Appearance” factor agent ...etc. see table 5.1 for the order of factor values

Trust

vil | vf2 | vi3 | vfa | vis | vf6 | vi7 | vf8 | vf9 | vf1o | vf11 | vf12 | vf13 | vf14 | vf15 | vf16 | vf17 | vfi8 | vf19 | vf20 | vf21 | Percent

0 0 0 0 0 0 0 4 4 4 4 4 4 4 4 4 4 4 4 5 5 0.40%

The above example discusses how the model will behave if the first four values are “very low”
that represent HR factors values too and the second four values represents MR factors values
three of them “very low” and the four is “medium”, while the last 13 values of LR are have all

“medium " values.
Then the trust percentage will be:

ve =4, MR= Vg X 10Yfmax 2, LR=v; x 10%fmax~>, v, Ordered Descending

|
MR LR

(_)\_)

Trust Percent=( 4*10%+5*10+5*10%+4*103+4*10*+4*10°+4*10%+4*10" +4*108+4*10"
S+4*10°+4*10 M +4*10%+4*10%)/10* = 0.00400554444444444 ~0.40%

Y o

LR 10Yfmax

This result 0.40% indicates that our model generates a very low trust value in terms of accuracy

of information.
Example #2:

Suppose factors analysis agents provides CTA agent with the following values:

Trust

vil | vi2 | vf3 | vfa | vf5 | vf6 | vi7 | vf8 | vf9 | vf10 | vf11 | vf12 | vf13 | vf14 | vfi5 | vfi6 | vf17 | vfi8 | vf19 | vf20 | vf21 | Percent

0 0 1 2 2 2 2 5 5 5 5 5 5 5 5 5 5) 5) 5 5 5 21.52%

This example discusses how the model will behave if the first four values are “low” that

represent HR factors values too and the second four values represents MR factors values three of
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them “low” and the four is “medium”, while the last 13 values of LR are have all “medium”

values.
Then the trust percentage will be:

ve =2, HR=v; X 10%max, MR= vy X 10%fmax~?, LR=v; X 10"fmax~5, v, Ordered

Descending

HR MR LR
\ | |
[ | \ [ )

Trust Percent=( 2*10%+1*10%+5*10%+2*10+2*102+2*103+5*10°+5*10*+5*10°+5*10°

6+5*10'7+5*10'8+5*10'9+5*10'10+5*1'0‘“+5*10'12+5*10'13+5*10'1“+5='<10'15)/102
LR 10Yfmax
= 0.215227555555555~ 21.52%

This result 21.52% indicates that our model generates a low trust value in terms of accuracy of

information.
Example #3:

Suppose factors analysis agents provides CTA agent with the following values:

vil | vi2 | vf3 | vfa | vi5 | vf6 | vi7 | vf8 | vf9 | vf10 | vf11 | vf12 | vf13 | vf14 | vfi5 | vf16 | vf17 | vf18 | vf19 | vf20 | vf21

Trust
Percent

0 0 6 3 8 8 8 8 8 8 8 8 8 8 8 8 9 9 9 9 9

81.49%

This example discuss how the model will behave if the first two HR values are “ very low” the
third is “medium” and the fourth is “low” and the MR factors values all of them “high” and,

while the last 13 values of LR are all have “high” values.

Then the trust percentage will be:

ve =6, HR=vg X 10Yfmax, MR= vp X 10Yfmax~2, LR=v; X 10V max~5, vy Ordered

Descending

HR MR LR
\ A A
[ J ! \

Trust Percent=( 6*10°+3*10°+8*10*+8*10°+8*10%+8*10*+9*10'+9*10%+9*10"+9*102+9*10°
3+8*1O'4+8*10'5+8*10'6+8*10'7+8*10'8+8*10'9+8*10'10+8*10'11?/106
J

I
LR 10Yfmax

= 0.609197999988~ 60.92%
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This result 60.92% indicates that our model generates a medium trust value in terms of accuracy

of information.
Example #4:

Suppose factors analysis agents provides CTA agent with the following values:

Trust

vil | vi2 | vf3 | vfa | vi5 | vf6 | vf7 | vi8 | vf9 | vf10 | vf11 | vf12 | vf13 | vf14 | vf15 | vf16 | vf17 | vfi8 | vf19 | vf20 | vf21 | Percent

0 6 8 8 8 8 8 9 9 9 9 9 9 9 9 9 9 9 9 9 9 89.59%

This example discusses how the model will behave if the first HR value is “ very low”. The
second is “medium” and the third and the fourth are “high” and the MR factors values are all of

them “high” and, while the last 13 values of LR are all have “high” values.

Then the trust percentage will be:

vr =8, HR=wv; X 10%max, MR= vy X 10"max~% LR=v; X 10"/max">, v, Ordered
Descending
HR MAR LR |

\
r Y Y \
Trust Percent=( 8*10%+8*107+6*10°+9*10°+8*10°+8*10*+8*10°*+9*10°*+9*10%+9*10"*+9*10°

+9*10'1+9*10'2+9*10'3+9*10"‘+9*10'5+9*10'6+9*10'7+9*10'8+9*10'9)/1o8

|
LR 10V max

= 0.895898~ 89.59%

This result 89.59% indicates that our model generates a high trust value in terms of accuracy of

information.
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Chapter 6: CTA Agent Implementation

6.1 Introduction

In this chapter we will introduce how CTA agent works with factor analysis agents by
decomposing content trust measurement process into one level of factor calculation tasks
whereby each of these tasks allocated to an agent. We will be building and running these agents
using Agelts and its programming interface Java Aglet API and running the Aglet Framework

using Tabhiti server to be prepared for accepting agents.

6.2 CTA Agent Algorithm And Programming

6.2.1 CTA Agent Algorithm

As we mentioned in chapter 4 the factor analysis agents are getting prepared to be dispatched in
our environment after their knowledge are acceptable to answer CTA agent. Then the CTA agent
is ready to be created and dispatched to our agents environment. The CTA agent starts sending
different type of message passing techniques to factor analysis agents requesting for a value of
specific webpage content URL. The types of message passing depend on factor classification that

we showed it in chapter 5 as following:

TABLE 6.1:THE MESSAGE PASSING TYPES USED BY CTA AGENT FOR EACH CLASSIFICATION OF FACTOR
ANALYSIS AGENTS.

Factor Classification CTA agent message passing type
Low Rational Future-Type

Medium Rational Future-Type

High Rational Now-Type

The future-type message passing is asynchronous and does not block the current execution. The
method returns a FutureReply object, which can be used to obtain the result or wait for it
later. Examplel shows how we can exploit the waiting time for CTA agent during requesting
from low rational LR factor agent value, where exploitation was into requesting at most another

4 messages to high rational HR factor agents for their values until the result of low rational
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factor agent is ready. We can know how many high rational HR factor agents are executed from

waiting time exploitation from num_HR counter.

Examplel:

FutureReply future =
proxy.sendAsyncMessage (new Message("LR url"));
int num HR = 4;
// do high rational messages requests at most 4 times while waiting for
the result of first LR message.
while (future.isAvailable () == false && num HR-- >0) {
String answer = proxy.sendMessage (new Message ("HR url"));
System.out.println (answer) ;

}
System.out.println( (String) future.getReply () );

A now-type message is synchronous and blocks the current execution until the receiver has
completed the handling of the message. In the example 1 the following sub-code section is

represent now-type messaging:

String answer = proxy.sendMessage (new Message ("HR url"));
System.out.println (answer) ;

LR Factor Analysis Agent CTA Agent LR Factor Analysis Agent CTA Agent

. 1...'.r»355.age|LR__url:

Knowledge Knowledge
updating updating "2
S
Sk oAy
. 1 Py o o
When LR Factor Agent Respond A & o oL

num_HR=4
num_HR=1

3 HR Factor Analysis
Agents Finish Their Waork

During Wait Time HR Factor Analysis Agent

HR Factor Analysis Agent

(a) (b)

FIGUREG.1: A) CTA AGENT SEND FUTURE-TYPE(ASYNCHRONOUS) TO LR FACTOR AGENT EXPLOITS WAIT
TIME BY SENDING AS IT CAN NOW-TYPE MESSAGES TO HR FACTOR AGENTS . B) SHOWS THAT A THREE
NOW-TYPE MESSAGES TO HR FACTOR AGENTS ARE EXPLOITED WHEN LR FACTOR AGENT RESPOND.

The figure 6.1 shows how the exploitation of waiting time that generates from Future-type
message passes through and uses as much as we can the Now-type message passing during the
"wait time." In figure 6.1 three of four high rational factor agents are provide their values while

the fourth could be executed in anther waiting time during another Future-type message.
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Why is it that each factor classification is associated with specific type of message passing? The
answer depends on the importance of each classification since high rational is the highest and the
most affected on the final content trust value, so we used Now-type message passing with high
rational. On the other hand, we used Future-type message passing with MR and LR factor agents
because we can exploit the waiting time of all MR and LR factor agents responding to CTA

agent in executing and messaging HR factor agents (that have Now-type messaging).

The receiver agent (could be factor agent or CTA) has to define its handleMessage (Message
msg) Method to handle incoming messages. In thehandleMessage () method, a message object
is passed as an argument and can be used to perform the operation according to the kind of
message. In the method, we have to return a boolean value indicating whether it has been
handled or not. Example 2 explains how any factor analysis handle requested messages that

coming to it from CTA agent.

Example2:

public boolean handleMessage (Message msg) {

if (msg.sameKind ("v£fl")) {
System.out.println("vfl");
return true; // i know this message...

}

return false; // false, otherwise

}

If it returns false, the CTA agent that represents the sender of the request message receives a

NotHandledException and thus knows that the message has not been handled.

Future future = proxy.sendAsyncMessage() ;
try {
Object reply = future.getReply ()
} catch (NotHandledException ex) {
// the receiver didn't handled the message
} catch (MessageException ex) {
// an exception has been thrown in the receiver's handleMessage ()

System.out.println (ex.getException());
}

Finally, the overall communication process between CTA agent and Factor analysis agents stop
when at least HR and MR factor agents completely respond to CTA agent request since LR
factor agents don’t have critical effects on content trust measure if most of their responds not
handled. Then the CTA agent starts the calculation based on collective factor agents’ values

using our model as we explained in chapter 5.
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6.2.2 CTA Agent Programming

To program our agent algorithm, we choose Java language, since we choose to run our agent on
aglet that have a programming interface Java Aglet API. We will talk about aglet with more
details in next section. Another reason for choosing Java is due to the existence of many libraries

or services that help us to capture factors values from the web easily.

6.3 Agents Running

6.3.1 Introduction To Aglet

We start building the agent and running it using Agelts and its programming interface Java Aglet
API. The Java Aglet API (J-AAPI) [19] is a proposed industry standard for Javabased mobile
agents. J-AAPI was developed by a research team at the IBM Tokyo Research Laboratory in
Japan in response to a call for a uniform platform for mobile agents in heterogeneous

environments such as the Internet [16].
Aglets provide in a unique and powerful way a new and viable paradigm that unifies:

e Mobile and stationary objects.

e Object-passing, message-passing, and data-passing.
e Autonomous and passive objects.

e Asynchronous and synchronous processing.

e Local and remote objects.

e Disconnected and connected operations, and

o Parallel and sequential execution [19].

Our works will use this framework to running our agent as stand-alone agent, we looking for

future works to develop this agent to cooperate with other agents and more. (See chapter 6).

6.3.2 Running Aglet Framework (Tahiti)

We will show in this section how we can run the Aglet Framework using Tahiti server to be
prepared for accepting agents. Tahiti is an application program that runs as an agent server. You

can run multiple servers (Tahiti) on a single computer by assigning them different port
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numbers. Tahiti provides a user interface for monitoring, creating, dispatching, and disposing of

agents and for setting the agent access privileges for the agent server.

Java Development Kit (JDK) must be installed in the machine that we want to run Tabhiti server.
Let’s indicate for the directory path under where we installed JDK $(JDK),
and $(ASDK) indicates the directory path beneath the ASDK (Agent Software Development
Kit), for example in our work the paths are:

$(ASDK) = Cc:\aglets-2.5-gamma\ (Win95, 98, NT, OS/2)

And $(JDK) = c:\jdk1.7.0 05\ (Win95, 98, NT, OS/2)

Then we started setting up environment variables before using startup script (batch file),
including AGLET_HOME and JDK_HOME. The startup script file can be found at the directory

named bin under where we installed ASDK. The name of the startup script file is,
e $(ASDK)\bin\agletsd.bat (Win95, 98, NT)

The way to set environment variables for ASDK is to insert the following two lines at the

beginning of the script file. For example,

e set JDK HOME=S (JDK)
e set AGLET HOME=$ (ASDK)

We can start up Tahiti by creating a command prompt window and start the daemon by executing

a script in the aglets package:
$ (ASDK) \bin\agletsd

This daemon will listen for agents on the default port number, 4434. We can create another

command prompt window and start another daemon here:
$ (ASDK) \bin\agletsd -port 2000

This daemon will listen for agents on another -port in this case port number 2000. You can
actually choose any port that is not occupied by some other application and its operating system.
The daemon also makes Tahiti appear on your screen. Tabhiti is a desktop interface for managing

running agents.(See figure 6.2).
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- -\
| 2| -- Tahiti Server - aglet_key@atp://Rami-PC:4434 - running (UNSECURE MODE) =NACE X

Aglets Tools Preferences Help

& << &, Create 'ﬂ Retract

Agents on this platform

FIGUREG62 .:TAHITI SERVER RUNNING.

6.3.3 Running Content Trust Agent On Tabhiti

The first thing to be observed in running agent is the compliance of its architecture. The figure
6.3 shows this architecture. We can add any libraries or packages we need but the statement
“import com.ibm.aglet.*;” must always exist. The function run ()is equivalent to
main () function in Java. We can write in it the main code of agent. Finally the agent class must

be extends the Aglet class to work properly in Tahiti server. (Note: the whole code in
Appendix B)

import com.ibm.aglet.*;
public class MyAglet extends Aglet {
public void run() {

}

FIGUREG.3:AGENT ARCHITECTURE IN AGLET.
After that we can compile the agent class “MyAglet® to be ready to run on Tahiti server, any

related class files to the main class of agent must be in the same package before Tahiti server
import them.

The following step is creating a new agent in Tahiti server as shown in figure 6.4. The new agent
window appears asking to fill the package of classes and the main class name and the path of the

package. (See figure 6.5) then we press “Add to the list ” button then “Create”.
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Aglets|TooIs Preferences Help

Creation... ]
& Create a new Aglet Dispatch « Retract Activate Deactivate Sleep Dialog Info
Activation...

- Clone an existing Aglet
Mobility...

Agents on this platform

3
3
Kill... ]
3

Misc...
(|

e-:\r Reboot the platform

| —

FIGURE 6.4 : CREATE A NEW AGENT ON TAHITI SERVER.

Pé] New Aglet Creation _Ei
I —

Code Base poiagent MyAglet
URL file:/c:laglets-2 5-gammalpublic/

Reload the agent as new

iﬂs Add to the list @ remove from the list

Saved Aglets

=

file:/c:iaglets-2.5-gammalpublic/trial.MyAglet
file:/ciiaglets-2.5-gammalpublic/?pr.MyAglet

s/ciaglets-2.5-gammalpublic/?poiagent. MyAglet
[4] Il [ [ »

|
&, Create x Cancel ‘J
| |

FIGURE 6.5: CREATE A NEW AGENT WINDOW.

—

] T»

The agent will run immediately, starting its calculation and works, figure 6.6 shows the trust
agent in running state inside Tahiti server, while figure 6.7 shows the results of this agent in
command promote and store them in database file to be analyzed later in “results analysis”

section.

Aglets Tools Preferences Help

Clone Dispose Dispatch «Relracl Activate Deactivate Sleep Dialog Info

Agents on this platform

: poiagent.MyAglet - Aglet ID:3a08a46943ddfbe1 - Creation Time:1357924779119 - Owner:CH=Aglet Server, OU=Tahiti, O=Aglets.Org, C=U%S

g

FIGUREG.6: CONTENT TRUST AGENT RUNNING IN TAHITI
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BN C\Windows\system32cmd.exe - Chaglets-2.5-gamma\bin'.\bin\agletsd -f my_aglets.props

opyright .gov
a

opyright .gov Article Terust Ualue:?66.2396 Trust Rank:8
uropa.eu

uropa.eu Article Trust Value:-966.23%26 Trust Rank:8
oogle.com

a

a

oogle.com Article Trust Value:=18?8.7755 Trust Rank:-18
ikipedia.org

ikipedia.org Article Trust Ualue:?66.2376 Trust Rank:8

m

FIGUREG6.7 :CONTENT TRUST AGENT RESULTS IN CMD.
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Chapter 7: Model Evaluation

7.1 Introduction

In this chapter, we want to explain what and how our research is evaluated? Defining a
confidence interval, hotelling’s T? and how we use them in order to determine the most websites
that having maximum errors. Finally comes the task of analyzing the result of evaluation

experiment and concluding the results of our work.

7.2 Evaluation Method

We want to evaluate the outputs of the trust model of our multi-agent system, which generate a
trust value and see how close that value (accuracy) is to human perception (from expert users).
One method of evaluating the accuracy of MAS output is attained by comparing it with expert
opinions (to keep following human perception especially form expert users) to achieve that two
main steps: first, empirical evaluation experiment done through a set of expert users on several
web information resources (articles). Second we compare the results from CTA agent with the
results from the respondents and see how much CTA agent outputs deviate from experts’ opinion

(that represents the benchmark in evaluation), to achieve that we will:

1- Show how many CTA agent answers are within the confidence interval of average

respondent answers for each information source. We use this method for two purposes:

a. Calculate the accuracy of trust model in MAS where the accuracy means the
percent of number of webpages within confidence interval to overall web-pages

count.

b. Studying unmatched webpages by our model by analyzing how the factors in
these unmatched web-pages are evaluated from experts’ point of view and CTA

agent calculations.

2- Applying hotelling’s T? statistics analysis in appendix F by testing whether the CTA
agent answers vector Lo is a plausible value for the respondents population answers mean

vector M.

3- Applying hotelling’s T? statistics analysis after excluding the unmatched webpages

(discussed in appendix F).
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4- Studying and analyzing demographic of experts how affects the accuracy of trust for

different respondents gender, job experience and majors.

e Confidence Interval:

The confidence interval is a term used in inferential statistics that measures the probability that a
population parameter will fall between two set values. The confidence interval can take any
number of probabilities, with the most common being 95% or 99%. In other words, a confidence
interval is the probability that a value will fall between an upper and lower bound of a probability

distribution.

For example, a machine is supposed to fill “2-Liter” bottles of Pepsi. To see if the machine is
working properly, we randomly select 100 bottles recently filled by that machine, and find that
the average amount of Pepsi is 1.985 liters. Can we conclude that the machine is not working

properly?

No! By simply reporting that x = 1.985 liters, we are neglecting the fact that the amount of
Pepsi varies from bottle to bottle and that the value of the sample mean depends on the luck of
the draw. It is possible that a value as low as 1.985 is within the range of natural variability for X,
even if the average amount for all bottles is in fact p = 2 liters. Let us suppose we know from
past experience that the amounts of Pepsi in bottles filled by the machine have a standard
deviation of o = 0.05 liters, since n = 100, we can assume (using the Central Limit Theorem) that
X is normally distributed with mean p (unknown) and standard error:

o
oz === 0.005

So the probability is about 0.95 that u will be within 0.01 liters of X. Thus, the interval X +

0.01will contain u with a probability of 0.95. In general, the interval X + 2 %Wi” contain p with

probability about 0.95. Therefore, the interval provides (approximately) a 95% confidence
interval for u. From the Empirical Rule, the probability is about 95% that X will be within two

standard errors of its mean.
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Area = 95

U
~—1.960; =< 1.966; —

FIGURE 7.1: 95% CONFIDENCE INTERVAL FOR M.

o Hotelling’s 7%

We want to discover the websites that have maximum errors and how these errors affect overall
group accuracy. Hotelling’s T? test is used to achieve that for further information about
hotelling’s T? test. For further details, see the appendix F that shows whether the CTA agent
answers vector o (P x 1 dimension where P: is number of webpages) is a plausible value for the

respondent population answers mean vector (. before and after excluding high error websites.
e Evaluation of Model Design:

We evaluate our multi-agent system using an online questionnaire (See Appendix D) which is
done through a 44 expert- user sample and 30 web information resources (articles and
information), 4 respondents are excluded because of their unreasonable answers and take a high
exclusion value. The 40 other respondents are divided into two different groups (running sets)
each containing 20 experts on 15 web information resources. We aim to see if with two different

groups the model still provides reasonable answers or not.

The questionnaire will show a variety of website articles, each of which contains the information
that we want to judge, where each person is required to read them and show the percentage of
trust. The information sources we selected in each group have different articles but they
implicitly have the same level trust factors values, for example the first information source URL
that exists in groupl questionnaire is different in its content from the first information source
URL in group2 but both of them have “High Authority” and “Low Appearance”. This variety of
factor selection in webpage articles and different factor values make us insure that the model

work in all factors cases.
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Expert users are people dealing with web at least 7 hours in a week, besides they have a good
education and expert in their work. The main aim for selecting experts is to make sure if our
CTA agent model achieves good and reasonable results according to expert users answers, so we
select in our evaluation 40 lectures from Palestine Polytechnic University (PPU) to be expert

users in our experiment.

7.3 Experiment Results Analysis

We will first show the factor analysis agents returned their values for the requesting messages
from CTA agent. Then we will analyze demographic information of the users of survey and
explain how CTA agent answer is related to this information. Afterwards, we compare the

average respondents answers to our CT A agent for each webpage article.

7.3.1 Factor Analysis Agents Results

The factor analysis agents start their work for each request from CTA agent as cooperation
process between them. Each one of them has its own knowledge (database) which is updated
continuously. Besides, these updates could take many days for most factor agents to generate
acceptable knowledge e.g. appearance, age and update... etc. The table 7.1 and table 7.2 shows
the value (vs) that returned from factor agents for groupl and group2 respectively, where selected
information source URLs abbreviated in format of to Ws,gn, where n is webpage number and m
indicates for the group, for example Wslgl means the first webpage that appears to groupl
Appendix E shows an abbreviation for URL link for the 15 website article and information were

we selected for each group.
Running 8 factor agents in our multi-agents system for the following reasons:

e Since some factors are hard to be implement or identified as we mentioned in previous

chapters. E.g. referencing

e Ignoring factors lies on low rational factor area will not affect critically on our system, as
we will see in next section (see figure 7.5). E.g. Links Inconsistency, Evaluating and

Comments, Number Of Visitors, ...etc.
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TABLE 7.1:FACTOR ANALYSIS AGENTS RETURNED VALUES FOR FIRST GROUP.

vfl vf2 vf3 vf4 vf5 | vfé vf7 vf8
Wslgl 8 Categorized URL 7 2070 1 7 Minimal Risk 2
Ws2gl 3 Uncategorized URL 0 18421 1 8 Unverified 9
Ws3gl 2 Categorized URL 1 | 117664 | 1 | 10 High Risk 1
Ws4gl 3 Uncategorized URL 0 | 232342 | 5 9 Medium Risk 3
Ws5g1 3 Categorized URL 2 | 162346 1 9 Medium Risk 3
Ws6gl 6 Categorized URL 3 529220 1 9 High Risk 2
Ws7g1 7 Categorized URL 5 | 796927 | 10 6 Unverified 8
Ws8gl 8 Categorized URL 4 74677 1 5 Medium Risk 5
Ws9g1 3 Categorized URL 1 306686 1 9 High Risk 4
Ws10gl | 7 Categorized URL 6 | 653466 1 10 Minimal Risk 5
Ws11gl 7 Uncategorized URL 4 | 395839 8 9 Unverified 4
Wsl12gl | 6 Categorized URL 5 47491 1 9 Minimal Risk 4
Ws13g1 4 Uncategorized URL 3 327278 | 10 5 Unverified 7
Ws14gl 6 Categorized URL 5 73963 1 9 Minimal Risk 3
Ws15g1 6 Categorized URL 2 655032 10 6 High Risk 9
TABLE 7.2: FACTOR ANALYSIS AGENTS RETURNED VALUES FOR SECOND GROUP.
vfl vf2 vf3 vf4 vf5 | vfé vf7 vf8
Wslg2 7 Categorized URL 1 546114 2 9 Minimal Risk 1
Ws2g2 5 Categorized URL 2 40535 1 7 High Risk 1
Ws3g2 7 Uncategorized URL 3 | 380192 1 9 Medium Risk 2
Ws4g2 8 Categorized URL 8 1840 1 6 Minimal Risk 2
Ws5g2 7 Uncategorized URL 0 839100 10 7 Unverified 1
Ws6g2 8 Categorized URL 5 32522 1 9 Minimal Risk 2
Ws7g2 3 Categorized URL 3 | 189145 | 10 8 Minimal Risk 2
Ws8g2 3 Categorized URL 7 1507 8 Minimal Risk 1
Ws9g2 7 Uncategorized URL 1 | 522811 | 7 9 Unverified 2
Wsl10g2 | 6 Categorized URL 7 3514 1 9 Minimal Risk 2
Ws11g2 3 Uncategorized URL 1 973903 1 7 Medium Risk 2
Ws12g2 | 7 Categorized URL 3 | 724144 | 10 | 9 Minimal Risk 4
Ws13g2 3 Uncategorized URL 1 47495 4 1 Unverified 3
Ws14g2 6 Uncategorized URL 1 477378 9 Medium Risk 3
Ws15g2 6 Categorized URL 2 | 655032 | 10 6 High Risk 9
Where:

e  Vfl: the value from “Appearance” agent.

e  vf2: the value from “Specialization” agent.

e  vf3: the value from “Authority” agent.

e  vf4: the value from “Popularity” agent.

o  Vf5: the value from “Age and Update” agent.

e  Vvf6: the value from “Methodology of writing” agent.

e  Vf7: the value from “Security” agent.

e  vf8: the value from “Locality” agent.
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7.3.2 CTA agent and Respondents Information Analysis

e Confidence Interval Analysis:

To insure that our CTA agent answers vector Lo was rational we compare it with respondents

average answers vector 1. The figure 7.3 shows how CTA agent results appear within the range

of confidence interval of respondents answers [p—t,,_; % M+t %], where n is population size,

o is standard deviation of population and t,,_; = ty9_1 = t19=2.093 from T- Distribution Table

as appeared in figure 7.2.

Pr 0.25 0.10 0.05 0.025 0.01 0.005 0.0Mm

df 0.50 0.20 0.10 0.05 0.02 0.010 0.002

1 1.000 3.078 6.314 12.706 31.821 63.657 3183
2 0.816 1.886 2920 4.303 6.965 9.925 22327
3 0.765 1.638 2353 3182 4.54 5.841 10.214
i 0.741 1.533 213z 2,778 A.747 4,604 773
5 0.727 1.478 205 2.5M 3.365 4.032 5.893
6 0.718 1.440 1.843 2447 3.143 a.ror 5.208
7 0.7 1.415 1.885 2.365 2.998 3.499 4.785
8 0.706 1.3487 1.860 2.306 2.896 3.355 4.5
2] 0.703 1.383 1.833 2260 2.8 3.250 4297
10 0.700 1.372 1812 2228 2,764 3.169 4144
1" 0.697 1.363 1.796 2.2M 2718 3.106 4.025
12 0.695 1.356 1.782 2179 2.681 3.055 3.830
13 0.694 1.350 1.771 2,160 2.650 a0z 3.852
14 0.692 1.345 1.761 2.145 2.624 2877 3.787
15 0.691 1.4 1.753 213 2.602 2.947 3733
16 0.690 1.337 1.748 2120 2.583 2.8 3.686
17 0.689 1.333 1.740 2110 2.567 2.898 3.646
18 0.688 1.330 1.734 2.1 2.552 2.878 3.610
19 0.688 1.328 1.729 2,083 2.539 2.861 3.579
20 0.687 1.325 1.725 2.086 2.528 2.845 3.562
21 0.686 1.323 1.721 2.080 2.518 2,81 a.527
22 0.686 1.3 1717 2.074 2.508 2819 3.505
23 0.685 1.318 1.714 2,088 2.500 2.807 3.485
24 0.685 1.318 1.711 2.064 2.492 2,797 3.487
25 0.684 1.316 1.708 2.060 2.485 2787 3.450
26 0.684 1.315 1.706 2.056 2,479 2779 3.435
27 0.684 1.314 1.703 2.052 2473 27N 3.4
28 0.683 1.313 1.701 2.048 2487 2.763 3.408
29 0.683 1.1 1.699 2.045 2.452 2.756 3.396
a0 0.683 1.310 1.697 2.042 2.457 2.750 3.385
40 0.681 1.303 1.684 2.0 2423 2,704 3.307
60 0.679 1.2496 1.671 2,000 2.390 2.660 3.232
120 0.677 1.289 1.658 1.980 2.358 2617 3.160
oo 0.674 1.282 1.645 1.960 2.326 2.576 3.090

MNote: The smaller probability shown at the head of each column is the area in one tail; the langer probability

i5 the area in both 1ads.

Source: From E. 5. Pearson andH. O. Ha

riey, eds., Biometnika Tabies for Statisticians, vol. 1, 3ded,, table 12,

Cambridge University Press, Mew York, 18866, Reproduced by permission of the editors and trustees of Biometnika.

FIGURE 7. 2: T-DISTRIBUTION TABLE FOR EACH NUMBER OF POPULATION
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In figure 7.3, we showed whether the result from CTA agent was within confidence interval of
average respondents answers in groupl for each webpage. Ws10g1, Ws12gl and Ws13g1 are the
only websites that CTA agent answer does not belong to their confidence interval; this is due to
referencing factor is missing in our CTA agent calculation this factor appears very clearly in this
website article in Ws13g1. In Ws10gland Ws12g1l case we notice that some factors play their
role in our model implicitly away from the eyes of respondents like: authority, security, age and
update ... etc. when these factors have high values, they affect our model by exceeding the CTA

agent answer more positively.
Calculating the accuracy of our model for groupl respondents:

Number of webpages within confidence interval

p _ X 100%
CCUTacyeroupi Overall webpages count ’

12
=—Xx 100% = 80.0%

15
100
90
o
Mttn—q \/_7_1
H o
M—tn—1 vn

B Respondents Average

B Agent Answers

FIGURE 7. 3: RESPONDENTS AVERAGE ANSWERS VS. CTA AGENT ANSWERS WITHIN [p—t,_; % putt, 4 %].
(GrRouP 1)

Figure 7.4 shows CTA agent answer according to respondents results within [u-t,_; =, ptt,_; =]
for the second group, Ws4g2, Ws11g2, Ws12g2 and Ws15g2 are exceed the standard deviation
interval. We believe that two things could improve these results, first by increasing the number
of factors implemented in the CTA agent, Second is more study about the relation between these
factors and how this could affect each other to produce appropriate trust judgment. For example,

Ws15g2 has popularity-locality relation problem where what is popular in your country could not
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be popular in other countries. We study some of these relations in group2 and show how it could
improve the results in section 7.3.4.

If we want to calculate the accuracy of our model for group2 respondents without handling any
relation between factor agents, then:

Number of webpages within confidence interval
Accuracygroupz =

X 100%
Overall webpages count °

= % x 100% = 73.3%"

100

B Respondents Average

m Agent Answers

FIGURE 7. 4: RESPONDENTS AVERAGE ANSWERS VS. CTA AGENTS ANSWERS WITHIN [p—t,_4 % ptt,_q %].
(GROUP 2)

We can take the overall accuracy of our model as Trustaccuracy = —5- = 76.65%, We calculate

respondents trust percentage about what they read in 15 websites as represented precisely in table
7.3 for groupl and table 7.4 for group2. The CTA agent starts automatically to calculate its value

for each article and compare its value with all respondents’ answers.

" This value was improved to 80% after we implement the Popularity and Locality relation on group?2 that makes
Ws15g2 within its confidence interval, see section 7.3.4 Factor Analysis Agents Dependences
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TABLE 7.3: RESPONDENTS RESULTS COMPARED TO CTA AGENT CALCULATION (FIRST GROUP).

For Group 1 Wslgl Ws2gl Ws3gl Wsdgl Ws5g1 Wsb6gl Ws7g1 Ws8gl Ws9g1 Ws10g1 Ws1lgl Ws12g1 Ws13gl Ws14gl Ws15g1
Respondent1 92 70 50 40 95 55 97 85 90 95 95 86 87 90 94
Respondent2 82 30 30 50 50 40 50 60 60 65 60 50 50 70 40
Respondent3 81 50 30 50 50 40 30 90 70 70 80 50 70 40 46
Respondent4 95 40 20 10 80 70 70 80 75 70 80 80 60 80 85
Respondent5 100 60 35 50 75 50 90 80 90 85 80 75 85 90 50
Respondent6 60 70 50 75 80 40 30 65 90 85 50 50 90 85 80
Respondent?7 90 90 50 30 80 70 50 90 10 80 100 90 100 40 20
Respondent8 70 65 53 75 80 50 50 80 75 60 65 80 65 50 75
Respondent9 70 80 55 40 95 90 65 55 20 65 85 65 88 60 40
Respondent10 99 80 70 60 80 40 60 70 80 80 30 80 30 80 70
Respondent11 80 43 26 50 33 27 37 57 30 44 70 90 55 66 34
Respondent12 79 87 60 60 40 40 80 70 70 40 40 60 50 60 70
Respondent13 85 80 30 40 70 70 70 70 45 40 80 60 70 80 60
Respondent14 90 55 55 10 40 24 40 50 25 80 75 55 60 55 85
Respondent15 50 20 66 85 45 67 88 78 27 43 78 78 87 67 66
Respondent16 75 65 50 40 70 60 75 50 75 50 60 66 78 80 40
Respondent17 70 65 60 45 70 50 60 30 40 60 65 78 85 60 70
Respondent18 82 40 45 40 50 70 55 60 50 60 55 65 80 70 60
Respondent19 95 80 20 50 90 20 60 80 20 90 60 50 100 45 30
Respondent20 93 55 40 20 80 60 70 82 66 75 80 60 81 80 88

Respondents Average 81.9 61.25 44.75 46 67.65 51.65 61.35 69.1 55.4 66.85 69.4 68.4 73.55 67.4 60.15
Agent Answers 84.872 55.0817 | 39.2911 | 38.9955 61.3115 | 60.0012 70.5667 | 71.1055 52.0811 78.662 71.0317 81.742 44.3887 71.742 50.9521
Absolute Difference 2.972001 6.1683 5.4589 7.0045 6.3385 8.3512 9.2167 2.0055 3.3189 11.812 1.6317 13.342 29.1613 4.342 9.1979
Standard Deviation o 13.20247 | 19.48245 | 15.02585 | 19.7084 | 19.41046 | 18.15801 | 19.22245 | 15.62016 | 26.3846 | 17.10117 | 17.48202 | 13.85793 | 18.4033 15.836 21.54866
Confidence 95% 95% 95% 95% 95% 95% 95% 95% 95% 95% 95% 95% 95% 95% 95%
Critical t 2.093024 | 2.093024 | 2.093024 | 2.093024 | 2.093024 | 2.093024 | 2.093024 | 2.093024 | 2.093024 | 2.093024 | 2.093024 | 2.093024 | 2.093024 | 2.093024 | 2.093024
Standard Error 2.952162 | 4.356408 | 3.359883 | 4.406932 | 4.34031 | 4.060253 | 4.298271 | 3.492774 | 5.899777 | 3.823938 | 3.909099 | 3.098726 | 4.115104 | 3.541038 | 4.818427
Lower Limit 75.72105 | 52.13193 | 37.71768 | 36.77618 | 58.56563 | 43.15179 | 52.35362 | 61.78954 | 43.05162 | 58.84641 | 61.21816 | 61.91429 | 64.93699 | 59.98852 | 50.06492
Upper Limit 88.07895 | 70.36807 | 51.78232 | 55.22382 | 76.73437 | 60.14821 | 70.34638 | 76.41046 | 67.74838 | 74.85359 | 77.58184 | 74.88571 | 82.16301 | 74.81148 | 70.23508

[ ]: Missed webpages in our results
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TABLE 7.4: RESPONDENTS RESULTS COMPARED TO CTA AGENT CALCULATION (SECOND GROUP).

Wsl1g2 | Ws2g2 | Ws3g2 Wsd4g2 Ws5g2 | Ws6g2 | Ws7g2 | Ws8g2 | Ws9g2 | Ws10g2 | Wsl11g2 | Ws12g2 | Ws13g2 | Ws14g2 | Wsl15g2
Respondent1 75 35 70 75 78 83 25 65 70 86 40 80 20 60 40
Respondent2 93 60 41 90 0 50 20 20 70 85 10 30 50 70 86
Respondent3 90 60 80 85 30 80 0 100 60 100 20 60 90 90 70
Respondent4 82 30 50 65 27 22 78 45 15 67 47 44 34 67 84
Respondent5 80 70 90 70 80 90 80 90 60 85 70 70 60 90 90
Respondent6 60 70 50 70 60 70 70 60 80 70 70 50 60 70 50
Respondent?7 60 50 60 80 50 70 50 80 75 85 50 85 50 90 80
Respondent8 65 70 85 90 90 90 85 90 75 90 85 70 70 90 90
Respondent9 70 75 80 90 50 85 75 50 20 20 30 75 20 50 95
Respondent10 80 60 65 85 80 60 55 73 82 63 84 80 90 74 90
Respondent11 78 50 75 60 65 70 70 80 90 70 80 90 50 90 80
Respondent12 90 10 30 90 30 80 30 90 80 90 30 50 40 30 90
Respondent13 86 45 65 70 60 50 45 85 50 45 45 55 70 20 50
Respondent14 77 70 80 80 20 60 35 95 70 40 30 30 40 60 70
Respondent15 60 30 30 75 40 70 30 60 80 70 40 60 10 75 70
Respondent16 65 20 40 75 60 60 25 85 85 40 45 40 60 80 60
Respondent17 95 25 40 80 60 70 10 100 90 70 40 35 10 65 80
Respondent18 70 30 75 80 80 85 20 74 65 92 35 88 23 65 45
Respondent19 91 40 30 90 30 60 25 100 85 70 30 55 20 65 90
Respondent20 70 30 75 80 80 85 20 74 65 92 35 88 23 65 45
Respondents Average | 76.85 46.5 60.55 79 53.5 69.5 42.4 75.8 68.35 71.5 45.8 61.75 44.5 68.3 72.75
Agent Answers 77.973 | 51.0921 | 60.9847 87.062 61.0787 | 77.142 | 33.0993 | 77.0823 | 60.98071 | 77.692 |32.8515 | 77.0973 | 34.1417 | 60.9736 | 61.0682
Absolute Difference [1.123001| 4.5921 | 0.4347 8.062 7.5787 8.642 9.3007 | 1.2823 | 7.36929 6.192 |12.9485 | 15.3473 | 10.3583 | 7.3264 | 11.6818
Standard Deviation ¢ [{11.57254 (19.67499 |20.00651| 8.973646 (24.70137|16.76933|26.08569 | 20.8922 | 20.34511 {21.19707|21.3211 |19.98388|24.61172 |19.04593 |18.17423
Confidence 95% 95% 95% 95% 95% 95% 95% 95% 95% 95% 95% 95% 95% 95% 95%
Critical t 2.093024{2.093024|2.093024 | 2.093024 |2.093024|2.093024|2.093024 |2.093024| 2.093024 |2.093024 |2.093024(2.093024 (2.093024|2.093024|2.093024
Standard Error 2.587699|4.399462 (4.473592 | 2.006568 |5.523395|3.749737|5.832937 |4.671639| 4.549306 |4.739809 (4.767544| 4.46853 |5.503348 [4.258799 |4.063881
Lower Limit 71.43388|37.29182 (51.18666| 74.8002 | 41.9394 |61.65171{30.19152 |66.02215| 58.82819 |61.57947 (35.82142|52.39726|32.98136 [59.38623 | 64.2442
Upper Limit 82.26612|55.70818 |69.91334 | 83.1998 | 65.0606 |77.34829 (54.60848 (85.57785| 77.87181 {81.42053 [55.77858|71.10274 |56.01864 |77.21377 | 81.2558

[ ]: Missed webpages in our results
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7.3.3 Analyze Demographic Information

e Gender Analysis:

As mention in previous section, 40 expert users were chosen to participate in the survey on 30-
web information resources (articles and information) divided in two groups each containing 20
experts on 15 web information resources. The group 1 respondents include 5 females and 15
males. So, 75% of the respondents are male. On other hand the second group respondents include

7 females and 13 male, where 65% of respondents are male, see figure 7.5.

Gender Percentage For All Respondents

Gender Percentage For Group 1 Gender Percentage For Group 2

FIGURE 7. 5: RESPONDENTS GENDER DISTRIBUTION.

In group 1 there is no difference between the percentage of trust accuracy for “Male” gender and
“Female” since the accuracy of trust for the “Male” was 73.3% and “Female” was 80%. The
figure 7.6 show the comparison between average male respondents answers and CTA agent
answers. It also checks if the average male respondents answers for each webpage article stays
within confidence interval or not. The accuracy is calculated here by the percentage of how many
average respondent answers don’t exceeded the confidence interval to all 15 webpage articles.

We see from the figure 7.6 that 4 webpage articles are out of their confidence intervals and they
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are: Ws7gl, Ws10g1, Wsl12gl and Ws13gl. So the accuracy of male answers to CTA agent

answer is:

Number of webpages within confidence interval

Accurac = x 100%
YMale g1 Overall webpages count ’

s 100% = 73.3%
= —X = .
15 0 0

100
90
80 - 73.3% accuarcy
20 Male Gender For
Group 1
60 -
50 -
B Respondents Average
40 -
30 - H Agent Answers
20 -

10 -

FIGURE 7.6: CTA AGENT ANSWER COMPARED TO AVERAGE MALE RESPONDENTS ANSWERS AND
CONFIDENCE INTERVAL /GROUP1.

In figure 7.7 we notice that only 3 of average female respondents answers are exceeded their
confidence interval and they are: Ws2g1, Ws12g1 and Ws13g1, so the trust value in this case is:

Number of webpages within confidence interval

Accurac = x 100%
YFemale g1 Overall webpages count ’

= X =
15 0 0
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FIGURE 7.7: CTA AGENT ANSWER COMPARED TO AVERAGE FEMALE RESPONDENTS ANSWERS AND
CONFIDENCE INTERVAL /GROUP1.

The figure 7.8 shows the male respondents results in group 2 and the webpages that lie out of

confidence intervals are: Ws4g2, Ws7g2, Ws11g2, Ws13g2 and Ws14g2 while the accuracy was:

Number of webpages within confidence interval .
Accuracymaie g2 = Overall webpages count x 100%

10
=—X 100% = 66.7%

15
100
90 66.7% Accuarcy
30 Male Gender For
20 - Group 2
60 -
50 -
20 B Respondents Average
30 4 B Agent Answers
20 A

10 ~

FIGURE 7.8: CTA AGENT ANSWER COMPARED TO AVERAGE MALE RESPONDENTS ANSWERS AND
CONFIDENCE INTERVAL /GROUP2.
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FIGURE 7. 9: CTA AGENT ANSWER COMPARED TO AVERAGE FEMALE RESPONDENTS ANSWERS AND
CONFIDENCE INTERVAL /GROUP2.

The figure 7.9 shows how the results of female respondents look like, as well as the webpages

that lie out of confidence intervals, namely: Ws4g2, Ws6g2, Ws9g2 and Ws12g2, we can derive
the accuracy of the results for group2 female respondents by:

Number of webpages within confidence interval

Accuracyy 5 =
emale g Overall webpages count

X 100%

1 100% = 73.3%
= —X = .
15 0 0

As a result, we notice that female respondents still provide relatively more accurate trust results
that male respondents where female provide an accuracy with 80% while the males' rate is 73.3%
in groupl and accuracy with 73.3% while males' rate is only 66.7% in group2. In addition, we

can summarize the missed webpages according to respondents genders as following:

TABLE 7.5 :MISSED WEBPAGES SUMMARY ACCORDING TO GENDER.

Group Missed webpages Gender
1 Ws7g1, Ws10g1, Ws12g1 and Ws13g1] Male
1 Ws2g1, Ws12g1 and Ws13g1]| Female
2 Ws4g2), Ws7g2, Wsl1g2, Ws13g2 and Wsl4g2 | Male
2 Ws4g2), Ws6g2, Ws9g2 and Ws12g2 Female
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The web-pages marked with rectangles in table 7.5 are missed by our model because some

factors don't implemented and other limitation, we will discuss these missed webpages in the

section “Webpages Article Exceedance” since they are common between males and females.

e Job Experience Analysis:

The demographic results regarding years of experience in their job is shown in table 7.6 and

figure 7.10.
TABLE 7. 6: DEMOGRAPHIC RESULTS REGARDING EXPERIENCE.

Experience In Years LessThan2 Years | 2To5 Years | 6 To 10 Years | More Than 10 Years
Percentage (Group 1) 10% 30% 35% 25%
Percentage (Group 2) 10% 30% 20% 40%

Final Percentage 10% 30% 27.5% 32.5%

All Respondents Job Experience

Group 1 Respondents Job Experience

Less Than 2
r Years

 6To10Years

r Years

Less Than 2

Group 2 Respondents Job Experience

Less Than 2
r Years

FIGURE 7. 10: RESPONDENTS JOB EXPERIENCE DISTRIBUTION.

We analyze the results according to job experience of 1-5 years’ experience and more than 5, the

results and their accuracy are shown in the figure 7.11(a) and 7.11(b) for groupl and the figures

7.11(c) and 7.11(d) for group2. They show no big difference between job experiences on each

group. The missed webpages for each experience is shown in table 7.7, whereby webpages

marked with rectangles are missed again for each group as happened in gender analysis.
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FIGURE 7.11.: THE ACCURACY RESULTS FOR GROUP 1 (A): FOR 1-5 YEARS (B):MORE THAN 5 YEARS JOB
EXPERIENCE. AND FOR GROUP 2 (C): FOR 1-5 YEARS (D):MORE THAN 5 YEARS JOB EXPERIENCE.

TABLE 7. 7: MISSED WEBPAGES SUMMARY ACCORDING TO JOB EXPERIENCE.

Group Missed webpages Job experience
1 |Ws12g1, Ws13g1], Ws15g1 1-5 years
1 Ws2g1, Ws7g1, Ws12g1 and Ws13g1] More than 5 years
2 Ws4g2, Ws9g2, Wsl1g2 1-5 years
2 Ws4g2], Ws12g2 More than 5 years

e Academic Education Analysis:

The academic educational distribution for respondents is shown in table 7.8 and figure 7.12, and
we will study the effect of academic educational on our model accuracy. We study the group?2
between “Engineering and Computer engineering/IT” and “Management/Financial /Accounting”
respondents majors the results of accuracy is shown in figure 7.13(a) and (b). The figure shows

no big difference in accuracy results for different academic types of respondents.
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TABLE 7.8: DEMOGRAPHIC RESULTS REGARDING THE MAJORS.

Respondents Major Group 1 Percentage | Group 2 Percentage | Final Percentage
Computer engineering/ IT 80% 20% 50%
Engineering 5% 20% 12.5%
Management/Financial/Accounting 10% 45% 27.5%
Other 5% 15% 10%

Respondents Majors Percentage For Group 1

Management,/Fi Other
nancial/Accoun 5%
ting
10%
Engineering A0

5%

Respondents Majors Percentage

Management/Fi
nancial/Accoun
ting
28%

Engineering "
12% |

Management/Fi
nancial/Accoun
ting

45%

FIGURE 7. 12: RESPONDENTS MAJORS DISTRIBUTION.

Respondents Majors Percentage For Group 2
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engineering/

IT
20%

120

100

80% accuarcy For

Management/Financi

al/Accounting

100
S0
73.3% accuarcy For
. . o 80 4T 4 7 T T
Engineering -|—I
respondents major 70 4
50 -
50 4
M Respondents Average
a0 -
u
Agent Answers 30 4
20
10
o -
e T T A o O T T T O I A O o I |
A T Rl R
I I I =T B e ]
zzzz

respondents major

M Respondents Average

M Agent Answers

FIGURE 7. 13: (A) THE RESULTS AND ACCURACY OF ENGINEERING RESPONDENTS. (B) THE RESULTS AND
ACCURACY OF MANAGEMENT/ FINANCIAL/ACCOUNTING RESPONDENTS

Webpages Article Exceedance:

In two groups we notice that Ws4g2, Ws12g1 and Ws13g1 are missed by CTA agent and exceed

the confidence interval of average respondents' answers according to their gender, academic

education even their majors, however this due to the lack of some factors implementation like

referencing, neutralization... etc. that effect on accuracy of our results.
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7.3.4 Factor Analysis Agents Collaboration Effects

e MR and LR Factors Effects On HR:

We used MR and LR factors give a supportive measure for HR factors. The slight effect of MR

and LR factors on HR factors is shown in figure 7.14, table 7.9 for gruopl and figure 7.15, table

7.10 for group2.

M Respondents Average

m HR

W HR+MR

B HR+MR+LR

Wslgl Ws2gl Ws3gl Ws4gl Ws5g1 Wsegl

FIGURE 7. 14: EFFECT OF MR AND LR FACTORS ON HR FACTORS FOR GROUP1

TABLE 7.9: RESPONDENTS VS. CTA AGENT RESULTS FOR HR, MR AND LR (FIRST GROUP).

Wslgl Ws2g1 Ws3gl Ws4gl | Ws5gl Ws6g1 Ws7g1 Ws8g1l Ws9gl | Ws10gl
CTA agent with HR 84.8 53 38.2 38 60.32 60 69.5 70.06 51.1 77.6
CTA agent with HR+MR 84.871 | 55.081 | 39.291 | 38.995 | 61.311 | 60.0011 | 70.566 | 71.105 | 52.081 | 78.661
CTA agent with HR+MR+LR | 84.872 | 55.0817 | 39.2911 | 38.9955 | 61.3115 | 60.0012 | 70.5667 | 71.1055 | 52.0811 | 78.662
Respondents Average 81.9 61.25 44.75 46 67.65 51.65 61.35 69.1 55.4 66.85

90

80

70

60

50

40

B Respondents Average

m HR

= HR+MR
B HR+MR+LR

Wsl1g2 Ws2g2 Ws3g2 Ws4g2 Ws5g2 Wsbg2

FIGURE 7. 15: EFFECT oF MR AND LR FACTORS ON HR FACTORS FOR GROUP2
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TABLE 7. 10: RESPONDENTS VS. CTA AGENT RESULTS FOR HR, MR AND LR (SECOND GROUP).
Wslgl Ws2g1 Ws3g1l Ws4gl Ws5g1 Wsbgl Ws7g1 Ws8g1 Ws9g1 Ws10gl
CTA agent with HR 77 50.021 60.0032 86 60.04 77.05 | 33.0003 | 77.0003 | 60.04001 77.6
CTA agent with HR+MR 77.972 51.092 60.9842 | 87.061 | 61.115 | 77.141 | 33.0983 | 77.0813 | 61.01701 | 77.691
CTA agent with HR+MR+LR | 77.973 | 51.0921 | 60.9847 | 87.062 | 61.0787 | 77.142 | 33.0993 | 77.0823 | 60.98071 | 77.692
Respondents Average 76.85 46.5 60.55 79 53.5 69.5 42.4 75.8 68.35 71.5

e Factor Analysis Agents Dependences:

We analyze the relations between the content trust factors and how these factors could affect
each other in order to improve trust judgments. This may generate some dependencies among
factor analysis agents in our MAS making them collaborate and communicate away from CTA

agents. In our work we study two cases of dependency between factor agents:
1- Popularity and Locality Relation:

As we mentioned in chapter3 the more popular resources are, the more they are trusted in their
contents. However the user that reads information from a familiar resource, which is physically
near to his place of residence, increase the trust judgment about these information. The
popularity factor could be influenced by locality factor, whereby what is popular in your country
could not necessarily be popular in other countries. The table 7.11 shows the possible value
combination between these two factors; we compared the model judgment (which popularity is

dominant in our model) with the judgment that generates the relation between these two factors:

TABLE 7.11: THE EFFECT OF LOCALITY ON POPULARITY FACTOR

Popularity Value | Locality Value | Model Judgment | Relation Effect

High High High High

Medium High Medium High
Low High Low High
High Medium High High

Medium Medium Medium Medium
Low Medium Low Low
High Low High High

Medium Low Medium Medium
Low Low Low Low
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The special case that needs to be discussed here is when popularity agent factor value is “low or
medium” while the locality factor agent value is “high.” |In this case the locality value will be
rationally dominant since the user who is close geographically to an information provides a high
effect on trust judgment regardless of popularity value.

Handling this case in a webpage article will positively improve the trust judgment result
approximately by 22.2%. Ws15g2 is an example of how the CTA agent judges this webpage as
74.42% that returns the webpage to its confidence interval [64.24, 81.26] and increasing the

accuracy of gruop2 to 80%.
1- Specialization and Security Relation:

Another relation exists between specialization and security factors where this time shows the
negative effects on trust judgment, the table 7.12 shows when this effect happens in a different
combination of values. This combination is implemented in our model to improve its trust

judgment results.

TABLE 7.12: THE EFFECT OF SECURITY ON SPECIALIZATION FACTOR

Specialization Value | Security Value | Model Judgment | Relation Effect
Categorized Minimal Risk High High
Categorized Unverified High High
Categorized Medium Risk High Medium
Categorized High Risk High Low

Uncategorized Minimal Risk Low Medium
Uncategorized Unverified Low Medium
Uncategorized Medium Risk Low Low
Uncategorized High Risk Low Low

7.3.5 Case Study: Medical Webpages Content

We studied the model behavior on medical webpages by selecting 20 webpages that discuss
“Breast Cancer Symptoms”, webpages have all trust factors with different factor's values to
generalize trust model on all factors cases. The survey was sent through Email to 30 doctors with

different specialties while 20 doctors answered.

The figure 7.16 illustrates the results of trust model and how close to average doctors answers

using confidence interval, to calculate the accuracy of model on medical webpages content, then:
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Number of webpages within confidence interval

Accurac ical = x 100%
YMedical Overall webpages count ’

L7 100% = 85%
= — X =
20 0 0

100
90
80
70
60
50
40
30
20
10

B Respondents Average

B Agent Answers

FIGURE 7. 16: CTA AGENT ANSWER COMPARED TO AVERAGE DOCTORS ANSWERS ON MEDICAL WEBPAGES.

The missed webpage articles ws3, ws7 and ws13 are not far away from their confidence interval
boarders as appears precisely in table 7.13.

The confidence intervals become smaller when the medical topics is evaluated by doctors since
their answers don’t deviate significantly. The smaller intervals makes the trust model committed
to provide more precision on its results as shown in figure 7.16, the precision returns to the
nature of medical websites that belongs to web 1.0 sites where the trust model works more
properly than web 2.0.
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TABLE 7.13: RESPONDENTS RESULTS COMPARED TO CTA AGENT CALCULATION (MEDICAL ARTICLE).

Ws1 Ws2 Ws3 Ws4 Ws5 Ws6 Ws7 Ws8 Ws9 Ws10 Ws11 Ws12 Ws13 Ws14 Ws15 Ws16 Ws17 Ws18 Ws19 Ws20
Respondent1 90 60 77 65 75 75 72 85 66 50 53 70 35 90 69 74 82 90 49 84
Respondent2 98 55 80 77 66 70 65 99 62 60 62 71 37 70 78 90 61 76 51 85
Respondent3 88 75 91 54 65 66 70 90 70 67 60 65 43 84 70 84 88 89 61 72
Respondent4 93 73 86 50 72 74 65 80 60 53 65 58 45 80 77 77 84 73 50 84
Respondent5 94 60 90 55 77 64 80 80 65 50 55 57 56 90 60 75 75 75 60 70
Respondent6 91 77 95 60 82 77 75 90 70 45 62 74 40 85 82 80 78 71 50 90
Respondent?7 90 80 85 70 54 80 75 90 60 52 54 79 54 82 69 72 75 77 44 82
Respondent8 90 55 75 60 67 60 66 80 53 70 58 67 63 78 77 75 67 93 55 73
Respondent9 86 60 98 62 80 76 77 96 56 65 61 80 60 92 65 85 82 74 57 72
Respondent10 92 66 82 45 70 70 72 88 65 43 63 78 49 80 74 70 66 71 56 73
Respondent11 80 60 78 75 70 75 68 91 71 44 69 63 56 75 79 86 61 90 56 80
Respondent12 97 80 84 70 75 70 76 88 73 40 66 60 51 94 62 90 78 86 63 88
Respondent13 93 72 90 60 65 70 70 97 63 45 54 59 37 80 82 76 77 83 57 70
Respondent14 90 65 88 72 75 77 65 93 65 66 65 82 58 96 69 85 80 84 45 75
Respondent15 87 65 85 55 65 67 66 85 67 43 59 82 62 67 70 66 70 80 59 80
Respondent16 95 77 77 65 70 76 73 90 70 56 62 70 39 80 78 82 79 72 45 74
Respondent17 86 65 95 55 70 80 75 95 60 67 53 79 57 60 79 70 86 77 54 72
Respondent18 92 75 94 66 50 70 65 93 55 65 62 74 52 70 64 80 74 89 44 77
Respondent19 92 70 93 50 66 78 63 98 66 46 64 78 51 90 72 82 63 94 64 85
Respondent20 100 72 90 61 76 75 71 82 61 64 51 71 59 80 69 88 66 93 51 85
Respondents Average 91.2 68.1 86.65 61.35 69.5 72.5 70.45 89.5 63.9 54.55 59.9 70.85 50.2 81.15 72.25 79.35 79 81.85 53.55 78.55
Agent Answers 92.1720 65.0728 | 90.0431 | 63.0632 | 71.3115 | 74.0743 | 65.5667 | 92.0211 | 62.0621 | 55.4921 | 61.0421 | 71.1852 | 43.2863 84.632 70.521 82.151 75.754 78.8 | 52.0953 | 80.4633
Absolute Difference 0.9720 3.0272 3.3931 1.7132 1.8115 1.5743 4.8833 2.5211 1.8379 0.9421 1.1421 0.3352 6.9137 3.482 1.729 2.801 3.246 3.05 1.4547 1.9133
Standard Deviation o 4.59519 8.05833 | 6.85392 | 8.73152 | 7.86397 | 5.43381 | 4.91480 | 6.03062 | 5.55261 | 10.0392 | 5.07729 | 8.31786 | 9.05887 | 9.49390 | 6.58447 | 7.02083 | 8.32497 | 8.13876 | 6.28678 | 6.46020
Confidence 95% 95% 95% 95% 95% 95% 95% 95% 95% 95% 95% 95% 95% 95% 95% 95% 95% 95% 95% 95%
Critical t 2.09302 2.09302 | 2.09302 | 2.09302 | 2.09302 | 2.09302 | 2.09302 | 2.09302 | 2.09302 | 2.09302 | 2.09302 | 2.09302 | 2.09302 | 2.09302 | 2.09302 | 2.09302 | 2.09302 | 2.09302 | 2.09302 | 2.09302
Standard Error 1.02751 1.80189 | 1.53258 | 1.95242 | 1.75843 | 1.21503 | 1.09898 | 1.34848 | 1.24160 | 2.24484 | 1.13531 | 1.85993 | 2.02562 | 2.12290 | 1.47233 | 1.56990 | 1.86152 | 1.81988 | 1.40576 | 1.44454
Lower limit 89.0493 64.3285 | 83.4422 | 57.2635 | 65.8195 | 69.9568 | 68.1498 | 86.6775 | 61.3012 | 49.8514 | 57.5237 | 66.9571 | 45.9603 | 76.7067 | 69.1683 | 76.0641 | 75.1037 | 78.0409 | 50.6076 | 75.5265
Upper limit 93.3506 71.8714 | 89.8577 | 65.4364 | 73.1804 | 75.0431 | 72.7501 | 92.3224 | 66.4987 | 59.2485 | 62.2762 | 74.7428 | 54.4396 | 85.5932 | 75.3316 | 82.6358 | 82.8962 | 85.6590 | 56.4923 | 81.5734

: Missed webpages in our results
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7.4 Results

1. Identify human perception factors of webpage content trust using empirical experiment
that having collected trust factors implicitly to identify the order of factors importance
from respondents’ point of view.

2. Classification of factors to High, Medium and Low Rational factors based on their counts
and calculated weights, for any factors Let f indicate a factor, (fi, f5, f3, ... f,) are a set
of n factors that exist in our trust model M, wy is factor weight. fij represents number of
times a factor i ranked as j, j € {1, 2, ..K}, i € {1, 2, ...n} where K is the upper limit
of ranking. R/ is partial weight for all factors ranked as j. So, for any factor i:

R = ?=1fij
PRI NN i
foreachj € {1, 2, ...K}

And its weight is:

wr, = fi'R* + fPR* + -+ f R

The above formula can be abbreviated into the following formulas:

K
Wi, = Z fi]Rj
j=1

where Y5, R/ = 1, for each factor n € {1,2 ... N}

3. Developing a trust model based on factors classification that CTA agent rely on to
calculate the trust value with factor analysis Agent Corporation.

4. The factor analysis agents provides precise representation values (v, ) about each article
in our multi-agent system based on its knowledge that generated and updated using
service, tools or a new extraction algorithms.

5. The multi-agent system consists of CTA agent and factor analysis agents that
communicate with each other using either know-type messages or future-type messages
depending on factor analysis agent classification (HR, MR and LR).

6. The validation process for trust model appear as rational results for all different 253

combination of factor analysis agent values vyq, vs,, ... sy, € [0,9] depending on taking
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three levels of factor values (i.e., instead of taking all factors values from [0-9], we take

low, medium and high). Here n=3 and k=21 then:

n+k—1 3+21—-1 23
( ) = < ) = ( ) = 253 Rational Possible Results
k 21 21

7. From the evaluation experiment, the model of trust that exists in CTA agent provides a
plausible vector of values o for the population mean vector p for each webpage articles

that have different trust factors types and levels. This verified by:

%+ Using the confidence intervals to check the percentage of how many webpages fall

within their own confidence intervals. The results were 80% for groupl and 73.3%
for group?2.

% We used confidence intervals to determine which webpages have a bad judgmental

value from CTA agent if they exceed it.

%* The hypothesis Ho: i = Yo for the p-dimensional respondents mean vector [ at level

a=0.05 is rejected for groupl and accepted for group?2.

%* We accept the hypothesis Ho: L = Yo for the p-dimensional respondents mean vector
p at level 0=0.05 for group#1 after we exclude the webpages that exceed their
confidence interval.

8. Using MR and LR factors values in our model provides a slightly supportive measure for
HR factor values. However studying the factor analysis agents dependence’s improve the
trust judgment through positive or negative effects generate from the relations between
these factor agents.

9. We analyze the relations between the content trust factors and how these factors could
affect on each other in order to improve trust judgments. (Popularity and Locality

Relation, Specialization and Security Relation).
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Chapter 8: Conclusion and Future Work

8.1 Conclusions

The trust of web information resource is considered one of the top hot research topics currently,
so there is a strong need for multi-agent system that provides users over Internet a measurable
value for some information or articles in websites.

¢ In this research, we introduce a new social driven trust model for information sources
based on multi-agent system.

% We identify content trust factors using empirical experiment that identified these factors
directly from respondents and showed how they are ordered according to their importance
from respondents’ point of view.

« We proposed a new mathematical formula to calculate factor weights to become
prioritized, filtered and classifying them into three bands:

o High Rational (HR): where each factor belongs to this group has a
critical effect on the system.

o Medium Rational (MR): where their values play supportive role for HR
factors values.

o Low Rational (LR): where their values play supportive role for MR
factors values.

Where their values in our model provide a slightly supportive measure for HR factors values.

+“ We introduce a new content trust algorithm representing the heart of our CTA agent, based
on three bands.
s We introduce multi-agent system consisting of CTA agent and factor analysis agents that

communicate with each other using either know-type messages or future-type messages.

s We evaluate the outputs of the trust model of our MAS that generate a trust value in a
percentage and shows how close the trust value (accuracy) to human perception (from
expert users). One method of evaluating the accuracy of output MAS is attained by
comparing it with expert opinions (to keep following human perception especially expert
users). So, we designed an empirical experiment based on expert population and prove that

the model of trust existing in CTA agent provides a plausible vector of values p0 for the
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8.2

expert population mean vector p for each webpage articles that have different trust factors
types and levels. This verified by:

o Using the confidence intervals to check the percent how many webpages
are fall within their own confidence intervals and it was 80% for groupl
and 73.3% for group2.

o We used confidence interval to determine which webpages have a bad

judgmental value from CTA agent if they exceed it.

o The hypothesis Ho: 1 = o for the p-dimensional respondents mean vector

u at level a=0.05 is rejected for groupl and accepted for group?2.

o We accept the hypothesis Hy: 1 = [o for the p-dimensional respondents
mean vector p at level a=0.05 for group#1 after we exclude the webpages

that exceed their confidence interval.

Limitation

In our work there exists a set of limitation that must be mentioned. They and are as follows:

X/
o

The human perception factors need more and periodic investigation to be more reliable and
comprehensive i.e. takes experts opinions, specific domain and web 2.0 compatibility.

The factor analysis agents answer the CTA agent based on accumulated knowledge for a
specific set of URLSs since the process of calculation of a new URL request required very
long calculation time. If their exists sufficient hardware, the calculation time of factor
agents could be reduced form hours to minutes by applying some distribution systems
algorithms and techniques.

Appearance agent based on 5 expert opinions in its calculation that takes a very long
calculation time; this is increase as the number of experts opinions increased. So it is also
need a special hardware in order to reduce its calculation time.

Some factors are hard to be captured or controlled on web pages since they need some
standardization or new methodologies to be implemented like: Referencing, Seriously

...etc.
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8.3

Future Work

We propose an agent based trust model to determine the trust of content of web resources

accuracy. This research has a lot of future works that could be done in order to either improve the

model precision or develop on it. So, in the future work:

R/
L X4

K/
A X4

X/
L X4

X/
L %4

A new human perception trust factors could appear or their rank could be changed with the
passage of time. We can handle this case by periodic empirical experiments to control
factors rank changes and make a comprehensive investigation for a new factors.

The human perception factors could be merged with experts’ opinions by making them
ranking the factors. This method appears the true effect of some hidden factors which had
not been notified by general humans perception i.e. security, repeating, rating... etc.
Classifying the information in webpages based on its type or domain, will improves the
judgment on content trust. Especially, if it is merged with a method that determine how
much the information is important to be trusted, for example if a joke information exist in
Facebook does not have the same trust importance if it was scientific.

We can deeply analyze the relations between the content trust factors and how they could
affect each other in order to improve trust judgments. This may generate some
dependencies between factor analysis agents in our MAS making them collaborate and
communicate a way from CTA agent.

Classifying factor analysis agents into explicit and implicit factors helps to improve the
trust judgment. The explicit factor is the factors that can be easily captured by a user when
he reads an article or information on webpage like: appearance, specialization, ...etc.
while implicit factor cannot be easily captured by users like: security, authority, An
intense study of the effect of these two types of factors classification improves the content
trust value.

We can develop a dynamic method to monitor the stability of respondent answers as the
number of respondents’ increases. This includes the ability to decide if the model could
accept or reject someone's answers about an article based on studying the stability status in
accept or reject cases.

A dynamic classification method can provide us with wrong answers since it could be
biased (it could be extended to accept new factors), can have revised factors classification
by online questionnaires that have an ability to resist biasing. In our experiment we can

control the bias because we control the environment.
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+» We can develop societies of agents that could contains other CTA agents, factor analysis
agent and agents moving across the web, seeking new trust factors and then making them
corporate with each other in better time and precision.

«+ In addition to human perception factors, we can deploy the information reported from
computer perception to improve the accuracy of work like Google search engine as one of
the agents in MAS. Another way of increasing the level of trust is attained by considering
and calculating the reputation variable where it does not belong to human perception since
it depends on previous experience.

% We can study how much each factor analysis agent is affected during time change
(depending on absolute or relative time) and how could it affect this consideration on

overall trust value.
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public class CTAAgent extends Aglet {
static Map<String, String> checkSumDB = new HashMap<String, String>();
File factorsfilew = new File("E:\\ FactorAgentsData.csv ");
FileWriter fwriter = new FileWriter (factorsfilew);

public void onCreation (Object init) {
System.out.println ("CTA agent is created!");

}

public void run() {

String vf;

String line;

int sample[] ,HR[]=null, MR[]=null, LR[]=null;

sample =new int[7];

HR =new int[3];

MR =new int[3];

LR =new int[2];

int i=0,m, P;

double res=0;

boolean repeated=false,c=true;

File filew = new File ("E:\\CTAagentDB.csv") ;
FileWriter writer = new FileWriter (filew);

File data file = new File("E:\\FactorAgentsData.csv");

String url, app, cat, sec,pop,auth,age, mor, loc;

float Trust value=(float) 0.0;

int loc value=0;

int
cat value=0,pop value=0,sec_value=0,age value=0, app value=0,mor value=0,auth v
alue=0,Trust rank=0;

System.out.println ("Reading From Other Factor Analysis Agents ....");
BufferedReader readerl = new BufferedReader (new
FileReader (data file));

while ((line=readerl.readLine()) !'=null) {
url=line.substring (0, line.indexOf(",")).trim();
line=line.substring(line.indexOf (",")+1) .trim();
app=line.substring (0, line.indexOf(",")).trim();
line=line.substring(line.indexOf (",")+1).trim();
cat=line.substring (0, line.indexOf(",")).trim();
line=line.substring(line.indexOf (", ") +1).trim();

auth=line.substring(0, line.indexOf(",")).trim();

(

(

m
line=line.substring(line.1ndexOf(",") +1) .trim();
pop=line.substring (0, line.indexOf(",")).trim();
line:line.substring(line.indexOf(",") +1).trim();
age=line.substring (0, line.indexOf (", ")) .trim() ;
line=line.substring(line.indexOf (", ")+1) .trim();
mor=line.substring (0, line.indexOf(",")).trim();

sec=line.substring(line.indexOf (",")+1) .trim();
line=line.substring(line.indexOf (",")+1).trim();
loc=line.substring(line.indexOf (",")+1) .trim() ;

System.out.println (url+"\n"+cat+"\n"+sec+"\n"+pop+"\n"+auth) ;
if (cat.equals("Categorized URL")) {
if (sec.equals ("Minimal Risk"))

{
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sample[6]=10;
sample[1]=7;
}
else if(sec.equals ("High Risk"))
{
///1if category was malicious
sample[6]=1;
sample[1l]=1;

}
else if(sec.equals ("Unverified"))
{
sample[6]=7;
sample[1]=6;
}
else if(sec.equals ("Medium Risk"))
{
sample[6]=5;
sample[1]=5;
}

else System.out.println ("Error in Security..");

}
else if(cat.equals ("Uncategorized URL"))
{
if(sec.equals ("Minimal Risk"))
{
sample[6]=10;
sample[1]=4;

}
else if(sec.equals("High Risk"))
{

sample[6]=1;

sample[1]=1;
}
else if(sec.equals ("Unverified"))
{

sample[6]=7;

sample[1]=4;
}
else if(sec.equals ("Medium Risk"))
{

sample[6]=5;

sample[1l]=2;
}

else System.out.println ("Error in Security..");
}

else System.out.println ("Error in Cat..");
sample[3]=(int) ((1.0-((float)

Integer.parselnt (pop) /1818594))*10+0.5) ;
sample[4]=Integer.parselnt (age);

sample[2]=Integer.parselnt (auth) -1;
sample [0]
sample [5]=Integer.parselnt (mor) ;

]

(

(
=Integer.parselnt (app) -1;

(

(

)
sample[7]=Integer.parselnt (loc);
i=0;
for (int J=0; J<3;j++){
HR[]]=sample[]j];
}
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Arrays.sort (HR) ;
for (int k=HR.length-1;k>=0;k--) {
m=2;
while ((m!=k)&& (m>=0)) {
if (HR[m]==HR[k]) {
repeated=true;
}
m--;
}
if (!repeated) {
res+=(HR[k] * (Math.pow (10, HR[k]))):;
}
else(
////1looking for available power
int j=maxValue (HR) ;
if (3 = 0)
res+=HR[k];
else
for (;3>0;3--){
if (!contains (HR,j-1)) {

res+=(HR[k]* (Math.pow (10,
c = false;
}
if (c){
res+=HR[k];
c=true;
}
else{
c=true;
break;

}

repeated=false;
}

/1777777777777 /77/7//MR Code///// /)11 ]/
for (int 3=3; j<6;J++)
MR[J-3]=sample[]];
Arrays.sort (MR) ;
P=maxValue (HR) -3;
for (int 1=MR.length-1;1>=0 ;1--){
rest=(MR[1]* (Math.pow (10, P))):;
P--;
}
/1777777777777 ///7///LR Code/////////////////
for(int j=6; j<7;j++)
LR[j-6]=sample[]];
Arrays.sort (LR) ;
P=maxValue (HR) -5;
for (int 1=LR.length-1;1>=0;1--) {
res+=(LR[1]* (Math.pow (10, P)))
P--;
}

’

res/=(Math.pow (10, maxValue (HR)));
writer.write (Arrays.toString(sample)+", "+res+"\n") ;
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System.out.println (Arrays.toString(sample)+", "+res);
res=0;
}
writer.flush();
writer.close();

}
private static int maxValue (int[] chars) {

int max = chars[0];

for (int ktr = 0; ktr < chars.length; ktr++) {
if (chars[ktr] > max) {

max = chars[ktr];

}

}

return max;
private static boolean contains (int[] chars , int k) {

for (int ktr = 0; ktr < chars.length; ktr++) {
if (chars[ktr] == k) {
return true;
}
}

return false;

}
public boolean handleMessage (Message msg) {

if (msg.sameKind("appearance agent") {
String res=msg.getArg("vi");
Fwriter.write(res+”,”);
return true; // i1 know this message...

} else if (msg.sameKind("specialization agent")
String res=msg.getArg("vi");
Fwriter.write (res+”,”);
return true; // i know this message...

} else if (msg.sameKind("authority agent") {
String res=msg.getArg("vi");
Fwriter.write (res+”,”);
return true; // i know this message...

} else return false;

return true;

}

public void onDisposing () {
System.out.println ("bye!");

}
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Appendix B: McAfee TrustedSource™

Permission Letter
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subject  [#KZJ-199-44096]: Permission Letter Request Bedey
From McAfee GTI Customer Response Team <sites@mcafee.com=, M%

To <rmohsen@ppu.edu>,
Reply-To  <sites@mcafee.com:,
Date 17.12.2012 10:50
Priority Normal

Hello Mr. Mohsen,

Thank you for your request. Please understand that we cannot provide the requested service for
such anamount of URLs. You can use the customer ticketing portal for submission with your
registered account. The daily maximum limit for Trusted Source customer submission is 100 URLs.
The average turnaround time of the URLs submitted through Trusted Source is 24 hours. You will
also be ableto track the status of your URL submissions.

Thank you.

Petra Dornhof
Web Analyst
Customer Response Team - EMEA

McAfee GmbH
Vattmannstr. 3
33100 Paderborn
Germany
www.mcafee.com

Firmensitz: Muenchen

Amtsgericht: AG Muenchen

Handelsregister: HRB 144340

Geschaeftsfuehrer: Emmet Russell, Keith Krzeminski, Douglas Rice
Bankverbindung: ABN-Amro Bank N.V. Konto 671211 goo6

UST-ID: DE168122444

The information contained in this email message may be privileged, confidential and protected from
disclosure. If you arenot the intended recipient, any review, dissemination, distribution or copying is
strictly prohibited. If you havereceived this email messagein error, please notifythe sender by reply
email and deletethe messageand anyattachments.

rTicket History
Client Posted On: 15 December 2012 07:26 PM

Dear McAfee Trusted Source Team,

I want first of all to thanks all McAfee team for all efforts to provide secure life over internet, I wonder if you can
provide me a permission letter to use the McAfee SmartFilter XL

database <https:/fwww.trustedsource.org/en/feedback/url> (For Categorization and Reputation) on approximately

100,000 URLs to use them in my Master research thesis.

Thankful for your cooperation,
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Appendix C

Appendix C: Model Validation Code

and Results
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. Validation Design:

The validation here aims to check whether the system software meets specifications and fulfills
its intended purpose. To perform that, we used an Excel spreadsheet containing most relevant
possible results from Combinations of 21 factor values each with a value between [0-9]. The
number of results from this combinations (with repetition) of n=10 values taken k=21 times will
be as following:

<n+k—1>_<10+21—1

30
) = ( ) = 14,307,150 Possible Results
k 21 21

Since we cannot validate this huge number of possible results, we chose 253 results depending
on taking three levels of factor values (i.e., instead of taking all factors values from [0-9], we

take low, medium and high). Here n=3 and k=21 then:

<n+k—1>_<3+21—1>_<23)_253P ible Result
i = 21 =\,1) = ossible Results

. Validation Results:

Appendix C shows all the results of validation process for the trust model. Table C.1 is a sample
of validation in Appendix C, showing that our model behaves well according to factor value. In
general, we can notice that the result becomes “high” when any factors from f1 to f4 (which
represents critical factors area) becomes “high”, and also when the results act as “Medium” and
“Low” when these factors have “Medium” and “Low” values. From f5 to f8 (which represents
medium factors area) plays the role of supportive factors for factors [f1-f4]; we can notice that
from the fourth and fifth rows when the factors [f1-f4] values are equals. Finally, the rest of
factors [f9-f21] (which represents low factors area) are supportive factors too, but with a lesser

effect than medium factors on final trust result as seen in first and second rows.

TABLE C. 1: ASAMPLE OF MODEL VALIDATION.

Trust
fi|\f2f3|f4|f5|f6 |f7|f8|f9|f10| fi1 | fi2 | fi3 | f14 | f15 | f16 | f17 | f18 | f19 | f20 | f21 Percent
0| 0| 0| 1] 4| 4|5| 6| 6 7 8 8 8 8 8 8 8 8 9 9 9 | 10.65539989%
0| 0| 0| 1| 4| 4| 5| 6| 6 7 9 9 9 9 9 9 9 9 9 9 9 10.6554%
o 1, 1(3|3| 3| 6| 6| 7 8 8 8 8 9 9 9 9 9 9 9 9 31.70%
O| 1| 1| 4} 4| 4| 4| 4| 4 4 4 4 4 4 4 4 4 4 4 4 6 41.45%
O| 1| 1| 4} 4| 4| 4| 5| 5 5 5 5 5 5 5 5 5 5 5 5 7 41.55%
O| 1, 1| 5| 5| 5|5 5|5 5 5 5 5 5 5 5 5 5 5 5 9 51.56%
0| 1, 1, 6| 6| 6| 6| 6|6 6 6 6 6 6 6 6 6 6 6 6 9 61.67%
o| 117 7| 7| 7| 7| 7 7 7 7 7 7 7 7 7 7 8 8 9 71.78%
o 1, 1| 8| 8| 8| 8| 8| 8 8 8 8 8 8 8 8 8 9 9 9 9 81.89%
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o Validation Code;:

/*

* To change this template, choose Tools | Templates
*and open the template in the editor.

*/

package agentvaildation;

import java.io.*;
import java.util.Arrays;

/**

*

* @author Rami

*/

public class AgentVaildation {

/**

* @param args the command line arguments
*/
public static void main(String[] args) throws FileNotFoundException, IOException {
// TODO code application logic here
String Vf;
String line;
int sample[] ,HR[]=null, MR[]=null, LR[]=null;
sample =new int[21];
HR =new int[4];
MR =new int[4];
LR =new int[13];
int i=0,m,P;
double res=0;
boolean repeated=false,c=true;
File data_file = new File("E:\\Valid\\2.csv");
System.out.printIn("Reading Databases");
i
File file = new File("E:\\VValid\\res12.csv");
I1'if file doesnt exists, then create it
if (Mfile.exists()) {
file.createNewFile();

¥

FileWriter fw = new FileWriter(file.getAbsoluteFile());

BufferedWriter bw = new BufferedWriter(fw);
T
BufferedReader readerl = new BufferedReader(new FileReader(data_file));
while((line=readerl.readLine())!=null) {
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while(i<21){
vf=line.substring(0, line.indexOf(",")).trim();
line=line.substring(line.indexOf(",")+1).trim();

sample[i]=Integer.parselnt(vf);

System.out.printIn("Sample["+i+"]"+sample[i]+"Line:"+line);
i++;
}
i=0;
for(int j=0; j<4;j++){
HR[j]=sample[j];
}
Arrays.sort(HR);
for(int k=HR.length-1;k>=0;k--){
m=3;
while((m!=k)&& (m>=0)){
if(HR[m]==HRIK]){
repeated=true;
}
m--;
¥
if('repeated){
res+=(HR[k]*(Math.pow(10, HR[K])));
}
else{
/llooking for available power
int j=maxValue(HR);

if(j ==0)
res+=HR[K];
else

for(;j>0;j--){
if('contains(HR ,j-1)){
res+=(HR[k]*(Math.pow(10, j-1)));
c = false;

¥

if(c){
res+=HR[K];
c=true;

}

else{
c=true;
break;

}
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repeated=false;

}
TR CodellTTnin
for(int j=4; j<8;j++)
MR[j-4]=sample[j];
Arrays.sort(MR);
P=maxValue(HR)-2;
Il if(P>0)
for(int I=MR.length-1;1>=0 ;I--){
res+=(MR[I]*(Math.pow(10, P)));
P--;
}
TR Codel/im
for(int j=8; j<21;j++)
LR[j-8]=sample[j];
Arrays.sort(LR);
P=maxValue(HR)-5;
/1 if(P>0)
for(int I=LR.length-1;1>=0;1--){
res+=(LR[I]*(Math.pow(10, P)));
P--;
¥
res/=(Math.pow(10, maxValue(HR)));
bw.write(Arrays.toString(sample)+","+res+"\n");
System.out.printin(Arrays.toString(sample)+","+res);
res=0;
}

bw.close();

¥

private static int maxValue(int[] chars) {
int max = chars[0];
for (int ktr = 0; ktr < chars.length; ktr++) {
if (chars[ktr] > max) {
max = chars[ktr];
}
}

return max;

ky

private static boolean contains (int[] chars, int k) {
for (int ktr = O; ktr < chars.length; ktr++) {

if (chars[ktr] == k) {
return true;
}
}

return false;

—

104



Appendices

. Selected Validation Results:

Factor
f1 Referencing
2 Appearance of Website
13 Authority
f4 Specialization
f5 | The Methodology of Writing Critical Factors
fé6 Seriously Medium Factors
f7 Age and Update Low Factors
f8 Popularity

Trust
Percent

"=
D
®
?
@
S

f8f9 | 10| f11 | f12 | f13 | f14 | f15 | f16 | f17 | f18 | f19 | f20 | f21

o

0.00%

0.10%

0.11%

0.20%

0.21%

0.22%

0.30%

0.31%

0.32%

0.33%

0.40%

olo|lo|o|o|lo|lo|o|o|o|o|o
olo|lo|o|o|lo|lo|o|o|o|o|o
olo|lo|o|o|lo|lo|o|o|o|o|o
olo|lo|o|o|lo|lo|o|o|o|o|o
olo|lo|o|o|lo|lo|o|o|o|o|o
olo|lo|o|o|lo|lo|o|o|o|o|o
Rlo|lw Nk |jo|N|(k ok ool
AR IW W W WININNIRFI[FER

0.41%

105




Appendices

NI RN R R[XNRRNRXYXXNXRRXRRR]YRXR ¥R R[RR)] ][RR RR ¥R
NS Od N m SN OodNmMIENORNO dNMSTIN OO dNMINOIN QDA N O N O N 0O D
A A R R e A R R e R I e e e B B el Bl B el B Al Bt L L B B B A R R e R R A R R A R R I S M M RCH RS B!
o|lo|o|lo|o|o|o|o|o|o|lo|o|o|o|o|o|o|o|o|o|o|o|lo|o|o|o|o|o|o|lo|o|o|o|o|o|o|o|o|o|o|o|lo|o|o|o
||l N oo~ o o ~NO OV ol NKNNOOININNOOOOOO OO OO OO o o o ol o ol ol o oo
S| S|S0 nn|nnn o oo oV NOOONINININOWONININIMNOWOO OO OGO OGO N OO o ol oo oo
S| S| n|nnnn o o oV o o OV ONNNNNNINNNOOOO OO OO K Voo ool o oo
S| || n|nn O o oV o o OV O|NNNNNINININMNOWO OO OO O W AN o Vol o alal ol oo
S| S| nnn O o o Vo o OV O|NNNNNINININMNO®W OO OO O W OO o Voo ol o oo
S| || nnn © o oV o o OV Oo|NNNNNININNMNOWO OO O w A o o o oo ol o ol o oo
S| S| (| nnn © o o Vo o OV Oo|NNNNNINININMNOW OO O w A o o o oo ol o ol o oo
S| S| (||| n|n|n © O O OV O O O O[NNI~ || |l c ol o M/ w o o ol ol alal o oo
S| | (||| n|nn © O O OV O O OO~ | |l c ol ol w o o ol ol ol o oo
S| S| S (O || n|n|n © O W WV WV O O O[NNI o o o c M oMo W o o ol ool ol oo
S| S| S ( || n|n|n © O W WV WV O O O[NNI o o o c o oMo W K oo ool oo oo
S| S| S| n|n|n © O W WV WV O O O[NNI o o o c ol oMo W o oo o ool oo oo
S| S| (|| n|n|n © O W V|V O O O[NNI S| | | cl ol ol W o o ol o ol o oo
S| S| S| n|n|n O O W WV OV O O O[NNI N o o o c o o Mo o o o o ool ol o oo
NSO d N oFnnolda o n ol olod N msino~NNO d N ;S n o~ o dNlmnl o~ o
olo|lo|lo|o|o|o|o|o|n|ojojo|jo|o|o|o|n|o|o|o|lo|lo|lo|o|o|n|o|jo|o|lo|jo|o|o|lo|(o|n| || o o | |-
o|lo|lo|o|lo|o|o|o|o|lo|lo|o|o|o|o|o|o|o|o|o|o|o|lo|lo|o|o|o|o|o|o|lo|o|o|o|o|(o|o|d|d|d | -l o]«
o|lo|lo|lo|o|o|o|o|o|lo|lo|o|o|o|o|o|o|o|o|o|o|o|lo|o|o|o|o|o|o|lo|o|o|o|o|o|o|o|o|o|o|o|lolo|o|o
o|lo|lo|lo|o|o|o|o|o|lo|lo|o|o|o|o|o|o|o|o|o|o|o|lo|ojo|o|o|o|o|lo|/o|o|o|o|o|o|o|o|o|o|lo|lolo|o|o
o|lo|lo|lo|o|o|o|o|o|lo|lo|o|o|o|o|o|o|o|o|o|o|o|lo|o|o|o|o|o|o|lo|o|o|o|o|o|o|o|o|o|o|o|lolo|o|o
o|lo|lo|lo|o|o|o|o|o|lo|lo|jo|o|o|o|o|o|o|o|o|o|o|lo|o|o|o|o|o|o|lo|o|o|o|o|o|o|o|o|o|o|lo|lolo|o|o

106



Appendices

NI R R R R N I R N I Y I N I I I R Y S I S R I A I A I I
Sl NN o NS I N O SN OO HNMS D OONTNOFN OO~ N O I N O O K| QD
ol o S| Lnnnnninin OO0 O OIOIOIOINRI IR NI™ QI Q) Q)0
S|lo|lololo|o|o|o|o|lo|o|o|o|o|o|o|lo|o|o|o|o|o|o|o|o|oc|lo|o|o|o|o|lo|o|o|o|o|o|o|lo|o|o|o|lo|lo|o
Lo A e I e B B B B B B e B B B BN BN B I R B B e B R e e E e E e E e A N E e N N N B N B B B B e R B e E e H e B |
AN~ ;oo oanoa oo NOOONNNNOONOONNOOOO OO O o o
Old|lNNonon oSS (D[N n|O|O VO NOOVONNNNOWONOONNOOOO OO O O 0
Old|lNNmnono g SO DD n|n| ooV VooV OV NNNNNNNKNNOO OO N O o
Old|lNNmnon oSS (DO n| ooV OV V O NNNNNNNNNOO OO W OO | o o
Old|lNN oSS (DO n|n|O OV OOV O NNNNNININNNOO OO W O o |l
Old|lNlN oo (DN n|O OV OOV O KNNNNNININNNOO OO oW O o o |
Old|lNN oo (DN n| ooV OOV O KNNNNNININNNOO OO W O ol oo |
Old|lNN oSO ||| n|n|©| O OV OO WO O N NN N[NNI~ oo co|o|o|oclocoloco|co
O|ld|lNN oSO n|n|©| O O OO WO O N NN N[NNI~ oo|ooc|o|o|oclool colco
O|ld|lNN oo SO N[N0 OV OO W[ W N[N~ oo|cojco|o|o|oofocolco|co
O|ld|lNN oo S| SO0 OV OO W W N N[N~ oo co|o|o|loclocolcolco
O|ld|lNN oo S| S O[] n|[n|[©| O W OO W W NN NN N[NNI~ ool |l ool colco
Old|lNN oo DO n|n|©| 0V O O NWO O N NN NN~ o| oo |||l colc
o|ld|lNN oo S| SO0 0V O O O W W NN NN~ o| oo || ool colco
O|ld|ldlNd N dNomn gt dNonFonndaonsn;moodansinno~NNCH N0 S| nnl o~ oo
< | Al A A A A| A Al A A A| A A A A A T N | A A A A A | AN A A A A A< | A A WD | A | A A A A | | A WD
Al A A A A A | A A A A | A | A A A A | A A | A | A A A A < A A A A | A A A < A A A A A A A A S| | | ]
O| ||| A | | A A | | | A A HA| A | A | A | A | A A | HA| | A A A | | A A A A | A | A | A | A A | | | | | -
o|lo|lo|lo|o|o|o|o|o|lo|lo|o|o|o|o|o|o|o|o|o|o|o|lo|ojo|o|o|o|o|lo|/o|o|o|o|o|o|o|o|o|o|lo|lolo|o|o
o|lo|lo|lo|o|o|o|o|o|lo|lo|o|o|o|o|o|o|o|o|o|o|o|lo|o|o|o|o|o|o|lo|o|o|o|o|o|o|o|o|o|o|o|lolo|o|o
o|lo|lo|lo|o|o|o|o|o|lo|lo|jo|o|o|o|o|o|o|o|o|o|o|lo|o|o|o|o|o|o|lo|o|o|o|o|o|o|o|o|o|o|lo|lolo|o|o

107



Appendices

NI R[] RR R RRRYXR])]]RRRXR[R[RX)RR]XXRR[R ¥ X
S MO0 NSO || d AN O d o ddddmo O NANAANNNNNNOOASSSSSSAN
QAN RNQ NN NN LN QR QQ O NMTNOINRQ RN ON NN QYINQI O N M SN O
o|lo|lo|o|o|o|d| || dld|d | d|d| d|d| ||| NN NN olo|o|o|o|lo|o|o|o|d| o o | «f | =
|| A A A A A A A A A A A A A A A A | A A A A A A A A A A A N AN AN N NN NN AN AN AN AN N ANANAN
alo|loo o oot n 0O N0 0 W O O NOOWO OISO DD ONSTINN OO
olo|lao o oo o d N n <OV VN0 OO d N m NN OO d NS SN0 ||| N|m| |~ o o
ala|lao o oo o dan S n O N0 O DA N O SN O d ;SN oo oo Sin o~
aloalaoo oo d N n S n O N0 O OdNm SN OoNOOOdA N M SN O~ N M S N O N~ 0
aloa|laoo oo d N n S n O N0 O OdNm SN oNOOOOdA N M SN ONOODO N SN O~ 0
ala|lao oo dan S n O N0 O OdNm SN O N0 ad N m S nONONOO N M SN~ o
ala|lao oo d N n S n O N0 OO dNm SN O~ o ad N m SO~ ANl oM S nl o~ o
ala|laoo oo d N n S n O N0 0O d N o SN O~ o ad N m SN o~ OO N oM S nl o~ o
oo oo d N n S n O~ 0O d N o SN O~ o ad N m SN O~ OO N oM S nl o~ o
oo oo d N mn SN O N0 0O d N o SN O~ o ad M SO~ OO N M S Nl O~ ©
ololaoo oo o N SN W N0 OO dN O SN O N O NM S N ONOO OO N M S N O~ 0
olo|laoo oo N <N W N0 OO dN M SN O N A NM S N ONOO O OO N M S N O~ 0o
ala|lao oo d N n S n O N OO d N o SN O~ o ad N m SO~ OO Nl oM S nl o~ o
o|lo|laoo oo d N mn S n| O N0 0 - SN O~ oM SN O~ OO N M SN O~ ©
| || o N oo o Al || ||| AN A A A A A ] 0 TN N[N NN NN NN NSNS
I T T TR Yol e N B R R R N N e I R N R N R N A N B I oVl oV BN N o o YN Y SV N N YN Y I U I N R SNR N
SR I S I I R I R R TR TR TR T N e I R N RN R N e N B I oVl oV BN N o o YN Y U N N YN Y N I U I N R SNR N
|| A A A A A A A A A A A A A A A A A A A A A A A A A A N AN AN AN AN NN NN AN AN AN AN ANANAN
ool 0o 0ol ofd|dA| A A A A A A A | A | A| A A dA| A| dA| A dA| Hd| d| A O O O O O| OO OO | | | | | | | -
o|lo|lo|lo|o|o|o|o|o|lo|lo|o|o|o|o|o|o|o|d|d|d|dld|d|d|H| | || o|o|o|o|o|o|o|o|o|o|o|lo|lo|o|o|o
o|lo|lo|lo|o|o|o|o|o|lo|lo|o|o|o|o|o|o|o|o|o|o|o|lo|o|jo|o|o|o|-|o|/o|jo|o|o|lo|o|o|o|o|o|o|lolo|o|o

108



Appendices

RNIRN RN RX[R RN R} ¥ X
Non N NNNANNDNOO OO mmmmmn oo moommoononmnmonon oo oo moonon oo on oo
RN M I|IN QNN QMNIINOINR QLN QI NRQ DM WD QIR0 O M S| NN O
dlN|lNld NN NN NN S| O o|lo|o|o|lo|o|o|odld d|d|d|ddldldaalalald oo oo o oo
NNNNANNNNNNNNSS O OO oo oo aonononooooonaooooooooooooo oo
|| ;o O NODO M I IO DO DO OO N0 00 mo O NOODO N TN D
Ol M SO N NN TN 00D DN |0 O N0 O M SN ONOD DO || T N[N0 D
Ao ;OO NNO SN O 0D m O N0 Mm SN ONODD O N T| TN O[N]
oo m S OoNODONNO SN ONOODO M SO N0 m SN ONOO DO ;|| | N[O N0
ool ;S OoNODONNO SN ONODDO M SN O N0 m SN ONO DO M| | | N[O N0
oo ;S OoNOOo NN SN ONOODD DM SO N0 m SN ONOO DO || | N[O N0
oo ;S ONOOoNNO S N O~ OO M S| O N MmN ONOOD| O ;|| | N[O N0
||| M | O N0 0O N NOM S N O N OO DO MmN O~ MmN WNOW o ;| <t Nl i~ o
||| M | OO NN®M S N O N OO OO M | O~ oo m < W o ;| <t t|nl O~ o
0|0l M| || O N0 0N NOM S N O N OO DO m | O~ o m < W~ o ;i |~
||| ;| || O N0 0o N N®M S N O N OO DO m | O~ oo m <O~ o ;i | nl o~ o
0|0l ;| || O N0 0o N N®M S N O N OO DO m || O~ oo m <O~ o ;i | nl o~ o
0|0l || O oo N ANO S N O~ O m | O~ o m oo oo m | nlol~ oo
ol olN|m| || O N0 oo N AN®M S N O~ OO m || O N o MmO~ o ;| | SNl O~ o
noln NS Soon oo ;oo oo ooo;nonoooooonononooo o oo
NNl NSNS NSO oo oo oo oo oo o oo oonoooooononoooo o oo
NN~ NSNS NN oo o nonololonono o oo oonononooooo0oo0nssoooonono oo
NN NN NN NSNS oo oo oo oloooo o oo o ooooooooo oo oo oo
Ald|ldlNN NN NNNNN NN o|ojojo|o|jo|o|odldddddddl NN N NSNS ool o]o
o|lo|ld|o|o|o|o|o|o|lo|lojo|nN|nN|o|o|o|o|o|o|o|o|o|d|d|d| ||| d|o|o|o|o|lo|o|o|o|o|o|-H|olo|o|o
o|lo|lo|lo|o|o|o|o|o|lo|lo|o|o|n|o|o|o|o|o|o|o|o|lo|o|o|o|o|o|o|lo|o|o|o|o|o|o|o|o|o|o|lo|lo|o|o|o

109



Appendices

RN R[N NN RN RN RN} ¥| X
niolg|lolo|onnnmnmmm o oot mmmmol ot dfnmmmo omy IS0 o0 oo o oo ol o bl o
QIQINIMmin M N O N OQ N SINIYINCO QN SIWNLWWYNOQOQOQWNWO TN OIN® O Q) N O N
miglg|lw v oaooooloodd dmmm o oo g g SIS SSS SNV D0 oo oo S|
ool oo ST T T I TS| F T | TS TS F SO0 ||| 0|0 0] 0]
NS S| O N0 DO NN O DO DTN O NODDND DN O ANONOL DD D D DN OO
oot mno oI noNOO oS NN OO AN N DDA S| IO OO~ |0 O nf ~|co
oot nn o F|no~Noo oot noNOOO SN ONOODD WM IS O N W O o o inl Ofcw
ol o F|nfo~Noo oot n O N AN O N OO WM S IO N oal~Nalaln O~
ol o N O~ o o | N O~ o SN O NV OO S| IO N ol aln O~
ol o | N O~ o o | N O[NNI O N OO ISV N o~ afn O~
ol o | N O~ o |0 | N O[NNI O N OO S| SN O N N 0 ol o~
ol o< O N 0000 |0 O | N[O o (N W N W AW SN O N W OO~ W OB O
ol MmN © N 0000 |0 < N[O o (N W N O AW S (N O N W OO~ WL O~
||| o< © N 0000 o o | N O[NNI O W N W AWM S SN O NN oW N W O O~
||| o< © N 000 | O | N[O (| W N O AW S I[N O NN oW N O O~
||| o< © N 0000 | | (N[O (| W N O AW S I[N O NN N W O O~
||| o< n| O~ 00 | | | N| O[NNI O N0 O O S| SF(|n| O~ N~ afnl o~
||| o || © N0l | (N[ O[O | W NN O AW S| O N NNl O~
niolmnnon o g gt twomo gt o g ot d SIS (v o nnin nin
oY I NI U o RIS NSNS A S IS S S B e NS o e N S S S S A A R LS S o B B A AT S S I A T T R TR TN e N T Y T A T o TR T
X I WIS U IS NI NSRS o S S S S B S S e N RS S S S S A S TR B L S S o B B S AT B S S S A T T R TN TN I N T Y T A T T TR (T
(SN I NI N I NI N IOS IS o S S A A A B S S o S S S NS S S o S A B S S o B B A S AL S A S S S S A o Vo o N ol TN Vo Y Vo N T N TN To R T
mim|ml;nonon|o|o|oc|o|ojojojNNmmmnon oo o0 SIS TS S| S| S| SF|o|o|o|o|jo|monanl s S| S
o|lo|ld|m|mmn|o|o|o|o|lojo|o|o|o|o|o|o|o|o|o|o|lo|jo|—H|o|o|o|o|lo|d| N S| F|ojojo|o|o|o|o|lolo|o|o
olo|l+d|o|lo|mo|lo|lolo|lojo|o|o|o|o|o|o|o|o|o|o|lo|o|o|o|o|o|o|lo|-H|N|o|lolo|jo|o|o|o|o|lo|lolo|o|o

110



Appendices

NIRRT R[N R] R R[RRRR] ¥RR¥¥] ¥ ¥
OO O OO OV VOINNNODNDNNONININONNINININI OO O 00 OO0 0 O|0 0O | O O
QAN Q™) QINLNI0IWVINQOIQ NSO QYN QW VI~ QOINMNINQIOIN QO QO ) @
I S| NN O OINOOO O O|IO|d|d  d|d| A NN NI N O O O OO | dld A O|O|IN|IN|IN00 OO |
nimwmmmmwmuwmuWmuwm o OOl VLV VIV VIO OIO|WO|IWOINININININININ NN NN OO 0| 0
DO 0| D0V OV VDDA NV DDV DODNNODONNODO O VNN DO OO O D
DO O OO O N O NODODDDODONOO DNV DDDADNOO DANNMNNMNOOIDANOO AN NOO DO OO O D
DO N OO DAL ONIDDDONODNDO R ADADDDO NIDO O MNOWO DNV O NNV OO O D
DO N O NNV DAL ONOIDDDO N DDONOODDO NONVKO O MNOO DNV A NNV OO O D
DO N OO DA O NV DO MNOWDDONO DD O NOKOWO O MNOWOOD NN A NNV OO O D
NV O N OO DA WNIWW O NV DO MNOWO DO MNOWO DNDO NOW WO O MNOWO DN A MNO OO OO O O
NV DO N OO DA O NV DO MNOWODNDOMNOWO DNDO NO O O MNOWO DMNOKW A NGO OO OO O O O
NV DO N OO DA O N DO NOWDNDOMNOWOWO DNDO NOWO O O MNOGWOWO DNV AN DN OO O Y| O O
NV DO N OO DA O N DO NOW DO MNOWOWO DNDO NOWW O O MNOGWO DNV O MNNOO| DO OO OO O O
NV DO N OO DA O NV DO NOW N O MNOWOWO DO NOWW O O MNOGWO DNV O MNNOO D MNOOIOO OO O O O
NV DO N O NNV DA O NV DO NOW DO NOWOW DO NOWW O O MNOWO D NNV O MNNOO DM OO O O O
NV DO N O NNV DA O NV DO NOW DO NOWOW DO NOWW O O MNOO DN O MNNOO DM OO O | O O
NV DO N OO DA O NV DO MNOWDDOMNOWO DD O NOK O O NGO OO O MO MNOOIOO OO OO O O
NV DO N OO DA O NV DO N DO NOWOW DO NOWW O O MNOW DNV OO OO OO O O
nmioo L N Mmm AL W W O O O AV VNV VO O VO O OO OV O NDMNMNOONMNONMNMNOIMNMNO O QO O 0
nwmwmmmmamwmuwm o O O NV VOV VOV VOV VO O VO VOOV O NDMNOOMNMNONIMNMNOIMNMNO O Q| O 0
nwmwmmmm oo wmwWmuwm O OO N O O VOINO O O O O VO O O O NPMNOOMNMNOIMNIMNIMNINIMNODMN O | 0
nwmwmmmmwmwmwWmuwm o OOV ViV VLV WV OV O O O OO OO NN Q|| 0| O
< S DN WO OCOIOd 9 I 9 dI9/NNNI N O OV VIV Vo oo NI N N OO WOVINNINDMNMNO O O~
OO0 00|00 AN MO 000000000000 0|0 H"W N O OO OCl0O 0O 0O0O0O0CO0ClO N OC|OC|O|O
OO0 00|00 AN MO OO0 0000000000 Hd N O OO Ol 0O 0O0O0O0CO0lO0OOO|OC|O|O

111



Appendices

0] 0| 7] 8 88.00%
0| 0| 8|8 88.89%
0| 6| 8| 8 89.59%
00/ 4|9 91.00%
313459 94.00%
818 8|8 100.00%
11719]9 100.00%
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Group 1 Selected Website Articles

website Abbreviation
http://www.gallup.com/poll/161399/10th-anniversary-irag-war-mistake.aspx Wsi1gl"
http://www.gadyd.com/2013/03/blog-post_1452.html Ws2g1
http://www.ac-web.org/forums/showthread.php?177694-How-to-give-proper-CC&s=c7fecfa9dc454b021ffc90dalc90c793 Ws3gl
http://linksheaven.co.uk/americanvisionwindows.com-520.html Ws4gl
http://www.megeb.com/5-reasons-your-company-needs-to-hire-a-web-designer/ Ws5g1
http://alwakad.net/dimofinf/news.php?action=show&id=17380 Wsbgl
http://beirutspring.com/blog/2013/03/11/the-big-denial/ Ws7gl
http://reefbuilders.com/2013/01/19/rapture-deep-elusive-narcosis-angelfish/ Ws8gl
http://www.addatoday.com/2013/03/amitabh-bachchan-gives-autograph-to.html Ws9g1
http://thedemocraticdaily.com/2013/03/13/obama-losing-sequester-fight-dnc-pushes-back-hard/ Ws10g1
http://www.amazinginfographics.com/the-british-secret-for-a-good-nights-sleep/ Ws1igl
http://www.efytimes.com/el/fullnews.asp?edid=102528 Ws12g1
http://masjidma.com/2013/03/05/member-of-anti-islamic-dutch-party-converts-to-islam/ Ws13g1
http://www.dressesonlinesale.co.uk/dark-navy-stylish-sweetheart-a-line-dress.html Wsl4gl
http://basementrejects.com/review/the-sixth-sense-1999/ Ws15g1

* Ws1gl: means the first website in group 1
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Group 2 Selected Website Articles

Website Abbreviation
http://www.ezinebase.net/automotive/motorcycles/seek-the-correct-label-for-your-company-2/ Wsng*
http://www.bitterskank.com/business_and_economy/business_resources/ Ws2g2
http://digiupdates.com/2013/bluetooth-handset-gloves-for-phone-calls/ Ws3g2
http://www.pbs.org/newshour/rundown/2013/03/how-good-is-your-hospital-depends-who-you-ask.html Ws4g?2
http://acnetreatmentzone.org/acne-medicines/acne-oral-medicines.html Ws5g2
http://www.pmpnews.com/news/bd-purchases-cato-software-solutions Ws6g2
http://www.askg8.com/communication/communication-equipments/ Ws7g2
http://www.prweb.com/releases/World-Of-Brass/Door-Knobs/prweb10531544 .htm Ws8g2
http://www.adverticia.com/three-types-of-parents-that-make-teachers-cringe/ Ws9g2
http://www.thestreet.com/story/11871086/1/samsung-unloads-on-apple-tech-weekly.html| Ws10g2
http://soft.tecdiary.org/windows-applications/download-notepad-6-0-offline-installer/ Ws11g2
http://www.cakebaker.co.uk/bake-traditional-florentines.html Ws12g2
http://voterlux.com/story.php?title=tips-to-help-you-get-set-up-with-home-security Ws13g2
http://activegolftravel.com/395258-Seven-Secrets-for-Successful-Travel.html Ws14g2
http://www.chefosama.com/blog_ar.php?id=170#.UUe8G9ano-U Ws15g2

* Ws1g2: means the first website in group 2
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Selected Medical Website Articles

Website Abbreviation
http://health.yahoo.net/health/breast-cancer-symptoms wsl
http://breast-cancer-symptoms.blogs2day.net/some-symptoms-of-breast-cancer/ ws2
http://www.webmd.com/breast-cancer/guide/understanding-breast-cancer-symptoms ws3
http://www.bresca.org/symptoms-of-breast-cancer-in-women.html ws4
http://eb.gmnews.com/news/2012-10-02/Front_Page/Symptoms_of breast_cancer.html ws5
http://www.ibcsupport.org/pictures/vsc.html ws6
http://www.davidgreenspunmd.com/breast_cancer/symptoms/ ws7
http://www.nlm.nih.gov/medlineplus/breastcancer.html ws8
http://mazumdarshawcancercenter.wordpress.com/2011/09/23/breast-cancer-symptoms-prevention-treatmen/ ws9
http://formabest.blogspot.com/2012/09/breast-cancer-symptoms-and-signs.html ws10
http://www.lifeandtrend.com/health/cancer/What-to-Know-About-Breast-Cancer/ wsll
http://www.caring.com/articles/breast-cancer-risk ws12
http://www.onhealth.com/breast_cancer/page4.htm#iwhat_are_breast_cancer_symptoms_and_signs ws13
http://www.drugs.com/health-guide/breast-cancer.html wsl4
http://blog-forbreastcancer.blogspot.com/2010/04/breast-cancer-symptoms.html ws15
http://www.everydayhealth.com/breast-cancer/understanding/warning-signs.aspx ws16
http://www.resc.ca/breast-cancer-and-its-symptoms.html wsl17
http://www.healthplus24.com/womens-health/breast-cancer/symptoms-of-breast-cancer.aspx ws18
http://symptoms-ofbreastcancer.blogspot.com ws19
http://www.wellsphere.com/breast-cancer-article/signs-symptoms-of-breast-cancer/116213 ws20
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Appendix F

Appendix F: Hotelling’s T~ Test Before
and After Excluding High Error
Webpages (Evaluation)
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e Hotelling’s T*:

We used hotelling’s T? paradigm to test whether the CTA agent answers vector (P x 1) Mo is a
plausible value for the respondents’ population answers mean vector pu. Hence, the squared
distance is:
S -1
17 = (R ) (Z) (X =1g) = n(X = 1)'S (X = o)

This is called the Hotelling’s T, where: X = =% X;,§ = —¥;(X; — X) (X; = X)’

If the observed T? value is “large” we reject Ho: 1L = Mo, if the question is how to decide how
large is large, we need the sampling distribution of T2 when the hypothesized mean vector is

correct:

_(—-Dp
7= =g o

We reject the null hypothesis Hp: g = Wo for the p-dimensional vector p at level a

when:

(n—Dp

T?2 > WFp'n_p(a)

Where E, ,,_,(a) is the upper percentile of the central F distribution with p and n-p degrees of

freedom.
e Hotelling’s T> Analysis:

As we mentioned previously we will reject the null hypothesis Ho: 1 = o for the p-dimensional

vector u at level o when:

(n—Dp
T2 > me,n—p(a)

Which is equivalent to:

_ _ -1
n(X —pe)' STHX — uo) > %Pbm—p(“)

In our evaluation experiment, we have for each group n=20 respondents and p=15 webpages

while we select level a=0.05 then F,,,_,(a) = F;55(0.05) = 4.62 as shown in figure F.1 that
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represents upper percentage points of the F distribution and show how we extract the value of

Fy55(0.05).Hence, the equation after substitution for each group will be:

200X — po)'STHX — o) >

(20-1)15
(20-15)

X 4.62

> 20(X — 11o)'S 1K — po) > 263.34

Now, if the left side of equation is greater than 263.34, we reject the hypothesis Ho: 1 = po for the

p-dimensional respondents mean vector p at level 0=0.05. We can derive (X — p,)’ from table

7.3 for groupl and 7.4 for group2 as shown in table F.1 and table F.2 respectively. (X — uy)’ Isa

vector with a dimension of 1 x p

TaBLEF.1: (X — puy)'VECTOR VALUES FROM RESPONDENTS MEAN VECTOR AND AGENT ANSWERS

TABLE F.2:(X — py)’ VECTOR VALUES FROM RESPONDENTS MEAN VECTOR AND AGENT ANSWERS

VECTOR/GROUP1
For Group 1 Wsigl Ws2g1 Ws3gl Ws4gl Ws5g1 Ws6gl Ws7gl Ws8gl
Respondents 81.9 6125 | 44.75 46 67.65 | 5165 | 61.35 69.1
Mean (X)
Agent
84.872 55.0817 39.2911 38.9955 61.3115 60.0012 70.5667 71.1055
Answers (p0)

()7 - po)y -2.972 6.1683 5.4589 7.0045 6.3385 -8.3512 -9.2167 -2.0055
For Group 1 Ws9g1 Ws10gl | Ws11gl | Ws12gl | Ws13gl | Ws14gl | Wsl15gl
Respondents 55.4 66.85 69.4 68.4 73.55 67.4 60.15

Mean (X)

Agent
52.0811 78.662 71.0317 81.742 44,3887 71.742 50.9521
Answers (u10)
()_( - po)y 3.3189 -11.812 -1.6317 -13.342 29.1613 -4.342 9.1979

VECTOR/GROUP2
For Group 2 Ws1g2 Ws2g2 Ws3g2 Wsdg2 Ws5g2 Ws6g2 Ws7g2 Ws8g2
Respondents 76.85 46.5 60.55 79 53.5 69.5 42.4 75.8
Mean (X)
Agent
77.973 51.0921 | 60.9847 87.062 61.0787 78.142 33.0993 | 77.0823
Answers (p10)

()_( - po)y -1.123 -4.5921 -0.4347 -8.062 -7.5787 -8.642 9.3007 -1.2823
For Group 2 Ws9g2 Ws10g2 | Wsl1lg2 Ws12g2 Ws13g2 | Ws14g2 | Ws15g2
Respondents 68.35 715 45.8 61.75 445 68.3 72.75

Mean (X)

Agent
60.98071 77.692 32.8515 77.0973 34.1417 | 60.9736 | 61.0682
Answers (u10)
(X - poy 7.36929 -6.192 12.9485 | -15.3473 10.3583 7.3264 | 11.6818
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of far
df tar numaralor M, danam-
inatar
15 20 24 30 40 50 &0 100 120 200 500 =0 Pr M
9.48 9.58 29,63 Q967 a.71 a74 a.78 a78 2.80 a9.82 29.84 985 25
612 617 §2.0 623 62.5 §2.7 62.8 63.0 63.1 63.2 §3.3 633 A0 1
246 248 249 250 251 252 252 253 253 254 254 254 05
EED 343 343 344 345 345 348 347 347 3.48 348 348 25
a.42 9.44 9.45 946 9.47 2947 9.47 948 948 .49 9.49 Q948 10
194 194 18.5 18.5 18.5 18.5 18.5 185 18.5 18.5 18.5 18.5 05 2
294 a9.4 aa.5 29.5 99.5 985 29.5 aa.5 29.5 9.5 aa.5 29.5 m
246 2,48 246 247 247 247 247 247 247 247 247 247 25
520 518 518 517 516 515 515 514 514 514 514 513 .10 3
BT0 B.66 B.64 B&2 8.59 8.58 B.57 B.55 855 8.54 853 853 05
2648 267 26.6 26.5 26.4 26.4 26.3 26.2 26.2 26.2 281 26.1 m
208 2.08 2.08 208 2.08 208 2.08 2.08 208 2.08 2.08 208 25
387 3.84 383 3482 3.80 3.80 378 a7 378 77 aT76 aTe .10 4
586 5.80 577 575 572 570 5.69 5.66 566 5.65 5.64 563 05
142 140 1348 138 137 137 137 136 136 13.5 135 13.5 o
189 1.88 1.88 1.88 1.88 1.88 1.87 1.87 1.87 1.87 1.87 187 25
324 321 3.18 17 316 315 314 313 a2 312 an 310 10
462 4.56 4.53 4.50 4.46 444 4.43 4.41 4.40 4.39 4.37 436 05 | =
arz .55 2947 938 .29 a9.24 9.20 213 a1 9.08 2.04 a0z M
176 1.76 1.75 1.75 1.75 1.75 1.74 1.74 1.74 1.74 1.74 1.74 25
287 2.84 282 280 278 2577 278 275 274 273 273 272 10 &
304 3.87 384 3a 77 a7s 374 aTm 370 3.69 368 A67 05
756 .40 71 T.23 714 7.09 7.08 6.99 697 6.93 6.80 688 01
158 1.67 1.67 1.66 1.66 1.66 1.65 1.65 1.65 1.65 1.65 165 25
263 2.59 2.58 2.56 2.54 2.52 2.51 2.50 248 2.48 248 247 10 -
as1 3.44 341 338 3.34 332 3.30 327 327 3.25 324 323 05
631 6.16 6.07 598 591 5.86 5.82 575 574 5.70 567 565 01
152 1.61 1.60 1.60 1.59 1.59 1.58 1.58 1.58 1.58 1.58 1.58 25
246 242 2.40 238 2.36 2.35 2.34 232 232 231 2.30 228 10
322 315 < | 308 3.04 202 a0 2487 2487 285 284 2493 05 8
552 5.36 528 520 512 507 5.03 4.96 495 4.91 4.88 486 01
157 1.56 1.56 1.55 1.55 1.54 1.54 1.53 1.53 1.53 1.53 153 25
234 2.30 228 225 223 222 221 218 218 217 217 216 .10 9
aom 2.94 2.80 286 2.83 2.80 278 276 275 273 272 271 05
406 481 473 465 4.57 4.52 4.48 4.42 4.40 4.36 4.33 431 01

Source: From E. 5. Pearson andH. O. Harlley, eds., Biomeirika Tables for Siatisticians, vol. 1, 3d ed., table 18, Cambndge Unhersity
Press, New York, 1866, Reproduced by pemission of the editors and trustees of Biometnika.

FIGURE F.1 : UPPER PERCENTAGE POINTS OF THE F DISTRIBUTION

S™ in the equation represents the inverse of S “sample covariance matrix n samples” that has p %
p dimension, where S = ﬁZi(Xi — X) (X; — X)' the table F.3 and table F.4 show the results

for calculating S for both groups.

By calculating S™ for each group, we can substitute all variable in our hypothesis equation to

check if Ho reject or not, so:
Group#1:

D> 200X — po)'S~H(X — py) > 263.34 > 1189.13 > 263.34 (Rejected)
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Group#2:

> 200X — pg)'S™1(X — ) > 263.34 = 193.02 >’ 263.34 (Accepted)
We will reject the hypothesis Ho: p = W for the p-dimensional respondents mean vector | at
level 0=0.05 for groupl as we accept the hypothesis Hy for group2. In the next section we will
study the hotelling’s T? after excluding the webpages missed by their confidence intervals in

groupl.
e Hotelling’s T* Analysis Excluding Missed Webpage For Group1:

In this section we will exclude the missed web-pages that exceeded their confidence intervals in
groupl and see how the result if hotelling’s T? test will give us. As mentioned previously, three
web-pages are missed by our trust model in groupl (Ws10gl, Ws12gl and Ws13g1) that will
make p=12 and F,,_,(a) = F;,4(0.05) = 3.28, after we exclude them the hotelling’s T?

analysis will be:

(20-1)12
(20-12)

> 20(X — po)'S~H(X — o) > 93.48
And (X — po)', S™1 values will be as shown in table F.5 and F.6 respectively:

= 32.26 >’ 93.48 NO (Accepted)

So, we accept the hypothesis Ho: 1 = Y for the p-dimensional respondents mean vector J at level
a=0.05 for group#1 after the exclusion of the missed web-pages by the confidence interval. The
existence of these web-pages in hotelling’s T? calculation makes the hypothesis Hy rejected since

their difference between respondents mean and agent answer is large as it appears in table 7.3.

As mentioned before, these large differences are due to the limitations of our model to handle

some factors on its calculation that effect on its judgment precision.
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TABLE F.3: S FOR GROUP1 DATASET

Wsigl Ws2gl Ws3gl Wsdgl Ws5g1 Ws6gl Ws7gl Ws8gl Ws9g1 Ws10g1 Ws1lgl Ws12g1 Ws13gl Ws14gl Ws15g1
Wsigl 0.089482 -0.01803 0.027324 0.030133 0.015296 -0.00057 -0.02095 -0.01493 0.002057 -0.04027 0.0177 -0.01443 0.022191 -0.00223 0.008401
Ws2g1 -0.01803 0.012905 -0.01569 0.000361 -0.01376 0.008337 0.005939 -0.0021 -0.00134 0.017585 -0.00275 0.004591 -0.00647 -0.00073 0.002116
Ws3g1l 0.027324 -0.01569 0.035003 -0.00431 0.020496 -0.01744 -0.01242 0.008222 0.002656 -0.03196 0.008284 -0.00982 0.01106 0.007892 -0.00625
Wsd4gl 0.030133 0.000361 -0.00431 0.023018 -0.00419 0.010353 -0.0036 -0.01403 -0.00141 0.000297 0.009321 -0.00427 0.001593 -0.00431 0.007632
Ws5g1 0.015296 -0.01376 0.020496 -0.00419 0.02432 -0.01628 -0.0078 0.005526 0.000827 -0.02685 0.005116 -0.00639 0.005022 0.003743 -0.00371
Ws6g1l -0.00057 0.008337 -0.01744 0.010353 -0.01628 0.020222 0.003958 -0.00926 -0.00112 0.020315 -0.00343 0.002825 -0.00456 -0.00684 0.00548
Ws7gl -0.02095 0.005939 -0.01242 -0.0036 -0.0078 0.003958 0.011899 -0.00153 -0.0004 0.016194 -0.00439 0.003148 -0.00767 -0.00523 -0.00065
Ws8gl -0.01493 -0.0021 0.008222 -0.01403 0.005526 -0.00926 -0.00153 0.017405 -0.00162 -0.00632 -0.0063 0.000836 0.000779 0.008328 -0.00494
Ws9g1l 0.002057 -0.00134 0.002656 -0.00141 0.000827 -0.00112 -0.0004 -0.00162 0.004804 -0.00297 0.001405 8.32E-05 0.002281 -0.00361 -0.00166
Ws10g1 -0.04027 0.017585 -0.03196 0.000297 -0.02685 0.020315 0.016194 -0.00632 -0.00297 0.046739 -0.00927 0.009628 -0.0168 -0.00648 0.0019
Ws11gl 0.0177 -0.00275 0.008284 0.009321 0.005116 -0.00343 -0.00439 -0.0063 0.001405 -0.00927 0.016103 -0.00732 -0.00081 0.000945 0.000503
Ws12gl -0.01443 0.004591 -0.00982 -0.00427 -0.00639 0.002825 0.003148 0.000836 8.32E-05 0.009628 -0.00732 0.011466 -0.00108 -0.00186 0.000527
Ws13gl 0.022191 -0.00647 0.01106 0.001593 0.005022 -0.00456 -0.00767 0.000779 0.002281 -0.0168 -0.00081 -0.00108 0.015182 0.001122 0.001334
Ws14g1l -0.00223 -0.00073 0.007892 -0.00431 0.003743 -0.00684 -0.00523 0.008328 -0.00361 -0.00648 0.000945 -0.00186 0.001122 0.015371 -0.00332
Ws15g1 0.008401 0.002116 -0.00625 0.007632 -0.00371 0.00548 -0.00065 -0.00494 -0.00166 0.0019 0.000503 0.000527 0.001334 -0.00332 0.007202
TABLE F.4: S* FOR GROUP2 DATASET
Wsilg2 Ws2g2 Ws3g2 Wsdg2 Ws5g2 Ws6g2 Ws7g2 Ws8g2 Ws9g2 Ws10g2 Ws11g2 Ws12g2 Ws13g2 Ws14g2 Ws15g2
Wslg2 0.070555 -0.01987 -0.00886 0.061154 -0.0283 0.024785 0.026133 -0.00082 -0.00692 -0.02066 0.024769 0.009851 -0.00227 0.031953 -0.05684
Ws2g2 -0.01987 0.021379 -0.00867 -0.02996 0.016652 -0.01087 -0.01087 0.003327 -0.00028 0.009252 -0.01344 -0.00043 -0.00054 -0.01169 0.019949
Ws3g2 -0.00886 -0.00867 0.018672 0.002056 -0.00312 -0.00498 -0.00225 -0.00398 0.007136 0.001267 0.002726 -0.00459 -0.00145 -0.00479 0.006589
Wsdg2 0.061154 -0.02996 0.002056 0.105792 -0.04286 0.020019 0.02342 0.000263 -0.01157 -0.02108 0.049069 0.007622 -0.00688 0.033484 -0.06838
Ws5g2 -0.0283 0.016652 -0.00312 -0.04286 0.040668 -0.02501 0.004112 0.002021 0.016163 0.012138 -0.05448 -0.00456 0.005723 -0.01269 0.033773
Ws6g2 0.024785 -0.01087 -0.00498 0.020019 -0.02501 0.029702 -0.00324 -0.0035 -0.01486 -0.01081 0.035671 0.000732 -0.00115 0.010722 -0.02253
Ws7g2 0.026133 -0.01087 -0.00225 0.02342 0.004112 -0.00324 0.03755 0.003229 0.016053 -0.00572 -0.03326 0.004834 0.004222 0.01533 -0.02295
Ws8g2 -0.00082 0.003327 -0.00398 0.000263 0.002021 -0.0035 0.003229 0.005586 -0.00063 0.001309 -0.00534 0.00172 -0.00028 0.000754 -0.00153
Ws9g2 -0.00692 -0.00028 0.007136 -0.01157 0.016163 -0.01486 0.016053 -0.00063 0.021824 0.003163 -0.03716 1.45E-05 0.003778 -0.00356 0.009644
Ws10g2 -0.02066 0.009252 0.001267 -0.02108 0.012138 -0.01081 -0.00572 0.001309 0.003163 0.010704 -0.01226 -0.0035 0.000167 -0.01112 0.018113
Ws11g2 0.024769 -0.01344 0.002726 0.049069 -0.05448 0.035671 -0.03326 -0.00534 -0.03716 -0.01226 0.103464 -9E-05 -0.01264 0.008011 -0.0325
Ws12g2 0.009851 -0.00043 -0.00459 0.007622 -0.00456 0.000732 0.004834 0.00172 1.45E-05 -0.0035 -9E-05 0.00855 0.000383 0.004223 -0.0083
Ws13g2 -0.00227 -0.00054 -0.00145 -0.00688 0.005723 -0.00115 0.004222 -0.00028 0.003778 0.000167 -0.01264 0.000383 0.004791 -0.00051 0.003518
Ws14g2 0.031953 -0.01169 -0.00479 0.033484 -0.01269 0.010722 0.01533 0.000754 -0.00356 -0.01112 0.008011 0.004223 -0.00051 0.020796 -0.02924
Ws15g2 -0.05684 0.019949 0.006589 -0.06838 0.033773 -0.02253 -0.02295 -0.00153 0.009644 0.018113 -0.0325 -0.0083 0.003518 -0.02924 0.059772
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TABLE F.5:(X — uy)'VECTOR VALUES AFTER EXCLUDING Ws10G1, Ws12G61 AND Ws13G1/GRouP1

For Group 1 Wslgl | Ws2gl Ws3gl Wsd4gl Ws5g1 Wsb6g1l Ws7g1 Ws9g1 Ws11gl | Ws14gl | Ws15g1
Re“;’:;:d(j—(';ts 81.9 | 6125 | 44.75 46 67.65 | 5165 | 61.35 55.4 69.4 674 | 60.15
Agent
Answers 84.872 | 55.0817 | 39.2911 | 38.9955 | 61.3115 | 60.0012 | 70.5667 | 52.0811 | 71.0317 71.742 50.9521
(no)
(X - poy -2.972 6.1683 5.4589 7.0045 6.3385 -8.3512 | -9.2167 3.3189 -1.6317 -4.342 9.1979
TABLE F.6: S* FOR GROUP1DATASETAFTER EXCLUDING /GRoUP1
Wslgl Ws2gl Ws3gl Wsdgl Ws5g1 Ws6gl Ws7gl Ws8gl Ws9gl Ws1lgl Ws14gl Ws15g1

Wslgl 0.040784 -0.00183 -0.00272 | 0.024562 -0.00361 | 0.012716 -0.00516 -0.01679 -0.00118 | 0.009227 -0.00698 | 0.007977
Ws2g1 -0.00183 | 0.006172 | -0.00332 | 0.000819 | -0.00377 | 0.000972 | -0.00022 -3.2E-05 | -0.00024 | 0.001168 | 0.001716 | 0.001478
Ws3gl -0.00272 -0.00332 | 0.012028 -0.00571 | 0.002045 -0.00415 -0.00133 0.00472 | 0.000812 | 0.000225 | 0.003333 -0.00499
Ws4gl 0.024562 | 0.000819 | -0.00571 | 0.020123 | -0.00297 | 0.008597 -0.0032 | -0.01235 | -0.00141 | 0.007816 | -0.00416 | 0.007035
Ws5g1 -0.00361 -0.00377 | 0.002045 -0.00297 | 0.006545 -0.00314 | 0.000551 | 0.001041 -0.00028 -0.00214 -0.00058 -0.00159
Ws6gl 0.012716 | 0.000972 | -0.00415 | 0.008597 | -0.00314 | 0.010088 | -0.00246 | -0.00547 -9.6E-05 | 0.000831 | -0.00371 | 0.003959
Ws7g1 -0.00516 -0.00022 -0.00133 -0.0032 | 0.000551 -0.00246 | 0.005903 | 0.000275 | 0.000862 -0.00187 -0.00322 -0.00088
Ws8gl -0.01679 -3.2E-05 0.00472 | -0.01235 | 0.001041 | -0.00547 | 0.000275 | 0.015587 | -0.00193 -0.007 | 0.007314 | -0.00424
Ws9g1 -0.00118 -0.00024 | 0.000812 -0.00141 -0.00028 -9.6E-05 | 0.000862 -0.00193 | 0.004438 0.00155 -0.00385 -0.00179
Ws11gl | 0.009227 | 0.001168 | 0.000225 | 0.007816 | -0.00214 | 0.000831 | -0.00187 -0.007 0.00155 | 0.010273 | -0.00099 | 0.001603
Ws14gl -0.00698 | 0.001716 | 0.003333 -0.00416 -0.00058 -0.00371 -0.00322 | 0.007314 -0.00385 -0.00099 0.01431 -0.0028
Ws15g1 | 0.007977 | 0.001478 | -0.00499 | 0.007035 | -0.00159 | 0.003959 | -0.00088 | -0.00424 | -0.00179 | 0.001603 -0.0028 | 0.006663
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