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Chapter One: Introduction (O/

1.1 Overview

An auction is the process of buying and selling goods and/or services by offering them up for bid,
taking bids, and then selling the item to the winning bidder. In economic theory, an auction may

refer to any mechanism or set of trading rules for exchange.

This project mainly aims to build a web-based online auction system, using the latest web

technologies such as PHP, MySQL, Ajax, Javescript, XML, and Flash.

User-friendliness, security, and modularity are key elements for the design of this system. The user
enters the auction register as a user in the system’s website, and then he/she selects the product

he/she wants to bid on. In prior to any bidding, the bidder pays a small bidding fee.

1.2 Project Goal Statements

The project aims to achieve a number of goals, which are divided categorically into primary,

secondary, and effect goals, as follow:

1.2.1 Primary Goals

The main goal of the project is to create a demo for an online auction system. The demo will show
a real functioning system.

1. At the demo stage, the product will essentially be able to let users (bidders) to bid on
available items after registration (once) and paying bidding fees for each bidding action.

2. The system basically interacts and communicates with two main parties; the former is the
bidder, and the latter is the exhibitor. The communication with bidder mainly focuses on
registration (including fee payment) as well as advertising final results of the auction he/she
participated in. On the other hand, the system shall allow exhibitors to exhibit their

products for auction in a way that assures and guarantees exhibitor commitment during all

phases of bidding process.
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3. The design of the system will be modular enough in such a way that new features can be
added in future without making any basic changes in the system. Investigating such new
features to be added in the future is another challenge.

4. A comprehensive security study is an essential component of the project. This study will be
used to analyze the security issues related to the system as a step towards creating a
sufficiently secure design which in turn will be able to protect the system against illegal
access and hacking attacks. Proofed strong system security makes it more attractive (and
thus trusted) for both bidders and exhibitors.

5. Our sample customers at this early stage are PPU students and people at the local market
who are interested in auctions as bidders, and computer stores in Hebron as exhibitors.

6. By end of this project, the question “How all parties (namely: auction system, bidders, and

exhibitors) will trust each other?” will be answered clearly and comprehensively.

1.2.2 Secondary Goals

1. To analyze the market and select the most attractive customer segment as well as to expand
the idea of bidding on the Internet. The market analysis shall also identify the various
customer requirements that the product should meet.

2. From the business point of view, the project aims to make revenues from this idea, where
the customers buy the items less than the market price and the seller make his/her full

profit. We will also identify a business model that can be used in future to sell this product.

1.3 Work Breakdown Structure

Based on the goals that were set in the section 1.2, we shall proceed breaking down these
objectives into concrete activities, functions and deliverables. Breaking down these goals makes it
easier to specify exactly what is to be done, who will do what, how to do it, and how long it will
take.
1. At the demo stage, the product will essentially be usable to let users (bidders) to bid on
available items after registration (once) and paying bidding fees for each bidding action.

a. Analyze all related aspects such as requirement, database, communication, and

interaction.
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b. Design and develop a dynamic website in Object Oriented (0O0) approach
using PHP and MySQL.

2. The system basically interacts and communicates with two main parties; the former is the

bidder, and the latter is the exhibitor.
a. Study and analyze dissimilar communication methods, and select the most

effective and efficient one.

b. Analyze the communications among all parties (the system, bidders, and

exhibitors).

3. The design of the system will be modular enough in such a way that new features can be
added in future without making any basic changes in the system. Investigating such new
features to be added in the future is another challenge.

a. Programming a modular system, using the OO approach.

4. Comprehensive security study.
a. Study and analyze possible potential threats.
b. System design and programming should defend all these threats.

¢. Pursued the new threats.

5. Our sample customers at this early stage are PPU students and people at the local market
who are interested in auctions as bidders, and computer stores in Hebron as exhibitors.
a. Doing surveys and advertisement at the local community in order to get more

customers.

b. Doing interviews to identify exhibitors.
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This chapter first presents both the functional and nonfunctional requirements of the system. It then

shows the feasibility study, SWOT analysis, and time schedule.

2.1 Functional Requirements

The functional requirements are divided into four main categories; namely: user functions, bidder

functions, exhibitor functions, and administrator functions.

2.1.1 User Functions

Register now:

This is the first step to use the system. The user enter his/her registration data in a web form
including his e-mail, mobile number, and password. Then he/she submits the data. Later, the

system sends a message to the user’s e-mail to activate his account.
Login:

This function is used to authenticate and authorize user’s login information (username and

password). If the user enters a wrong username and / or password for three subsequent times /

the system will lock login for 30 minute.

Forget password:

This function enables who forgot his/ her password to get anew one to renew the password that

he was forget, the system sends the new password to the user’s e-mail upon his/her request.

Check account, modify profile, and change password:

This function allows the member to change his/ her password that should be .complex to meet

the security standers, It’s also allows the member to see and change some of his information

such as his profile information, balance and some other information.
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e Unblock me:

This function allows the member to send unblock message to administrator, to allow him share

in auction by removing him from black-list members.
e Add money:
This function enables the member to charge his balance, using a pre-paid card.
2.1.2 Bidder Functions:
e Place bid :

This function allows the member to enter his/her bid in any item, by sending the item ID, and

the biding amount.
e My bought item:
This function allows the member to see all items his bought
- Jtem I bid on :

This function shows all the auctions that the user participated in.
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2.1.3 Exhibitor Functions:

Post item:

This function allows registered exhibitors to enter their new items for auction.

My sold item:

This function shows the exhibitor the items his sold through the system (with their prices).
Item not sold yet:

This function shows the exhibitor the items he exhibited for auction but still not sold yet in a

specific duration.

2.1.4 Administrator Functions

Feedback:

This function allows registered users to send their feedback comments about the system.
Valuable comments can be taken into account by administrator in order to increase the service
quality of the system. In order to send a feedback, the user should be first logged in to the

system, and then he fills the comments in a feedback form.

Add new category:

This function allows the administrator to add a new item category in the auction system.

Set default increment:

This function allows the administrator to assign a default increment value for a particular
auction. This value will be used later by bidders who choose to bid using the automatic bidding
option. For example, if the administrator assigned the default increment value to 2 dollars and

the value of the maximum bidding value was 1000 dollars, that means that the next bidder who

use the automatic bidding option will be bid by a value of 1002 dollars.
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e Set initial charge value:

This function allows the administrator to put an initial value to decrement from the bidder

balance in every bid.
e Minimum account:

This function checks the balance of the member, in order to know if he has enough balance to

enter the auction or not.
e Set post period :

This function extends the auction time (duration) after every bid.

° Modify category :
This function is used by the administrator to rename the category.
e Expired date item:
This function allows the user to view the non-sold items and the auction time.
e Black list:
This function shows the list of black members. !
e Search engine:

This function allows the user to search on a particular item, or category. To search for a

particular word, the users enter the word and fill some optional details. The system then finds

related items and displays them to the user.

° General announcement:

This function displays the announcements entered by the administrator.

" Black list for the members putted fake bids.
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e E-mail notification:

This function allows the System administrator to send email messages to registered users. The
administrator needs to do so in two cases. The first is to notify a bidder if someone else has bid

after him. The second case is to send a private message for some purpose to a particular user.
® Mobile discovery system:

This system discover mobile devices and display for them the mobile interface.

e Help and tips system:

This function shows tips on how to use the system website (browse items, change balance, bid,

etc), and the condition of using the web site.

o Add advertisement:

This function enables the administrator to add new advertisement. Using filling a special web

form. The new advertisements will be then displayed on the website automatically.

e Modify advertisement :

This function allows the administrator to modify existing advertisements.

o Delete advertisement :

This function enables the administrator to delete existing advertisements.

e Plug-in system:

This function will allow adding new components -(plug-ins) for the system without knowing the

whole code. The core code is the backbone of the system and the plug-ins add extra functions to

it. This system facilitates the use and programming of the component.

10
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2.2 Non-Functional Requirements
e Security

The security is from the main important issues facing the web programmers to prevent attacks

on their web sites, while programming this system website we considered many web attacks as

well as their defenses.
o Unsecure uploaded Images

One of the ways to upload “Shells” and backdoor scripts, to attack the servers, this way

allow the hacker to manage the site, execute commands on server, delete and re-upload
other scripts on the server, or login catch the username, password of database.
= How to avoid
iTop team write a function that make uploading images very secure, first by
checking the type of the image if it is allowable or not, that to avoid uploading files
not classify as image files, secondly using regular expression checking if the file
contain any unsecure character, such as <? Or <?php, or others, that mean this file is
unsecure and not just an image, thirdly create a thumbnail image. If one of the
previous three steps unsuccessful, the system will not upload the image, on the
server.
o SQL Injection
The most method the beginner, intermediate and advanced hackers use. This method based
on passing SQL queries through website. This method is very danger, because the hacker
can execute queries from the database.
= How to avoid
make sure that the parameters on HTTP headers is numbers, or not contain any
special characters, and not classify as one of the key words of SQL.
iTop Team build a method to make SQL commands very safe, and named as sqlSafe,
using DB class.
o Blind SQL Injection
Variant of SQL injection where server show an error, that allow the hacker to see the query,

columns and tables, allowing the hacker to use advanced SQL Injection.

= How to avoid

iTop team build class named DB, execute the queries and make sure that the query is

11
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secured or not. Are there special characters or not. If it so convert it into secure SQL
query, and if there is an error, display the error as the programmer need, not like the
server display the errors.
o Cross site scripting XSS
XSS exploit using JavaScript commands, passing through website, to execute client side
scripts, this exploit can be danger.
=  How to avoid
there is many ways to avoid this exploit. The first: by stripping all HTML tags
passed by the client, this method will Just keep the text without any HTML formats.
The second: by convert the special character to HTML encodes as shown in the
Table 2.1 below.
Table 2.1 character convert to HTML

From To

< &lt;

> &gt;

( &#40;
) &#41;
# &#35;
& &#38;

o File Include
a danger method hacker using to include files through the website. This exploit allow the
hacker include files, scripts and execute an unsecure commands.

= How to avoid

iTop team build an array contain all the files allowable including, that restrict

including any file.

e  Modularity

Each (component) is a module and the integration of all these modules yields the modular

system. Adding anew component or function will be easy and flexible. Making any changes in

the system will be a piece of cake.
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o User-friendly interface

The interface will be user-friendly in a way that it guides the user in using it as simple as
possible. The system provides the user with ability to select the interface properties that he

would like to see; for example the user can determined interface colors ,fonts, brightness, and
lightness.

e Trust

We will treat the trust issue from three dimensions first is working under the name of the
university that give us the reliability in front of the users .Second is registering the website as a
trade mark in the Chamber of Commerce and Industry . Finally we depend on the fatwa which
we have from DAR AL FATWA AL FALASTNYA.

2.3 Feasibility Study

This section shows (in numbers) the feasibility study of the system in terms of: capital, input, expenses

and finalize by a summery.

2.3.1 Capital

Table 2.2 Capital total

Programmers / $2,000.00 %Qmij
Analyzers
Desktop Computers $750.00 2 $1,500.00
Laptop Computer  $1,200.00 1 $1,200.00
Total $8,700.00

13
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2.3.2 Input

Table 2.3 Income

A M ML M i

$43,200.00

Auditions 5% $2.00 400 $120.00  $3,600.00
Google Advertise  $0.01 100 $1.00  $30.00  $360.00
My Advertise per  $0.25 20 $5.00  $150.00  $1,800.00
show

Total $126.00  $3,780.00 $45,360.00

14
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2.3.3 Expenses

Table 2.4 Expenses

Employee / Part $700.00 $2,100.00  $25,200.00

Time

Electric, Internet $80.00 1 $80.00 $960.00
etc..

Server/Hosting $30.00 1 $30.00 $360.00
Advertising / Alquds  $75.00 3 $225.00 $2,700.00
Advertising / $10.00 4 $40.00 $480.00
Momtaz

Advertising / Paltel $0.03 50000  $1,250.00  $5,000.00
Total $895.03 $3,725.00  $34,700.00

15
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2.3.4 Summary

Table 2.5 Summary

R. Monthly $3,780.00
R. Yearly $45,360.00
C. Monthly $3,725.00
C. Yearly $34,700.00

Total R. Monthly $55.00

Total R. Yearly $10,660.00

2.4 Alternatives

The alternatives of the auction system will be face-to-face transactions and the traditional market places
which are slower and more difficult to use. Furthermore, the traditional market place, are more

expensive than the virtual marketplace

2.5 The Risks

During the different phases of this project some risks may appear and cause delaying, threaten the
progress, or even affecting the final outcomes of the project. Table 2.6 summarizes the most important
expected risk events, access degree of probability (P) that the risk event happens (represented from 1-5
Where 5 is the most likely), access degree of effect (E) upon project when it happens (represented from

1-5 where 5 is the worst), and the risk index which equal the product (P x E).

16
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Table 2.6 Expected Risks

Member absence

D Lack of time S 1 5
/schedule conflict

between members

3 Lack of recourses 3 3 9

4 Equipment 2 5 10
‘malfunction

5 Loss of data 2 5 10

6 Loss of equipment 2 5 10

¥ Unexpected results 2 3 6

8 Communications 2 2 4

problems between

_members

9 Communications 1 1 1
problems with the

principle

10  Installation 3 5] 15

problems

17
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)
(&)

Table 2.7 summarizes the expected effect of each event on the project, the action(s) could be taken for
each event, and who is responsible for each action.

Table 2.7 Effects & Responsibilities

“ALL,

Member absence
Lack of time /schedule Delaying Try to solve conflicts as ALL
conflict between possible
members
Loss of data Delaying / partial failure ~ Contact the coach and ALL
principle and search some
alternatives
Equipment malfunction ~ Delaying/ partial or Periodic maintenance and ALL
complete failure testing and preparing the
damaged part
Loss of data Delaying/ partial or Backup ALL
complete failure
Loss of equipment Delaying/ partial or Provide enough security ALL
complete failure
Unexpected results Delaying/ partial failure ~ Perform requirement ALL
analysis carefully right
from the beginning
[N ‘Communications Delaying Perform timely meetings ALL
problems between ,200d communication
members
Installation problems Delaying ALL

18
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2.7 Time Schedule / Gantt’s Chart

To discuss the time schedule of the Project, it is good to refer to the Gantt chart that’
2.8 where the key activities are stated and the time
March 1* to June 15™

is shown in table

period for their completion is depicted starting

Table 2.8 Gantt’s chart

1. Analysis

2. Programming

3. Business plan

4. Installation

5. Testing

-6. Final report

preparation

7. Acceptance test

8. Documentation
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Important dates and milestones:

e March 4'™; Project plan presentation.
e March 31*: Business plan.

e April 30: Midterm progress report.

e June 1°*: Testing plan.

e June 10™; Video.

o June 10"™: Press release.

e June 14™: Final report.

o June25™ (expected): Final presentation and demo system.

20
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G ‘.

This chapter starts by modeling the system through three Unfied Markup Language (UML)

diagrams; namely: Use case, Class diagram, and Sequence diagram. At last, the chapter presents

and details the test plan of the system.

3.1 Use Case

The Use case is the first UML diagram that describe the system as a whole. As can be seen in

Figure 3.1the system has a data base and three users; namely: administrator, bidder, exihbtor.

According to their roles, each user interacts with the system through two or more cases: Logon

and Register, Bidding, and/or Item processing.

System

Logon and
Regestration

Administrator

13

Bidding

Item proccessing

Exihbt

Figure 3.1 Use case diagram

22
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3.2 Class Diagram

The second UML diagram is the class diagram that describes the system classes. As can be seen
in Figure 3.2, the system contains three classes which are: users, items, and database. These

classes interact with each other consistently, so the system work properly.

Users
-useriD ltems
-email having  [itemiD
-password — +selactitems()
*checkiD() +itemDetail()
tregister() +itemBids()
+Login() +placeBid()
+checkLogin() +postitem()
*logout () +mySolditem()
-_Login() +myNotSolditem()
+changePassword) *myBoughtitems()
+modifyProfile() [
+unBlockMe()
*checkAccount()
+checkMinimumAccounty()
+showBlackList()
Ay A
using using
database
+dbConnect
+connect()
+select()
*update()
+fullUpdate()
+insert()
+deletef)
+getNav()
eaffect()
Admin *CO:ery(())
xihbt Faetien
Members E +addCate9°fYé) g :d'eco?)eHTML()
unBlockMe +addMoney() *mange members clean
+::dl:oney()0 #setinitialcharge() +deletCatogery() ::g:,suafao
+evaluation() +evaluation() *modifyCatogery() m'ose?)

Figure 3.2 Class diagram
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3.3 Sequence Diagram

The third UML diagram is the Sequence diagram that describes the system sequence; the process

sequence has been depicted in two scenarios (as shown in Figure 3.3 and Figure 3.4).

3.3.1 Member scenario

In this scenario the main user here member who can use the system and interact with the system.

by the objects iTop interface, item and database

imember dTop interface iitem ‘aministator Databas
I T
i | .
Enter name & passwor4 |

IS

i, —;— -y

1
check user name and password from DB

1]
user name and password confirmed

o e e

l
! [
se#ec{t item : I
A |

'
' change the price of auction '
bi#ding : :

T !

I

!

|

!

change the price of auction

el 8

|
[
[
|
I
I~
[
!
[
I
!
[

———— ——— ]

Figure 3.3 Member sequence
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3.3.2 Exhibitor Scenario

In this scenario the main person here exhibitor who can use the system and interact with the

system to post item in the auction and query about the items.

:exihbitor iTop interface -administrator dtems :Database

PR —

T
|
|
|
Enler userrame & password :

T
|
!
|
] :
I check username & passworg
- | ;

7 4
confirm usemame & passw{)rd

)
post item DI post item
|
)
1
|
|
)
I
)
I
]
|
|
 {
|
I
)
I

!———<

post item

!
|
|
: Requesting confirm item

Confi'rm item

Al

My sold item

|
|
|
|
|
|
|
4
Sold items !

—

S ] | e

v e e - — ———— ——

Figure 3.4 Exhibitor scenario
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3.4 Test Plan

This section describes the test plan of the System. This plan will be used to verify and ensure that

the system meets its design and functional requirements.
The system testing will go through the following phases:
1- Unit and form testing:
In this phase, we will test every unit and form in the system separately to prove that it’s
operating correctly. The main System units that will be tested in this phase .
2- Integration testing:
In this phase, we will test integration between the different components, and the
interaction between these components.
3- System testing:
In this phase, we will test the system as whole to ensure that it is works properly.
4- Acceptance testing:

In this phase, we test the acceptance of the system from the user’s point of view.

However, all these phases will be described and discussed in details in Chapter 5.
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Chapter Four: System Design ‘Q

This chapter discusses
interface design .

the design of the sy i X
g SYstem in addition of database design and description ,and the

4.1 Database Description

stem database wi / i
The system . will cover all the attributes that the system will need to work with .The database
consists of ten main tables which are:

Members

Items

Block

PM

Lostpass
Countries

Bids
Sold_items

. Watched items
10. Plugins

© 0 NS W
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4.1.1 Database Design:

Figure 4.1 shows the ten tables of the system database and how they are related to each other .

plugins
id
watch
sort
id title
user_id P
. name
pm item_id
i
from members items
0 id u
_bt_]e ; Gl user_id
content passw e item_name
date mémber o me sold_items item_image
telephpne id end_time ‘
lostpass country user_id market, _‘_pnce
: B item_id max_price
userid Ve bidd -
> idding_price
L bidding_need
_t:me‘ winners
code bids item_detail
id
countries user_id
= itemid
value bid
Figure 4.1 Database Design.
4.1.2 Database Dictionary:
Table 4.1 Database Dictionary
Table Name Field Name Type Length Description Required Key
Members Id Int 11 User ID Yes Primary
Members Email varchar 50 User login name | Yes Unique
Members Password varchar 32 Member yes
Password
Members Member name | varchar 25 Member Name | yes
Members Telephone Int 20 The telephone no
number
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Con’t: Table 4.1 Database Dictiona
_Con’t: Table d.]

Countr e
Members y Int 6 The ID of user [ Yes Foreign
country
Members Level Int 4 The level of Yes
permission
Members Balance Float [ The balance in | Yes
dollars
[tems {‘Ji = Int 10 The item id Yes Primary
Jtems Ser_1 Int 11 The user id Yes foreign
Jtems Item Name Varchar 50 The item name | Yes
Ttems Item_image | varchar 50 The URL of the | Yes
: image
Jtems End_time Date time The deadline of | Yes
s : the auction
[tems Bidding_price | Int 3 The auction Yes
participation
fees.
Jtems Item_detail Text A description No
about the item
Block Id Int 11 The ID of the Yes Primary
blocked member
Block User id Int Il The ID of the Yes foreign
blocked user
Block UN Int 4 The value of Yes
unblock me
order
PM Id Int 11 The ID of the Yes Primary
private message
PM From Int 11 The ID of the Yes foreign
sender
PM To Int 11 The ID of the Yes foreign
receiver
PM Title Varchar 50 The title of the | Yes
message
PM Content Text The content of | Yes
the message
PM Date Date time The date of the | Yes
message
Lostpass Code Varchar 50 Ths verification | Yes Primary
code
Lostpass Userid Int 11 The user ID Yes Foreign
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Con’t: Table 4.1 Database Dictiona
Lostpass Time Datetimemilin. o7 1 G e Vos
requesting the
new pass
Countries Id Int 6 . :
Countries Value Varchar 250 '?fl:: 2332:3 - z:z =
name
Bids d__ Int 3 The id of the bid | Yes Primary
Bids User_id Int 11 The user id Yes Foreign
Bids It§m id Int 6 The item id Yes Foreign
Bids . Bid Float The bid value Yes
| Solds_items Id . Int 11 The sold item id | Yes Primary
Solds items User_id Int 11 The user id Yes Foreign
Solds items Item id Int 6 The item id Yes Foreign
Watched items | Id Int 11 The watched Yes Primary
item id
watched User_id Int 11 The user id Yes Foreign
items
watched Item_id Int 6 The item id Yes Foreign
items
Plugins Id Int 11 The id of the Yes Primary
plugins
Plugins Sort Int 11 The sort of the Yes
plug-in
Plugins Name Varchar 50 The name of the | Yes
plug in
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B

4.2 User Interface Design and Validations.

This section shows and describes sample user interface screens of the s

ystem (focusing on user
input/output screens). The three selected screens presented here

—in are:

o Login screen (shown in Figure 4.2).
o Registration screen (shown in Figure 4.3).

o Forgot Password screen (shown in Figure 4.4).
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B

Member Area

Username

Password

Reset  Submit

Reqister
Forgotten your password?

Alf Rights Reseved

Top.ps

Chance of the life

lexus 1S300

&34 13:50:23

Language: rlﬁttx :

Figure 4.2 Login screen.

Table 4.2 Description of Login screen.

| Field - Action Database table

User name Text field to input username

Password Test field to input password

Submit Button. When clicked , system | Members
authenticates the user and takes

R to main page

ot Button .When clicked, the user

name field and the password
filed clean.
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!
!
t
{
i
|
:
.T
|

Languone TEE S

Your sate way

ea
Member Ar Do you have a membership at the iTop? (Login)
i Username Register new user
; Password [hese conpOieary, Belds ©
| asswi
{
E Reset Submt = Username Must be your email address
| Register = Password
‘[ Forgotten your password?
Full name
i ™ Telephone
: =Country Palestinian Territories : : 3 v
|
| V% -9

[ =1 read all the terms and agree to abide by them (Terms of Use)
Reset  Submt

All Rights Reseved

Figure 4.3 Registration screen.

Table 4.3 Description of Registration screen.

Field Action Database table
User name Text field to input user name which
L. must be the email
Password Text field to input password
Full name Text field to input the full name
Telephone Text field to input telephone number
m}’ Drop down field having list of Countries
countries to choose from.
Text Field Text Field to enter the captcha
Submit Button. When clicked , system Members
Will submit the user information to
register.
Reset Button .When clicked, all fields
cleans.
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LTo P.ps e

Chance of the life

Your safe way

Dear member

Member Area
If you Lost Password Please
W ! enter your username in the space provided and well send 1
3 well s you a link to
athane change the password to your email, we have adopted during the registraton process.
Password -
E-mail
Reset  Submt

Regt M2 o R

Forgotten your password?

Reset  Request new password

All Rights Reseved
Figure 4.4 Forgot Password screen.

Table 4.4 Description of Forgot Password screen.

Field Action Database table
e-mail Text field to input email
Text Field Text Field to enter the captcha
Reset Button, When clicked, all fields
clean.
Request new password Button , When clicked , the Lostpass
system Sends e-mail to the user
of verification code to request
the password
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Figure 4.5 Navigation Chart

Chapter
43 Navigation Chart
Home page |
Register Login
Register
form
Admin Exhibitor Member
page page Page
Add new Add new R My ;014 item Post tem Add money Ttem and
and my not 1ddi
m;mber ca;egory T e Page Page btP ing
age age ins Page age
Page
Logout
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Sap=———
4.4 Normalized database tableg

Tables 4.5 to 4.14 below shows the normalized form of ¢

B ion . he system tables previously described in

 Table 4.5 Members table

' Fieldname |
\//_——_

Id

Email

~ [password

- [Member_name
* [Telephone
Count

Level

Balance

Table 4.6 Items table

Field name

Id

User id

Item Name
Item image
End time
Bidding price
Item_detail

Table 4.7 Block table

Field name

Id




- [ Title
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e

|

R
:F}Oﬂl—-—“"_—-
E’____/——
[To

* [Content

I .

| Table 4.9 Lostpass table

Field name
Code
- | Userid
| Time

Table 4.10 Countries table

Field name

Id
Value

Table 4.11 Bids table

Field name
User id

Table 4.12 Solds_items table
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Chaptor FoUE 2
Table 4.13 Watched_items table
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System Implementatiop and Installation

5.1 Installation Environment

5.2 Server Information and Configuration

5.3 UML Implementation Diagram
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. discusses the i i
This chapter he Implementatjon phase which is essential phase in thlis project. Aft
' . ct. After
e :
showing the system goals, requirements, and design in chapter one to four, this chapter go further
; e

in a more technical details such as the installation environment of the system; it then shows the
main server configuration, and ends by the Um. Implementation ,

5.1 Installation Environment

In order to setup the system, a set of hardware and software requirement are requested. The
following is a brief description of those requirements given that the system implementation has
used the W/LAMP(Windows/Linux, Apache, MYSQL) environment
1. Server (can be rent from ‘caro.net’! staring at °$29.95° per month, as VPS
server). The minimum server specifications are :
a. 20GB of Hard Drive Storage
b. 256MB of Memory
c. 500GB Top Quality Tier 1 Bandwidth
2. Apache Server 2.2.11
“Apache supports a variety of features, many implemented as compiled modules which
extend the core functionality. These can range from server-side programming language
support to authentication schemes. Some common language interfaces support mod_perl,
mod python, Tcl, and PHP. Popular authentication modules include mod access,
mod_auth, mod_digest, and mod_auth_digest, the successor to mod_digest. A sample of
other features include SSL and TLS support (mod_ssl), a proxy module, a URL rewriter
(also known as a rewrite engine, implemented under mod_rewrite), custom log files
(mod _log_config), and filtering support (mod_include and mod_ext_filter).
Virtual hosting allows one Apache installation to serve many different actual websites.

Eomeunmplkone machine with one Apache installation could simultaneously serve
2

9 1
www.example.com www.test.com, et St CIVER IERR O, 3
. . 2

However apache is GPL License.

e
English Wikipedia
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standalone graphical applications.” 2
4. MySQL5.1.30

“MySQL is a relational database Mmanagement system (RDBMS) which has more than 6

million installations. The Program runs as a server providing multi
number of databases. ”’ 3

-user access to a

5.2 Server information and configuration

As an operating system for the server, we have installed our system on both Windows Server
2008 and LINUX (Ubuntu).
However, as a team, we are biasing to LINUX, because it’s open source, cheaper, more secure,
and it provides some features that may not found in other operating system such as automatic
backup (which is available in LINUX through CRON).
The followings are main LINUX configurations that are required to make our system run:
1. rewrite_ module (Apache).
Go to httpd.conf, on WAMP replace ‘#L.oadModule rewrite_module
modules/mod_rewrite.so’by‘LoadModule rewrite_module modules/mod_rewrite.so’.
2. php gd2 (PHP).
Go to php.ini, on WAMP replace ‘;extension=php_gd2.dII’ by
‘extension=php_gd2.dIl’.
3. php_mysql (PHP).
Goto php.ini, on WAMPreplace*;extension=php_mysql.dIl’ by
‘extension=php_mysql.dll’.

?English Wikipedia

* English Wikipedia
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standalone graphical applicationg_» 2
4. MySQL5.1.30

“MySQL is a relational database Mmanagement system (RDBMS) which has more than 6

million installations. The program runs as a server providing multi-user access to a
number of databases. ” 3

5.2 Server information and configuration

As an operating system for the server, we have installed our system on both Windows Server
2008 and LINUX (Ubuntu).
However, as a team, we are biasing to LINUX, because it’s open source, cheaper, more secure,
and it provides some features that may not found in other operating system such as automatic
backup (which is available in LINUX through CRON).
The followings are main LINUX configurations that are required to make our system run:
1. rewrite_module (Apache).
Go to httpd.conf, on WAMP replace ‘#LoadModule rewrite_module
modules/mod_rewrite.so’by‘LoadModule rewrite_module modules/mod_rewrite.so’.
2. php gd2 (PHP).
Go to php.ini, on WAMP replace ‘;extension=php_gd2.dII’ by
‘extension=php_gd2.dIl’.
3. php _mysql (PHP).
Goto php.ini, on WAMPreplace*;extension=php_mysql.dll’ by
‘extension=php_mysql.dll’.

?English Wikipedia

* English Wikipedia
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4. File uploads (PHP).

Goto php.ini, on WAMP replace “fi
5. Allow URL fopen (PHP).

le_uploads = Ofp by “file_uploads = On’.

Go to php.ini, on WAMP replace ‘allow_url_fopen = Off’ by ‘allow_url_fopen = On’
5.3 UML Implementation Diagram :

The deployment diagram (shown in Figure 5.1) clarifies the three implementation tiers of the
system user computer, system, and database,

7

User computer System

E package 4 login
i packagei administrator

-internet
&= ckage S Biddi
] % package ng Mysal
i package2 member ;
g packigadiexhibie package 6 proscessing item
ge3 exhibitor : :

Database

Figure 5.1 UML Implementation Diagram

The deployment diagram shows the three tiers of the system in the implementation stage where it

physically executed in the real environment.
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6.1 Unit and Form Testing
6.2 Integration Testing

6.3 System Testing

6.4 Acceptance Testing




MLSiiSVStem Testing @

After ending the stage of application and Programmin
ensure that it meets the design and functional require

g the system, it wil put under testing to
ments,

The importance of the testing is in the showin

g the dependence of unj i iti
™ integration Rt e ts and forms in addition of

n this chapter we will go through the four stages of testing:

o Unit and form testing
o Integration testing.
e System testing.

e Acceptance testing.
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6.1 Unit and Form Testing

it works in a correct way.

( )‘LTo g
@Chanceg thepui Longunge. TR =

Member Area
WELZOME: Majd Shaweesh
Ernad: eng.majdsdlive.com
Manage Plugns

Change the password

Set Default Increment
tooes 12d 12:35:44

Members Managiment

Add new member
Manage members

11d 20:59:18

Catagory Managinent

Figure 6.1 Login correctly screen

lTop. ps Languoge: BY ES

Chance of the life

Ertor, your login information incorrect.

Member Area
Username
Password

Resst  Submit
Register
Forgotten your password?

Al Rights Resoved

Figure 6.2Login in incorrect user or password screen
Example of the cases we examine Login
In the first case we test Login correctly in Figure 6.1

In the second case we test Login in incorrect user or pas
46

sword in Figure 6.2
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Chapter SIX: @
Table 6.1 Unit and Form Testing
s
pafe &L EXPeT Actual Comment
result result
Case of Typ(f of user : Correct data | Get to the The date
login to the | administrator admin page | entered
system User name correctly
:eng.majds@hotmail.com
Password : admin
Case of Type of user : Wrong data | Hold in the | The data
login to the | administrator login page | entered
system User name and get wrong and
:eng.majds@hotmail.com warning the system
Password :wrong message performed
correctly
and don’t
entered to
any where
Case of Type of user : exhibitor Correct data | Get to the The date
login to the | User name exhibitor shtexed
system :bmw_3unk@hotmail.com page correctly
Password :correct
Case of Type of user :member Correct Get to the The date
login to the | (bidder ) data exhibitor entered
system User name page ey
:mimsw2005@hotmail.com
Password :correct
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Chapter SIX: ),
6.2 Integration Testing

Add new item

ltem name: ' Laptop HP Pavilon 66
Catagory: Computer » :

Statwiths: | 550 P

Cost of supply S(per bid); ' 2 o

Iltem Detail:

' Laptop Type Mid-Size Laptop
{Use Home Use
| Processor What is "Processor?
| Turion 64 X2 Mobile Technology (TL-60 1.9
| Installed Memory What is "Installedgrylémory"?} e

‘ 2 GB (DDR2 SDRAM)

Hard Drive What is "Hard Drive"?

ml oy

| Display 15.4 in. WXGA TFT Active Matrix

| Operating System Microsoft Windows Vista Home Premium
| Processor =

Image of product: C:‘\Users\useﬂ.Picturesl Browse .. '

Figure 6.3 Test adding a new item

Important Notice
Laptop HP Pavilion 6660
s We adopt a new way! The interest of the Group of iTop on all people to be able to have the best brands
at low prices, we have to take advantage of a limted idea of the auction price cap, to find out more

details on this method, you can review this video

Bl 23] «[5] 6 next>]
Country Bid
Palestinian Territories 6008

iD Name
1 Eng. Majd Shaweesh

Place bid: % Submt

Auction Detwl Item Detl
Start of auction: 550%
Period: 2009-07-27 13:12:25
The cost of supply: 2%
The number of auction winners: 1

Figure 6.4 Showing that the Adding item in the item page
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Chapter S S @
Table 6.2 Integration Testing

e
R L L
State Input Expected result Actual result
. > Y \
adding a new item | Item : Laptop Correct data Adding the item to

uction g .
tfoa auction and store it

in the data base

Correct data Showing that the

Adding item in the | Item :Laptop

item page Adding item in the

item page

(e s i iz
: ‘E Palestine Pol{y;:«;;);ﬁc University
ESm 6 the Library AuiSl) —
ACC. .eveereneennes Z/Z]Ll‘ ........ Jukell 031

i LCk:ss ...................................... diiald! f—@
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Chapter SBX= @
6.3 System Testing

!
g
|
!
|
:
I
i
!

is stage of testin
In this stag g the system testeq a5 one independent unit to ensure that it work
ectly and error free. Testing th Tk
correctly esting the process the System do and see the effect of it in the oth
part of the system for example we tested adding new member s
an

base after adding process.

d test its effect in the data

ou have 3 [ ' '
Do you membership 3t the iTop? (Login)

Register new user
These compulsory fields (%)
Username Must be your email address
* Password
Full name

*Telephone

=Country Palestinian Temitories : ; o

[] =1read all the terms and agree to abide by them (Terms of Use)

Reset  Submit

Figure 6.5 Registration page
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Chapter SIX: &)
6.4 Acceptance Testing

Acceptance testing is the process where the users test and

see the information system in
its final complete form ,the result of this test is that the users a

ceepts it .
In this stage we verify the ability of the System to meet the functional requirements we

mentioned in chapter two and from the previous testing stage we figured out that the system

meets it requirements.

By publishing the website on the internet we give the chance to real users to enter the site

and test it in the real environment, we came with the result that the system accepted by them.
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7.1.1 Automatic Backup
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7.4 MySQL Maintenance
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The maintenance stage is the fina] stage of the g

! ystem life cycle. in thi
will put under full maintenance and mq dificatio yele, in this stage the system

cqvironment. N to meet the requirement of the system

In this stage the system will be ready to work in real environment, there is m hi

consider in order getting the system suitable to work in th; environma:);t lr:igsfto
preventing problems which can happen during the installation process. i
In this chapter we will clarify the maintenance process and the propose plan to maintain

the system.

Running the system in the real environment there is a possibility to system failure or
errors incidence which must be avoiding it.
The user during the running the system haven’t enough information in case of any error

appears in the process, so we must put a plan to prevent errors. That’s including:

7.1 Backup
7.1.1Automatic Backup

To backup iTop database automatically, we can use “Schedule Task” on windows
platform and “Cron” on Linux platform, and “iCal Alarms” on Mac platform. Here we

will discuss “Schedule Task” and “Cron”, because servers may be Windows, or Linux

On Linux: Cron:

Is the most effective tool in execute scripts automatically without user intervention

through the scheduled tasks of periodically implementation of any code every hour or

every day ... Etc.

The primary task of “Cron” is to carry out orders of Linux servers periodically, for

example we want to use “Cron” to execute periodically backup of database.
Let’s see some of shell commands related with “Cron” service:
crontab -e

Wouwill see something like this after press return:
291 * % % /scripts/upcp
01 % * % /scripts/cpbackup

35 * % * % /usr/bin/test -X /usr/local/cpanel/bin/tail-check && /usr/local/cpan$
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g5 % % *H /usr/local/cpanel/whostmgr/bin/dnsqueue > /dev/nul] 2>
55 % % % /usr/local/cpanel/bin/dcpumon >/dev/null 2>&1 i
958 ¥ /usr/local/bandmin/bandmin

“crontab -€" is a shell co
fire mmand represent al| the “Cron” orders registered in the

Linux server.
ere is two ways to add new “Cron” ‘ 4 _
h ron™ order, First one is by using “Cpanel” - program

installed on Linux servers allowing users manage their sites easily - the second one by

using “Shell” commands.

1. Using Cpanel:

Login cpanel account, and then go to “Cron Jobs” - note: I am using cpanel 11
Cron jobs

After open “Cron jobs”, we will find it divided into two ways, they are:

0 The Standard GUI

0 Advanced (Unix Style) Option

*1 Cron Jobs

Cron jobs allow you to automate certain ccmmands or scripts on your site. You can set 8 command or scrigt to run at a
specific time every day, week, etc. For example, you could set a cron job to delete temporary files every week so that your

disk space is not being used up by those files.

Warning: You need to have a good knowledge of Linux commands before you can use cron jobs effectively. Check your
script with your hosting administrator before adding a cron job.

"Stend=d'|
[PAgvenced (Unix Style) |

Please choose your experience level:
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a. The first way: The Standard GUJ
Appears in Cpanel, like this:

Please enter an email address where the cron cutput will b t —
K € sent:

TE: You will receive a messa i is j
NO 9¢ every time this job funs. Using your main e-mail address is not recommended

Entry 1

———

Cemmand to run: R T e

Minute(s): Hour(s): 2
Every Minute . Every SixHours | »
Every Other Minute | =| MMQELE 5
Every Five Minutes | L= LAM | February

Every Ten Minutes | S ‘March |
Every Fifteen Minutes % Apri ,
i | A :

b ; Day(s): & s

EIWIN | —

_§ omamm Vonday
g Tuesday

ﬁ (5L Y - Wednesday | -

The first option to determine which e-mail to be sent to the output of the implementation
to him.

The second option is written which will be carried out or file path that will be
implemented.

After that, the time which will be the implementation of the order is determined by:

0 Minute(s)

0 Hours(s)

O Days(s)

0 Month(s)

0 Weekday(s)

ion page.
After the completion the time of order, save your confirmation pag
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9. b. The second way: Advanceq (Unix Style) Opti
| on
lease enter an email address where the cron
cutput will be sent:
NOTE: You will receive a message every time this job ryn u
s. Using

: your main e-
Minute Hour Day Month Weekday &-mail address is not reccmmended.

0 0 * N x Command

ESIrE Wear

if you look here, we will find that the form of written orders is substantially similar to a

series of orders that we have brought upon the execution of the order of the

shell command.

crontab-e”

We note here that the first option to determine which e-mail to be sent to the output of the

implementation to him.

The later is the time; will speak later.
3. Using shell
[ Minute - Hour - Day - Month - Weekday ] - Command

This is the phase of cron shell order, let’s see example:

29 1 * * * /scripts/upcp

in detail, we will find that it is divided into the following sequential manner

from the left to the righf:
0 Minutes and representation would be 00 to 59
n of the form 24 an hour would be 00 to 23
to 31
be 1to 12

0 Hours and representatio
O Days and be represented by 1
O Representation of the months and

O On the weekend and be represented:

0 3 letters appear to be on the week: sat,
rder of the week from Saturday to Friday

sun, mon, tue, wed, thu, fri,

representing the o
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The position of the asterisk * ¢, be executed periodically every day or every

ur or i Nl
ho every minute, ..., etc., which is called wildcard, a term familiar to

those interested in the networking and communications

So it means that the previous script will be carried out every day and every
month on hour 1 and 29 minutes.

But what do we do if we want to implement the script every 5 minutes?

We can write this in several ways:
O A: It is all in writing the minutes to be separated by a comma then the
implementation is as follows:
0,5,10,15,20,25,30,35,40,45,50,55 * * * * /path/to/command
And here was to identify and implement script minute No. 0, 5, 10 and 15 ...,

etc.

00 B: There is a formula in cron is using * and use the following example
shows that:
/5 % * % * /path/to/command
Both examples do not differ in its implementation on the other thing

Cron and PHP
[ Minute - Hour - Day - Month -
Weekday | [PATH OF PHP] [ARGUMENTS] [PATH OF PHP SCRIPT]

as an example:
-PATH OF PHP: is the path of PHP compiler

Example: /ust/local/bin/php
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Friday

O The file path, or which Would be implemented jn time

The position of the asterisk * to be executed periodically every day or every

hour or ev i S
°ry minute, ..., etc., which is called wildcard, a term familiar to

those interested in the networking and communications

So it means that the previous script will be carried out every day and every
month on hour 1 and 29 minutes.

But what do we do if we want to implement the script every 5 minutes?

We can write this in several ways:

O A: It is all in writing the minutes to be separated by a comma then the
implementation is as follows:
0,5,10,15,20,25,30,35,40,45,50,55 * * * * /path/to/command
And here was to identify and implement script minute No. 0, 5, 10 and 15 ...,

etc.

0 B: There is a formula in cron is using * and use the following example

shows that:
*/5 * % * * /path/to/command

Both examples do not differ in its implementation on the other thing

Cron and PHP
[ Minute - Hour - Day - Month -
Weckday | [PATH OF PHP] [ARGUMENTS] [PATH OF PHP SCRIPT]

as an example:
-PATH OF PHP: is the path of PHP compiler

Example: /usr/local/bin/php
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¢/

UMENTS: some of
- ARG the arguments that affect the implementation of scri
pot writing of script may be

-a Run interactively

-b <address:port>[<port> Bind Path fo external FASTCGI Server mode
.C Do not chdir to the script's directory

-c <path>[<file> Look for php.ini file in this directory
i No php.ini file will be used

-d foo[=bar]  Define INI entry foo with value 'bar'

-e Generate extended information for debugger/profiler
-f <file> Parse <file>. Implies *-q'

-h This help

-i PHP information

] Syntax check only (lint)

-m Show compiled in modules

-q Quiet-mode. Suppress HTTP Header output.

-S Display colour syntax highlighted source.

-V Version number

-W Display source with stripped comments and whitespace.
-z <file> Load Zend extension <file>.

-PATH OF PHP SCRIPT: It represents the path of the file that will be implemented and
must be in writing here, full file path, starting from the root
For example, if your username is itop

file path is: /home/itop/public_html/ :
If the file name is file.php and exists within the public_html folder is the file path will be:

/home/itop/public_html/file.php

so the order finally is:

0 * %% % jysr/local/bin/php -q /home/itop/public_html/cron/ﬁle.php

inux:
The order of automatic backup of database on Li
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02 * * * /ust/local/bin/mysqldump -db_user -

db_password db_name > /home/www/backups/dpnarm
e-
put to create a full backup website f

les and database;
create PHP file contain this code and saye in home dir and not th
ot the www:

<?php

/I PHP script to allow periodic cPanel backups automatically, optionally to a remote FTP

Server.

// This script contains passwords. KEEP ACCESS TO THIS FILE SECURE! (place it in
your home dir, not /wwwy/)

/lcode by justin-cook

f kit THE FOLLOWING ITEMS NEED TO BE CONFIGURED #### 5

// Info required for cPanel access

$cpuser = "username"; // Username used to login to CPanel

$cppass = "password"; // Password used to login to CPanel

$domain = "example.com"; / Domain name where CPanel is run

$skin = "x"; // Set to cPanel skin you use (script won't work if it doesn't match). Most peo

ple run the default x theme

/ Info required for FTP host
$ftpuser = "ftpusername"; // Username for FTP account

$fippass = "ftppassword"; // Password for FTP account

$ftphost = "ftp.example.com"; // Full hostname or IP address for FTP host

$ftpmode = "fip"; // FTP mode ("ftp" for active, "passiveftp" for passive)

/ Notification information

$notifyemail = "you@example.com"; // Email address to send results

I Secure or non-secure mode

Wi i dHTTP
$secure = 0; // Set to 1 for SSL (requires SSL support), otherwise will use standar
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ot to 1 to have web page resylt :
" PAgE result appear in your cron log

gdebug = 0:

R 3

K ok ok 3k NO CONFIGURATION ITEMS BELOW Tl‘”s LINE e sfe skeok o sfe sk

J RS
ok
if ($secure) {

$url = "ssl://".$domain;

$port = 2083;
} else {

$url = $domain;

$port = 2082;
b

$socket = fsockopen(Surl,$port);

if (!$socket) { echo "Failed to open socket connection... Bailing out\n"; exit; }

// Encode authentication string
$authstr = $cpuser.":".$cppass;

$pass = base64 encode($authstr);

$params = "dest=$ftipmode&email=$notifyemail&server=$ftphost&user=$ftpuser&pass=

$ftppass&submit=Generate Backup";

/I Make POST to cPanel
fputs($socket,"POST /frontend/".$skin."/backup/dofullbackup.html? .$params.

Otln");
fputs($socket,"Host: $domain\r\n");
fputs($socket," Authorization: Basic $pass\r\n®);
fputs($socket,"Connection: Close\r\n");
fputs($socket,"\r\n");

HHTTR/ L.
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/ Grab response even if we don't do anything with i ’
11
while (!feof($socket)) {
gresponse = fgets($socket,4096);
if ($debug) echo $response;

h
felose($socket);

»>

And put this order in crontab

152 * * * Jusr/local/bin/php /home/youraccount/fullbackup.php
The script will be carried out every day at 2:15

OR:

152 * * 1 /usr/local/bin/php /home/youraccount/fullbackup.php
The delivery will be here every Sunday 2:15

On Windows: Schedule Task

e Start -> Programs -> Accessories -> System Tools -> Scheduled Tasks.
o Right-click on an empty spot in the Scheduled Task window and select New ->

Scheduled Task (Also accessible via File -> New -> Scheduled Task)

e Name the new task
o Double-click the new task to open the properties window (or File -> Properties)

e Under the Task tab, enter the same command that you used to test the script

above. For instance, I would enter:

o C:\PHP\php.exe “C:\Inetpub\WWWroot\blogs\cron\cron_exec.php”

when and how often the task should run. The

° Go to the Schedule tab and enter for basic usage, but feel

schedule defaults to run once daily and should be fine

free to tweak as needed. : hat re
® The rest of the fields can be left as-is, unless you're an ace and know what you

doing.
e Click OK and we’re done!
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7.2 System Upgrading

[n the process of using the system g NEW requirement wi] b
ea

9 . ppear so t 1 H
necessity. In the upgrading stage we wi] clarify the new . P he upgrading is a

these requirements uirement and work to meet

7.3 Appache Server Maintenance

The apache server in any operating system (Windows XP, UNIX ...) I$ an important and

main part for publishing the system , publishing the system mainly depends on the
accuracy , Persistency and security provided by the server , so the server must be

effective and working right .

7.4 MySQL Maintenance

The database is the most important part in iTop auction system because it consist of all
system tables .in the other hand the security is an important part to provide the

authorization and authentication to each user to access the database .
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Conclusions ang Recommendations

g1 What has been achieved from Project Goals?

3.2 Directions for Future Work




apter Eight: Conelusions and Recommendatips ©
/ / F‘S

The iTop auction system gives the user the o

: Pportuni y )
getitin @ lower price than the actual market. ty to buy products online with a chance to

The iTop auction system has many advanta

! ges includi iho )
Jddition to higher performance. INg saving time, money and effort in

g1 What has been achieved From Projects Goals?

The project goals which has been achieved will listed in this section
1. We develop the project using PHP programming language, and MySQL database engine.
2. Using template file engine to support multi-theme of GUI.
3. Build modular system, in addition to plug-in system.

4. The secure approach in the system is an essential component of it. We cover this
component by secure the database inputs, uploading images, and preventing any possible
attacks.

5. The mobile interface supported in the system by identifies the mobile agent and browse
the custom mobile interface.

[=))

. The trusting issue, we can now answer the question “How all parties (namely: auction
system, bidders, and exhibitors) will trust each other?” by depending the name of the
university, registering the website as a trade mark in the Hebron Chamber of Commerce

& Industry, issuing the prepaid card and paying methods throw trusted institutions, and
issued FATWA from DAR AL FATWA AL FALASTNYA(shown in appendix c)

The system tested from many aspects that are including the unit testing, integration
testing, system testing and acceptance testing. The results came positive to every test.

tem meets its requirements and insures high performance.
an be published on the internet for users and in the real

ements of the market.

In each of these tests the sys
Now we can say that the system ¢
market after making the legal requir
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cha

szpirections for Future Work

: stomers using SMS and voice
over IP (VOIP).

2. Building an accounting system to make the System more effective,
3. Building an e-point system as away of increase revenue,

4. Adding a new revenue model (direct sales and d
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