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Abstract

Electronic data interchange can be classified as one of the important areas of information
technology, where the need for data sharing increasingly required in almost every field
such as health-care, e-government, e-commerce and scientific researches. Data sharing
concept can be defined as the process of interchanging, analyzing, retrieving and inte-
grating data among multiple data sources in a controlled access manner. The use of
information technology in different areas began to increase. The exchange and sharing
different types of information have been also required. Although data sharing facilitates
the way that data can be exchanged, security concerns arise as a challenge for con-
ducting data sharing. Many polices including confidentiality, integrity, availability and
privacy must be taken into consideration. In this thesis, preserving privacy subject will
be considered. This thesis will provide a literature review for different privacy preserving
models that facilitate data sharing among different areas. Also, it will propose a new
privacy preserving data sharing model that combines compression techniques such as
Huffman coding and different encryption algorithms in order to provide privacy in data
sharing to facilitate data sharing in different areas. Performance parameters, such as
processing and transfer time, and the enhancement for the expected model are also con-
sidered. Experiments results over 10 different files sizes show that the proposed model
provides privacy to shared files also it reduces large file size since the proposed model
use Huffman coding. The proposed model is 87% faster on speed of 1MB/sec and on

speed of 16MB/sec it is 38% faster than existing models.
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Chapter 1

Introduction

The use of information technology in different areas began to increase since 1980s; the
exchange and sharing different types of information have been required at that time.
Although data sharing facilitates the way that data can be exchanged, security concerns
arise as a challenge for conducting data sharing. Many polices include confidentiality
and privacy must be taken into consideration. However data sharing and integration
are prevented from being widespread because of privacy concerns. For example in e-
commerce areas, companies need to exchange information to boost productivity, but are
prevented by fear from competitors. Also sharing data in healthcare areas improve sci-
entific research and enables early detection of disease, but without preserving privacy it
is costly and difficult to make healthcare information globally expand [1]. Privacy can be
defined as the process to protect information from unauthorized access [2]. Unrestricted
data sharing will reduce the privacy of individuals, the challenge is to enforce appro-
priate security policies that facilitate data sharing as needed. These policies include
policies for confidentiality, privacy, and trust. During normal operations, it is important

to apply security policies [3-5].

Data sharing is a fundamental enabler of coordination among supply chain partners [6].
Also, data sharing can be defined as the process of interchanging, analyzing, retriev-
ing and integrating data among multiple data sources in a controlled access manner.
Data sharing is an important feature for modern organizations due to the increase in

the use of communication networks, changes in architectures of enterprise information
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systems, as well as the increasing availability of data in computerized form, and per-
haps the biggest impact on data sharing can be attributed to the widespread use of
the Internet and Internet-related technologies for e-government, e-commerce, scientific
research and health-care [6, 7]. In e-commerce, data can be shared for transactions,
operations, and analysis. Conducting business transactions is a basic reason for sharing
data in e-commerce it is mainly used in Electronic Data Interchange (EDI) [4, 6]. Al-
though data sharing facilitates the way that data can be exchanged, security concerns
arises a challenge for conducting data sharing, confidentiality, availability and privacy
must be taken into consideration, this means, a controlled access is required to authorize
authenticated users or roles to access data. This increase the need for data sharing man-
agement and data integration [1]. However data sharing and integration are prevented
from being widespread because of privacy concerns. Confidentiality concept and data
privacy are almost have the same meaning; which is to limit access to personal infor-
mation. Different models have been introduced to apply privacy in data sharing and
data integration. Each may be the same or different structure of other, such as Seman-
tic Privacy-Preserving Model [8], Capability-based Access Control Model [9], BitTorrent
Protocol [10], and OneSwarm Data Sharing Model [2]. Sensitive data must be encrypted
when share it, the challenge is to apply policies that preserve privacy. Preserve privacy
is to protect data from unauthorized users and to control who can access data [4, 11, 12].
OneSwarm data sharing model is a peer to peer (P2P) data sharing model that provide
privacy. Also, it provides better performance than existing data sharing models, it uses
Secure Socket Layer (SSL) to provide privacy for the users. Figure 1.1 is an overview for
OneSwarm data sharing model structure, it shows a P2P network with secure connection

using SSL [2, 13].

Sender

»
= »&

| secure \

connections |
_ usingSSL
y o //

»
»

Receiver

FIGURE 1.1: OneSwarm Structure [2].

Two basic encryption techniques are used to get secure system, symmetric key encryption

and asymmetric key encryption. In symmetric key encryption algorithms, the sender
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and receiver have the same key for encryption and decryption process while in asym-
metric key encryption algorithms, there are two different keys, the private key that must
be secret and the public key [14, 15]. Rivest-Shamir-Adleman (RSA) cryptosystem is
asymmetric key encryption algorithm [16]. RSA is not semantically secure, encrypts the
same message more than once always gives the same ciphertext. Also, RSA does not use
to encrypt large data, and it is slower than the symmetric key encryption [17, 18]. A new
encryption technique is implemented by [17] called Augmented-RSA (A-RSA). A-RSA
has three enhancement factors comparing with RSA. These factors are the security, the
execution time, and the size of the ciphertext [17]. Also Secure Socket Layer (SSL) is
used to provide privacy, SSL uses symmetric key encryption algorithms such as Data
Encryption Standard (DES) and Advanced Encryption Standard (AES). The symmet-
ric key encryption algorithms is faster than the asymmetric key encryption and provide
more security [19]. Data Compression is a technique to reduce files size which helps in
increasing network bandwidth and reducing transmission time. Also data compression
is used in security areas because it decodes the original file such as Huffman coding.
Huffman Coding is a lossless data compression algorithm that decode original file to get

smaller file size [20-22].

The proposed data sharing model is a model that preserves privacy by using symmetric
key encryption algorithm and data compression. The proposed model provide privacy to
shared files also it reduces transmission time, and the size of the shared data. Figure 1.2

shows the main components for the proposed model.
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Shared offline

" Edit
header |
ﬁle

Header file
' Edited
header file

Encryptlon N

Compression X Binary file

Original file

Encrypted
header file

Decrypuon

Edited
Header header file
file

~ Retrive
header
* - file

Receiver

Decompression

Original file

Binary
file

F1GURE 1.2: The Proposed Model Components.

1.1 Problem Statement

Most of existing data sharing models suffer either from privacy problems or from poor
performance (computational processes, network bandwidth, storage and volume of trans-
fer) if confidentiality and integrity are considered for the whole shared files and data
[2, 13]. Hence increasing privacy may case a performance hit for large files. In this
thesis, an attempt to study and analyze existing data sharing models. The idea of using
data compression such as Huffman coding to partition shared files into header file and
binary file will be considered and tested to increase the performance of a data sharing
model like OneSwarm model. Both computation and transfer performance problems will
be addressed, studied and compared with the existing data sharing models. To achieve

this, the following sub problems are expressed:

m How data sharing models that preserves privacy work?

m How to use compression and cryptographic techniques to share data with better

performance?

m How to use cryptographic techniques to preserve privacy for the shared data?
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m How to enhance transferring time and computational time for the data sharing

models?

1.2 Thesis Objectives

The thesis aims to practice secure data sharing among different organizations focusing
on preserving privacy. To achieve this objective, this requires to achieve the following
sub objectives:

m To survey preserving privacy data sharing models.

m To study parameters that are used in preserving privacy data sharing models

including computational and transfer parameters.

m To study different encryption and compression techniques that are used in pre-

serving privacy models.
m To propose a new data sharing model for preserving privacy.

m To compare the results after applying the new secure data sharing model and see

the enhancement for the new suggested model.

1.3 Thesis Methodology

Thesis methodology is as follows:
m Make surveys for previous work in this area and for different data sharing privacy
preserving models, and using understanding and interpretation of this work.

m Study different encryption and compression techniques, then implement these tech-

niques to have new privacy preserving data sharing model.

m Combine compression and encryption techniques to build privacy preserving data

sharing model with better performance.

m Study the parameter (computational processes time, network bandwidth, storage

and volume of transfer) for the new preserving privacy model.
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1.4 Thesis Contributions

Most of existing data sharing models suffer either from privacy problems or from poor
performance. Because of these problems, the thesis introduces a solution to overcome

these challenges. The main contributions of this thesis are summarized as follows:

m New data sharing model that preserves privacy to shared data using compression

and encryption techniques is presented.

m The proposed model provides better performance compared to the existing data

sharing models by combining compression and encryption techniques.

m The proposed model reduces sharing data time by using compression techniques.
Also compression technique is used to reduce data size, which enhances network

bandwidth utilization.

1.5 Publications

The following are the publications for the data sharing model:

m Sarahneh, S., Tahboub, R., (2017), ”Secure Data Sharing Model for Preserving

Privacy”, Journal of Theoretical and Applied Information Technology, 95.

m Sarahneh, S., Tahboub, R., (2015), ”Secure Data Sharing Polices and Architecture
Preserving Privacy”, The 7th International Conference on Information Technology,

Jordan, 2015. Amman: Al-Zaytoonah University.

m Sarahneh, S., Tahboub, R., (2015), ”Secure Data Sharing Model Using New Tech-
nique for Preserving Privacy”, Journal of Internet Technology and Secured Trans-

actions, 4, (4), 472-434.

1.6 Thesis Organization

The rest of the thesis is organized as follows:
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Chapter 2 presents a background for data sharing concept and security in data sharing
also in this chapter we made a survey of some important data sharing models that

preserve privacy and different encryption and compression techniques.

Chapter 3 introduces a new privacy preserving data sharing model. Then it presents
the generic standard data sharing Model and the proposed data sharing model. Then
the main components for the proposed model are described. Finally, it discusses how

the model preserves privacy, saves storage and decrease the transfer time.

Chapter 4 presents the experimental results of applying the proposed preserving pri-
vacy data sharing model. Several experiment scenarios were performed to evaluate our
model in terms of parameters such as transferring time, computation time, files size and

preserving privacy.

Chapter 5 summarizes the general idea of the proposed model. Then future work is

presented in the next section.



Chapter 2

Background and Literature

Review

This chapter presents a background for data sharing concept and security in data sharing.
Also in this chapter a survey of some important data sharing models and different
encryption techniques are clarified. The chapter is organized as follows: Section 2.1
illustrates data sharing concepts and different data sharing models. Section 2.2 clarifies
network technologies. Section 2.3 clarify important definitions of cryptography and
network security then it presents a survey for different encryption techniques. Finally,

different compression techniques are illustrated in section 2.4.

2.1 Data Sharing

This section clarifies data sharing concept then it lists different data sharing models and

a comparison between them.

2.1.1 Data Sharing Concepts

Data sharing concept emerges to introduce a new era of cloud computing processes, e-
commerce, e-government, e-operations, e-everything. This term was coined since 1970s
[4, 12]. From the early 1980s, the use of IT in the construction industry and broader

engineering sector began to increase and find application in many different areas [23].
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The exchange of many different types of information was also required at that time.
As a result, a series of generic product data models were developed. Data Sharing was
also defined as a fundamental to computer-supported cooperative work. People share
information through explicit communication channels and through their coordinated
use of shared database [24]. It was also been described as a fundamental enabler of
coordination among supply chain partners. Therefore, data sharing can be defined as
the process of interchanging, analyzing, retrieving and integrating data among multiple
data sources in a controlled access manner as shown in figure 2.1. The data source is

considered a destination in case of obtaining data from other data sources [6].

FIGURE 2.1: Sharing Data Between Users [6].

2.1.2 The Need for Data Sharing

Data sharing is an important feature of modern organizations due to the increase in the
use of communication networks, the changes in architectures of enterprise information
systems, as well as the increase of availability of data in computerized form. And
perhaps the biggest impact on data sharing can be attributed to the widespread use of
the Internet and Internet-related technologies for e-government and e-commerce [6, 7].
They clarify; e-government involves sharing data for transactions with citizens, other

agencies and outside vendors and businesses.

Then in addition, in e-commerce, data can be shared for transactions, operations, and
analysis [6]. Conducting business transactions is the basic reason for sharing data in e-
commerce. It is mainly used in Electronic Data Interchange (EDI), business to-business
marketplaces, as well as consumer purchases over the web. The focus of data sharing
for operational purposes leads to the optimization of business processes over the entire
chain and to benefit all participants in the chain [6, 11]. Information that shared among
supply chain partners may include inventory sales, demand forecasts, order status, and

production schedules. Analysis, business intelligence, and decision-support represents
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the third purpose for data sharing in e-commerce, information available for analysis
is increased through the sharing of data, for example banks share data with affiliates
and telemarketers, another example about retailers who allow suppliers to access their
inventory data for analysis purposes [6]. It was indicated that it is highly desirable
to share data among the members of the medical community; because data is a very
valuable, hard to produce, and in some cases irreproducible resource. Data sharing
reduces the cost of reproducing redundant data collections as much as minimizing the

efforts paid in performing this [25].

Although data sharing facilitates the way that data can be exchanged, security concerns
arises a challenge for the conducting of data sharing, confidentiality and privacy must
be taken into consideration, this means, a controlled access is required to authorize
authenticated users or roles to access data. Each data source represents a database,
each database may use an application -for example- to access another database, this
application is assigned specific permissions to access specific view of a specific database,
permissions that identifies what kind of access must be granted to this application, (e.g.
to read, or write, or even to have full access), for this purpose, a database of databases is
needed to allow the sharing of data among the different databases as [25] indicates. This
increases the need for the data sharing management and data integration. To conduct
the data sharing management, a specific model of the data sharing must be followed

2, 7, 12].

2.1.3 Preserving Privacy Models in Data Sharing

Different models have been introduced to apply data sharing each may be the same or
different structure of other, some models introduced to extend previous models, oth-
ers developed to overcome limitations and challenges of previous models. This section

provides a literature review for different data sharing models.

2.1.3.1 Semantic Privacy Preserving Model

A semantic privacy preserving model provides authorized view based query answering

[8]. For that reason model consider a large number of servers. Therefore a unified global
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data sharing and protection service can be achieved at the Virtual Platform (VP). Pri-
vacy protection policies represent a long term promise made by an enterprise to its users
and is determined by business practice and legal concerns, which is expressed as combi-

nation ontology and rule [8].

This model is proposed with three layers, where the bottom layer provides data sources
from the relational databases. The middle layer provides a semantics enabled local
schema for each independent service domain. The top layer is served at the VP, which
provides a unified global view of privacy preserving data sharing and integration services
[8]. The ontology mapping and merging algorithm with a source description that cre-
ates a global ontology schema (mediated), which is a reconciled view of the information
that provides query services to end users, at the VP by merging different local ontology
schemas for data sharing. A query is defined as an Semantic Query-enhanced Web Rule
Language (SQWRL) data log rule in the Semantic Web Rule Language (SWRL) based
policy to access to a global ontology, and each SQWRL data service query for a global
ontology at the VP is mapped to multiple queries as SQWRL data log rules for each

local schema [8].

The challenge of designing a semantic privacy protection model is to ensure soundness

and a completeness of data sharing and protection in multiple servers [8]:

m For the soundness criterion, this model does not allow unintended data being

released to the data users through the global policy schema at the VP.

m As for the completeness criterion, the model does not miss any eligible shared data
when a user asks for a data request service at the VP. Therefore, shareable data

obtained the VP should equal data obtained directly from each server.

Figure 2.2 shows the three layers of the model, where the bottom layer provides data
sources from the relational databases, the middle layer provides a semantics enabled local
schema for each independent service domain. The top layer is served at the VP, which
provides a unified global view of privacy preserving data sharing and integration services.
The top layer at the VP has a global policy schema, including a global schema aligned
and merged from several local schemas and a set of rule integration at the middle layer.

The VP provides conceptual data access and protection services that give users a unified
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FIGURE 2.2: A Semantic Privacy Preserving Model [8].

conceptual global view” with access control power for each data request. Ontology based
data sources are external, independent, and heterogeneous, and each local ontology was
combined with logic program based rules for each server in the middle layer. Mapping
language, which semantically links a global schema and integrated rule, set in the top
layer to each server’s ontology local schema and privacy protection rules in the middle

layer [8].

2.1.3.2 Capability based Access Control Model

Capability based Access Control, in this model each capability consists of a Name, which
identifies a single object in the Internet, and group of access rights for that object [9)].
In this model, the system sits between applications and the underlying file system [9]. It
presents applications a view based interface to the file system. It executes queries over
the local file system and communicates with other peers to evaluate distributed queries.

The model is depicted through the following steps [9]:

1. The system registers each new view and capability in a local catalog, this capability

has three parts shown in figure 2.3:

m A 128-bit global view Identification ID: this ID created by concatenating a
hash of the local nodes Media Access Control (MAC) address with a locally
unique for all time view ID, this view ID uniquely identifies an individual

view in the Internet.
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m A 128-bit random password: associated with each capability a 128-bit random

password that ensures the capabilitys authenticity.

m A 32-bit IP hint field: that contains the IP address of the node that can locate
the object addressed by the capability in the Peer to Peer (P2P) Network,
in general, they expect that objects will not move in their network, and the
IP hint will be the address of the node that created the capability and still
holds its definition. If the hint fails, then it must fall back on a conventional

distributed hash table scheme for location.

128 bits 128 bits 32 bits
‘ Global view ID Password ‘ IP hint

FIGURE 2.3: Capability for a View [9].

2. The per node catalog table generated by the system holds view and capability
information. It contains two tables ViewTable and CapTable as shown in figure 2.4.
The ViewTable entry contains the global view ID, the view definition, and other
attributes (such as the human readable view name). The CapTable entry stores

the global view ID of the named view, the password, and the access rights.

Node-local view table (View Table)

lGlObal view ID l View definition | Other attributes |
Node-local capability table (CapTable)
‘Globa] view ID | Password | Rights ‘

FIGURE 2.4: Capability and View Catalog Tables [9].

3. Users grant each other access to their data simply by exchanging capabilities to

their views.

4. When the system receives a capability, it uses the IP hint to determine whether
the capability is for a local view. If the capability is local, the system checks
whether the (global view ID, password) pair in the capability matches a (global
view ID, password) pair in CapTable. If so, the capability is valid, and the system
then examines the access rights in CapTable to see if the requested operation is
permitted. If the capability is not found in CapTable or the operation is not
permitted, the request fails. If the capability is for a remote view, the system

forwards the request to the appropriate node in the peer to peer network.
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2.1.3.3 BitTorrent

BitTorrent is data sharing model created in 2003, it uses P2P network architecture
which allows users to join a "swarm” of hosts to download and upload from each other
simultaneously and shares files efficiently using file swarming [10, 26]. All peers in a
swarm are interested in downloading the same files. The user who want to download
notifies the tracker about the file needed to download, the tracker replay with a list of
peers which downloads the same file, then the users in swarms connect to each other

using this information as shown in figure 2.5.

& [BBR [ &

. ——*m

=

"L %

[z [ o

FIGURE 2.5: BitTorrent Overview [10].

In order to initially connect to a swarm, peers download a metadata file, called a torrent
which contains file info: name and size of the file to be download, hash info of the data
blocks (typically 256 KB), the hash info used to check data integrity. Also the torrent
file contains the address for a tracker. The tracker is a server that keeps track of the
peers in a swarm, it does not have a copy of the file but it is managing the file share
process [10]. Each user sends to all other users in the swarm what fragments of the file
it has, the peers exchange data fragments with a set of directly connected peers. In
BitTorrent, peers who finish downloading the file being shared and make it available to
others are called seeders and peer who are still downloading the shared file are called

leechers [26].

The following steps clarify how the message exchange [26]:

m A leecher sends a handshake message which contains a torrent file to another peer.

m Peers exchange bit-fields. A bit-field is a bit-string data structure that encodes

which fragments of the file that the peer has.

m If the requesting peer wants to have any of the fragments, the peer sends an

interested message.



Chapter 2. Background and Literature Review 15

m If the responding peer is able to serves the request the responding peer sends an

unchoke message.

m The requesting peer sends a request message containing the piece number, offset,

and length of the data.

m The responding peer sends the data requested as shown in figure 2.6.

Leecher Seeder
ek
Handshake
Bitfielq
Bitfield
W
uUnchoke
%
f__,__Ple,ce_/———’

FIGURE 2.6: Initiate a Block Transfer at BitTorrent [26].

2.1.3.4 Privacy Preserving P2P Data Sharing with OneSwarm

OneSwarm data sharing model is a P2P design for data sharing that overcomes the
lack of privacy in P2P data sharing models such as BitTorrent and to overcome poor
performance [2, 13]. OneSwarm made a trade off between privacy and performance, also
it provides secure connection than BitTorrent [2, 13]. OneSwarm builds trusted links
through social network peers instead of direct links. OneSwarm users are free to control

the performance and privacy by using one of the three cases that OneSwarm provides

[2].

There are three cases for OneSwarm described by [2] and shown in figure 2.7, the first one
is public distributed data, in this case the data is not private. The second is sharing data
with permissions. The last one, sharing data without attribution. In public distribution
anyone in the network can reach the shared data, this case is similar to BitTorrent
model. With permission case, only the authorized users can download files, in this case
all users know each others. While without attribution case is depend on hiding identity
of source and destination, data is relayed through unknown number of nodes, and it is

for sensitive data.
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N
Z Without Attribution

With Permissions
Public Sharing

FIGURE 2.7: Cases for Data Sharing by OneSwarm [2].

The topology for OneSwarm the users define the links by exchanging public keys, this
identifies each user and creates direct encrypted P2P connections, also OneSwarm uses
social graph and community server for key distribution, Distributed Hash Table (DHT)
serves as name resolution service, each client maintains encrypted entities advertising
their IP address and port to authorized users, the topology is used for each transfer. In
each transfer each OneSwarm client restricts direct communication to a small number of
persistent contacts and locates different data sources using object lookup through over-
lay, this topology is used to enhance privacy, while to enhance performance in OneSwarm

protocol, multiple paths to each data source are used.

Linking peers with trust relationships is explained by [2] it uses 1024 bit RSA cryptosys-
tem public/private key pair which is generated in installation phase, public key serves
as its identity among friends, manual key sharing between two users; the automatic key
sharing discovers and exchange keys over local area network or by email invitation to
friends. Managing untrusted peers by private community server and public community
server, the private is to maintain a list of registered users and to provide authorized
subscribes with a current set of public keys, the public is to allow new users to easily
obtain a set of untrusted peers. Identity in OneSwarm protocol are managed by the
DHT which consist of hashed IP and port and entries for a client encrypted with the
public key.

Naming and locating data in OneSwarm used SSL for connection as [2] say, file list mes-
sages is exchanged on first connection then compressed XML attributes which contain
name, size and other meta data for particular peer. Shared files are named using 160 bit
Secure Hash Algorithm (SHA), for public data user obtains hashes from email, websites
and keywords search, while for private data user must obtain both hash and key used

for decryption of data. The risk in OneSwarm model is that the attacker can join with
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limited number of nodes, also can check the traffic flow to/from, also may modify or
injected data. Limiting hacker to snoop in from by not assigning peer dynamically, also
defining trusted and untrusted links to keep the information private, end to end path

between users change rapidly helps to prevent hacking using historical data [2].

2.1.4 Security and Privacy in Data Sharing

Security in computer is defined as the protection of automated information system to
preserve the integrity, availability, and confidentiality of information system resources.
Security considerations apply not only to data held in database, as [27] indicate, database
security encompasses hardware, software, people, and telecommunications [27]. They
add, loss or damage of data results as a reason of intentional or unintentional acts,
intentional acts such theft and fraud result in either loss of confidentiality or loss of
privacy, they also add, unintentional acts such viewing of unauthorized data cause loss
of privacy and loss of confidentiality. Unrestricted data sharing will reduce the privacy

or confidentiality of users [3, 28].

One of the methods to struggle threats is make sure that sensitive data must always
be encrypted when stored or transmitted, another is to provide backup facilities to
assist with the recovery of the database, views mechanism provides a powerful and
flexible security mechanism by hiding parts of the database from users of data share
[27]. Sharing data must be under the data sharing agreement which provides secure

data sharing [3, 28] .

The challenge is to apply the appropriate security policies that can facilitate data sharing

[3]. During any processes, it is important to apply confidentiality and privacy.

The protection of information from unauthorized users becomes an important issue
on the Internet due to the increasing of data sharing, but it still a challenging issue
[2, 29]. Although there are clear benefits of sharing data in health sector, there are
also risks. There are benefits for sharing data from medical areas, but the data must
shared in private way. Designers of Electronic Health Records (EHR) should consider a
way to preserve privacy for sensitive data. For example, Cancer patients whose donate
their personal data for research purposes will help medical researchers so we need for

preserving privacy to share these data with other researchers privately [30]. To preserve
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data privacy a basic solution is to encrypt data files and then upload the encrypted data,

then distribute the decryption keys only to authorized users [29, 31].

2.1.5 Comparison Between Data Sharing Models

Based on the comparison between the four models as shown in table 2.1, the Capability
based Access Control model [9] has disadvantages, mainly: there is no fixed method for
translation, difficulties in integrity control, cannot prevent the user from keeping and
distributing the shared data, and decentralized control [9]. These disadvantages make
the implementation of the model hard. Concerning semantic privacy preserving model
[8] overcomes the previous disadvantages, and provides data integration, secure sharing
through authorized view, in addition, each organization enable data sharing without
affecting its clients [8]. While BitTorrent [10] shares files easily, also breaking the file
into pieces allows it to be distributed as efficiently as possible [26]. But BitTorrent has
a privacy challenge. On the other hand OneSwarm data sharing model [13] provides
flexibility for the user to manage the level of privacy for file sharing, and reduces cost
of privacy, also OneSwarm provides high availability and it’s performance is better than

BitTorrent, but it has delay in response [28, 29, 31].

2.2 Networking Technologies

Data or messages are transmitted or shared between users by networks. The message
to be transmitted is the basic unit of network communications, the message can be one
or more cells, frames or packets [32-34]. Computer networks can be classified to Local
Area Networks (LANs) or Wide Area Network (WANSs) [32, 34]. Networking technologies
includes everything between LANs and WANSs as shown in figure 2.8 [32].

The Transmission Control Protocol/Internet Protocol (TCP/IP) is the basic communi-
cation protocol of the Internet. The TCP/IP is four layer model created with reference

to the seven layer Open System Interconnection model (OSI) [32, 34].

The delivery of an IP packet to its final destination is accomplished by means of either
direct or indirect delivery [32]. Direct delivery is when source and destination on the

same network. Direct delivery happens when the IP address of the destination packet
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TABLE 2.1: Comparison Between Data Sharing Models.

Model
Name

Strength Points

Weakness Points

Semantic
Privacy
Preserv-
ing
Model

Each organization enables
data sharing without
affecting its clients.

Data integration.

Provide secure sharing
through authorized views.

e Inconsistency problems.

Capability
based
Access
Control
Model

Provide flexible protection
mechanism for controlling
access to shared views.

Reuse of queries.

Independent of the user.

e Cannot prevent users from

keeping and distributing
the shared data.

BitTorrent

Share files easily.

Efficient.

e Not secure.

OneSwarm

Efficient, robust.
Users flexible.

Preserve privacy.

e There are delayed
response to queries
from untrusted peers.

F1GURE 2.8: Networking Technologies.

same as the addresses of the connected networks. Address Resolution Protocol (ARP)

is used to find the destination physical address [32]. While in an indirect delivery, the

packet goes from router to router through until it reaches router that is connected to

the same physical network. The sender uses the destination IP address and a routing
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table to find the IP address of the next router, the sender then uses the ARP to find

the physical address of the next router [32].

2.2.1 Network Bandwidth and Transfer Parameters

Efficiency for the network can be measured by network bandwidth (throughput) [34].
Network bandwidth is the number of bits that can be transmitted over network in a

certain period of time. Bandwidth described in the following equation [34]:

file size(M B)

B ] =
andwidth Time(sec)

(2.1)

Also network performance can be measured by latency (delay). Latency is how long the
message takes time to travel from one user of a network to the other [34]. Latency is

expressed in the following equation [34]:

Latency Time = Propagation Time + Transmit Time + Queuelime (2.2)

where queue: the queuing delays time inside the network,

and the propagation time is:

p tion Ti Distance (2.3)
ropagation Time = .
pag Speed Of Light
where Distance: the length of the wire in meter.
Transmit time is :
Size
T it Time = ——— 2.4
rAnSIE S = B andwidth 24

where Size: the size of the packet in bits.
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2.3 Cryptography and Network Security

Cryptography is a science that contains different ways for converting the original data
to coded data in order to protect data [33, 34]. It is important to use cryptography
to secure communications between users or to transmit and store sensitive data [33].
The National Institute of Standards and Technology (NIST) defines computer security
as: the protection afforded to an automated information system in order to attain the
applicable objectives of preserving the integrity, availability and confidentiality of infor-
mation system resources [33, 35]. Many fields and organizations such as e-government
need information security to prevent data theft, boost productivity, avoids data loss,
prevent unauthorized access and prevents identity theft [12, 33]. Figure 2.9 summarize
different cryptography techniques at sender side and receiver side to get secure com-
munication systems, including: key distribution process using RSA, encryption process

using DES, hashing process using MD5 and digital signature process by RSA [32, 33].

Sender (A) Session Receiver (B)
key
Certification B ori
Authority(CA) kz;”('(;’s)“"
B’s public
i key (eB) i
Session K o RSA, o KB . RSA Session
key encryption decryption > key

X /
DES —>| Ciphertext Y=Ey(m) > decDrEpSlion m—>| H H(m) ,.| h |

Hash Message digest
function

Plaintext A’s private

key (da)

One-way i ic h "
function 4>| h=H(m) i—F hda Cer | —| (hdt)er | —>
H H

i ) Y
Message digest RSA H A’s public key ea Ne .
MD5 encryption H
; CA fails -
: verified

FIGURE 2.9: Secure Communication Systems [32].
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2.3.1 Secure Sockets Layer (SSL)

Secure Sockets Layer (SSL) was developed by Netscape in 1994 to provide a secure
transmission between applications [33]. SSL provides confidentiality by using symmetric
key encryption such as AES and DES also it provides message integrity, figure 2.10

shows the general processes for SSL.

Request
d —»
' < SSL certificate !
- Confirm certificate - s
Alice " £
L)) K*s(M) = Encrypted M “ Bob
T

FIGURE 2.10: SSL Overview [33].
SSL has two layer of protocols as shown in figure 2.11:

1. The lower layer protocol has four main operations:

e Fragmentation: divide the message to be transmitted into blocks.

e Compression: apply a lossless compression to the blocks, this operation is
optional.

e Compute the Message Authentication Code (MAC) over the compressed
blocks.

e Encryption: use symmetric key encryption.

e Append SSL record header: consists of the following fields Content Type,
Major Version, Minor Version, and Compressed Length. then the message is

transmitted.

2. The higher layer protocol, which consists of three layer of protocols:

e The change cipher space protocol: consist of a single message with single
byte, it used to update the cipher that used on this connection.

e The alert protocol: consist of two bytes, the first indicates to close the con-
nection or to continue based on the message, the second describes indicates

a specific alert.
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SSL Change | SSL Alert
Cipher Spec | Protocol
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HTTP

SSL Record Protocol

TCP
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FIGURE 2.11: SSL Protocols [33].

e The Handshake protocol: it allows the server and client to authenticate each

other and decide the encryption, MAC algorithm and cryptographic to be

used. it consists of multiple messages between server and client, as shown in

figure 2.12.

Client

Phase 1
Establish protocol version, session ID, cipher

suite, compression method, and initial random
numbers.

Phase 3

Client sends certificate if requested, key
exchange and certificate verification.

Server

W
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Phase 2

Server send certificate, key exchange, and
request certificate. Server ends with hello
message done.

cli
lent ko eXChange
cert,
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h .
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c
Cha“ge}"pher—sve
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Phase 4

Change cipher suite and finish
handshake protocol.

FIGURE 2.12: Handshake Protocol [33].
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2.3.2 Encryption Techniques

Encryption is the process of converting the original data (Plaintext) to a coded data
(Ciphertext) while the decryption is the process of converting the encrypted data (Ci-
phertext) to its origin (Plaintext) [33].

There are two types of encryption techniques used to get secure communications: sym-
metric key encryption and asymmetric key encryption. Symmetric key encryption the
same key is used for encryption and decryption process such as Advanced Encryption
Standard (AES) [36] and Data Encryption Standard (DES) while asymmetric key en-
cryption use two different keys such as Rivest-Shamir-Adleman (RSA) cryptosystem [16],
and Augmented-RSA (A-RSA) Cryptosystem [17]. Understanding encryption technique
will help to develop more technique to protect information. This section provides a

literature review for these techniques.

2.3.2.1 RSA Algorithm

In 1977, Ron Rivest, Adi Shamir and Leonard Adleman developed RSA as an encryption
technique. RSA is the most widely used asymmetric key encryption among transactions
over insecure channels, which used to protect data from being transferred between de-

vices as shown in figure 2.13. It used in digital signature, key exchange and encrypting

data [17].

. Bob's Bob's private
K*s public key Ke key

plaintext (P) ciphertext (C) laintext (P’
5 pl (P)

>

P

R
P=DKwC) Gid

= E(K+
Encryption C=E(Ks.P) Decryption
algorithm algorithm

FIGURE 2.13: Asymmetric Key Encryption (RSA) [33].

RSA Algorithm relies on the difficulty of factoring a large integers [16]. RSA is built
from two large prime numbers these prime numbers are manipulated to give a public key
and a private key. Anyone can encrypt a message using the public key, the private key
is kept secret and used to decrypt the message [16]. To encrypt a message with RSA,
suppose that Alice want to send message (P) to Bob, Alice must use the Bob public

key (K}) to encrypt the message, and Bob uses his private key (K5) to decrypt the
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ciphertext (C), The private key and public key are generated by the receiver. Algorithm
1 summarize RSA Algorithm.

Algorithm 1 RSA Algorithm

Choose two distinct large prime numbers p and q.

Compute N = pq.

Compute Euler’s totient function ¢(N) = (p-1)(qg-1).

Choose a random integer e, such that 1 < e < ¢(N) and GCD(e, ¢(N)) = 1.
Compute d, such that ed = 1 mod ¢(N).

Publish the public key (N,e), while keep the private key (N,d), p, q, and ¢(NN) secret.
Compute the ciphertext (C), such that C = M*° mod N, To encrypt the message M.
To Decrypt the ciphertext (C), compute M = C% mod N.

Although RSA is the most popular encryption method, it takes long time for encrypting
and decrypting large data, also it is not secure because encrypting the same message

more than once gives the same ciphertext [17, 35].

2.3.2.2 A-RSA Cryptosystem

New encryption method called Augmented-RSA (A-RSA) [17]. A-RSA depends on
RSA algorithm and Rabin algorithm, in this cryptosystem new component is added to
RSA algorithm, this component is encrypted by Rabin algorithm. Also Huffman coding
algorithm is used to reduce data redundancy before adding the randomized component
which enhances the execution time. The compression process using Huffman coding
facilitates storing and transmission of large data. The main idea of A-RSA is that it
uses Huffman coding to compress the message, this coding process will produce two files
the Binary file (B) and Header file (H), the binary file depends on the header file to
retrieving the original data. Instead of encrypts the entire message, A-RSA encrypt the
header file using RSA and blinding the binary file by the randomization component Y
[17] as shown in figure 2.14 .

If Alice wants to send a message M to Bob, she chooses a randomized parameter (Y),
then she compresses the message using the Huffman coding to generate the header file
and binary file. She computes the ciphertext C for the header file using RSA (Bob public
key). To make the encryption semantically secure she computes the Mixture (C7), such
as C1 =Ca@Y , also she blinds the binary file with Y to generate B/ as B/I=B®Y . Alice
encrypts Y by Rabin Cryptosystem. Finally, Alice sends packet contains ciphertext of
Y , C1, and B/ to Bob.
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FIGURE 2.14: A-RSA Cryptosystem [17].

While the decryption process as follows, Bob uses his Rabin private key to decrypt the
randomized component Y, then removes Y from the Mixture (C7) to get the encrypted
header C as C =C7 @Y. Bob gets the header file H by using his RSA private key to
decrypt C, then Bob recovers B from B/ as B=B/ @Y, then he uses H to recover the

original message M from the binary file [17]. Algorithm 2 summarize A-RSA Algorithm.

Algorithm 2 A-RSA Algorithm.
Encryption Process:

1: Generate a random component Y for each message

2: Compress message using Huffman code. The outputs are: Header file (H) and Binary
file (B).

Encrypt H by RSA and the result is C = H® mod N, where 0 < H < N1.

Blind C by Y to generate the mixture C/=C @Y.

Blind binary file B by Y to generate B/ =B@Y.

Encrypt Y by Rabin and the Y7 =Y2 mod N.

Decryption Process:

Decrypt Y using Rabin cryptosystem

Compute C from the mixture C = C1 @Y.

Compute B=B’ @Y.

Decrypt C using RSA decryption to generate H = C? mod N.
By Huffman coding reconstruct the message using B and H.
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2.3.2.3 DES Algorithm

The Data Encryption Standard (DES) was developed by International Business Ma-
chines corporation (IBM) in 1974 then it was adopted by the National Institute of Stan-
dards and Technology (NIST) in 1977. DES is a symmetric key encryption as shown in
figure 2.15, data are encrypted in 64-bit per block using short key 56-bit [32].

? Kpes ? Kpes

. plaintext (P) ciphertext (C)

plaintext (P)

C = E(KoEs,P) P = D(Koes,C)

M Encryption Decryption

algorithm algorithm

FIGURE 2.15: Symmetric Key Encryption (DES) [33].

Figure 2.16 clarifies the DES algorithm, the left-hand side of the figure shows main

operations that done on the message [33].

64-bit plaintext 64-bit key

Initial Permutation Permuted choice 1

32 bit Left 2 bit Right 56 bits
56 bit
| Round 1 K1 permuted choice 2 = Left circular shift |
W s6bits
K2 56 bit
Round 2 = Permuted choice 2 ——! Left circular shift
1
32 bit Left | 132 bit Right 156 bits
S
Kig 56 bits ¥
Round 16 & —— Permuted choice 2 Left circular shift |
| s2bitswap |
" E bits )
[ Inverse

64-bit ciphertext

FIGURE 2.16: DES Algorithm [33].

The 56-bit key was an easy target for the attacker to try every possible key on a block
of ciphertext until he obtained the plaintext (Brute-Force Attack) [33], so DES has been

replaced with a new standard called The Advanced Encryption Standard [36].
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2.3.2.4 AES Algorithm

The Advanced Encryption Standard (AES) is a symmetric key encryption published
by (NIST) in 2001 as shown in figure 2.17, it was a replacement for Data Encryption
Standard (DES), because DES is weak and vulnerable to brute force attack [36].

?KAES ? Kaes

plaintext (P) ciphertext (C)

plaintext (P)

))

C = E(KaEs,P)

P = D(Kaes,C)

[

L %

Encryption
algorithm

Decryption
algorithm

FIGURE 2.17: Symmetric Key Encryption (AES) [33].

AES operates on a block with a fixed size 128 bits, these bits are arranged at 4*4 matrix
called State, and it allows for three different key size 128, 192, and 256 bits, number of
rounds in AES depends on the key size, AES-128 has 10 rounds, AES-192 has 12 rounds
and AES-256 has 14 rounds, [19]. Figure 2.18 (a) shows the encryption process for AES

while figure 2.18 (b) shows the decryption process.

i

Ciphertext 128 bits

- G

%ﬂplainlﬂt 128 bits
/

Initial round

EHEH%(AM Round Kﬂy) Initial round

Cipher key ‘ , Round key "
( Substitute bytes | (Inverse Substitute)
- SIE o L bytes '
(_shitrows ) PR 2
9 rounds | Inverse Shift rows |
W \Tj 9 rounds
Mix Columns .
Inverse Mix
H1H { Add Round Key ) _L
Add Round Key )
Round key 1 A |
JL Round key
|_Substitute bytes | |"'-Ir|\rurse Suhstituii"‘l
V% . bytes
Shiftrows | Final round ’\I/\
Inverse Shift rows Final round
GEEEEINT T o
Add Round Key
Round key 10
Cipher key
Ciphertext 128 bits Plaintext 128 bits

(a) Encryption Process.

FIGURE 2.18

(b) Decryption Process.

: AES Algorithm [35].
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2.3.3 Comparison Between Different Encryption Techniques

Table 2.2 presents a comparison between RSA, A-RSA, DES and AES based on encryp-
tion type, key size, block size, speed, security and Vulnerabilities. Based on the com-

parison the AES and DES algorithms are faster than the RSA and A-RSA.[14, 15, 18].

TABLE 2.2: Comparison Between RSA, A-RSA, DES and AES.

Encryptid Encryptionl Key Block Speed Security
Tech- Type Size Size
niques
RSA Asymmetric Depends Variable Slowest Secure
on
number
of bits in
p and q
A- Asymmetric Depends Variable Slow Secure
RSA on
number
of bits in
p and q
DES Symmetric 56 bits 64 Slow Not
bits secure
enough
AES Symmetric 128, 192, 128 Fast Secure
or 256 bits
bits

2.4 Data Compression Techniques

Data compression is a way to save or transmit data in a smaller size than its original
also data compression can be defined that it is the art of representing data in a compact
form rather than its original [20]. Data compression is used to reduce storage needed to
save data, increase channel bandwidth utilization and reduce transmission time. Also
data compression is used in security areas because compressed data is different than the

original data [37]. Data compression has two categories, lossy data compression and
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lossless data compression. Data in lossy compression are not recovered as its original,
some of data is lost. it is used for images and sound where a loss in bits or resolution is
acceptable. While in lossless data compression, data is recovered exactly as the original
data without any loss. It used for text files. Compression efficiency can be calculated

as follows [20]:

size of compressed data

compression ef ficiency = (2.5)

size of original data

2.4.1 Lossless Data Compression Algorithms

This section clarified three lossless data compression algorithms, Huffman coding algo-
rithm, Run-Length Encoding (RLE) algorithm and Abraham Lempel-Jacob Ziv (Lempel-
ziv) algorithm. According to studies for the different data compression algorithms,
Huffman coding is more efficient than RLE and Lempel-Ziv [21], [38]. Using RLE to
compress a file with no repeated characters will increase file size also using Lempel-Ziv
algorithm to compress small files may increase the compressed file size due to the size

of the dictionary [21].

2.4.1.1 Huffman Coding

Huffman coding is the most used of lossless data compression algorithm , that uses small
number of bits to encode common characters. Huffman coding developed by David
Huffman in 1952 to reduce size of data, reduce storage needed and reduce transmission

time, latency and bandwidth [22].

Huffman coding algorithm reads file to be compressed, stores all characters on a list
according to their frequency counts, then it uses the frequency of the characters to
build bottom-up tree its leaves are the weights. Huffman tree used to represent frequent
symbols with fewer bits and infrequent symbols with more bits. The result of applying

Huffman coding on data is binary file and header file as shown in figure 2.19.
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The header file contains a list of all characters and their frequency counts. Binary file
and header file depend on each others, if the header file does not exist we can not recover

the origin data.

Huffman Binary file
_ coding )

Header file

FIGURE 2.19: Summarize Huffman Coding.

2.4.1.2 Run-Length Enoding

The RLE is the simplest lossless data compression algorithm, it replace the repeated
characters in the message with single character and its count [20]. RLE is good for
data that contains many repeated characters. For example, this message ”SSSSA AMM-
RRRRR” is represented in Run-Length coding as follows: "4S2A2M5R”. Run-Length
algorithm represent the original message in 8 character while the original message is 13
character [22]. In RLE, the compressed file size may increase if the original file doesn’t
have repeated characters. It is efficient in White/Black images because it have many

repeated pixel with same color also it is efficient in binary files (0Os and 1s).

2.4.1.3 Lempel-Ziv Algorithm

Lempel-Ziv algorithm [20] was developed by Jacob Ziv and Abraham Lempel, it creates
a dictionary of strings for the file to be compressed. Lempel-Ziv looks for the frequently
occurring combination of characters and bulid a dictionary for these combinations then
replace them by a single character. The algorithm is efficient for the large size files,
while in small size files the length of the dictionary may exceed the size of the original

file [22]. The following steps describe how Lempel-Ziv works:

1. Initialize the dictionary with the available characters.

Assume the sequence ”AABABBBABAABABBRB?”, the following table 2.3 is the

initialization dictionary for the sequence:
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TABLE 2.3: Initialization Dictionary of Lempel-Ziv Algorithm

Strings Location
A 1
B 2

2. Then separate the string into strings that have not appeared before, as follows.

"A/AB/ABB/B/ABA/ABAB/BB”

3. Finally, encode the strings by their location in the dictionary, as shown in table 2.4.
The result after applying Lempel-Ziv algorithm, the original message is 16 bits
while the compressed message is 7 bits:

Sequence : AABABBBABAABABBB
Code: 1342567

TABLE 2.4: The Dictionary of Lempel-Ziv Algorithm

The Location
Strings
A
B
AB
ABB
ABA
ABAB
BB

NSO o




Chapter 3

Proposed Data Sharing Model for

Preserving Privacy

This chapter introduces a new privacy preserving data sharing model, the proposed
data sharing model focuses on providing privacy for files that will be shared by users.
Section 3.1 presents the generic standard data sharing model. Section 3.2 presents the
proposed data sharing model then the main components for the proposed model are
described. Finally, Section 3.3 discusses how the model preserves privacy, saves storage

and decreases the transfer time.

3.1 Generic Standard Data Sharing Model

Sharing sensitive data between members in a team in different areas such as healthcare,
government, scientific research and e-commerce needs to share them in a secure way
before transferring any sensitive data. OneSwarm is an excellent example as a generic
data sharing model that make a trade off between performance and privacy. It controls
privacy through friend-to-friend sharing. OneSwarm transfers data fragments through
multiple nodes instead of direct path, so the sender and receiver are unknown to each
other as shown in figure 3.1, the figure shows a OneSwarm network which contains of

four friends (nodes), the file transfer to multiple paths until it reach the destination [2].

33
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' Secure

connections
. using SSL
y

Receiver

FIGURE 3.1: OneSwarm Structure [2].

3.1.1 Privacy for Generic Model

There are three cases for OneSwarm described by [2], the first one is public distributed
data, in this case the data is shared publicly. The second is sharing data with permissions
limits access. The third case is to share data without attribution. In public distribution
anyone in the network can download file free, same as BitTorrent. With permission
case only users with permission can download files. While without attribution case uses

privacy preserving keyword search, this case is used for sensitive material.

The third case of OneSwarm provides privacy to shared data by using SSL to get secure
connections between users. Also it transfers data through multiple nodes instead of
direct path, so the sender and receiver are unknown to each other as shown in figure 3.1.
The trusted links between users are built using 1024 bit RSA keys, and the identities in

OneSwarm are managed by the DHT which contains the hashed IP and port [2].

Although OneSwarm was developed to provide privacy to shared files and to overcome
the privacy and performance problems in BitTorrent, OneSwarm still has problems such
as delay in response, this happens because of using multiple nodes, and privacy problems

[2, 26].

3.1.2 Computation and Transfer Time Parameters for Generic Model

This section describes the performance for the generic model in terms of computation
time and transfer time. Total sharing time for OneSwarm model is expressed in equation

3.1.
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Tshar = Tcomp + ,Ttrans (31)
Where Tspq.: the sharing time,
T omp: the computation time,
Tirans: the transfer time.
The computation time is:
Teomp = Tinc(File) + Tpec(File) + Tpro (3.2)

Where Tgp(File): the encryption time for the file,
Tpec(File): the decryption time for the file assuming SSL infrastructure,

Tpro: & processing time.

The transfer time is the sum of all times that can be used for transferring file fragments

from one node to another.

3.2 Generic Proposed Model Using Compression and En-

cryption

The generic proposed data sharing model was developed to provide privacy to the shared
files without affecting the performance using compression and encryption. As discussed
in section 3.1.2 the computation time, transfer time and privacy of the standard generic
model can be improved. The proposed model is peer to peer model that shares data in
secure way so no one can read data except the authorized users. The proposed model
combined compression technique and encryption algorithms to provide privacy for the
shared data. It focuses on preserving privacy for shared data by combining Huffman

coding algorithm and SSL encryption.

When Alice wants to upload a file to network, the file is compressed using Huffman

coding. Huffman coding generates two files, header file and binary file. The binary file
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is shared offline while the header is edited to include X% of data of the binary file then
it is secured using SSL which can be either DES, AES or A-RSA. When Bob wants to
download a file that shared by Alice, Alice sends the encrypted header file to Bob, so
he can decrypt the downloaded file (binary file) and read it. Bob decrypts the header
file, then the decrypted header file is used to recover the original data using Huffman
decoding. Only the authorized users who have the encrypted header file can read the

shared binary file as shown in figure 3.2.

shared offline

' Huﬁman- )
.” -—I{ coding
b 4
-
onginfile

binary fila

header file ‘ E"CTEYEI"I‘_‘“" |

<
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Sender Side header file

header fi Retnave
@HH == . ol
~ - Q
Receliver Side ‘

|Huﬁman e
deeoding I" MEWHE /F binary fil
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“ binary file \ '

arigin fle
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FIGURE 3.2: The Proposed Model Overview.

3.2.1 Proposed Model Components

The proposed model has two main components: The first is the compression, decom-
pression which is used to reduce data size and to reduce transmission time. The second
component is to provide privacy using encryption, decryption algorithms. Also X% of
data have been added to header file before encrypting it to make the algorithm stronger
against attacks such as direct attacks, in these attacks the attacker tries to guess the
secret keys that have been used in encryption process by trying all possible combinations
to find these keys, so using X% will make it harder for the attacker to guess the header

file and it will take longer time.

3.2.1.1 Compression using Huffman Coding

Huffman coding is a lossless data compression algorithm. It used to reduce size of data,

transmission time and bandwidth [20]. Huffman coding generates two file binary file
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and header file as shown in figure 3.3. Binary file and header file depend on each others,

if the header file does not exist we can not recover the original data.

Huffman Binary file
coding

Header file

FIGURE 3.3: Summarize Huffman Coding.

The following steps summarize Huffman coding process:

1. Scan the file to be compressed, then store the frequency for each character in a
list. Let us take an example of a file that contains 9 different character and their

sum counts in the file is 1200, table 3.1 contains the frequency for each character.

TABLE 3.1: The Frequency of each Character in a File.

Character Frequency
(F)
20
40
60
60
100
120
200
200
400

S~ =1 O] Qf Q W) =] =

2. From the table pick two characters with the lowest frequency.

3. Based on the two characters build a Huffman sub-tree that has the two characters
as child nodes and create a parent node with the sum of the childrens frequency,

as shown in figure 3.4.

4. Insert the parent node to the table as a new value and delete the children from

the table.

The second step, third and fourth is repeated until the table has no values.
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fofo!

FIGURE 3.4: Huffman Sub-Tree.

5. Assign (0 or 1) to every path, for left path assign 0 and for right path assign 1.

6. Assign a code for each character, code is completed when a leaf node is reached,

figure 3.5 presents the complete Huffman tree.
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FicURE 3.5: Complete Huffman Tree.

7. After that, rescan text again and encode file using the Huffman codes, table 3.2

represents the Huffman code for each character.

TABLE 3.2: Huffman Code for each Character.

Character Huffman
code

(©)
00000
00001
0001
1000
1001
001
101
01
11

S~ =1 O] Qf Qf W] =] =
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After the processes is completed Huffman coding generates two files the header file and
the binary file. The header file is an array of 256 elements each element represent the
frequency of each character in the original file and the index of each element represents
the decimal ASCII for the characters. While the binary file contains the Huffman code

for each character.

The header file for the previous example is shown in figure 3.6.
000000O0O0O0OOOOOOOOOOOOOGOOOOOOOOOOOOOOOOOOOOOOOOO
0000000000000000 020060 100 120 400 40 6020200000000000000
0000000000OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
0000000O0O0O0OOOOOOOOOOOOOGOOOOOOOOOOOOOOOOOOO0OO0O0OOO

ooooo00000OO0OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
000000000O0OOOOOOOOOOOOOOOOOOOOO

FIGURE 3.6: Header File.

Where ”7200” represent the frequency of the element that it’s decimal in ASCII is 765"
which is ”A” and 760" represent the frequency of the element that it’s decimal in ASCII

is 766”7 which is "B”, and so on.

While the binary file for a part from the file "HFAEATAEEEDDIFBC” is shown in
figure 3.7.

00000000011011110101101111111001001010000100011001

FIGURE 3.7: Binary File.

Table 3.3 represents the total length in bits for the compressed file and the total length
in bytes for the original file.

Number of bits in the original file is:

1200character x 8bits/character = 9600bits.

while the number of bits in the compressed file in binary file is 3340 bits which computed
by:

Total Length = Frequency(F;) * CodeLength(L(C;)) (3.3)

where F;: the frequency of a character in a file to be compressed,

and L(C;): the code length for a block of a ciphertext.
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This means, by compressing this file using Huffman coding, 65% of space is saved.

TABLE 3.3: Number of Bits in Original File and Number of Bits in Binary file.

Character Frequency Code F; +

(F) Length L(C;)
(L(C))

H 20 5 100

F 40 5 200

B 60 4 240

G 60 4 240

C 100 4 400

D 120 3 360

A 200 3 600

I 200 2 400

E 400 2 800
Sum 1200 3340
byte bits

The following equation is used to compute saving storage percentage, in the previous
example the saving storage percentage is 65%, this means that the compressed file is

65% smaller than the original file:

E;—CF

Saving Percentage = > % 100% (3.4)

S

where Fj: the file size before compression,

and C'Fy: the file size after compression.

For decompression process, read the header file that contains each character and its
count in the original file, use this information to build the Huffman tree from top to
bottom. Then trace the path from root to its leaf node, when finding 0 move to the left
on the tree, when finding 1 move to the right on the tree until reaching a leaf node then

stop. Repeat the process until all characters in the binary file is decoded.
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3.2.1.2 Security for The Proposed Model

The proposed model uses SSL encryption to encrypt and decrypt the header file, it can
be AES, DES or A-RSA. To enhance the algorithm against attacks, X% of the data of
binary file is added to the header file before encrypt it, also to enhance security Cipher
Block Chaining (CBC) was used [39]. In (CBC) every block of the plaintext will be
XORed with the encrypted previous block this make the plaintext analysis difficult for
the attacker comparing with other operation modes because every block of the ciphertext
depends on the previous block. Figure 3.8 (a) shows the compression and encryption
process for the proposed model at the sender side and figure 3.8 (b) shows the decryption

and decompression process for the proposed model at the receiver side.

Shared offline
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)  file inary fle Decompression
Encrypted Edited . )
header file header file ) T g

Header file
Receiver

Original file

(a) Summarize Compression and Encryption Process. (b) Summarize Decryption and Decompression Pro-
cess.

F1GURE 3.8: Processes for the Proposed Model.

Algorithm 3 summarizes the processes for the proposed model:

Algorithm 3 Processes for the Proposed Model.
Compression and Encryption Processes.

1: Compress original file using Huffman Coding.
2: Generate the binary file (B) and the header file (H).
3: Add X% of the data of (B) to (H).
4: Then, use the encryption algorithm to encrypt the output of the previous process,
to get the ciphertext (C).
Decryption and Decompression Processes.
1: Decrypt the ciphertext (C) to get header file.

2: Retrieve the Header file (H).
3: Use header file (H) to decompress binary file (B), the output is the original file.
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3.2.1.3 Privacy for The Proposed Model

The proposed data sharing model provides privacy to the shared data, the following

points describe how the proposed data sharing model provides privacy:

1. Huffman coding which encode the original data, this increase data security because

the file that will be shared is coded and different from the original file [17].
2. Encryption algorithm to encrypt the header file.

3. To improve security Cipher Block Chaining (CBC) is used. CBC makes the plain-
text analysis difficult for the attacker comparing with other operation modes due

to every block of the plaintext is dependent on the previous block [33].

4. In addition, the proposed model add X% of data of binary file to header file to
enhance the algorithm against the attacks such as direct attacks, in these attacks
the attacker tries to guess the secret keys that have been used in encryption process
by trying all possible combinations to find these keys, so using X% will make it

harder for the attacker to guess the header file and it will take longer time.

3.2.2 Computation and Transfer Time Parameters for Proposed

Model

This section compares the total sharing time for the generic standard models and models
that use compression and encryption for the entire file with the proposed model which
uses Huffman coding as compression algorithm and encrypts the header file. The section
shows the enhancement for the sharing time for the generic proposed model which shares
the binary file offline and uses Huffman coding as compression technique and encryption

algorithm to encrypt the header file then it.

Total sharing time for a model that using compression and encryption is expressed in

equation 3.5.

TsharCom = LcompCom + TtransC’om (35)
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Where Tsporcom: the sharing time when using compression and encryption,
TeompCom: the computation time,

TiransCom: the transfer time.

The computation time is:

TcompCom = Tcompr(File) + TEnc(FZl€)+

TDec(File) + Tdecomp'r(File) + Tpro

Where Ttompr: the compression time,

Tgnc(File): the encryption time for the file,

Tecompr: the decompression time for the file at the receiver side,
Tpec(File): the decryption time for the file at the receiver side,

Tpro: a processing time.

Total sharing time for the proposed model using Huffman coding and encryption algo-

rithm is expressed in equation 3.7.

TsharHuff = TcompHuff + TtransHuff (37)

Where Tsporpufyp: the sharing time when using Huffman coding as compression algo-
rithm,
TeompHuff: the computation time,

TiransHusf: the transfer time.

The computation time for compression, decompression using Huffman coding and en-

cryption, decryption is:

TcampHuff = THuffcomT + Tcomp(Binary) + TEnC(HeadeT)+ (3 8)

TDec(Header) + THuffdecomr + Tpro

Where T'hyf feomr: the compression time using Huffman coding,

Teomp(Binary): the computation time for the binary file,
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TEnc(Header): the encryption time for the header file,
Tpec(Header): the decryption time for the header file at the receiver side,
THuf fdecomr: the decompression time at the receiver side using Huffman coding,

Tpro: & processing time.

Based on the studies, the (Teompcoms TeompHuff = Teomp) because there is an additional
computation time (compression time) but the

(Tsharcom, Tsharvuff << Tshar) because Tsparcom encrypts and shares the compressed
file while T§pqring encrypts and shares the entire file. On the other hand, using Huffman
coding as compression technique reduces the Tpqr o fr because in this case only the

header file is encrypted and shared.

3.3 Discussion

Transferring time, reducing data size and preserving privacy for the proposed model are

discussed in this section.

3.3.1 Reducing Data Size

Huffman coding was used as compression algorithm in the proposed model. Huffman
coding helps in reducing data size, because Huffman coding remove the redundancy in
data, it stores just each character with its count, instead of storing the same character
many times, also it use fewer bits to represent frequent characters and use more bits to
represent infrequent characters [17, 22]. This make the compressed file has smaller size
than the original file as discussed in section 3.2.1.1. Which means that the proposed

model saves storage by reducing the shared file size as explained in the following equation.

Fs — CF,
Saving Percentage = % * 100% (3.9)

S

where Fj: the file size before compression,

and C'Fy: the file size after compression.
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3.3.2 Transferring Time

Using Huffman coding to compress data generates header file and binary file, the pro-
posed model encrypts just the header file which its size is much smaller than the original
file and the binary file is approximately 50% smaller than the original file so the time
for encrypting header file is less than encrypting the entire file. Also sharing time for
the header file is much less than sharing time for the file because the shared file is much

smaller than the original file as discussed in section 3.2.2.

3.3.3 Preserving Privacy in the Proposed Model

To provide privacy to the shared data, the proposed model uses:

1. Huffman coding which encode the original data, this increase data security because

the file that will be shared is coded and different from the original file [17].
2. Encryption algorithm to encrypt the header file using SSL infrastructure.

3. To improve security Cipher Block Chaining (CBC) is used. CBC makes the plain-
text analysis difficult for the attacker comparing with other operation modes due

to every block of the plaintext is dependent on the previous block [33].

4. In addition the proposed model add X% of data of binary file to header file to
enhance the algorithm against the attacks such as direct attacks, in these attacks
the attacker tries to guess the secret keys that have been used in encryption process
by trying all possible combinations to find these keys, so using X% will make it

harder for the attacker to guess the header file and it will take longer time.
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Experiments and Results

This chapter presents the experiments results for applying the proposed preserving pri-
vacy data sharing model. Several experiment scenarios were performed to evaluate the
proposed model in terms of parameters such as transferring time, computation time,
files size and preserving privacy. Section 4.1 represents the experimental settings for
the generic proposed model. Section 4.2 shows the experiments results after applying
different scenarios. Finally section 4.3 lists main differences between the proposed model

and other data sharing models.

4.1 Experimental Setup

This section summarizes the overview of the experiments setup.

4.1.1 The Proposed Model using SSL

The proposed model is peer to peer model that shares data in secure way so no one
can read data except the authorized users. The proposed model combined compression

technique and encryption algorithms to provide privacy for the shared data.

The proposed model has two main components: The first is the compression which
is used to reduce data size and to reduce transmission time. The second component
is to provide privacy using encryption algorithms. Also X% of data have been added

to header file before encrypt it to make the algorithm stronger against attacks. The

46
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proposed model uses SSL encryption to encrypt the header file, it can be AES, DES
and A-RSA. To enhance the algorithm against attacks, X% of the data of binary file is

added to the header file before encrypt it as shown in figure 4.1.
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FIGURE 4.1: Generic Proposed Model.

The next section discussed the scenarios that used to test the proposed model.

4.1.2 Test Scenarios

The proposed model has been implemented using C++ programming language, using
XCode version 8.2.1. Ten test files with different sizes is generated to test different

scenarios (1MB - 10MB).

The scenarios were tested on macOS Sierra version 10.12.3 with: Intel Core i5, CPU

2.90 GHz, 8 GB memory and system type is 64-bit operating system.

Sharing files was tested between two users on two different network with two different
speeds (1MB/sec and 16MB/sec). The experiments was performed three times, average

values are used to express the results.

The test scenarios for the proposed model is summarized as follows:
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e AES (file): Sharing the file after encrypt it using AES, this scenario simulates

OneSwarm data sharing model as shown in figure 4.2.

Encrypt AN Decrypt
. —» using N using
" AES “AES
Sender o Encrypted file Receiver
Original file Original file

FI1GURE 4.2: Encrypt File Using AES.

e DES (file): Encrypt the file using DES instead of AES then share the encrypted

file as shown in 4.3.

Encrypt N / Decrypt
. —» using N "\ using
\DES ‘DES
Sender o Encrypted file Receiver

Original file Original file

F1GURE 4.3: Encrypt File Using DES.

e RSA (file): Encrypt the file using RSA then share the encrypted file, this scenario

is not common because encrypting a message by RSA takes long time as shown

in 4.4.
Encrypt AN / Decrypt
, —» using N using — P
"RSA RSA
Sender o Encrypted file Receiver
Original file Original file

FIGURE 4.4: Encrypt File Using RSA.

e A-RSA (file): Encrypt the file using A-RSA then share it, to test sharing model
using A-RSA as shown in 4.5 [17].

Encrypt Decrypt

. — > using using
A-RSA ARSA
Sender Encrypted file Receiver
Original file Original file

FIGURE 4.5: Encrypt File Using A-RSA.

e AES (Header file): Compress the file using Huffman coding to generate header file
and binary file, then encrypt the header file using AES, after that the binary file
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is shared offline while the encrypted header file is used to decompress the file of

destination as shown in 4.6.

Shared offline

txt [ Huffman | e N\
\ o/ AES
N 4
Original file

Header file

Encrypted
header file

. ot M ye N ™ Header
= [ Huffman file
Receiver % | decoding
~_
Original file . ﬁ

Binary file

FIGURE 4.6: Encrypt Header File Using AES.

e DES (Header file): Compress the file using Huffman coding to generate header file

and binary file, then encrypt the header file using DES, after that the binary file

is shared offline while the encrypted header file is used to decompress the file of

destination as shown in 4.7.

Shared offline

txt [~ / %
[ Huﬂr_nan ) Binary file 4 Encryption \
| coding ] v bEs
A y /
N y
Original file
Header file
Encrypted
header file
/' Decryption \“I
\ DES y
- Tl Ve = Header
2 [ Huffman | file
Receiver | decoding |
- N 4
Original file

Binary file

FIGURE 4.7: Encrypt Header File Using DES.
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e AES (Header file + X% Binary file): Compress the file using Huffman coding to
generate header file and binary file, then add X% of data of the binary file to the
header file, then encrypt the modified header file using AES, then share the binary
file while the encrypted header file is used to decompress the file of the destination,

in this scenario we assumed that the X% of data is equal to 10% as shown in 4.8.

Original file

Receiver

Original file

FI1GURE 4.8: Encrypt Edited Header File Using AES.

e DES (Header file + X% Binary file): Compress the file using Huffman coding to
generate header file and binary file, then add X% of data of the binary file to the
header file, after that encrypt the modified header file using DES, then share the
binary file offline while the encrypted header file is used to decompress the file of

the destination, in this scenario we assumed that the X% of data is equal to 10%

as shown in 4.9.

Huffmal

coding

n

4

[ Huffman
|\ decoding

@

Shared offline

Bt
| header

file
_

Binary file

Header file

Edited
header file

7

" Encryption

Encrypted
header file

Decryption '-:

A 4

Edited
Header header file
file

/" Retrive
1\ header
. file

//“ ~ j‘ |

Binary
file




Chapter 4.FExperiments and Results 51
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Binary file
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FIGURE 4.9: Encrypt Edited Header File Using DES.

4.2 Results Analysis

This section presents the finding results with respect to the size of the file and header

file, sharing time, and preserving privacy.

4.2.1 File and Header Size Analysis

The proposed model uses Huffman coding as compression algorithm to reduce file sizes,
so the shared files are smaller than the original files, which is helping in saving storage
and reducing sharing time. The following equation clarifies how compression algorithms
save storage, table 4.1 shows the size of ten files and the files size after encrypting them
using the scenarios, the second and third column show the Header file size and Binary

file size.

Fy— CF,
Saving Percentage = % * 100% (4.1)

s



Chapter 4.FExperiments and Results 52

where Fy: the file size before compression,

and CFy: the file size after compression.

Figure 4.10 shows that using compression algorithm is good choice before encrypting
large data. Using compression with encryption algorithms reduced file size to 45%
compared to the original file size so this helps in reducing storage space and reducing

sharing time, according to the following.

(Tshar(HeaderFile) << Tshar(Fz’le))

because (Header File Size << Original File Size).

10
[ AES (file)
9 [l AES (H file)
AES (H file +10%B)
8 [ DES (file)
[ DES (H file)

o DES (H file +10%B)
s 7 B A-RSA
= W RSA
g
2 s I
o}
S 4 B i il
o
N
E 3 n! L L | H
=

2 tl H H H L |l H

1 - 0 | | | , 0 | |

0

1 2 3 4 5 6 7 8 9 10

Original File Size (MB)

FIGURE 4.10: File Size in Different Scenarios.



TABLE 4.1: File Size

file Size (MB)

file Size (MB) Header Binary AES(file) AES(H file) AES(H file DES(file) DES(H file) DES(H file A-RSA RSA
file Size file Size + 10%B) + 10%B)
(KB) (MB)
1 1 0.549 1 0.55 0.55 1 0.55 0.55 0.55 1.28
2 1 1.099 2 1.1 1.1 2 1.1 1.1 1.1 2.28
3 1 1.599 3 1.6 1.6 3 1.6 1.6 1.6 3.28
4 1 2.199 4 2.2 2.2 4 2.2 2.2 2.2 4.28
5 1 2.699 5 2.7 2.7 5 2.7 2.7 2.7 5.28
6 1 3.199 6 3.2 3.2 6 3.2 3.2 3.2 6.28
7 1 3.799 7 3.8 3.8 7 3.8 3.8 3.8 7.28
8 1 4.299 8 4.3 4.3 8 4.3 4.3 4.3 8.28
9 1 4.899 9 4.9 4.9 9 4.9 4.9 4.9 9.28
10 1 5.399 10 5.4 5.4 10 5.4 5.4 5.4 10.28
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4.2.2 Computation Time for Compression and Encryption Process

This section shows the computation time for the mentioned scenarios where the compu-

tation time for AES (file), DES (file), RSA (file) and A-RSA(file) is:

Tcomp = TEnc(FZle) + TDec(File) + Tpro (42)

Where Tgp(File): the encryption time for the file,
Tpec(File): the decryption time for the file,

and Tp,,: a processing time.

While the computation time for AES (Header file) and DES (Header file).

TcompHuff = THuffcomr + TEnc(Header)“‘ (4 3)

TDec(Header) + THuffdecomr + Tpro

Where T'hy ¢ feomr: the compression time using Huffman coding,

TEnc(Header): the encryption time for the header file,

Tpec(Header): the decryption time for the header file at the receiver side,
THuf fdecomr: the decompression time at the receiver side using Huffman coding

and T'p,,: a processing time.

And the computation time for AES (Header file + X% Binary file) and DES (Header
file + X% Binary file):

TcompEditHuff+ = THuffcomr + Tcomp(Binary) + T’E'nc(fleade'r)7L (4 4)

TDec(Header) + THuffdecomr + Tpro

Where T'hyf feomr: the compression time using Huffman coding,
Teomp(Binary): the computation time for the binary file,
Tenc(Header): the encryption time for the header file,

Tpec(Header): the decryption time for the header file at the receiver side,
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THuf fdecomr: the decompression time at the receiver side using Huffman coding

and Tp,,: a processing time.

Based on the previous equations, Teomprusf and TeompEditHuff Will consumes more time
than the T\, because of the compression time. Table 4.2 shows the average execution
time for encrypting 10 files. Each file is encrypted three times, the average of these

readings was computed.

Figure 4.11 shows that encryption time for A-RSA consumes longer time compared to
the others. AES (file) and DES (file) consumes less computation time than AES (H file)
and DES (H file) because compression process consumes more time. While there is no
significant difference between encrypting header file and encrypting (header file + 10%
Binary file) using AES or DES.

2500
g 2250
2 B AES(File)
AES(H File)

g: 2000 AES(H File +10%B)
5 DES(File)
= 1750 I DES(H File)
g DES(H File +10%B)
£ B A-RSA
'z = 1500 | |
5§
£ 8 1250 | | | | | |
5 2
o
—
£ E 1000 . | | | |
(o}
E
= 750 B B B B B H
=]
.2
g 500 i i i i i IR IR
o
=)
S 250 | i il int v et it it i
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1 2 3 4 5 6 7 8 9 10
File Size (MB)

FIGURE 4.11: Computation Time for Compression and Encryption Process.

Table 4.3 shows the average execution time for decrypting 10 files. Each file is decrypted
three times, the average of these readings was computed. According to the results the
computation time for AES (file), DES (file) consumes less time than AES (H), DES (H),
AES (Header file + 10% Binary file) and DES (Header file + 10% Binary file) due to

the decompression process.



TABLE 4.2: Computation Time for Compression and Encryption Process.

Encryption Time (millisecond)

file Size AES(file) AES(H file) AES(H file + DES(file) DES(H file) DES(H file + RSA A-RSA
10%B file) 10%B file)
Huffman AES Sum Huffman DES Sum
1Mb 22 185 4 189 191 68 185 5 190 191 38110 1043
2Mb 38 353 4 357 360 134 353 5 358 364 72103 1211
3Mb 61 515 4 519 523 199 515 5 520 528 113104 1373
4Mb 70 680 4 684 690 263 680 5 685 696 144106 1538
5Mb 88 852 4 856 862 318 852 5 857 873 187106 1710
6Mb 104 1007 4 1011 1018 384 1007 5 1012 1028 232107 1865
™Mb 122 1166 4 1170 1178 448 1166 5 1171 1190 282111 2024
8Mb 133 1336 4 1340 1349 512 1336 5 1341 1365 311113 2194
9Mb 152 1492 4 1496 1506 567 1492 5 1497 1522 334116 2350
10Mb 165 1666 4 1670 1682 628 1666 5 1671 1699 377117 2524
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TABLE 4.3: Computation Time for Decompression and Decryption Process.

Decryption Time (millisecond)

file Size AES(file) AES(H file) AES(H file + DES(file) DES(H file) DES(H file + RSA A-RSA
10%B file) 10%B file)
Huffman AES Sum Huffman DES Sum
1Mb 27 290 4 294 296 71 290 5 295 298 78070 1620
2Mb 42 863 4 867 869 137 863 5 868 1073 161063 2393
3Mb 62 1320 4 1324 1328 173 1320 5 1325 1333 244064 3150
4Mb 81 1880 4 1884 1916 230 1880 5 1885 1896 316066 3910
5Mb 99 2333 4 2337 2343 277 2333 5 2338 2355 399066 4663
6Mb 120 2980 4 2984 2791 344 2980 5 2985 3001 475067 5410
™Mb 140 3520 4 3524 3532 391 3520 5 3525 3545 550071 6150
8Mb 158 4143 4 4147 4156 442 4143 5 4148 4171 645073 6973
9Mb 183 4600 4 4604 4614 466 4600 5 4605 4629 729076 7730
10Mb 191 5243 4 5247 5258 505 5243 5 5248 5274 767077 8473
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Figure 4.12 shows that decryption time for A-RSA consumes more time from the others.
AES(file) and DES(file) consumes less time in decryption than AES(H file) and DES(H
file) that’s because decompression process consumes more time. While there is no signif-
icant difference between decrypting header file and decrypting (header file +10%) using
AES or DES.
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FI1GURE 4.12: Computation Time for Decompression and Decryption Process.

4.2.3 Transferring Time

Transferring time is the time for transferring a file from a user to another. Table 4.4
shows transferring time for the ten files using two different speeds (1MB/sec and 16MB /sec)
for the scenarios mentioned before. The results shows that the transferring time is ap-
proximately equal for AES (file), DES (file) and RSA (file) because the files in these
scenarios have the same size. Also the transferring time for AES (H file), DES (H file)
and A-RSA has the same transferring time. And the transferring time is equal for AES
(Header file + 10% Binary file) and DES (Header file + 10% Binary file).

Efficiency for the network can be measured by network bandwidth. The bandwidth is
the number of bits that can be transmitted over network in a certain period of time.

Bandwidth described in the following equation [34]:

file size(M B)

Bandwidth =
anawt Time(sec)

(4.5)
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TABLE 4.4: Transferring Time.

Transferring Time (millisecond)
file Size AES/DES(file) and RSA AES/DES(H file) and A-RSA AES/DES(H file + 10%B file)

Speedl Speed2 Speedl Speed2 Speedl Speed2
(1MB/sec) (16MB/sec) (1MB/sec) (16MB/sec) (1MB/sec) (16MB/sec)

1Mb 8570 1090 32 25 466 35

2Mb 17160 2120 32 25 940 71

3Mb 25020 3210 32 25 1367 103

4Mb 33310 4200 32 25 1872 141

5Mb 41520 5210 32 25 2295 173

6Mb 49700 7150 32 25 2719 205

TMb 57840 7240 32 25 3227 243

8Mb 65940 8240 32 25 3650 275

9Mb 74310 9300 32 25 4159 313

10Mb 82590 10360 32 25 4582 345

Based on the transmission time results for AES (file) and DES (file) on speed 1MB/sec
the bandwidth is: 0.120M Bps, this means that the network able to deliver 0.120M B
every second while on speed 16MB/sec the bandwidth is 0.946 M Bps.

While the network bandwidth for AES (H file), DES (H file) and A-RSA on speed
1MB/sec is 171.8 M Bps and on speed 16MB/sec is 220M Bps. And the bandwidth for
AES (Header file + 10% Binary file) and DES (Header file + 10% Binary file) on speed
1MB/sec is 2M Bps and on speed 16MB/sec is 28 M Bps. This means the bandwidth

when using compression algorithm is better.

Figure 4.13 shows transferring time on 1MB /sec speed. Based on the results AES (file),
DES (file) and RSA consumes more time. While using compression is faster by 98%.
And using compression then edit header file is faster than AES (file) and DES(file) by
94%.
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Transferring Time (millisecond)
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FIGURE 4.13: Transferring Time on 1MB/sec Speed.

Figure 4.14 shows transferring time on 16MB/sec speed. Based on the results AES(file),

DES(file) and RSA consumes more time. While using compression is faster by 98%.

Also using compression then edit header file is faster than AES (file) and DES(file) by

98%.
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FIGURE 4.14: Transferring Time on 16MB/sec Speed.
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4.2.4 Sharing Time

This section shows the sharing time for the mentioned scenarios where the sharing time

is:

Tsha'r = Lcomp + ﬂrans (46)

Where Typ4.: the sharing time,
Teomp: the computation time

and Tirans: the transfer time.

Table 4.5 shows the sharing time for the ten files on 1MB/sec speed. The results shows
that the sharing time for AES(file), DES(file) and A-RSA consumes more time. While
transferring time when using compression algorithm consumes less time assuming that

the binary file is shared offline.

TABLE 4.5: Sharing Time on 1MB/sec Speed.

Sharing Time (millisecond)
file Size AES(file) ABS(H AES(H file + DES(file) DES(H DES(H file + A-RSA
file) 10%B file) file) 10%B file)
1Mb 8619 515 953 8709 517 955 2695
2Mb 17240 1256 2169 17431 1258 2377 3636
3Mb 25143 1875 3218 25392 1877 2928 4555
4Mb 33461 2600 4478 33803 2602 4464 5480
5Mb 41707 3225 5500 42115 3227 5523 6405
6Mb 49924 4027 6528 50428 4029 6748 7307
TMb 58102 4726 7937 58679 4728 7962 8206
8Mb 66231 5519 9155 66894 5521 9186 9199
9Mb 74644 6132 10279 75343 6134 10310 10112
10Mb 82946 6949 11522 83723 6951 11555 11029

Figure 4.15 shows that sharing time on 1MB/sec speed when using compression and add
X% is 87% faster than sharing file without compression assuming that the binary file
is shared offline. While using compression only is 92% faster than sharing file without

compression.
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FIGURE 4.15: Sharing Time on 1MB/sec Speed.

Table 4.6 shows the sharing time for the ten files on 1MB/sec speed. The results shows
that the sharing time for AES(file), DES(file) and A-RSA consumes more time. While
transferring time when using compression algorithm consumes less time assuming that

the binary file is shared offline.

TABLE 4.6: Sharing Time on 16MB/sec Speed.

Sharing Time (millisecond)
file Size AES(file) AES(H AES(H file + DES(file) DES(H DES(H file + A-RSA
file) 10%B file) file) 10%B file)
1Mb 1139 508 522 1229 510 524 2663
2Mb 2200 1249 1300 2391 1251 1508 3604
3Mb 3333 1868 1954 3582 1870 1664 4523
4Mb 4351 2593 2747 4693 2595 2733 5448
5Mb 5397 3218 3378 5805 3220 3401 6373
6Mb 7374 4020 4014 7878 4022 4234 7275
TMb 7502 4719 4953 8079 4721 4978 8174
8Mb 8531 5512 5780 9194 5514 5811 9167
9Mb 9634 6125 6433 10333 6127 6464 10080
10Mb 10716 6942 7285 11493 6944 7318 10997

Figure 4.16 shows that sharing time on 1MB /sec speed when using compression and add

X% is 38% faster than sharing file without compression assuming that the binary file
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is shared offline. While using compression only is 41% faster than sharing file without

compression.
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FIGURE 4.16: Sharing Time on 16MB/sec Speed.

4.2.5 Security Analysis

In this section we describe how the proposed data sharing model resists to attacks

through proofs.

1. The Frequency Of Blocks (FOB) attack: If one of the blocks repeated within the
same plaintext, then the blocks will has the same ciphertext. The proposed data
sharing model is protected from the frequency of blocks (FOB) attack, because
the model uses compression technique before encrypt the message. Because of
that, the characters in the compressed message has a uniform distribution so no

repeated blocks are produced for the same plaintext.

2. Chosen Plaintext Attack (CPA): This attack can be happened, when the adversary
chooses arbitrary message, and the attacker is able to get the source system and
insert the chooses message into the system to encrypt it, so the attacker has the

plaintext with corresponding ciphertext, he can build sets of plaintexts-ciphertexts



Chapter 4.FExperiments and Results 64

[33]. The proposed model is protected from chosen plaintext attack because it
depends on the X% data which added to the header file before encrypting it,
where each message has different X%. Thus, encrypting the same message more

than once produces different ciphertext.

3. Timing Attack (TA): In timing attack the attacker can use the time taken by a
hardware to decrypt the message. The proposed model is secure against timing
attack, since the attacker still needs the X% of the binary file to decrypt the

ciphertext.

4.2.6 Preserving Privacy

To provide privacy to the shared data, the proposed model uses:

1. Huffman coding which encode the original data, this increase data security because

the file that will be shared is coded and different from the original file [17].
2. Encryption algorithm to encrypt the header file.

3. To improve security Cipher Block Chaining (CBC) is used. CBC makes the plain-
text analysis difficult for the attacker comparing with other operation modes due

to every block of the plaintext is dependent on the previous block [33].

4. In addition the proposed model add X% of data of binary file to header file to

enhance the algorithm against the attacks.

4.3 Main Differences between The Proposed Model and
other Data Sharing Models

The proposed preserving privacy data sharing model differs from other data sharing

models in several points, that are summarized as follows:

1. Privacy: The proposed model provides privacy since it uses encryption algorithms

and Huffman coding as compression technique.
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2. Sharing time: the proposed model is 87% faster on 1MB/sec speed than other
models and it is 38% faster on network speed of 16MB/sec, since it uses file com-

pression, assuming the binary file is shared offline.

3. Save storage: the proposed model is 45% less in size than files size in other models,
since it uses Huffman coding as compression technique to reduce file size before

encrypting it.



Chapter 5

Conclusion and Future Work

In this chapter, the work performed in this thesis is concluded in the first section. Future

research directions are suggested in the second section.

5.1 Conclusion

Electronic data interchange can be classified as one of the important areas of information
technology, where the need for data sharing increasingly required in almost every field
such as health-care, e-government, e-commerce and scientific researches. Data sharing
concept can be defined as the process of interchanging, analyzing, retrieving and inte-
grating data among multiple data sources in a controlled access manner. The use of
information technology in different areas began to increase, the exchange and sharing
different types of information was also required. Although data sharing facilitates the
way that data can be exchanged, security concerns arise as a challenge for conduct-
ing data sharing, many polices include confidentiality, integrity, availability and privacy
must be taken into consideration. This thesis focused on preserving privacy. This thesis
provided a literature review for different preserving privacy models that facilitate data

sharing among different areas:
e Semantic Privacy-Preserving Model.

e Capability-based Access Control Model.

e BitTorrent Model.
66



Chapter 5. Conclusion and Future Work 67

e OneSwarm Model

Also, it provided a literature review for different encryption technique:

e RSA.

Augmented-RSA.

e Data Encryption Standard.

Advanced Encryption Standard.

Then it clarified lossless data compression techniques such as:

e Huffman Coding.
e Run-Length Enoding.
e Lempel-Ziv Algorithm.
Then, it proposed a new privacy preserving data sharing model that combined Huffman

coding and SSL encryption that it can be DES, AES or A-RSA in order to provide

privacy in data sharing also to facilitate data sharing in different areas.
The proposed model is tested on ten files using different scenarios to compare the results,
the scenarios are:
e AES (file): encrypt the file using AES before sharing it, to simulate OneSwarm.
e DES (file): encrypt the file using DES instead of AES before sharing it.
e RSA (file): encrypt the file using RSA before sharing it, which is not common.

e A-RSA (file): encrypt the file using A-RSA before sharing it, to test A-RSA algo-

rithm.

e AES (Header file): compress the file to generate header file and binary file then
encrypt the header file using AES before sharing it.

e DES (Header file):compress the file to generate header file and binary file then
encrypt the header file using DES before sharing it.
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e DES (Header file + X% Binary file): compress the file to generate header file and
binary file after that add X% of data to the header file then encrypt the edited

header file using DES before sharing it.

e AES (Header file + X% Binary file): compress the file to generate header file and
binary file after that add X% of data to the header file then encrypt the edited

header file using AES before sharing it.

Experiments results show that the proposed model saves storage by 45% compared to
other scenarios that sharing the full file without compression.

Also, experiments result on speed 1MB/sec shows that sharing time for the proposed
model is 87% faster than sharing the complete file. While on 16MB /sec it is 38% faster
than the others, also the proposed model saved 45% storage.

In addition, the proposed model provide privacy to the shared files due to:

1. Huffman coding which encode the original data, this increase data security because

the file that will be shared is coded and different from the original file [17].
2. Encryption algorithm to encrypt the header file.

3. To improve security Cipher Block Chaining (CBC) is used. CBC makes the plain-
text analysis difficult for the attacker comparing with other operation modes due

to every block of the plaintext is dependent on the previous block [33].

4. In addition the proposed model add X% of data of binary file to header file to
enhance the algorithm against the attacks such as direct attacks, in these attacks
the attacker tries to guess the secret keys that have been used in encryption process
by trying all possible combinations to find these keys, so using X% will make it

harder for the attacker to guess the header file and it will take longer time.

5.2 Future Work

The proposed model could be further developed in:

1. Develop the proposed model to include images, sounds and videos compression.
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2. Implement new data sharing model using compression and hashing, test the per-

formance and compare the results with the proposed model.

3. Test the model on real applications like BitTorrent and OneSwarm.



Appendix A

Detailed experiments results

In this appendix, The experiments result in detailed was described.

TABLE A.1: The Size of Header File and Binary File Generated from Huffman Coding.

File Size Header Binary File File size after
(MB) File Size Size (MB) compression
(KB) (MB)
1 1 0.549 0.55
2 1 1.099 1.1
3 1 1.599 1.6
4 1 2.199 2.2
) 1 2.699 2.7
6 1 3.199 3.2
7 1 3.799 3.8
8 1 4.299 4.3
9 1 4.899 4.9
10 1 5.399 5.4
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TABLE A.2: Execution Time for the encryption process of AES(File).

File Size(MB)

Execution Time (milliseconds)

First Second Third Average
Reading Reading Reading
1 23 22 22 22
2 37 39 38 38
3 65 62 56 61
4 73 70 69 70
5 87 93 85 88
6 100 111 103 104
7 127 121 120 122
8 135 134 131 133
9 152 148 158 152
10 168 166 163 165
TABLE A.3: Execution Time for the decryption process of AES(File).
File Size(MB) Execution Time (milliseconds)
First Second Third Average
Reading Reading Reading
1 27 23 33 27
2 43 44 41 42
3 66 60 62 62
4 80 79 86 81
5 97 97 103 99
6 121 117 122 120
7 138 136 146 140
8 158 158 160 158
9 197 175 179 183
10 190 194 189 191
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TABLE A.4: Execution Time for the encryption process of DES(File).

File Size(MB)

Execution Time (milliseconds)

First Second Third Average

Reading Reading Reading
1 68 68 69 68
2 134 136 132 134
3 202 198 197 199
4 262 270 259 263
5 323 309 322 318
6 383 385 385 384
7 446 452 446 448
8 510 507 521 512
9 560 576 567 567
10 628 639 617 628

TABLE A.5: Execution Time for the decryption process of DES(file).
File Size(MB) Execution Time (milliseconds)
First Second Third Average

Reading Reading Reading
1 71 71 72 71
2 127 133 152 137
3 190 167 162 173
4 218 259 215 230
5 262 313 258 277
6 360 359 315 344
7 401 360 414 391
8 463 424 441 442
9 497 450 451 466
10 534 491 492 505
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TABLE A.6: Execution Time for the encryption process of AES( H file).

File Size(MB) Execution Time (milliseconds)
First Second Third Average
Reading Reading Reading

1 190 189 189 189
2 362 356 354 357
3 526 521 511 519
4 691 681 681 684
5 871 848 850 856
6 1013 1008 1012 1011
7 1168 1175 1169 1170
8 1341 1349 1331 1340
9 1496 1491 1501 1496
10 1679 1664 1669 1670
TABLE A.7: Execution Time for the decryption process of AES ( H file).

File Size(MB) Execution Time (milliseconds)

First Second Third Average
Reading Reading Reading

1 304 294 284 294
2 874 864 864 867
3 1324 1314 1334 1324
4 1884 1864 1904 1884
5 2334 2324 2354 2337
6 2974 3004 2974 2984
7 3524 3534 3514 3524
8 4074 4234 4134 4147
9 4654 4584 4574 4604
10 5274 5214 5254 5247
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TABLE A.8: Execution Time for the encryption process of DES( H file).

File Size(MB)

Execution Time (milliseconds)

First Second Third Average

Reading Reading Reading
1 190 190 191 190
2 359 358 358 358
3 521 520 520 520
4 685 686 685 685
5 857 858 857 857
6 1012 1013 1012 1012
7 1171 1171 1172 1171
8 1342 1341 1341 1341
9 1497 1497 1498 1497
10 1671 1671 1672 1671
TABLE A.9: Execution Time for the decryption process of DES ( H file).

File Size(MB) Execution Time (milliseconds)
First Second Third Average

Reading Reading Reading
1 298 294 295 295
2 868 867 871 868
3 1324 1325 1328 1325
4 1888 1884 1885 1885
5 2341 2338 2337 2338
6 2985 2984 2988 2985
7 3525 3528 3524 3525
8 4151 4148 4147 4148
9 4608 4605 4604 4605
10 5251 5248 5247 5248
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TABLE A.10: Execution Time for the encryption process of AES( H file + 10%B file).

File Size(MB)

Execution Time (milliseconds)

First Second Third Average
Reading Reading Reading
1 194 191 190 191
2 363 360 359 360
3 526 522 522 523
4 693 689 689 690
5 866 861 861 862
6 1017 1021 1018 1018
7 1181 1178 1177 1178
8 1352 1349 1348 1349
9 1509 1505 1505 1506
10 1685 1683 1678 1682

TABLE A.11: Execution Time for the decryption process of AES( H file + 10%B file).

File Size(MB)

Execution Time (milliseconds)

First Second Third Average
Reading Reading Reading
1 295 297 297 296
2 869 870 870 869
3 1328 1328 1328 1328
4 1889 1889 1970 1916
5 2344 2343 2343 2343
6 2791 2791 2791 2791
7 3532 3532 3532 3532
8 4156 4157 4156 4156
9 4615 4614 4614 4614
10 5259 5258 5258 5258
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TABLE A.12: Execution Time for the encryption process of DES( H file + 10%B file).

File Size(MB)

Execution Time (milliseconds)

First Second Third Average
Reading Reading Reading
1 191 192 191 191
2 365 364 355 364
3 528 530 527 528
4 696 695 699 696
) 873 875 871 873
6 1027 1028 1029 1028
7 1189 1191 1190 1190
8 1362 1371 1362 1365
9 1521 1526 1521 1522
10 1697 1698 1702 1699

TABLE A.13: Execution Time for the Decryption Process of DES( H file + 10%B file).

File Size(MB)

Execution Time (milliseconds)

First Second Third Average
Reading Reading Reading
1 299 298 298 298
2 1074 1074 1073 1073
3 1334 1334 1313 1333
4 1896 1897 1897 1896
5 2352 2358 2356 2355
6 3000 3001 3004 3001
7 3547 3543 3545 3545
8 4170 4168 4176 4171
9 4629 4630 4629 4629
10 5276 5273 5275 5274
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