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ACRONYMS

ACRONYM FULL PHRASE

loT Internet of Things

LWC Lightweight Cryptography

CPC Clock Per Cycle

Kb Kilo bit

RSA Rivest-Shamir—Adleman

DH Diffie-Helman

ECC Elliptic Curve Cryptography

DSA Digital Signature Algorithm

RC4 Rivest Cipher 4

DES Data Encryption Standard

AES Advanced Encryption Standard

ECB Electronic Code Book

CBC Cipher Block Chaining

CFB Cipher Feedback Mode

OFB Output Feedback Mode

CTR Counter Mode

LFSR Left Feedback Shift Register

NLSC New Lightweight Stream Cipher
NFCR Nonlinear Feedback Shift Registers
SPN Substitution-Permutation Network
NIST National Institution of Standards and Technology
UACI Unified Averaged Changed Intensity
NPCR Number of Pixel Change Rate

RP Raspberry Pi

10H 10-Rounds AES with Half MixColumns
10N 10-Rounds AES without MixColumns
5H 5-Rounds AES with Half MixColumns
5N 5-Rounds AES without MixColumns
5F 5-Rounds AES with MixColumns

3F Rounds AES with MixColumns

2F 2-Rounds AES with MixColumns
NLW-AES New Lightweight AES
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ABSTRACT

ABSTRACT

Cyber and Information security are among the most critical challenges facing nowadays
technologies, especially with the discrepancy in devices' capabilities that have increased with the
emergence of the Internet of Things (1oT) devices. The main problem in 10T security is how to
find lightweight cryptosystems that are suitable for devices with limited capabilities. In this thesis,
a comprehensive literature survey that discusses the most prominent encryption algorithms used
in device security in general and loT devices in specific has been conducted. Many studies related
to this field have been discussed to identify the most important requirements of lightweight
encryption systems to be compatible with variances in 10T devices. Also, we explored the results
of security and performance of the AES algorithm by changing it’s core parameters and functions
including the MixColumns and the number of rounds. In case of changing MixColumns, the results
showed the security has been adversely affected. While changing in the number of rounds provides
a promising result to improve the algorithm performance while keeping an acceptable security
level which makes it more adaptable to 10T devices. In general, the results showed that running
three rounds of standard AES maintains the same level of security practically under specific criteria
with a 386% improvement in performance indicators. Accordingly, we proposed a New
Lightweight AES (NLW-AES) which maintain the standard AES-MixColumns with three rounds
of AES. Finally, we tested both the Standard AES and the New Lightweight AES on Raspberry
Pi as an 1oT model which provide compatible results with the explored scenarios.

Keywords: 10T Security, Networks, Cryptography, AES, Lightweight cryptography.

June 3, 2022




ABSTRACT-AR

uailal

Ol e Lages ¥ ¢ pualad) ) 3 i) 4 53 A ) aal (g (e il slrall gl 5 1yl (a1 an

D5l a8 L) e ) el 8 Agus ) A1 (S Lud ) i ) 5 el ) sed ae cnl 3 118 el il 8 b

Clal 5l e de sama dral yo ) Gl 138 (8 s 32 ganall ol Hal) <ld B e canlia ) ) Caa el ks e

b oald IS LuiY) ) 5 jead 5 ale US40 3 3eall (el 8 deaiinall il lge ) s ol caddls 3l A3l

(e A8 sie ()5S Caida) i) Aadail cilllate )l apaad Jlaall 138 & il all (e sl Al )y s il Hall 028
RN JEN YRR PR RERELLERY

il cilS g AES 4l sad ool (5 a5 ) (5 st (30 IS HLiial 5 2 L Liagl o) 128 b
ol L Laa oY) € 55 5 jeal ae Sl A0LE ST Ledaan 5 Lgipn Chagy Al )al) o3g] (33Uail ddads <SS 5 3ac )
Y ) axe s MixColumns o) s 8 Atiaiall dga ) sl At Sl Gl Sl g i die Ul (8 il Al 5o

Lai e )l sl Glal (5 sine (8 1 gale jlasil ) ool 38 MixColumns o 581 & sl o) gilisl) < yekil
i) 50 8 el ol )08 e a0 Lag W g sha 5 Leliaa A1S0Y Bae ] il a8 28 Y sl ae (8 il

o ) e (5 ssall it e Tadlay AES dpe)) 5 (0 Y sa SO Jaandi o i) < pelal cole S5

s A New Lightweight AES 4éis el s o) 8L Liad i) oda o 5Ly ela¥) 8 7386 sy (e

eyl sa (e AS U yaal o il AES (e Y sa &0 aladinl g 2 LS AES-MixColumns aladin) e cabila

a5 ) ) ae )5 edal Ay olui) ) e il 235 Raspberry Pi e 7 il diedll s AES
Al laa) I3 L) J saa sl

June 3. 2022 AL




TABLE OF CONTENTS

DECLARATION oo seeeeeeeeeses s eseseesseeeese s ssesesssseeesesssessseesseeeesesssessseeeneessseeesees I
5= 0] (7N [0 N v
ACKNOWLEDGMENT ..o eeeeeoeseesssssesssseesssseesssssesssseesesessssessssssseseseessesssssssennnes V
ABSTRACT .o eoeeeveeese e eeeseeess e e sseeeses e s se e e s s ee e s e sesessreeees VIl
S VN oo VI
=R = e ) =X o101 Vi =1 N £ IX
LIST OF TABLES ...eeoevvveeeeeeoeesseeeseeeeeeeseesssssssssssesssssessssssssssesssessssssessssseesseesesssessssseenenen X1
LIST OF FIGURES ... ovvoveeoeeeseseeeseeeeeoeseeessesssssseessseeessssssssssesssessssssessssseesssssesssesssssensessses XV

*hhkkkhkhkhkkhkhkhkkhhkhkkhhhkkhhhkkhhhkhhhkhhhkhhhkhhhkhkkhhkhkkhhkhkkhhkhkhhhkkihhkkhihhkkhhhkkhhhkkhhhkkhkihkkhkhhkkhihkiiikixkx

1 INTRODUCTION. ...ttt sttt e s be e reeenree 2
L1 OVEIVIBW ..ttt bbbttt e bbb 2
1.2 Problem Statement....... ..o 3
1.3 Thesis MethodolOgy .......ccccoiiiiiiiieiiccee e 3
14 CONTIIDULION ..o 4
15 Document Organization ...........cccocieiieiiee i 4

June 3, 2022


file:///H:/رسالة%20الماجستير/after%20sub/18-5/Mohammed%20AbuJoodeh.docx%23_Toc103765982
file:///H:/رسالة%20الماجستير/after%20sub/18-5/Mohammed%20AbuJoodeh.docx%23_Toc103765983
file:///H:/رسالة%20الماجستير/after%20sub/18-5/Mohammed%20AbuJoodeh.docx%23_Toc103765984

BACKGROUND ..o 6

2.1 INternet OF THINGS ..o 6
2.2 CrypPtOgrapY ..o 8
2.3 Lightweight Cryptography ... 23
LITERATURE REVIEW .....ooiiiiieee st 28
3.1 Lightweight Cryptography Related WOrKS...........ccccooiiiiiiiicne s 28
3.2 AES RElAted WOIKS .....c..o ittt 35
EVALUATION ..ot bbbttt bbbt ens 43
4.1 DeVvice SPECITICALIONS. .......ccveiieiieiieie et 43
4.2  Performance Evaluation MEtIiCES.........ccoiviiiiereiiiesesieee e 44
4.3  Security Evaluation IMELIICS..........ccoveiiiieiieie e 45
AES EVALUATION . ...ttt sttt anes 53
5.1 Performance RESUITS.........ccuoiiiieie e s 53
5.2 SECUNILY RESUITS......ooiiiiiiieic ittt 60
5.3  AES Evaluation SUMMATY .......cocoiiiiiiiiiieieieee e 70
AES EXPLORING. ...ttt sttt neanes 74
6.1  EXPIOred SCENAKIOS .....cvecvveieieiecieccte et 75
6.2 RaSPhErry Pi RESUILS ......cceiiie et 87
6.3  AES EXploring Results SUMMANY .........ccocviiiiiiiieiese e 93
LIGHTWEIGHT AES ALGORITHM ..ottt 97
7.1 Lightweight AES EVAlUATION .........ccccoiiiiiiiiiieec e 97

June 3, 2022



CONCLUSION AND FUTURE WORK ..ot 115

8.1 CONCIUSION .ottt e e et e e e ettt e e e e e e et eaeeeeeeaaan 115
8.2 FUBUTE WWOTK .ottt e e e e e e e e 116
REFERENGCES. ... ..o et e et e et e e et e e e e e e e e e eaees 117

June 3, 2022



LIST OF TABLES

Table 2.1.1. 10T BENETIES ...cuiiii ettt eneesneenne s 7
Table 2.2.1. Asymmetric Cipher COMPAIISON.........ccoiiiiiiiiiieiee et 14
Table 2.2.2. Stream Cipher COMPATISON ........ccviiieiieeiecee it ee st e e sre e 16
Table 2.2.3. Encryption Modes COMPATISON ........c.cceeveieerieeiesieseesieseesieeseeseesteeseesseesreesseaneens 21
Table 2.2.4. Block Cipher COMPATISON .......coviveiieiecie e sttt e e sae e sreesne e 21
Table 2.2.5. Stream VS BIOCK CIPher........ccvciiiieiieie ettt 22
Table 2.2.6. ASYMMELriC VS SYMMETIIC ......ccuviiiiiieieiiesie et 23
Table 2.3.1. LWEC SUMMATY ..ottt sb bbbt 26
Table 3.1.1. LWC Related WOIrKS SUMMATY ......ccoiieiiiriiiiininieeieieie e 34
Table 3.2.1. AES Related WOrks SUMMAIY ..........coooiiiiiiiiiiiieiee s 41
Table 5.1.1. AES Encryption Time for 10 - 500 KB data .........ccccceeveviviieiieiicicieese e 53
Table 5.1.2. AES Encryption Throughput for 10 - 500 KB data..............cccccceevveieenecieiiccieenn, 54
Table 5.1.3. AES Encryption Time for 1 - 100 MB data..........ccccccoveviiiieieeiecie e 54
Table 5.1.4. AES Encryption Throughput for 1 - 100 MB data............cccccveviiieieeie e, 55
Table 5.1.5. AES Decryption Time for 10 - 500 KB data ..........cccocverriieiierenieneene e 55
Table 5.1.6. AES Decryption Throughput for 10 - 500 KB data ............ccooeviiiiieiincnencenee 56
Table 5.1.7. AES Decryption Time for 1 - 100 MB data...........ccccoeririninininieieene e 56
Table 5.1.8. AES Decryption Throughput for 1 - 100 MB data..........ccccoevreriniinieiencnescsese 57
Table 5.1.9. AES HardWare USAQE ..........ccvveiuiiieieeiie ettt 57
Table 5.2.1. AES Chi-Square TeSt RESUILS..........coveiiiieiicce e 61
Table 5.2.2. AES Correlation TeSt RESUIL.........ccoieiiiiiiiieieeee s 62
Table 5.2.3. AES P-Value for NIST TESES .....ccuiieieieieriesieeeie et 64
Table 5.2.4. AES NIST TeSES RESUILS.....c..eiieiiieiecieie et 64
Table 5.2.5. AES Confusion Results using 1 Bit Change for 10-500 KB Data..............cccccevruenne. 65
Table 5.2.6. AES Confusion Results using 1 Bit Change for 1-20 MB Data...........cccccoceverienienne. 65
Table 5.2.7. AES Confusion Results using 2 Bit Change for 10-500 KB Data..............cc.ccevruenne. 66
Table 5.2.8. AES Confusion Results using 2 Bit Change for 1-20 MB Data...........cccccoceverienienne. 66
Table 5.2.9. AES Confusion Results using 3 Bit Change for 10-500 KB Data..............cccccceveneee. 67
Table 5.2.10. AES Confusion Results using 3 Bit Change for 1-20 MB Data............cc.cccceceveennee. 67

June 3, 2022



Table 5.2.11. AES Diffusion Results using 1 Bit Change for 10-500 KB Data...........c...cccueneee. 68

Table 5.2.12. AES Diffusion Results using 1 Bit Change for 1-20 MB Data...............cccccoevveenene. 68
Table 5.3.1. AES Security Tests ReSUItS SUMMANY.........ccceiieiiiiesiee e 72
Table 5.3.2. AES Performance Tests ReSultS SUMMAIY ...........ccooeieiiiiiinininecee s 72
Table 6.1.1. 10H Security Tests ReSUItS SUMMAIY...........cccuiiiiiiiiiieieee s 77
Table 6.1.2. 10H Performance Tests ReSUltS SUMMAIY ..........cccooeiiiiiinininineeeee s 77
Table 6.1.3. 10N Security Tests RESUILS SUMMAIY ........cccoiiiiiiiieieiesie s 78
Table 6.1.4. 10N Performance Tests ReSUItS SUMMAIY .........cccccveiieiiiie i 79
Table 6.1.5. 5H Security Tests RESUIS SUMMAIY.........c.ccceiiiiiiieiieic e 80
Table 6.1.6. 5H Performance Tests ReSUItS SUMMANY ...........cccovveiieieiiieieee e 80
Table 6.1.7. 5N Security Tests ReSUItS SUMMANY........ccviveiieiiiieseee e 81
Table 6.1.8. 5N Performance Tests ReSUItS SUMMAIY ..........ccoeiiiieiiiinineceeeeeee s 82
Table 6.1.9. 5F Security Tests RESUILS SUMMANY .......ccooiiiiiiiiicieese s 83
Table 6.1.10. 5F Performance Tests ReSUItS SUMMANY ........ccoveiiieiiiiiineieee e 83
Table 6.1.11. 3F Security Tests RESUItS SUMMAIY ..........ccooiiiiiiiiieieie s 84
Table 6.1.12. 3F Performance Tests Results SUMMANY .........cccccvevieeiiiie i 84
Table 6.1.13. 2F Security Tests ReSUItS SUMMANY .........cccoeiieieiicieee e 85
Table 6.1.14. 2F Performance Tests Results SUMMANY .........cccccvveieeiiiie i 85
TADIE B.1.15. APC ... ittt bbbt nr et ae e anes 86
Table 6.1.16. UACI and NPCR for 512 x 512 LeNna iMage ........c.cccveruerieiieriesiesieesie e e esee e 87
Table 6.2.1. AES Encryption Time for 10 - 500 KB data on RP...........ccccoviiniiiiienc e 88
Table 6.2.2. AES Encryption Throughput for 10 - 500 KB data on RP........c.ccccevvvevviniieiieenene, 88
Table 6.2.3. AES Decryption Time for 10 - 500 KB data on RP .........cccovveiiiiciicc e, 89
Table 6.2.4. AES Decryption Throughput for 10 - 500 KB data on RP............ccccceevviieieciieennenn, 89
Table 6.2.5. AES Performance Results SUummary on RP ..........ccooveiiii i 90
Table 6.2.6. 3F Encryption Time for 10 - 500 KB data on RP .........ccccoceiveiiiicieece e, 90
Table 6.2.7. 3F Encryption Throughput for 10 - 500 KB data ON RP .........cccceceviveveiiniiecee 91
Table 6.2.8. 3F Decryption Time for 10 - 500 KB data 0n RP..........ccccviiiiininicec e 91
Table 6.2.9. 3F Decryption Throughput for 10 - 500 KB data on RP .........cccoevvveeiviiniieieee 92
Table 6.2.10. 3F Performance Results Summary on RP..........ccccciiiiiiiininiiecee e 92
TabIe 6.2.11. RP APC ...ttt bbbttt ettt st b e ens 93
Table 6.3.1. AES Exploring ReSUltS SUMMANY .........ccccoeiiiiieeiicceee e 94
Table 7.1.1. NLW-AES Encryption Time for 10 - 500 KB data............ccccovverueiieieere e, 99
Table 7.1.2. NLW-AES Encryption Throughput for 10 - 500 KB data............cccceeveevvevieiiieenen. 99
Table 7.1.3. NLW-AES Encryption Time for 1 - 100 MB data ............ccooovveviiiniineniiescnine 100
Table 7.1.4. NLW-AES Encryption Throughput for 1 - 100 MB data ...........cccceeererirenininnnns 100
Table 7.1.5. NLW-AES Decryption Time for 10 - 500 KB data..............ccooervriniinenireninnnnens 101
Table 7.1.6. NLW-AES Decryption Throughput for 10 - 500 KB data..........ccccceeererereninnnnnns 101
Table 7.1.7. NLW-AES Decryption Time for 1 - 100 MB data...........ccccccevvievieiiieiie e, 102
Table 7.1.8. NLW-AES Decryption Throughput for 1 - 100 MB data ..........ccccceveevieiieiineiinnnn, 102

June 3. 2022 AL


file:///H:/رسالة%20الماجستير/after%20sub/1-51/thesis.docx%23_Toc102276972

Table 7.1.9. NLW-AES Hardware USAJE .........ccciveiieiieriiiieseesie e e e steesie e e e snesneenne s 103

Table 7.1.10. NLW-AES Chi-Square TeSt RESUILS .........cccvevveriiericieirese e 107
Table 7.1.11. NLW-AES Correlation Test RESUIL ...........ccoiiiiiiiiieie e 108
Table 7.1.12. NLW-AES P-Value for NIST TeStS......ccceiiiiiiieiesiesiiese et 110
Table 7.1.13. NLW-AES NIST TeStS RESUILS ......cciuiiiiiiieiicie et 110
Table 7.1.14. NLW-AES Confusion Results using 1 Bit Change for 10-500 KB Data................ 111
Table 7.1.15. NLW-AES Confusion Results using 1 Bit Change for 1-20 MB Data................... 111
Table 7.1.16. NLW-AES Diffusion Results using 1 Bit Change for 10-500 KB Data................. 112
Table 7.1.17. NLW-AES Diffusion Results using 1 Bit Change for 1-20 MB Data..................... 112

June 3, 2022



L1ST OF FIGURES

Figure 2.1, 10T SYSTEM [B] .. veeiieiiiieii ettt te e r e ne et e nneenns 6
Figure 2.2. Concept OF 10T [4]...eoii oottt ns 7
Figure 2.3. CIA Triad and AAA FrameWOIK .........c.ccoieieiieieiie et 9
Figure 2.4. EnCryption MOGEIS [9] ....coveeiiiiieiieie ettt 10
FIQure 2.5. RSA PrOCESS [L7] ..ottt 11
Figure 2.6. EIGamMal AlG. [20]......c.ooiiiiiiiiieieee e 11
FIQUIE 2.7. DH KEYS [21] .o ieeeeieieeite ittt bbbttt 12
Figure 2.8. ECC BaSICS [22] ....ccveiueiiiiiiiiiiieieiee ettt 13
Figure 2.9. DSA ProCesS [23]....ecueoieiieiieieitee ittt st se st e et ste e sta e teeaesraesreenesneesneeeens 13
Figure 2.10. Simple Symmetric model [9] ....ccoveoi i 15
Figure 2.11. DES AIGOrithm [B0] ......coveiiiieiecie et 17
Figure 2.12. AES FIOW [BL] .ooovieioie ettt sttt et enne e 19
Figure 3.1, LItErature REVIEW ........ccuiiuieiieie ittt et e e e snaesteenenneenneene s 28
Figure 5.1. AES Performance Results SUMMAIY ..........cccooviiiiiiiiiii e 58
Figure 5.2. AES Hardware USAQE ..........cuiiriiieiiieiiesie ittt 59
Figure 5.3. AES Mapping RESUITS.........ccoiiiiiiiie e 60
Figure 5.4. AES Histogram RESUIES .........coiiiiiiie e 61
Figure 5.5. AES Auto and Cross Correlation RESUILS ............ccoveveiiiiicic i 62
Figure 5.6. AES NIST RESUILS .....cviiieii ettt sttt ste e sreesae e e 63
Figure 6.1. AES Algorithm Time ANAIYSIS........cccvciiiiiiicie et 74
Figure 6.2. MiXColumn OPEratiOoN ...........cccueiieiieiieieesie et sre et e e steen e e sae e 76
Figure 6.3. MiXCOIUMN OPEIATION ......oiuiiiiiiieieieie st 76
Figure 7.1. NLW-AES TimMe ANAIYSIS.......ccuiiiiiiiieiieiesiesieeeeiee et 98
Figure 7.2. NLW-AES Performance ResultS SUMMAIY..........cccooviiriniiineninieieese s 104
Figure 7.3. NLW-AES Hardware USAQE.........ccereruiriiiriiiiiieieie ettt 105
Figure 7.4. NLW-AES Mapping RESUILS .......c.eoiiiiiieiiciie ettt 106
Figure 7.5. NLW-AES Histogram ReSUILS............coviiiiiiic e 107
Figure 7.6. NLW-AES Auto and Cross Correlation ReSUILS...........ccccvevieiiieiieiiie e 108
Figure 7.7. NLW-AES NIST RESUILS ......ccoiiiiiiiiie ettt 109

June 3, 2022


file:///D:/Mohammed%20AbuJoodeh%20final.docx%23_Toc105404473
file:///D:/Mohammed%20AbuJoodeh%20final.docx%23_Toc105404474
file:///D:/Mohammed%20AbuJoodeh%20final.docx%23_Toc105404475
file:///D:/Mohammed%20AbuJoodeh%20final.docx%23_Toc105404476
file:///D:/Mohammed%20AbuJoodeh%20final.docx%23_Toc105404477
file:///D:/Mohammed%20AbuJoodeh%20final.docx%23_Toc105404478
file:///D:/Mohammed%20AbuJoodeh%20final.docx%23_Toc105404479
file:///D:/Mohammed%20AbuJoodeh%20final.docx%23_Toc105404480
file:///D:/Mohammed%20AbuJoodeh%20final.docx%23_Toc105404481
file:///D:/Mohammed%20AbuJoodeh%20final.docx%23_Toc105404482
file:///D:/Mohammed%20AbuJoodeh%20final.docx%23_Toc105404483
file:///D:/Mohammed%20AbuJoodeh%20final.docx%23_Toc105404484

June 3, 2022



CHAPTER 1

INTRODUCTION

June 3, 2022



1 INTRODUCTION

This chapter introduces the direction of our work in this thesis. In Section 1.1, we introduce
this work and give a general overview of the thesis. Our problem statement, discussed
in section 1.2. Finally, we summarize the contributions of this study in Section 1.3.

1.1 OVERVIEW

An information system is a set of interconnected components that collect, process, store and
transfer information. These components include the physical and software components, and the
communication networks used [1].

Networks are based on connecting many devices and enabling communication among them
in the best possible way. Moreover, networks are subject to many attacks due to many users and
their different directions. The real challenge is maintaining the security of these networks with
their resources and data while maintaining good performance results [1-3].

In its simplest sense, Internet of Things (10T) is a system of various smart devices known in
our daily lives. These things link and communicate between them and ensure the transfer of data
between them independently via the networks without human interaction, which means that it is a
self-control system [4-6]. Smart Cities played an essential role in highlighting 1oT. Smart Cities
express the concept that depends on the city's technology, as these cities are linked to each other
electronically. Information is collected continuously from sensors, monitoring, and computers
covering the whole city [5-6].""Thing™ term in 10T; represent any device that can take an IP
address and able to interact through a network [5].

The application's security plays an essential role in judging the application strength. Any
user wishes to have the software request that is secure in all respects. The application's security
includes a secure transfer of data, protection from eavesdropping, and unauthorized access. So,
that system security has become one of the essential critical requirements of the system's core
functions [2][3]. Furthermore, the security aims to achieve what is known as the Confidentiality,
Integrity, and Availability (CIA) triad. Finally, one of the most critical security goals is to control
access through the Authentication, Authorization, and Accounting (AAA) framework [3][7].
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1.2 PROBLEM STATEMENT

0T has caused a massive increase in the volume of data. Securing this enormous amount
of data requires hard work. Several technologies serve this purpose. But the devices used in the
loT vary among themselves in capabilities. Moreover, most of these devices have limited
specifications and restrictions on use [5-6]. Hence the need to find new technologies that work on
these variant capabilities and achieve an acceptable degree of security and performance.
Furthermore, since the capabilities are limited, these technologies should be lightweight and rely
on simple operations without consuming energy, storage, and processing capacity. Therefore, in
this study, we look forward to finding a lightweight crypto algorithm that guarantees security and
performance requirements and is compatible with 10T devices.

1.3 THESIS METHODOLOGY

The thesis methodology is as follows:

e Defining the problem statement clearly, and clarify the background terms in details.

e Surveying the related works in Lightweight Cryptography (LWC) and AES-based
lightweight algorithms (to be published).

e Studying the security and performance of Advanced Standard Algorithm (AES).
e Exploring the performance and security through implementing different AES Scenarios.

e Proposing a new Lightweight AES based on the results of the explored scenarios.
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14 CONTRIBUTION

In this study, our main contributions are:

e Surveying state-of-the-art literature review in the field of LWC for IoT and AES based
researches.

o Comparing various techniques recently suggested to secure I0T and discuss their
effectiveness in applications based on security and performance tests.

e Implementing and testing AES in term of security and performance. Furthermore,
exploring many AES scenarios based on its core functions including changing the
number of rounds and modifying MixColumns operation.

o Evaluating the explored scenarios in term of security and performance results.

« Implementing and testing the best scenario on Raspberry Pi (RP), which is a model for
loT device.

1.5 DOCUMENT ORGANIZATION

The rest of the thesis is organized as follows:

» Chapter 2: Provides clarifications for some sciences in this field.

» Chapter 3: Presents in detail some of the related studies carried out in the field of
LWC.

Chapter 4: Presents the evaluation mechanisms.
Chapter 5: Evaluates the performance and security of AES.
Chapter 6: Explores AES algorithm and evaluate each scenario.

Chapter 7: introduce the new lightweight AES and its Results.

YV V V VY V¥V

Chapter 8: Concludes the thesis and clarify the outline for future work.
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2 BACKGROUND

This chapter introduces the concepts of 10T, Cryptography, and LWC in sections 2.1, 2.2,
and 2.3 respectively.

2.1 INTERNET OF THINGS

10T today is a hot topic in research. The importance of 10T comes because of keeping pace
with the variables of life that call us to exploit everything new in technology, such as computers,
cars, TV, refrigerators, and washing machines [5-6]. Figure 2.1 shows 10T Reference Architecture.
The figure shows that the 10T system consists of data collector's devices as a sensor used to get the
data and data analyzer device like a mobile phone used for data processing to make a decision.
These two subsystems communicate and transfer data via a network [5-6][8].

device ¢ 3 ¢ 3 User

Interface

loT

davice (—)

Gateway

- > Back END

System

device {—)

Collect Analyze Data
pata Take Action

Figure 2.1. 10T System [8]

loT has dramatically helped to increase the efficiency of work and operations. Since it
relies on a system of self-interaction, that means reducing the waiting time for response. As a
result, performance gains, and therefore the number of completed processes increases, giving users
access to the best possible user services, enhancing the work's actual value [5][8]. In general, 0T
provides a wide range of benefits at the enterprise and individual levels. Table 2.1.1 present these

benefits.
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Table 2.1.1. loT Benefits

Enterprise-level Human- level
Monitor overall processes. Safe life.
Enhance experiences. Simple and beautiful life.
Reduce time and cost. Easy access to information.

Increase productivity.
Model and devices integration.
Increase profits.

Figure 2.1 presents the concept of 10T. There are many useful and valuable applications
for 10T, such as Safe Houses, Health Care, and Farming systems.

AnyPlace
AnyService
AnyNetwork

Internet of Thing

Figure 2.2. Concept of 10T [4]

Despite the significant benefits of 10T, the 10T suffers from a lack of standardization and
is vulnerable to cyber-attacks, data theft, data fraud, botnet attacks, and physical compromises.
The reason for this is that the IoT differs from traditional networks. There are two types of loT
devices: those rich in resources, like computers, and those with limited resources, like sensors. The
real challenges are in the second type, which has low memory and computing power, short battery
life, and Low bandwidth to connect [6][8]. So, we should be careful about security and privacy
[8]. Hence, the challenge is how to design an 10T system efficiently and securely.
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2.2 CRYPTOGRAPHY

Cryptography is a way to protect data and communications through coding operations to
ensure that their reading and processing are withheld from others who are not authorized to access
them [3][9]. The goals of the encryption process revolve around guaranteeing each of the following
[3] [9-10]:

o Confidentiality: Using encryption to protect data from unauthorized access.

o Data Integrity: Ensures that the message remains the same as sent without
changing it by using a unique message digest.

o Non-Repudiation: Ensures that the recipient does not deny the message's arrival
by proving that the sender sent the message. Also, it prevents the sender from
denying.

o Authentication: Proof of an entity identity, which confirms the user's right to
access the system or data.

o Access Control: Ensures that access to the system or data is limited by preventing
unauthorized access and checking their privileges.

Still, there some essential terms related to security worlds; they are:

o CIA Triad: In addition to confidentiality and integrity, we still have the concept of
availability, which ensures that authorized users can access what they want at any time.
Therefore, the CIA triad tries to achieve the three goals that have been emphasized [9].

e AAA Framework: is responsible for enforcing policies and controlling access over
resources. In addition to the authentication previously mentioned, it ensures that the
security methods used in the network guarantee [7][11]:

o Authorization: Not much different from access control. It works on the resources
the user is allowed to access and used.

o Accounting: Directly, it can be defined as a complete monitoring process and
writing down all the operations that the user performs to be used further in the
accounting, analysis, and planning process.
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Figure 2.3 summarizes CIA triad and AAA framework.

Availability

Figure 2.3. CIA Triad and AAA Framework

2.2.1 CRYPTOGRAPHY ALGORITHMS

In cryptography science, Encryption is transforming original messages (Plaintext) to non-
readable data (Cipher Text) using an encryption algorithm. This Cipher Text cannot give anyone
any information about the Plaintext except those with the encryption key [9, 12-17]. Therefore, we
can perform a simple encryption example by replacing every character in the plaintext with its next
character in aliphatic order.

P = “Thesis”
Alg.: substitution Pi = P44 D
C = “uiftjt”

There are two main types of encryptions: Asymmetric cipher, and Symmetric cipher, as
shown in Figure 2.4 [9, 12-17].
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Figure 2.4. Encryption Models [9]

2.2.1.1 ASYMMETRIC CIPHER

Asymmetric cipher is conjointly referred to as public-key cryptography; the associate
cryptography technique uses a mix of public and private keys. The sender has the receiver's public
key, whereas the private key is not known. The receiver ought to produce his try of the general
public and private key, publish his public key while not considering its security. The private key
should be a procedure not possible to seek out through the general public key.

Asymmetric cryptography is employed in authentication and digital signatures. A signed
message with the sender's private key proves the sender's identity, and it is scanned by anyone who
has the sender's public key. Thus, the receiver sure that the message has not been changed or
replaced by the other one that confirms the sender's identity [6, 12-13].

2.2.1.1.1 RIVEST SHAMIR ADLEMAN ALGORITHM

Rivest-Shamir-Adleman (RSA) algorithm is one of the most popular and widely used
asymmetric encryption algorithms. It was developed in 1977 by Ron Rivest, Adi Shamir, Leonard
Adleman and took its name from them. Besides encryption, RSA can be used for key exchange
and digital signature [17-18].

RSA gained its strength by relying on the difficulty of parsing large integers in the
formation of keys. Two prime numbers are manipulated to create the user's public and private keys.
The message is encrypted using the recipient's public key and decrypted exclusively with the

recipient's private key. Figure 2.5 shows the RSA Process [17].
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Figure 2.5. RSA Process [17]

Although RSA is one of the most popular and secure asymmetric encryption algorithms in
terms of key difficulty, it takes a long time to encrypt and decrypt. Besides, a security flaw appears
that encrypting the same message again produces the same encrypted message [18].

2.2.1.1.2 ELGAMAL

ElGamal is an asymmetric cipher based on Diffie-Hellman (DH) key exchange.
This algorithm gains its strength through the difficulty of finding discrete logarithms. For
example, even though we know G* and GY, it is challenging to find G*. This algorithm

consists of the key generation process, encryption, and decryption process. Figure 2.6
shows each of them [19-20].

/ Key Generation \

Select very Large Prime P
Select Primitive root 1
Public Key: (e; e3_ p) Select d Private Key: (d)

e=edmodp

Akmad Choose random  r Ndfumed

> aermodp | M= e modp [—> n

Plain Text (M) oy= (e ¥ C‘f"{_"i g"f’ Q“) Plain Text (M)

—
K Encryption Decryption /

Figure 2.6. EIGamal Alg. [20]
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2.2.1.1.3 DIFFIE-HELLMAN

DH is a protocol used to exchange keys for asymmetric cryptography, which
establishes a connection between two parties to establish a mutual secret session for them.
This protocol also provides the basis for a wide range of validated protocols [21]. Figure

2.7 shows the DH Process.
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Sharing Public Keys
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Figure 2.7. DH Keys [21]

2.2.1.1.4 ELLIPTIC-CURVE CRYPTOGRAPHY

Elliptic Curve Cryptography (ECC) it uses the mathematics on elliptic curves. ECC is
widely used due to its high security and small size. The difficulty in cracking the elliptic curves
that underpin key strength has made ECC more secured and considered as the next generation of
RSA [22].

The main difference between ECC and RSA is the strength of the key. A 160-bit key in
ECC is equivalent in power to a 1,024-bit key in RSA. Considering that there is no linear
relationship, doubling the size of the RSA key does not mean that we need to double the size of
the RSA key. ECC is characterized by the speed of obtaining the keys and less memory to store
them. On the other hand, a challenge for ECC is that it cannot be implemented as efficiently as
RSA [22]. Figure 2.8 presents the ECC basics.
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2.2.1.1.5 DIGITAL SIGNATURE ALGORITHM

Digital Signature Algorithm (DSA) was developed to use the discrete logarithm
and standard bases to introduce and validate the concept of a digital signature. DSA is
characterized by faster key generation compared to RSA. As a result, it is slower in the
encryption process, but it offers better results in the decryption process. DSA is mainly
used to verify the identity of the sender of a message since it bears his signature, which
cannot be duplicated [23]. Figure 2.9 presents the DSA mechanism.

' Mimd Mhmd ™
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H Return Sign
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Figure 2.9. DSA Process [23]




2.2.1.1.6 AsYMMETRIC CIPHER SUMMARY

This section discussed various Asymmetric Cipher algorithms such as RSA,
ElGamal, DH, DSA, and ECC. Table 2.2.1 highlight the most comparison points between

them.
Table 2.2.1. Asymmetric Cipher Comparison
Cipher Key size (bits) Strength Weakness
e Low computational time. e  Use same module for multi users.
RSA 1024 2048 3072 4096 | e Fast. e For small messages.
e Not Scalable.
o Fast. e Require Random Number
e Very efficient in hardware imp. Generator.
ElGamal 1024 e Solve discrete logarithm. e Ciphertext is very Large.
e Good Scalability. e Slow in Signing.
e Low Power Consumption.
e  Solve discrete logarithm. e  Expensive exponential operations.
DH 1024 3072 e Sharing keys, not information. e Lack of Authentication.
e  Authentication. e Entropy.
DSA 512 — 1024 (multiple of 64) | ®  Integrity. e Secrecy.
e Non-repudiation. e Uniqueness of random signature.
e Small Key size. e Ciphertext is large.
e Low storage. e High Complexity
ECC 160 224 256 e Low transmission time, and
power consumption.
e Very Fast.

Although this type of algorithm offers high strength in terms of security, it requires a large
amount of processing, which means low performance and draining resources. Therefore, based on
the preceding, these algorithms are not compatible with the discrepancy in the capabilities of IoT
devices and therefore cannot be used in building security systems in term of encryption. Hence,
we find that symmetric encryption is more suitable for such systems. However, this does not
detract from its value, as it cannot be dispensed with in verification, key exchange, and signature
operations.

2.2.1.2 SYMMETRIC CIPHER

Each sender and receiver share the same secret key in this kind of encryption. It uses within
the encryption and decryption processes. However, symmetric encryption has better speed but
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provides a lower security level than asymmetric [9, 12, 16, 24]. Also, Symmetric ciphers can be
used as a block cipher or stream cipher. Figure 2.10 shows the general structure of this encryption

model.
Secret Key Shared by Secret Key Shared by
Sender and Reciever Sender and Reciever
Encrypted message
7 e 77 ]
//

Plain Text Encryption algorithm Decryption algorithm Plain Text

Figure 2.10. Simple Symmetric model [9]

2.2.1.2.1 STREAM CIPHER

In this type of encryption, the data are encrypted bit by bit. That's means every
encrypted bit is independent of other bits, so diffusion and confusion properties are not
achieved in this type. This encryption mainly uses as simple as possible operators. In most
cases, it uses the XOR operation between the plaintext bits and the corresponding key bits.
As a result, stream cipher throughput (encryption speed) is much higher than the block
cipher but is considered less secure than Block Cipher [9, 12-16,24].

A. RIVEST CIPHER 4

Rivest Cipher 4 (RC4) is a stream cipher algorithm proposed by Ron Rivest in 1987,
It later became a widely used algorithm from being a personal algorithm due to its speed
and simplicity. As a result, RC4 has been frequently used to encrypt network traffic [25].

This algorithm uses byte-oriented operations with a variable key size. Simply put, RC4
relies on an XOR operation between each piece of plaintext with a small portion of the key
to produce the ciphertext. And the decoding process is only a reflection of this process.
However, with the development of computers, it became possible to break this algorithm
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easily. However, RC4 can be considered secure if the initial bytes of the key are deprecated
[25-27].

B. SALsA20
Salsa20 is a synchronous stream cipher suggested by Bernstein. The number 20
indicates the number of rounds, but this can be reduced to 12 or 8 as

needed. Salsa20 reliance on simple operations such as rotation, addition, and XOR makes
it a high-speed algorithm, which makes it secure against timing attacks [27-28].

C. SOSEMANUK

Sosemanuk is a synchronous stream cipher with variable key length. It has good
properties of confusion and diffusion for a low cost. Mux operation makes it secure against
algebraic attacks and fast correlation attacks. Finally, Sosemanuk has good performance
due to the internal static data [29].

D. STREAM CIPHER SUMMARY

After we have discussed them, and after reviewing the definition and specifications of
each. Table2.2.2 provides a brief comparison of these algorithms.

Table 2.2.2. Stream Cipher Comparison

Stream Cipher Key size pits Data size bits Rounds Speed cpc
RC4 1-2048 2046 1 7
SALSA20 128 256 512 20 3.91
SOSEMANUK 128 — 256 32 20-32 5.6

From this comparison, we note that the RC4 algorithm is optimal for use, as it is
more robust and available in more than one version to suit the system requirements. Since
the stream cipher provides high speed but with a low level of security and requires the
key size to be the same as the plaintext size, we cannot recommend any of these
algorithms to be a basis for building a new system for the loT.
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2.2.1.2.2 BLOCK CIPHER

In Block Cipher, the plaintext is divided into blocks based on encryption algorithm
structure [12]. This type of encryption has an execution time slower than the stream cipher.
So, the encryption throughput of stream cipher is much higher than the block cipher [9][23].
In contrast, a block cipher provides better security than the stream cipher against some well-
known attacks such as the Reused key attack and the Bit-flipping attack. Moreover, the
essential properties of the secure ciphertext, which are the confusion and the diffusion
properties, are included inside block ciphering algorithms. Based on these facts, we can
nominate one block cipher algorithm to build our algorithm for the 10T after reviewing it and
choosing the most appropriate based on its specification and results [9][12].

A. DATA ENCRYPTION STANDARD

Data Encryption Standard (DES) is a symmetric encryption algorithm that uses a
seemingly 64-bit key, of which 56 bits are used as the effective key over 16 rounds of the
48-bit subkeys, to encrypt data of a fixed length of 64 bits. The apparent key's remaining 8
bits are utilized to verify for parity. In decryption, the same process is employed in reverse
[30-31]. Figure 2.11 shows the structure of DES encryption.

Eey(K) Key(X)

?

— ]
—— (g |— - >
. . ] . ?
Flain Text(p) ] Cipher Text Plain Text(P)

Encryption C=EEp Deeryption P=D{EC)
Alg. Alg.

Figure 2.11. DES Algorithm [30]

Despite the spread of this algorithm due to its encryption speed and ease of
application, it suffers from a noticeable security weakness in reality. The use of DES for a
short key makes it very fragile, especially using a brute force attack, which is easy to use
in this case, and there are many attacks such as offensive Linear and differential
cryptanalysis, which are theoretical attacks, are called demonstrative vulnerabilities [30-

31].
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B. TRIPLE DES

An improved version of the encryption algorithm has been created to solve the security
issues with DES. This method is as simple as applying the DES algorithm precisely three
times. We now have three keys, each of which is 56 bits long. As a result, the
implementation technique differed in terms of the keys utilized. Because the relationship
of the three keys to each other affects the extent of the algorithm's power in the previously
described, there were several versions. Triple DES (3DES), which used three distinct keys
with a total of 156 actual bits, was thought to be very powerful [28]. However, 3DES will
not be used at the end of 2023 as we move to more secure generations for encryption [32].

C. BLOWFISH

Blowfish is a symmetric cipher technigque that uses a 64-bit block and a variable-
length encryption key as needed. In terms of speed, Blowfish is a good algorithm, but the
amount of security it provides varies depending on the length of the key employed. As a
result, even though there have been no genuine threats detected, it has gotten less attention
compared to other algorithms [33-34].

D. ADVANCED ENCRYPTION STANDARD

Advanced Encryption Standard (AES) is one of the most famous and prominent symmetric
encryption algorithms that has been introduced to be a quantum leap in this field. AES has
outstanding performance and an excellent security level compared to its peers. AES deals with
data blocks with a fixed size of 128 bits in length, in addition to providing flexibility in choosing
the size of the key according to the required degree of security. From here, it appears that AES has
three versions according to the size of the key, namely AES-128, AES-192, and AES-256 with 10,
12, and 14 rounds, respectively. Each cycle uses several operations to encrypt a data block [34-
35].

The working mechanism of AES is based on the use of the design principle known as the
permutation and substitution network, and this mechanism is represented by using the following
operations:

e SubBytes: Using a predefined lookup table known as Rijndael S-Box, each byte will be

replaced with another one. Without any linear relation.
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o ShiftRows: The row elements are swapped by shifting them cyclically to the left.

e MixColumns: Using a linear transformation relationship, the change of all column
elements is combined so that they affect each other to increase the level of difficulty
through the propagation property.

o AddRoundKey: The data cells are combined with the subkey cells generated for this round
using XOR operation.

The need for key expansion is that each AES round needs a key of a specific length based on
the criteria mentioned earlier. Therefore, when using AES-128, we need 11 keys depending on the
number of rounds. Key derivation is done using the AES Key Schedule algorithm, which expands
the key using a key schedule [33-35]. Figure 2.12 represents the flow of the AES algorithm.
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Figure 2.12. AES Flow [31]
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AES distinguished itself from its peers in improving its performance for systems
dealing with large amounts of data by integrating these steps and running them on a byte-
oriented approach. This approach only converts its arithmetic operations into some lookup
tables [35].

E. MODES OF OPERATION

In Block Cipher, a fixed size block is handled at a time. Usually, the data size is much larger
than the block size. Hence, the data is divided into a set of blocks. Each block is encrypted as one
unit, the relationship and dependency between encrypted blocks relaying on the encryption mode.
Several modes have been developed to suit the type of target application. The process of selecting
the required mode depends on many factors such as error propagation, the level of security,
preprocessing, parallelization, and the speed of encryption and decryption [12][33]. These modes
are as follows:

o Electronic Code Book (ECB): It is an explicit and imperative coding process. It is
considered the simplest since the text is split and each block is encrypted independently
[36].

e Cipher Block Chaining (CBC): This mode has constituted a development from the ECB.
The block encryption process has become dependent on the result of the previous block
encryption, which increased the data dependency on each other and made it possible non-
deterministic. In this mode, the plaintext XOR-ed with the result of the previous block
encryption before the encryption process [36].

e Cipher Feedback (CFB): Looking at the CBC mode, this mode also relies on the result of
the previous block as feedback to the present block and some other variables to increase
the resistance to attacks [36].

e Output Feedback (OFB): There is no difference between it and CFB except in some
minor details that increased the resistance to bit errors and reduced the relationship of
encryption to the plaintext [36].

e Counter (CTR): Itis acounter-based CFB. This mode is mainly based on maintaining the
synchronization of the counter between the sender and receiver [36].
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Without going into the details of these modes. Table 2.2.3 compares these modes.

Table 2.2.3. Encryption Modes Comparison

Mode g:ggilrne% Proi;g;rtion Parallel ~ Pre-Comp  Speeds — Security  As Stream
Enc Dec Enc Dec

ECB Yes No Yes  Yes No 5 2 Low No

CBC Yes All next Blocks No  Yes No 2 1 High No

CFB No One block No  Yes No 1 4 High Yes

OFB No No No No Keystream 3 3 High Yes

CTR No No Yes Yes Yes 4 5  Medium Yes

The term (Speeds)) in sixth column pointing to the level of mode speed from 1 to 5. From
these results we found that CBC, CFB, and OFB provide better security. CBC and CFB outperform
in case of Decryption parallelization and provide higher Error Propagation which lead to better
confusion and diffusion.

F. BLOCK CIPHER SUMMARY

After discussing the previous block cipher algorithms such as DES, 3DES, Blowfish,
and AES, after reviewing the definition and specifications of each. Table 2.2.4 provides a
brief comparison of these algorithms.

Table 2.2.4. Block Cipher Comparison

Block

Cipher Key size pits Size Rounds Security Rate Speed Scalability
its
DES 56 64 16 Inadequate Slow No
3DES 112 168 64 48 Secure Very Slow Yes
Blowfish 32 -448 64 16 Moderate Fast Yes
AES 128 192 256 128 10 12 14 Secure Fast Yes

From this comparison, we note that the AES algorithm is best symmetric cipher, as it is
more robust and available in more than one version to adapt with the system requirements.
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2.2.1.3 SYMMETRIC CIPHER SUMMARY

In this section, we summarize the symmetric cipher algorithms. Table 2.2.5 compares
stream and block cipher algorithms.

Table 2.2.5. Stream vs Block Cipher

Stream Block
Design Complex Simple
Data Stream of data Split data into a set of blocks
Number of bits 1 bit Depending on Block size
Complexity High Low
Speed Fast Slow
Resources Require more resources Require less resources
Confusion and Diffusion Confusion Confusion and diffusion
Reversing Simple Hard

Can be as a stream,

Cannot take block cipher properties depending on mode of operation

From this comparison, we found that the stream has better performance and complexity,
but it is not guaranteeing the diffusion, can be reversed easily, and it is providing less security.
Because of that, we conclude that the block cipher is better solution since it provides more security
in the case of text-based and image-based encryption.

2.2.2 CRYPTOGRAPHY SUMMARY

After we have discussed the cryptography algorithms and classified them into Asymmetric
and Symmetric, we reviewed their definition and specifications of each type. Table 2.2.6 provides
a brief comparison of these algorithms.

June 3, 2022



Table 2.2.6. Asymmetric vs Symmetric

Asymmetric Symmetric

Keys 2 keys; one for encryp'gion, and other Single Key for encryption and decryption
for decryption

Key Exchange Not a problem Big Problem
Relation between number of # of Keys = (# of receivers) *2 # of Keys = # of receivers
keys and receivers
Cipher Size Same or Larger than plaintext size Same or Smaller than plaintext size
Speed Slow Fast
Data Size Used for small data Used for Large data
Provide Confidentiality, au'ghe_nticity, and Confidentiality
non-repudiation
Key Encryption
And High Low

Recourses Utilization
RSA, ElGamal, DH, ECC, and DSA = RC4, Salsa20, Sosemanuk, DES, 3DES, Blowfish,

Examples and AES

In this section, we discussed Asymmetric and Symmetries cipher in comprehensive detail,
and after compare many examples from each type, we found that the block symmetric is the
suitable solution for this study goals.

2.3 LIGHTWEIGHT CRYPTOGRAPHY

National Institution of Standards and Technology (NIST) defined LWC as a cryptosystem
whose features have been optimized to meet the requirements of devices of varying specifications,
especially resource-constrained devices [37]. From this definition, we conclude that all
cryptography terms can be LWC if it is possible to legalize its need for resources to ensure the
desired effect. Thus, asymmetric encryption is an exception due to its complexity and demand for
high resources. On the other hand, symmetric encryption can be used in these systems if it is
properly exploited [37].

Depending on the critical challenges mentioned before, we found that the LWC algorithm
should use little memory and power and provide good performance while maintaining the required
level of security [38]. Therefore, the factors of LWC requirements can be explained as follows
[40]:
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o Key Size: Longer Key size is better for security, but it requires more complexity and power.

o Block Size: smaller block size is more familiar with 10T since the big block size requires
more CPU, memory, and power.

e The number of rounds: Fewer rounds are better since the rounds require more computation
and resources.

e Structure: The structure here is the way of managing the trade-off between all previous
factors to find the optimal combination to ensure an acceptable level of performance and
security.

Many LWC algorithms provide other performance and security strengths. And after studying
many related studies, we find that there have been some trends in relying on stream cipher due to
its high efficiency in terms of performance. Still, most of the algorithms were based on block
cipher since it offers better security but with a significant performance improvement. [38]. We
highlight some of these LWC algorithms in the following sections depending on its base as a
stream or block.

2.3.1 STREAMLWC

In this section, we present some LWC algorithms based on stream cipher methodologies.

2.3.1.1 A4

A4 is a very efficient lightweight stream cipher that uses Left Feedback Shit Register
(LFSR) and Feedback with carry shit register. The critical feature of A4 is the ease of
implementation and high security. In addition, A4 has proven itself in resistance to brute-force and
algebraic attacks [39].

2.3.1.2 NEW LIGHTWEIGHT STREAM CIPHER

New Lightweight Stream Cipher (NLSC) is a chaos-based algorithm that uses an 80-bit
secret key, two Nonlinear Feedback Shift Registers (NFCR), and three multiplexers. NFCR has
good security, making it resistant to statistical attacks and providing good performance [38], [39].
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2.3.2 BLOCKLWC

This section presents some LWC algorithms based on block cipher methodologies.

2.3.2.1 PRESENT

PRESENT is an LCW algorithm that relies on Substitution-Permutation Network
(SPN). It was suitable for limited hardware as it uses an 80-bit key. However, it was noted
that it takes 32 rounds to encrypt 64 bits. Another version uses a 128-bit key, but it
requires more computations [38].

2.3.2.2 GIFT

GIFT is an enhanced PRESENT version; it uses a lighter S-Box with minimal rounds and
a faster key scheduling algorithm. These properties enable it to provide more throughput. It is also
available in more than one version depending on the required throughput. These versions are;
GIFT-64 and GIFT-128. With a 64-bit block size that requires 28 rounds and a 128-bit block size
that requires 40 rounds, respectively, with a 128-bit key for both [40].

2.3.2.3 KATAN

KATAN outperforms PRESENT by saving 48% of the power. KATAN uses an 80-bit key
and handles different text sizes such as 32, 48, and 64 bits. However, its downside is that it requires
254 rounds to complete this process [40].

2.3.2.4 SIMON AND SPECK

The National Security Agency developed SIMON as an improved algorithm that uses 22
rounds but uses a lot of arithmetic operations. It offers many different key sizes as 64-bit, 72-bit,
96-bit, 128-bit, 144-bit, 192-bit, and 256-bit that handle 32-bit, 48-bit, 64-bit, 96-bit, and 128-bit
block size through 32, 36, 42, 44, 52, 54, 68, 69, and 72 rounds. While SPECK is the same as
SIMON, it supports exact block sizes and keys, but 22, 23, 26-29, and 32-34 rounds [40].
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2.3.2.5 RECTANGLE

RECTANGLE is a very fast LWC algorithm, which is different from PRESENT. It Relies
on lighter SPN with 25 rounds. This reduced algorithm significantly speeded up the execution
based on Bit-slice, as it relies on parallel swapping and replacement [40].

2.3.2.6 SIT

SIT combines Feistel and SP network and takes five rounds to handle 64 bits of text with
64 bits as a key. It mainly consists of two parts: the first is for key expansion, and the second is for
the encryption section. Key expansion relies on simple operations such as concatenation, shifting,
addition, and XOR. This algorithm achieves high throughput and low power consumption [40].

2.3.3 LWC SUMMARY

After we discussed various LWC algorithms such as LSC, A4, NLSC, PRESENT, GIFT,
KATAN, SIMON and SPECK, RECTANGLE, and SIT in this section. Table 2.3.1 highlight the

most comparison points between them.

Table 2.3.1. LWC Summary

Key vits =~ Block size pits
Ad 128 -
NLSC 80 -
PRESENT 80 128 64
GIFT 128 64 128
KATAN 80 32 48 64
SIMON 64-256 32-128
SPECK
RECTANGLE 80 128 64
SIT 64 64

Rounds

32
28 40

256

32-72
22-34
25

5

Security

80%
85%

67%
58%
60%

Characteristics
Secure, high performance
Secure, good performance
Low memory, For small data
Simple, Fast Key Scheduling,
High throughput
Inefficient, Low throughput
Energy consuming
High performance, Easy, Flexible
Same SIMON but optimized for software
Fast, Hardware Friendly
Fast Key Scheduling, High throughput
Need low energy
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3 LITERATURE REVIEW

In this chapter, we have discussed the most recent related researches. After studying these
researches, we categorized them into two groups. The first group, including [40-52], reviewed
LWC and defined its essential requirements. The second group discusses AES versions that
are proposed to be compatible with LWC requirements [53-65]. Figure 3.1 presents the flow
of literature review.

- - 9 i

Lightweight Cryptography AES
Related Works Related Works

[40 - 52] [53 - 65]

Figure 3.1. Literature Review

3.1 LIGHTWEIGHT CRYPTOGRAPHY RELATED WORKS

This section summarizes some researches that introduce the concept of LWC in terms of
terminology, requirements, and how to implement them in line with the available capabilities.

Manifavas et al. [40] discussed lightweight encryption algorithms, focusing on streaming
encryption, which provides high performance with simple operations, making it suitable for the
capabilities of 10T devices, especially when the text length is unknown or continuous. The results
showed the superiority of symmetric encryption in performance. Still, most of the streaming
algorithms were not secure, as after analyzing 31 algorithms, it was found that only 6 were secure.

Buchanan et al. [41] emphasized the 10T's security and privacy challenges. Also, the researchers
review the trends of designing lightweight algorithms after explaining alternatives to traditional
cryptography methods that fit the composition of the IoT. Finally, after reviewing the challenges
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in terms of physical and software implementation, the study recommended that when developing
LWC solutions, the following should be noted:

e Resorting to small blocks and a short key constitutes a security weakness and leads to faster
wear of CBC mode.

e The number of operations is directly proportional to the size of the inputs; in lightweight
symmetric cipher almost twice.

e The algorithm architecture must be adapted to new applications and better integrate with
existing protocols.

Based on the previously mentioned recommendations, the following are the methods
presented by this study that can be included when designing a lightweight security system for the
loT [41]:

e Hashing: is a mathematical algorithm that assigns data of arbitrary size (often called
"message") to a fixed-size bit matrix (the "message summary"). It is a one-way function that
is practically useless to reverse or reverse the account. Ideally, the only way to find a message
that produces a particular hash is to forcibly search for potential inputs to see if they have a
match or use a rainbow table of identical hash.

e Streaming: it is a symmetric key cipher in which the plaintext is combined with a string of
pseudorandom, keystream characters. In-stream cipher, each plaintext character is encoded
with its corresponding character from the stream key to giving the ciphertext characters. An
alternative name is state encoding, stream cipher, where the encoding of each character
depends on the current state. The character is usually a bit and operation (XOR) or exclusive-
or in practice.

« Block: It's an encryption method that applies a deterministic algorithm along with a symmetric
key to encrypt a block of text, rather than encrypting one bit at a time as in stream ciphers. For
example, a typical block cipher, AES, encrypts 128-bit blocks with a key of a predefined
length: 128, 192, or 256 bits. Block ciphers are Pseudo-Random-Permutation (PRP) families
that operate on a fixed-size block of bits. PRPs are functions that are computationally
indistinguishable from random permutations and, therefore, are considered reliable until their
unreliability is proven.

« Signing: Digital signature is a mathematical scheme to verify the authenticity of digital

messages or documents. A valid digital signature, where the basic requirements are met, gives
the recipient powerful reason to believe that the message was created by a known sender
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(authentication) and that the message was not changed during the transfer (integration). Digital
signatures are a standard element in most encryption protocols, commonly used for the
distribution of software, financial transactions, contract management software, and in other
cases where it is essential to detect fraud or manipulation.

Sehrawat et al. [42] presented a detailed comparison between several algorithms compatible with
the 10T and after conducting cryptanalysis attacks. This study also showed that block ciphers had
attracted the attention of many researchers as a basis for developing LWC algorithms. Finally, this
study also recommended the requirements for the future of LWC algorithms.

Dutta et al. [43], reviewed the encryption solutions that can be used in the 10T by comparing some
LWC that can fit with the nature of 10T devices. Researchers believe that symmetric encryption is
the closest to suit the heart of the 10T. They also found that the modified AES algorithm provides
a suitable security solution to the restrictions imposed by the capabilities of 10T devices after
studying many algorithms like DES, 3DES, Blowfish, etc.

After choosing AES as a standard and reliable algorithm and achieving the desired goal,
the researchers analyzed the performance of a set of versions of the algorithm implemented in
previous studies by sorting them into two parts as follow [43]:

Recent Research Work on AES for 10T: Many implementations achieved good results in high
productivity, low energy, and minimal costs.

Recent Research Work on AES for 10T Focusing MixColumns and S-box: The researchers
focused on this aspect of the hardware implementation. Delay and reducing the area are the main
goals of algorithm development, so the main challenge that exists to date is to improve Mix-column
round and S-box operations. There are many implementations as the Serpent Algorithm that were
previously developed to meet the challenges mentioned [43]. With these designs, we can provide
good results to achieve these goals.

The researchers also presented a study of attacks on AES that should be monitored and
found solutions such as Differential Fault Analysis Attacks and wireless interceptive side-channel
attack techniques. These attacks can be resisted through the use of dummy keys and XOR
operations [43].

Rajesh et al. [44] presented the Novel Tiny Symmetric encryption Algorithm (NTSA), which
provides better confusion for each round which leads to better security level. The comparison
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centered with the TEA algorithm is considered one of the most attractive algorithms because of its
ease of implementation and less memory usage. Its main problem is to use the same key for all
rounds, which reduces the level of security and its poor performance. The results show that NTSA
outperforms many other security algorithms and achieves better performance, making it more
suitable for 10T and embedded devices.

Noura et al. [45], the researchers proposed a lightweight stream cipher. This design derives its
security strength from the dynamic key. This design is based on simple operations that do not
require as high capabilities as XOR and LFSR in resource consumption. The dynamic key of this
algorithm is a function of a secret key and nouns. The S-boxes depend on this key, making it more
difficult to detect.

Based on what the researchers put forward, this algorithm is characterized by low overhead
by relying on simple operations and low sequencing, variable cipher primitive that changes after
each time, low error propagation, a simple implementation that does not require large memory.

Gunathilake et al. [46] discussed the future applications of LWC, how to implement it, and the
challenges it faces. The study also touched on the existing LWC algorithms previously mentioned
in our research and confirmed the effectiveness of the modified AES algorithm in this field.

Usman et al. [47] reviews the light encryption algorithms that fit the nature of the loT after
identifying the obstacles to using traditional algorithms, such as the low power capacity of the
devices. Researchers believe that the security of big data flowing through the 10T is the main
problem, as this weakness may overwhelm the advantages of loT applications. Therefore,
considering the capabilities of these devices represented in the low capacities, it was necessary to
think of new methods that require simpler arithmetic operations and less memory while providing
an acceptable degree of security. In addition to what has been mentioned, these methods must
consider the diversity of devices, their different capabilities, and the protocols used to have the
ability to integrate and adapt to this diversity. And now we still have the issue of privacy, as the
IoT, with the vast amounts of data circulating, must provide the user with the possibility of
appropriate control over his data [47].
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The researchers considered that symmetric encryption is best suited for the loT because
asymmetric encryption requires higher capabilities. And the following are some of the symmetric
encryption algorithms that have been reviewed [47].

Abutair et al. [48] believe that despite their importance, smart cities still face the challenge of
balancing the quality of service and maintaining the privacy and security of information. This
study summarized the difficulty of achieving this balance as follows:

« Design limitations and limited capabilities make this environment an easy target for
hacking.

o The truth of the data may be injected to cause damage, leading to great disasters.

« Difficulty of building a standardized system due to different manufacturers.

The researchers studied many lightweight algorithms used in the 1oT. Based on this study,
an infrastructure has been proposed that provides a specific degree of privacy and security for the
loT. This study concluded that some modern algorithms such as CLEFIA and TRIVIUM achieved
terrible results compared to the old algorithms, especially TRIVIUM, which gave disastrous results
[48].

The study explains the structure of smart cities. Without going into details here, the aspect
that concerns us is the necessity of providing loT devices with algorithms that meet the guarantee
of authentication, integration, and confidentiality to protect the network from threats. Such
as Corrupted Data, Replay Attacks, IP Spoofing, Identity Usurpation, DoS/DDoS Attacks, and,
Data Leakage [48].

This study presented a new design that depends on the capabilities of the device that will
be added. Based on these capabilities, the appropriate lightweight algorithm is selected for it. The
mechanism of this design can be summarized as follows:

« Input: Device specifications
« Knowledge Base: minimal requirements for each lightweight algorithm.
o Output: The appropriate algorithm for this device.

After testing many algorithms by changing some factors, the researchers found that the
algorithm closest to adapting to the majority of loT devices is the AES algorithm, with the need to
reduce its resources [48].
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Khalifa et al. [49], after discussing the challenge resulting from changing objects places, a new
method has been proposed to protect the 10T system from address modification attack and heap
penetration by encrypting the object during runtime using a cryptographic hash function. The
results proved that this method is powerful, effective, and provides a good level of security. After
discussing the challenge caused by object relocations, this study proposes a way to protect the loT
system from address modification attack and heap penetration by encrypting the object during
runtime using the ECC besides cryptographic hash function. The results prove that this method is
powerful, effective, and provides a good level of security.

The researchers also proposed an authentication system intending to verify devices and
collect their behavior dynamically to detect any unusual activity in the system using machine
learning algorithms.

Ramadan et al. [50] introduced a LWC algorithm called LBC-10T that handles 32-bit blocks with
a key of up to 80 bits. This algorithm is based mainly on the Feistel structure, along with simple
operations such as XOR that do not consume power and 4-bit S-boxes. The results indicate the
strength of this algorithm against attacks in addition to its acceptable performance, and it is
considered a promising algorithm for implementation on small and very restricted devices.

Periasamy et al. [51] proposed a lightweight block cipher mechanism that works on 8-bit
processing, as their study indicates that this algorithm is superior to its counterparts. According to
the researchers, this algorithm derives its strength from the strength of the encryption in the
compensation boxes. In terms of performance, the design of the compensation boxes played
marginally using the Multi sequence Linear Feedback Shift Register and reliance on simple
operations such as XOR, shifting, and registers to reduce space required and optimization in power
consumption and speed.

Thabit et al. [52], researchers introduced a New LWC Algorithm (NLCA) to secure cloud
computing applications. This algorithm uses a 16-byte key based on Feistel and substitution
permutation. This algorithm succeeded in achieving confusion and diffusion by introducing some
logical operations into the algorithm's formula, such as Shifting, Swapping, and XOR. One of the
advantages of this algorithm is the flexibility, such as AES, where the number of rounds and the
length of the key are variable according to the application's needs. The results also indicate that
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this algorithm provides a good level of security and performance, which makes it suitable for these
applications.

3.1.1 LIGHTWEIGHT CRYPTOGRAPHY RELATED WORKS SUMMARY

In this section, we focus on the key points that have been noticed upon studying LWC related
studies. Table 3.1.1 summarizes these studies.

Table 3.1.1. LWC Related Works summary

Study Key Points
= Discuss many LWC algorithm.
[40] 2015 = It shows that the symmetric encryption is very good in performance, but most symmetric
algorithms are not secure.
= Discuss loT security challenges.
= Recommendations to be followed when developing LWC.
= Compare many security algorithms that compatible with IoT.
[42] 2018 = It shows that the block cipher algorithms are more suitable to be used.
= |talso recommended the requirements for the future of LWC algorithms.
= Discuss some encryption techniques that can be used in IoT.
= Discuss AES algorithm.
[44]12019 = Propose NTSA which provide good security level.
= Propose a new lightweight stream cipher.
[45]12019 = The proposed model based on simple operation as XOR.
= The proposed model does not require many resources.
[46] 2019 = Discuss the future of LWC and its challenges.
= Discuss some LWC algorithms.
[47]1 2020 = It recommended the adoption of symmetric encryption because asymmetric encryption
requires powerful resources, and this is what 10T devices lack.
= Discuss many LWC algorithms.
= The study found that modern algorithms did not meet the requirements due to poor results.

[41] 2018

[43] 2019

48] 2020 . . .. .

[48] = The study recommended the use of AES due to its strength, provided that it is configured
to improve performance.

[49] 2020 = Propose a new LWC which provide good level of security.

= Propose a new authentication method.

[50] 2021 = Propose LBC-loT which provide very good performance with low power consumption.
[51] 2021 = Propose a new lightweight block cipher which provide a good security and performance.
= Propose NLCA which used to secure the cloud, and it provide very good security with

52] 2021
[>2] accepted performance.
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3.2 AES RELATED WORKS

In this section, we summarize some researches that present some AES-based system,
discuss these systems and highlight the differences in these AES versions to reach the best possible
ways to improve the performance and strength of this algorithm more.

Javed et al. [53], presented a new design for the AES algorithm to make it suitable for mobile
devices and speed it up despite the limitations of the hardware specifications. After reviewing the
mechanism of the standard AES algorithm, the researchers discuss the improvement that was made
to AES implementation and the motives that were relied upon in this optimization as follows:

« This optimization used a 10-byte look-up table for round constant and two 256-bytes look-up
tables for S-box and InvS-box. The constant round means that the three rightmost bytes are
always 0. Thus, XOR performed only on the leftmost byte of the word. The round constant
differs from one round to the other.

e In MixColumns, the multiplication with 02 can be performed by a left shift and bitwise XOR
with 1b.

e In ShiftRow, Using the row index as a specific number (i), each row is rotated to the left by i.
This implies that the first row will not be rotated.

e In RoundKey, a rounded key is added to the State matrix by a simple bitwise XOR operation:
a sum in the field GF (2%). Each round key is obtained from the key schedule.

e There are two ways to implement Key scheduling: (1) key unrolling (2) On the fly key
generation. This study implements key unrolling because that On the fly key
generation approach is costly in clock rounds and need 16 bytes of additional memory to store
the last round keys for the decryption [53].

The results of this study showed that the performance of the proposed method gives better
results, as it provides 3 times better encryption speed and is about 20 times better in round keys
calculations. This design outperformed its predecessor by 20 times while reading data from the
hard disk and encrypting it if the data was greater or equal to 1 MB [53].
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Abhijith et al. [54], presented an improved model for implementing the AES algorithm by slicing
and integrating the internal processes of the algorithm. This new version used Block-Ram and 10
levels of pipelines to improve efficiency and productivity. The results indicate that this enhanced
version significantly enhances performance and the possibility of integrating it with other systems.

Bui et al. [55] worked on finding an improved version of AES in several ways. First, reduce the
combinational logic and number of records by organizing the data path. Second, the clock gateway
strategy, key expansion, and minimization of data activities contributed to reducing the algorithm's
energy use. Here are the modifications that have been implemented to achieve the above
improvements:

e By using the Low Power S-Box, power consumption is reduced.

Logic relationships were reduced by manipulating data by columns after eliminating
ShiftRow.

Using a special mechanism to load data and encryption keys limits the number of records.

Finally, the clock gate scheme worked in reducing energy consumption.

These modifications were additions that can be used without modifying the algorithm.
As for the fundamental alterations in the algorithm, they were represented as follows [54]:

» Thirty-Two-Bit Datapath Optimizations: The Advanced Low Power Encryption Standard
(AES) can be used in smaller applications such as small-scale 10T devices. Proposed 32-
bit AES data paths to meet low energy consumption and small space requirements. We
only use the 32-bit data path in MixColumns.

» Substitution Box: The S-box takes several input bits (m) and converts them into a certain
number of output bits (n), where n is not necessarily equal to m. m x n S-box can be
performed as a search table with 2 million words each n bits. Fixed tables are usually used.

» Key Expansion Optimizations: The expansion was implemented in VHDL, resulting in
ascending design and test methodology. This choice also ensures that the code can be
transferred to different vendors' devices. The code and simulation were manufactured using
Altera MAX + PLUS Il version 7.21 Student Edition. The FPGA family was selected for
execution from Altera Flex 10K. It's part of an 8-bit execution with a 128-bit block and a
128-hit key. Because the goal of improvement is to reduce consumption, to suit it for
mobile applications, the structure is directed to minimize space.
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The results show that the proposed version offers the same PRESENT algorithm in
energy use. Also, the proposed system is resistant to the attack of power correlation analysis
with less than 20,000 traces, which seeks to expose the data path. Also, the data path in case
of parallelism provides it with more robustness. Finally, this design uses different key sizes,
which contributes to providing various levels of security as needed [55].

Mamun et al. [56] provided a comprehensive explanation of the AES algorithm. The study
presented a new model for the AES algorithm to enhance its security level by adding an XOR
operation to an extra byte of s-box and using an additional random key. The results indicate that
this modification contributed to improving the level of AES security variably due to the
randomness of the added key. The results also showed that this modification improved confusion
and increased time security.

Farooq et al. [57] tested AES using different techniques depending on the resources of the target
devices, the results were characterized by varying in nature according to the techniques used.
Among these techniques were used; Parallelization and storage of s-box and key expansion, as it
has been noted that the introduction of such technologies helps in optimizing the exploitation of
resources to provide better results.

Daoud et al. [58], the researchers present an optimization of the AES algorithm using Vivado
High-Level Synthesis (HLS), and their results show significant progress in increasing the
throughput of the proposed algorithm, which was implemented on the FPGA only using flip flops
and look-up tables.

Since optimizing commands in Hardware Description Languages (HDL) is not easy and
time-consuming, HLS improves the algorithm with less effort. HLS is an automated process that
deals with high-level programming languages such as C that is used to ease the struggles that HDL
requires in the development process, debugging, and provide flexibility in meeting system
requirements. HLS tool synthesized compiled core AES functions in an RTL block, and sub-
functions were divided into sub-blocks at higher system levels. Below is a review of the
improvements that this study made to the AES algorithm [58]:

o Key Expansion-based Implementation: key expansion process combined with the encryption
process so that the two processes will run simultaneously during each round.
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o SW-based Implementation: Key extension process is performed before the encryption process
to obtain 11 different 128-bit keys based on AES-128 design.

e High Throughput-based Optimization: The algorithm has made some special optimizations
to increase the encryption throughput.

The main objective of this study was to achieve the maximum throughput in encryption.
The process that most positively affected the results is integrating key expansion with encryption.
By comparing the effects of frequency, productivity, and area utilization, it appears to us that the
proposed design in this study has outperformed the previous strategies [58].

Proceeding from the fact that the AES algorithm is considered the best secure algorithm currently
available and can be adapted to 10T devices. Rokan et al. [59] provided an integrated security
system for the loT called Modified Lightweight AES (MLAES) that includes two integrated
systems; The first one is a Secure Encryption based on a lightweight version AES integrated with
Chaos Maps. The second is a Secure Authentication using a chaotic hash function based on SHA3-
256-bits. The following is a review of the three main phases of this system:

o Lightweight Modified AES: The goal of mitigating and optimizing AES is to reduce
computational complexity, execution time and reduce required iterations and memory
used. One of the most important modifications is the use of 4 chaos keys, which increases
the randomness of results, which means enhancing system security. The first modification
in the algorithm uses shifting operations, data blocks, and logical functions. MLAES uses
two sub-boxes, each dealing with 64 bits of data. The second modification is to make the
number of times of rounds and ShiftRow are executed dynamically based on a dynamic
number. This number is generated depending on some chaos keys that change with each
iteration. Finally, the last modification is to eliminate the MixColumns operation due it its
complexity and high execution time by replacing it with some XOR operations, SHA3-
128, and shift operations.

e Modified Sub-Bytes(S-Box): The s-box represents one of the complex operations in
MLAES and is directly related to the degree of security of the design; S-Box takes 128 bits
of data and divides it into 16-bit blocks. Every 64 bits of data is sent to a sub-S-box, where
the system contains two S-Boxes. The S-Box shifted after each iteration using K to change
its values.
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e TheProposed I0T Security System: As mentioned earlier, besides the MLAES encryption
process described in the previous points, the proposed system includes a hashing stage
using SHA3-256.

The study results indicate that despite the modification to AES, the level of security remained
strong, in addition to the significant improvement in its performance and the specifications
required for its operation. Perhaps the most prominent result was that this system passed the NIST
tests, which means that the system is resistant to linear differential attacks and brute force attacks
[59].

Farooq et al. [60], given the discrepancy between the capabilities of 10T devices, explored five
implementations of the AES algorithm. These applications use modifications and improvements
to the AES algorithm. The applications indicate the disparity in the results, as each of these
applications fits a specific category of 10T devices. Therefore, the study recommended moving
away from comprehensiveness and not limiting encryption to one algorithm for all devices, but
instead relying on the device's capabilities to choose the optimal AES version for use.

Nagalakshmi et al. [61], given the discrepancy between the capabilities of 10T devices, presented
some strategies for implementing AES with a set of other systems to suit these devices of varying
powers, and the study also touched on the use of LFSR. The results indicate a security
improvement, the ability to check signatures, and random checks without significantly affecting
performance.

Pablo et al [62], this study provided an understanding of the dynamic AES algorithm, by changing
the core AES operations represented by: SubBytes, ShiftRows, MixColumns, and AddRoundKey
which were compensated by random key-dependent transformations of RandomSubBytes,
RandomsShiftRows, RandomMixColumns, RandomAffineTransfKey respectively. The
contribution of this study represented by these fundamental changes helps to provide better
security with more random properties.

Salim et al. [63] presented the development of an AES algorithm called multi-key AES. The name
came concerning the fact that this proposal uses the AES algorithm but uses several keys as the
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secret key is used to configure a variable number of keys using ECC. The study specialized in
implementing this algorithm in the 10T, provided that it is used on devices capable of running this
algorithm. The results indicated that this modification did not affect the algorithm's performance,
but it contributed to improving its security.

Amandeep et al. [64], tested both a strict crash rate and a bit independence criterion of eight rounds
AES algorithm with a dynamic S-Box used to verify that it maintains its security level. The results
showed an improvement in the level of performance due to the reduction in the number of rounds,
in addition to the improvement in the level of security compared to its reliance on this improved
S-Box.

Lihang et al [65], proposed a new model for representing AES by introducing some extended
operations such as using DRAM, which reduces runtime by providing parallelism between
encryption and access to the system. The results indicate a significant improvement in the
effectiveness of the algorithm by reducing the encryption time. However, on the contrary, this has
resulted in an increase in energy consumption.

3.2.1 AESRELATED WORKS SUMMARY

In this section, we focus on the key points that have been noticed upon studying AES based
algorithm related studies. Table 3.2.1 summarizes these studies.

June 3, 2022



Table 3.2.1. AES Related Works summary

Study Key Points
= Use new look-up tables for S-box and InvS-box.
[53],2010 = Optimize MixColumn, ShiftRow, and RoundKey.
= These optimizations enhance AES performance.
= Improve AES by use slicing and integrating processes, block-RAM, and 10 level
[54], 2014 pipelines.
= These modifications enhance the performance of AES.
= Reduce combinational logic and number of records.
= Use Low- Power S-Box, and clock gate scheme.

[6]. 2007, Eliminate ShiftRow.
= These optimizations enhance AES performance.
= Provide a comprehensive study of AES.
[56], 2017 = Enhance AES by adding an XOR operation to an extra byte which enhance the security
’ of AES.
= This enhancement improves the time security and confusion.
[57], 2017 = By testing AES, this study shows that the improvement in AES performance can be

done by parallelization storage of S-Box, and key expansion.
[58],2019 = Using Vivado HLS which enhance the throughput of AES.

= Propose MLAES which provide a secure encryption AES-based algorithm and secure
[59], 2019 authentication used chaotic hash function.

= Enhance AES by use 4 chaos keys to improve security. And use two sub-boxes.

= Using 5 modified AES models and studying their results, the study recommended not
[60], 2020 relying on the same algorithm on all devices, but rather choosing the appropriate

algorithm for the capabilities of each device.

= Modifying AES by using LFSR.

[61],2020 This modification enhances the security of AES, but it didn’t improve its performance.
[62], 2020 = Modifying AES by changing all its core operations to a new version to enhance AES
’ security and give it more randomness.
[63], 2021 = Use AES but with several keys based on ECC.
’ = This optimization improves AES security, but it didn’t enhance its performance.
= Using 8 rounds of AES and tested in both strict crash rate and bit-independence
criterion.
[64],2021 = 8 rounds maintain same level in these tests, and provide better performance compared
with AES.
= By using improved S-Box, AES became more secure.
[65], 2021 = Using DRAM to reduce runtime and provide penalization which leads to enhancement

in performance.
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4 EVALUATION CRITERIA

This chapter provides a definition and clarification of the mechanisms for evaluating the
algorithm in terms of performance and security. All implementation and evaluation processes were
carried out 3 times to get more accurate results, and the average has been taken.

4.1 DEVICE SPECIFICATIONS

In this section, we present the environmental elements used in this thesis.

4.1.1 HARDWARE SPECIFICATION

The specification of the devices that used, are as follows:

e Computer Test Environment:
o Intel Corei7 7700hq, 2.4 GHz.
o 16 GB DDR4 RAM with 2400 MHZ frequency.
o SSD Hard Disk.
e |oT Environment:
o RP 3 model B 2017 with 1.4GHz processor and 1GB SD RAM.

4.1.2 SOFTWARE SPECIFICATION

In this thesis, many software’s and programming languages that have been used to
implement and test algorithms and tests. The used software’s are as follows:

e Linux Ubuntu with G++ compiler for NIST Tests.

o PowerTop to monitor power usage on Ubuntu.

e Windows 10 Professional for algorithm code and other Tests:

o Python 3.10 for algorithm implementation, confusion and diffusion, and
performance test. The Hardware Usage calculated using Python Profiling.
o MATLAB 2016 for histogram, mapping, chi-square, and correlation tests.
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o Intel(R) PowerGadget to monitor the power usage on windows.
o Python Profiling to measure the Hardware Usage.

4.2 TEeSTED DATA

All evaluation used different data sizes including 10 KB to 500 KB of texts as a small data
size, and 1 MB to 100 MB texts as a large data size. Emphasizing that what applies to texts applies
to images, but in the case of audio and video, we will need some compression mechanisms before
encryption.

4.3 PERFORMANCE EVALUATION METRICES

The performance evaluation process indicates the time and resources the algorithm needs
to complete its work. Below, we review the necessary performance tests.

4.3.1 EXECUTION TIME

Execution time is one of the essential parameters for evaluation performance. It measures
the time needed to encrypt or decrypt a specific data size [66].

4.3.2 THROUGHPUT

Throughput reflects how much data can be processed during a time. It presents the average
of data in Kb divided by the average Encryption or Decryption time.

4.3.3 HARDWARE USAGE

We calculate the Processes, CPU and RAM used by the algorithm to measure the effect

of optimization using application profiling in python.
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4.3.4 PoOWER CONSUMPTION

We calculate the Average Power Consumption (APC) used by the algorithm to measure
the effect of optimization.

4.4  SECURITY EVALUATION METRICS

The process of evaluating the security shows the strength of the security level of the
algorithm. Below we review the necessary security tests.

441 MAPPING

The phase space trajectory is one of the characteristics of the generated sequence that
reflects the system's dynamic behavior. A system is secure if the relationship between x(n) and
x(n+1) is unknown [66].

4.4.2 HISTOGRAM

Another critical property of any robust algorithm is to provide a uniform distribution in
the whole phase space. This test evaluates the uniformity of data in a graphical representation
[9][66].

4.4.3 CHI-SQUARE TEST

The Chi-Square test is used to assert the uniformity of generated sequences. The following
formula calculates the statistical Chi-Square test y2:
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K-1
(0~ E)?
Xezxp = Z % (2)
i=0 !

with K being the number of classes (sub-intervals) equal to 256, Oi is the number of
observed (calculated) samples in the i-th class, and Ei is the expected number of samples of a
uniform distribution, E; = 107 /k. We compare the experimental value calculated above with a
theoretical value obtained for a threshold a=0.05 and a degree of freedom K-1=999. To prove the
uniformity of a generated sequence, the experimental value of chi2 must be smaller than the
theoretical value X2, < X2, . Therefore, the generated sequence is uniform distribution if it has
lower chi2 value. [66].

444 KEY SECURITY

The first way to judge an algorithm's strength is its ability to withstand a brute force attack.
The power of the algorithm to counter this attack depends mainly on the length of the key. As a
relative secondary effect, the difficulty of the algorithm in terms of execution time is added.
However, since the increase in the execution time means the increase in the time of breaking the
algorithm, this effect is almost negligible beside the impact of the length of the keys [9][66].

Suppose the key length is (n) bits and the average execution time is (x) unit. then the
breaking formula can be written as:

Br = 2" xx 3)

That's means we need Br time to break the algorithm. In addition, if n is much greater than
X, We can suppose that

Br = 2" (4)
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445 AUTO AND CROSS-CORRELATION

The properties of a sequence are that the values in the sequences are not repeated or
correlated, and the cross-correlation of two sequences x and y (generated with slightly different
keys) is close to zero. The correlation coefficient p,, of the two sequences x and y is calculated
by the following mathematical equations [9][66][68]:

po = cov(x.y) (5)
REREIONDIC)
Where,
1 N
cov(x.y) =5 ) (12 = ECOlly: = E)D) ©)
i=1
1 N
D@ =5 ) (1 —E®)’ @
i=1
1 N
EGO) =7 ) () ®
i=1

446 CONFUSION AND DIFFUSION

For security analysis, confusion study the relationship between ciphertext and key. This
relation should be robust. In simple words, the changing of 1-bit in secret key should lead to a
significant change in ciphertext. On the other hand, diffusion study the relationship
between ciphertext and plaintext. In simple words, changing 1-bit in plaintext should affect the
ciphertext highly [67].

The optimal security result for this effect should be 50%b. It can measure using Hamming
Distance (HD). HD is a metric used to compare two binary data with the same length, which shows
the similarity between these two data sets. 50% Ensure that the probability that the bit value is 0
or 1is equal.
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4.4.7 NIST TESTS

To evaluate the statistical performances of the generated data, we also use one of the most
popular tests for investigating the randomness of binary data, namely the NIST statistical test.
NIST released a suite for testing PRNGs that contains 188 tests, including 15 main tests. These
tests attempt to test the randomness of binary sequences produced by an algorithm. In addition,
these tests focus on different types of non-randomness that could exist in a binary sequence
[91[68].

We used the NIST test on all of these entities. A set of 100 P-values is produced for each test,
and a sequence passes a test whenever the P-values > a = 0.01, where a is the level of significance
of the test. A value of & = 0.01 means that 1% of the 100 sequences are expected to fail. The
proportion of sequences passing a test equals the number of P-values > a divided by 100. The
minimum pass rate for the random excursion (variant) test is 95. The number of sequences that
need to pass each test (except the random excursion test) should be over than or equal to 96, given
that the total number of generated sequences is 100. The general tests of this package are as follows
[91[67]:

« Frequency (Monobit) Test: This test determines whether the number of zeroes and ones
produced by the pseudo-random number generator is approximately equal to those found in a
truly random sequence.

e Frequency Test within a Block: This test determines whether the number of zeroes and ones
within M-bit blocks produced by the generator is approximately equal to those found in a truly
random sequence. For block size M=1, this test degenerates to the Frequency test.

e Runs Test: This test focus on the total number of runs (uninterrupted sequence of identical
bits) in the binary sequence. The purpose is to determine whether the calculated number of
runs of zeroes and ones of different lengths is as expected for a truly random sequence.

o Test for the Longest Runs of Ones in a Block: This test focus on the longest run of ones within
M-bit blocks. The purpose is to determine whether the length of the longest run of ones found
in the sequence is approximately equal to that found in a truly random sequence.

e Binary Matrix Rank Test: The purpose of this test is to check if there exists a linear
dependence among fixed-length substrings of the original sequence. This test focus on the rank
of disjoint sub-matrices of the entire sequence.
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Discrete Fourier Transform (Spectral Test): This test focus on the peak heights in the DFS
of the sequence. The purpose is to detect periodic properties and features in the sequence of
bits. If there are frequent features, that would indicate a deviation from the assumption of
randomness. The main intention of this test is to detect if the number of peaks exceeding the
95% threshold is different than 5%.

Non-Overlapping Template Matching Test: This test focus on the number of occurrences of
specific strings. The purpose is to calculate the number of events of a given pattern and detect
generators that produce too many occurrences of that pattern. An m-bit window is used to
search for that specific pattern. If the pattern is found, the window is reset to the first bit after
the successfully found pattern, and the search continues. However, if the pattern is not found,
the window slides a one-bit position.

Overlapping Template Matching Test: This test focus on the number of occurrences of
specific strings. It is the same as the Non-Overlapping Template Matching test as it uses an m-
bit window. The only difference between this test and the Non-Overlapping Template
Matching test is that when the pattern is found, the window slides only one bit instead of being
reset to the bit after the found pattern.

Maurer's Universal Statistical Test: The purpose of the test is to check whether the sequence
from the generator is compressible or not by measuring the number of bits between matching
patterns. It fits if the generator's sequence can be significantly compressed without data loss.
The sequence is considered to be random if it is not considerably compressible.

Linear Complexity Test: The purpose of this test is to check complexity through the length of
a linear feedback shift register (LFSR). A sequence considered random if it is complex enough.
The longer LFSR in a sequence, the more complicated it is.

Serial Test: This test is similar to the frequency test for m-bit patterns. This test measures the
frequency of all overlapping possible m-bit patterns in the sequence; 3-bit overlapping pattern:
000, 001, 010, 100, 011, 110, 101, 111. The frequencies of overlapping patterns in a sequence
should be approximately the same as those in a random sequence. All m-bit patterns have the
same chance of appearing in a random sequence.

Approximate Entropy Test: An advancement on the serial test, this test measures the
frequency of all possible overlapping m-bit blocks of two adjacent lengths (m, m+1) in a
sequence with the expected results from a random sequence.

Cumulative Sums Test: The purpose of this test is to determine whether the cumulative sums
(cusums)* in partial sequences in the tested sequence is too large or too small relative to the
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behavior+ of the cusums in a random sequence. The Cusum should be considered as a random
walk. The random walk should be near zero in a random sequence.

*Cusum: a sequence of partial sums of a given sequence.

« Random Excursions Test: This test checks if the number of visits to a selected state within a
cycle deviate from what is expected in a random sequence. The test determines the number of
cycles having exactly K visits in a cumulative sum random walk. This test is a series of eight
tests made with these states: -4, -3, -2, -1, +1, +2, +3, +4.

e Random Excursions Variant Test detects deviations from the expected number of visits to
various states in the random walk. The test determines the number of times a known state is
visited in a cumulative random walk. This is a series of eighteen tests made with these states:
-9,-8, ..., +8, 9.

448 OTHER RANDOMNESS TESTS

The differential attack is one of the attacks that threatens encryption algorithms. This attack
can be resistance by relying on the confusion that can be produced by making a small change (such
as one pixel in an image) that leads to a large change in the result of the encryption process [69].

Unified averaged changed intensity (UACI) and Number of Pixel Change Rate (NPCR)
represent two important criteria in studying this change, which study the change in the encrypted
image when changing one pixel in the original image. NPCR measures the percentage of different
pixels and it calculated using formula 9.

2ijDa,

NPCR =
W xH

x 100% 9)

If (Cug,j) = Cai, jyy then D, j= 1 else Dg, jy= 0. Where C1 is an encrypted image and C2 is the
same encrypted image, but with one pixel change.
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UACI measures the average intensity of the difference between the two encoded images
and it calculated using formula 10 [69].

UACI = x 100% (10)

Ci(,)) — G ))
W x H 255

The encryption algorithm has an acceptable degree of differential attack resistance if it
has an UACI score >=33% and NPCR score >=99%.
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5 AES EVALUATION

In this chapter, we discuss the results of testing AES performance and security for all modes
of operation. These results enable us to specify which suitable mode can satisfy acceptable

performance and security levels.

5.1 PERFORMANCE RESULTS

This section presents the results of encryption/decryption time, and encryption/decryption

throughput founds according to testing the AES algorithm on different data sets.

5.1.1 ENCRYPTION

Table 5.1.1 and Table 5.1.2 show the results of encryption time and encryption
throughput of the AES algorithm on 10-500 KB data files.

Table 5.1.1. AES Encryption Time for 10 - 500 KB data

Data

KB

10
25
50
100
150
250
500

Total 1085
Average 155

ECB
0.067
0.182
0.379
0.889
1.039
1.814
3.581

7.951
1.136

Encryption Time

CBC
0.076
0.191
0.388
0.717
1.136
1.866
3.547

7.921
1.132

S
CFB
0.108
0.419
0.584
0.734
1.067
1.791
3.865

8.568
1.224

OFB
0.082
0.287
0.776
0.839
1.222
2.217
4.196

9.619
1.374

CTR
0.102
0.21
0.377
0.82
1.601
2.224
4.153

9.487
1.355
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Table 5.1.2. AES Encryption Throughput for 10 - 500 KB data

Data Encryption Throughput
KB Kb/sec
ECB CBC CFB OFB CTR

10 1263.644 868.354 1176.640 1084.595 1165.104
25 1288462 954407 1113.167 1237.955 1104.940
50  1263.449 1031.131 1157.534 1218.134 1029.373
100  1276.440 1192.963 1023.265 1203.448 1061.415
150  1309.005 1257.885 1075.722 1223.603 1200.876
250 1293176 1107.662 1075.975 1209.065 1173.725
500  1253.503 1034.715 1065.098 1173.584 1194.182

Total 1085 8947.680 7447.117 7687.402 8350.385 7929.615
Average 155 | 1278.240 1063.874 1098.200 1192.912 1132.802

In Table 5.1.3 and Table 5.1.4, we present the results of encryption time and encryption
throughput of AES algorithm on 1-100 MB data files.

Table 5.1.3. AES Encryption Time for 1 - 100 MB data

Data Encryption Time
MB S
ECB CBC CFB OFB CTR

6.705 7.137 6.273 6.741 7.648

5 33.593 40.409 40.240 41.779 39.317
10 74.706 82.259 82.954 77.852 80.929
20 142978  162.870 @ 166.557 @ 160.638 = 155.909
50 377.366  402.444  395.498 380.934  382.516
100 = 738.048 @ 763.620 @ 789.345 @ 787.772 782514

Total 186  1373.396 1458.739 @ 1480.867 1455.716 1448.833
Average 31 228.899  243.123  246.811 @ 242.619 @ 241.472
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Table 5.1.4. AES Encryption Throughput for 1 - 100 MB data

Data Throughput
MB Kb/sec
ECB CBC CFB OFB CTR

1162.184 1123.932 1104.572 1141.404 1061.968
1217.422 1011.826 1018.928 979.558 @ 1042.075
10  1094.543 996.084 989.717 1054.715 1011.893
20 | 1143571 1004.784 986.417 @ 1021.759 1051.006
50 | 1082.688 1017.868 1033.744 1072.379 1067.951
100  1106.917 1069.792 1035.343 1037.063 1043.971

Total 186 = 6807.325 6224.286 6168.721 6306.878 6278.864
Average 31 1134554 1037.381 1028.120 1051.146 1046.477

5.1.2 DECRYPTION

Table 5.1.5 and Table 5.1.6 show the results of decryption time and decryption
throughput of AES algorithm on 10-500 KB data files.

Table 5.1.5. AES Decryption Time for 10 - 500 KB data

Data Decryption Time
KB S

ECB CBC CFB OFB CTR
10 0.080 0112 0071 0.079 0.066
25 0199 0303 0.173 0.167 0.214
50 0.408 0441 0.385 0.361 0.342
100 0798 0795 0.781 0.670 0.758
150 1157 1243 1.340 0.982 1.242
250 2.029 2395 1.784 1.675 1.787
500 4584 4608 3.454 3.447 3.432

Total 1085 9.255 9.898 7.989 7.380 7.841
Average 155 | 1.322 1414 1141 1.054 1.120
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Table 5.1.6. AES Decryption Throughput for 10 - 500 KB data

Data Decryption Throughput
KB Kb/sec
ECB CBC CFB OFB CTR

10 1000.742 749206 1126.194 1087.014 1221.472
25 1003.749 697.342 1155.123 1203.845  997.732
50 982.277  914.747 1044.149 1118267  1169.637
100  1004.035 1006.853 1064.523 1195.268 = 1095.062
150  1036.983 968.365 948.521  1222.835 1023.358
250  986.958 851.328 1139.415 1195.783 1122551
500  895.030 877.323 1161.710 1160.616  1165.517

Total 1085 6909.774 6065.164 7639.634 8183.628 7795.331
Average =155 987.111 866.452 1091.376 1169.090 1113.619

In Table 5.1.7 and Table 5.1.8, we present the results of decryption time and decryption
throughput of AES algorithm on 1-100 MB data files.

Table 5.1.7. AES Decryption Time for 1 - 100 MB data

Data Decryption Time

MB S
ECB CBC CFB OFB CTR
8.207 9.702 7.752 7.578 8.107

46.602 51.621 40.682 38.544 37.347
10 92.924 99.092 80.733 78.250 78.131
20 190.093 = 195.674 @ 158.200 159.774 162.334
50 486.682  501.812 @ 390.692 401.869 411.919
100 = 971.067 983.469 @ 778.475 804.833 769.967

Total 186 = 1795.575 1841.370 1456.534 1490.848 @ 1467.806
Average 31 299.262  306.895 @ 242.756 248.475 244.634
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Table 5.1.8. AES Decryption Throughput for 1 - 100 MB data

Data Decryption Throughput
MB Kb/sec
ECB CBC CFB OFB CTR

1001.036  848.673  1059.446 1095.357 1015.754
882.369 = 796.848  1007.632 1067.809 @ 1103.774
10 881.728  827.575 1025281 1048.462  1048.728
20 863.098  838.779 | 1036.913 1033.824  1013.385
50 842.437  816.287 | 1048.477 1020.513 = 994.934
100 = 843.702 = 833.194 1052.355  1019.877 1064.412

Total 186  5314.372 4961.356 6230.104 @ 6285.842  6240.987
Average 31 885.729 = 826.893 # 1038.351 1047.640 @ 1040.165

5.1.3 HARDWARE USAGE

Table 5.1.9 shows the processes of algorithm and calculate the CPU and RAM that
needed to encrypt 100KB data.

Table 5.1.9. AES Hardware Usage

Processes CPU MEMORY
AES 32 16.50% 1.4629

5.1.4 PERFORMANCE RESULTS SUMMARY

After presenting the encryption time, encryption throughput, decryption time, and
decryption throughput. Figure 5.1 summarize these results.
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Figure 5.1. AES Performance Results Summary

o ECB mode provides the best encryption time, followed by OFB, CTR, CBC, and CFB
mode, respectively, for small data size.

o ECB mode provides the best encryption time, followed by CTR, OFB, CBC, and CFB
mode, respectively, for large data sizes.

o OFB mode provides the best decryption time, followed by CTR, CFB, ECB, and CBC

mode, respectively, for small data size.
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o CFB mode provides the best decryption time, followed by CTR, OFB, ECB, and CBC
mode, respectively, for large data sizes.

« ECB mode provides the best encryption throughput, followed by OFB, CTR, CFB, and
CBC mode, respectively, for small data size.

o ECB mode provides the best encryption throughput, followed by OFB, CTR, CBC, and
CFB mode, respectively, for small data size.

o OFB mode provides the best decryption throughput followed by CTR, CFB, ECB, and
CBC mode, respectively, for all data sizes.

Figure 5.2 reflects the hardware used by AES to encrypt 100KB data.

CPU Usage RAM Usage
- 1.4629
O | u'
83% v
m AES = Free s AES = FREE
(a). CPU Usage (b) RAM Usage

Processes

(c) # of Processes

Figure 5.2. AES Hardware Usage
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5.2 SECURITY RESULTS

This section presents the results of security tests that tested the AES algorithm on different
data sets.

5.2.1 MAPPING

(d) OFB

Figure 5.3. AES Mapping Results

Figure 5.3 shows that all modes achieved good mapping results.
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Figure 5.4. AES Histogram Results
Table 5.2.1. AES Chi-Square Test Results
No of Classes = 256 Alpha =0.05
ECB CBC CFB OFB CTR
Experimental Value 8194.444 240.912 251.804 274.401 257.436
Critical Value 293.248
Chi-Square Not Uniform = Uniform Uniform Uniform Uniform

Figure 5.4 show the results of histogram of all modes, Table 5.2.1 presents chi-square
results, which reflect the distribution of data. From results we note that all modes have a uniform
data distribution except ECB mode.
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Figure 5.5. AES Auto and Cross Correlation Results

Table 5.2.2. AES Correlation Test Result

ECB CBC CFB OFB

Auto Correlation
+  Cross Correlation

-50 0 50 100

Correlation interval
(c) CFB

Auto Correlation
Cross Correlation

-50 0 50 100

Correlation interval
(e) CTR

Correlation Coefficient -0.00155 -0.00010 0.00056 0.00050 -0.00029
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Figure 5.5 shows the auto and cross correlation, based on results in Table 5.2.2 we found
that CBC provide best correlation result followed by CTR, OFB, and CFB mode respectively. ECB
mode achieve result that is relatively far from other modes.

5.24 NIST
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Table 5.2.3. AES P-Value for NIST Tests

Test P - Value
ECB CBC CFB OFB CTR
Frequency 0.087 0.389 0.119 0.503 0.503
Block-Frequency 0.401 0.309 0.249 0.438 0.438
Cumulative-Sums 0.162 0.624 0.469 0.547 0.547
Runs 0.209 0.297 0.723 0.721 0.721
Longest-Run 0.276 0.556 0.468 0.682 0.682
Rank 0.225 0.596 0.757 0.664 0.664
FFT 0.678 0.627 0.493 0.558 0.558
Nonperiodic-Templates 0.141 0.463 0.529 0.490 0.490
Overlapping-Templates 0.837 0.730 0.310 0.507 0.507
Universal 0.423 0.149 0.340 0.336 0.336
Approximate Entropy 0.000 0.765 0.455 0.316 0.316
Random-Excursions 0.366 0.479 0.422 0.397 0.397
Random-Excursions-Variant 0.370 0.426 0.491 0.442 0.442
Serial 0.000 0.628 0.425 0.361 0.361
Linear-Complexity 0.512 0.076 0.517 0.724 0.724

Table 5.2.4. AES NIST Tests Results

Test Probability
ECB CBC CFB OFB CTR
Frequency 99.333 99.000 97.667 99.000 99.000
Block-Frequency 99.667 98.333 99.667 99.667 99.667
Cumulative-Sums 99.500 99.000 97.333 99.333 99.333
Runs 99.000 99.667 99.000 99.000 99.000
Longest-Run 99.333 99.333 99.000 97.667 97.667
Rank 99.000 99.000 99.000 98.667 98.667
FFT 99.667 98.667 99.333 97.667 97.667
Nonperiodic-Templates 98.833 99.000 98.872 98.982 98.982
Overlapping-Templates 99.000 98.667 98.667 98.667 98.667
Universal 99.333 98.000 98.667 98.000 98.000
Approximate Entropy e 05667 99.333 98.667 98.667
Random-Excursions 98.706 98.839 99.124 99.505 99.505
Random-Excursions-Variant 98.816 99.596 99.461 99.256 99.256
Serial e 99.333 99.667 98.500 98.500
Linear-Complexity 100.000 99.667 99.333 99.667 99.667

Pass Rate except RE-Variant 96

Pass Rate of RE-Variant 54.667 56.667 54.667 53.667 58.667

Figure 5.6 shows the visual results of all 188 NIST tests and subtests. While Table 5.2.3
presents the P-Value of main 15 Test and Table 5.2.4 presents the Results of main 15 NIST tests.

o From these results, we conclude that All modes have pass all NIST tests except
ECB mode, which failed in Entropy and Serial tests.
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5.2.5 CONFUSION

5.2.5.1 ONE BIT CHANGE

In Table 5.2.5, we present the results of hamming distance according to change one bit in
the Key for small data size, while Table 5.2.6 represents it for large data sizes.

Table 5.2.5. AES Confusion Results using 1 Bit Change for 10-500 KB Data

Data Size KB
10 First
Middle
Last
Average
100 First
Middle
Last
Average
500 First
Middle
Last
Average

ECB (%)
49.987
50.104
50.156
50.082

50.029
50.072
49.919
50.007

49.971
50.061
49.926
49.986

CBC (%)
49.977
50.091
50.036
50.035

50.056
49.928
49.992
49.992

49.980
49.985
49.968
49.978

CFB (%)
50.005
49.948
49.830
49.928

49.930
50.060
49.980
49.990

49.972
49.990
49.986
49.983

OFB (%)
50.245
49.897
50.178
50.106

49.949
49.926
50.077
49.984

49.945
49.973
49.982
49.967

Table 5.2.6. AES Confusion Results using 1 Bit Change for 1-20 MB Data

Data Size MB
1 First
Middle
Last
Average
5 First
Middle
Last
Average
20 First
Middle
Last
Average

ECB (%)
49.957
50.074
49.953
49.995

49.976
50.108
49.930
50.005

49.968
50.112
49.945
50.008

CBC (%)
49.992
49.984
49.990
49.989

50.001
50.013
49.996
50.003

50.002
50.005
50.001
50.003

CFB (%)
49.976
50.008
49.982
49.989

49.992
50.015
49.998
50.002

49.999
50.009
50.008
50.005

OFB (%)
49.996
49.981
49.985
49.987

50.008
49.994
49.981
49.995

50.008
49.993
49.996
49.999

CTR (%)
49.942
49.938
49.963
49.948

50.006
49.976
49.967
49.983

50.017
49.991
49.974
49.994

CTR (%)
50.008
50.006
49.995
50.003

50.011
50.008
50.002
50.007

50.001
50.005
50.004
50.003
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5.2.5.2 Two BiT CHANGE

Table 5.2.7 presents the results of hamming distance according to change two bits in the

Key for small data size, while Table 5.2.8 represents it for large data sizes.

Table 5.2.7. AES Confusion Results using 2 Bit Change for 10-500 KB Data

Data Size KB
10 First
Middle
Last
Average
100 First
Middle
Last
Average
500 First
Middle
Last
Average

ECB (%)
49.826
49.659
49.477
49.654

49.927
49.990
49.831
49.916

49.986
50.023
49.789
49.933

CBC (%)
49.477
50.008
50.126
49.870

49.893
49.955
50.029
49.959

49.945
50.018
49.996
49.986

CFB (%)
49.535
49.788
49.880
49.734

50.002
49.920
49.990
49.971

49.997
49.973
49.991
49.987

OFB (90
49.560
50.060
49.832
49.817

49.906
50.058
49.952
49.972

49.993
50.002
50.051
50.015

Table 5.2.8. AES Confusion Results using 2 Bit Change for 1-20 MB Data

Data Size MB
1 First
Middle
Last
Average
5 First
Middle
Last
Average
20 First
Middle
Last
Average

ECB (%)
49.961
50.040
49.783
49.928

49.936
50.056
49.852
49.948

49.934
50.071
49.867
49.958

CBC (%)
49.965
50.011
50.028
50.001

50.004
49.997
50.002
50.001

50.000
49.996
49.997
49.998

CFB (%)
49.980
49.993
49.984
49.986

49.997
49.996
49.992
49.995

50.000
50.004
49.999
50.001

OFB (%)
49.993
50.007
50.041
50.014

49.997
50.010
50.014
50.007

50.002
50.004
49.996
50.001

CTR (%)
49.979
49.946
50.249
50.058

49.942
49.991
50.003
49.979

49.985
49.991
50.043
50.006

CTR (%)
50.012
50.007
50.026
50.015

49.991
50.013
50.010
50.005

49.997
50.001
50.001
50.000
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5.2.5.3 THREE BIT CHANGE

In Table 5.2.9, we present the results of hamming distance according to change one bit in
the Key for small data size, while Table 5.2.10 represents it for large data sizes.

Table 5.2.9. AES Confusion Results using 3 Bit Change for 10-500 KB Data

Data Size KB
10 First
Middle
Last
Average
100 First
Middle
Last
Average
500 First
Middle
Last
Average

ECB (%)
49.925
49.780
49.717
49.807

50.072
49.926
49.932
49.976

50.023
49.963
49.942
49.976

CBC (%)
49.970
49.861
49.954
49.929

50.138
50.018
49.936
50.031

50.007
49.990
49.939
49.979

CFB (%)
49.941
50.067
49.929
49.979

49.937
50.003
50.101
50.014

49.970
49.998
50.006
49.991

OFB (90
50.163
49.788
49.843
49.931

50.005
49.973
49.985
49.988

49.959
49.987
49.990
49.979

Table 5.2.10. AES Confusion Results using 3 Bit Change for 1-20 MB Data

Data Size MB
1 First
Middle
Last
Average
5 First
Middle
Last
Average
20 First
Middle
Last
Average

ECB (%)
50.035
49.967
49.942
49.981

50.047
49.985
49.921
49.984

50.042
49.994
49.907
49.981

CBC (%)
49.994
49.991
49.955
49.980

49.996
50.006
49.994
49.999

49.994
50.001
49.996
49.997

CFB (%)
49.977
50.016
50.010
50.001

49.993
49.997
49.999
49.997

49.999
49.996
50.000
49.998

OFB (90)
49.980
49.987
49.997
49.988

50.000
49.989
50.005
49.998

49.999
50.000
49.996
49.998

CTR (%)
49.524
49.998
49.930
49.817

49.917
50.006
50.157
50.027

49.941
50.015
50.041
49.999

CTR (%)
49.976
50.002
50.022
50.000

49.997
50.002
49.998
49.999

50.001
49.998
49.997
49.998
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5.2.6 DIFFUSION

In Table 5.2.11, we present the results of hamming distance according to change one bit
in the plaintext for small data size, while Table 5.2.12 represents it for large data sizes.

Table 5.2.11. AES Diffusion Results using 1 Bit Change for 10-500 KB Data

Data Size KB ECB () CBC (%) CFB (%) OFB (%) CTR (%)
10 First 0.08179 50.15808 49.82225 0.00367 0.00367
Middle 0.06714 32.76285 32.42685 0.00611 0.00611

Last 0.07202 0.08667 0.00489 0.00489 0.00489

Average 0.07365 27.66920 27.41800 0.00489 0.00489
100 First 0.00832 49.99920 49.89309 0.00024 0.00024
Middle 0.00698 25.00370 24.98118 0.00049 0.00049

Last 0.00759 0.00771 0.00061 0.00061 0.00061

Average 0.00763 25.00354 24.95829 0.00045 0.00045
500 First 0.00159 50.00765 49.98292 0.00007 0.00007
Middle 0.00147 23.20192 23.17237 0.00005 0.00005

Last 0.00147 0.00147 0.00005 0.00005 0.00005

Average 0.00151 24.40368 24.38511 0.00006 0.00006

Table 5.2.12. AES Diffusion Results using 1 Bit Change for 1-20 MB Data

Data Size MB ECB (%) CBC (%) CFB (%) OFB (90) CTR (%)
1 First 0.0008129  50.0176744 49.9812855  0.0000239  0.0000239
Middle 0.0008248  25.0883453 25.0884533  0.0000239 = 0.0000239

Last 0.0006694 0.0007531 0.0000239 0.0000239 = 0.0000239

Average 0.0007691 = 25.0355910 25.0232542  0.0000239 = 0.0000239

5 First 0.0001435 = 50.0034345 49.9875757 | 0.0000072 = 0.0000072
Middle 0.0001698 @ 24.8697684 24.8806801 = 0.0000120 = 0.0000120

Last 0.0001482 0.0001387 0.0000072 0.0000072 = 0.0000072

Average 0.0001538 = 24.9577805 24.9560877  0.0000088  0.0000088

20 First 0.0000389 49.9983231 49.9975909 0.0000024  0.0000024
Middle 0.0000353 25.0350126 25.0351059 0.0000018 = 0.0000018

Last 0.0000389 0.0000371 0.0000018 0.0000018 = 0.0000018

Average 0.0000377 25.0111243 25.0108995 0.0000020 = 0.0000020
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5.2.6.1 CONFUSION AND DIFFUSION SUMMARY

In confusion and diffusion tests, we made the changes of bits in three different places, for
confusion we change 1-3 bits in key. But, in diffusion we just change one bit since the size of
plaintext is much greater than the key length. From the previous tables we conclude that:

Confusion and Diffusion results does not affect by file size.

Diffusion results affected by the place of bit that changed in plaintext, the results
show that change the first bit give best result.

e The place of bit changed in key does not affect the confusion results.

e The number of bit changes has no mean in diffusion. Changing two, three, or ten
bit is the same since the plaintext is much larger than the changed bits.

e All modes provide excellent confusion results.

e Just CBC and CFB modes give perfect diffusion results.

5.2.7 KEY SECURITY

AES has a key security with complexity 2128, which make AES is secure against brute
force attack.
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5.2.8 SECURITY RESULTS SUMMARY

After presenting the results of Mapping, Histogram and Chi-Square, Correlation, NIST,
Confusion and Diffusion, and Key security test. These results summarized as follow:

o AES pass Mapping test in all modes.

o AES pass Histogram test in all modes except ECB.
o AES pass Correlation test in all modes except ECB.
. AES pass NIST test in all modes except ECB.

. AES pass Confusion test in all modes.

. AES pass Diffusion test only in CBC and CFB modes.

. AES Key is secure against brute force attack with complexity ~ 2128,

5.3 AES EVALUATION SUMMARY

In this section, we summarize the result of testing the standard AES. We define some variable
to facilitate the comparison process as follow:

e a, b, X it indicates to the size of data. Where (a) = 155KB, (b) = 31MB, and (x) is the
encryption time.

e W: itis ascore take a value from a specific range.

o In performance, the range from 1 to 8 according to the number of AES versions
that implemented. The values generated by changing the range to which the
values belong in fixed proportions.

e G: the score of each test in the range of W.
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e The improvement percentage calculated by measure the gain based on the following
formula:

Cai + Scenario Score — AES Score 100% 11
= *
an = = AES Score 0 ab

o (+) indicate that we have an improvement in results, while (-) indicate that the
results have been drawn back.

e The Security Score in Security Summary for each mode is Calculated based on formula
12:

NIST

Mode Security Score = Z G (12)
Mapping

e The total Security Score for each Scenario is calculated based on formula 13:

(CBC&CFB score) + ECB score + OFB score + CTR core
4

Security score =

(13)

Where,

CBC score + CFB score
CBC&CFB score = 5 (14)
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Table 5.3.1 summarizes the security tests results obtained from this implementation, while
Table 5.3.2 summarize the performance tests results.

Table 5.3.1. AES Security Tests Results Summary

w ECB G CBC G CFB G OFB
Mapping 1 uniform 1  uniform 1 uniform 1  uniform
Histogram 1 8194.444 0 240912 1 251.804 1 274401
Correlation 1 0.00155 0 0.00010 1 0.00056 1 0.00050
Confusion 1 a 50.082 1 5003 1 49928 1 50.106
1 b 50.008 1 50003 1 50005 1 49.999
Diffusion 1 a 0.082 0 50158 1 49822 1 0.004
1 b 0.00003 0 49.998 1 49.998 1 0.000002
Key Security | 1 2128 % x4ps
NIST 15 13 15 15 15
Security Score | 23 17 23 23 21
Table 5.3.2. AES Performance Tests Results Summary
G ECB CBC CFB OFB
. 8 a 1.136 1.132 1.224 1.374
Enc. Time s b 228.899 243.123 246.811 242.619
. 8 | a 1.321 1.414 1.141 1.054
Dec. Time s b 209262 306.805 242.756  248.475
Enc. g a 1278240 1063.874 1098.200 1192.912
Throughput g p 1134554  1037.381 1028.120 @1051.146
Dec. g8 a 987.111 866.452  1091.376 1169.090
Throughput g8 b 885.729 826.893 | 1038.351 @ 1047.640
# Of Processes 8  a 32
CPU Usage 8  a 16.5%
RAM Usage 8  a 1.463
Performance Score 88 14

CTR
uniform
257.439
0.00029

49.948
50.003
0.004
0.000002

OO R R LR RFPOD
R OO R R R R EPO

15
21

CTR
1.355
241.472
1.120
244.634
1132.802
1046.477
1113.619
1040.165

P AR RPRPRRPRPRERREO
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CHAPTER 6

AES EXPLORING
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6 AES EXPLORING

Based on the time-consuming analysis of the AES algorithm, we found that a large proportion
of the time is consumed in the number of rounds and MixColumns operations.

By running AES, we found that MixColumns operation take about 50% of the running time,
while rounds take about 77% of running time. Therefore, these two factors have been chosen as
critical points to be manipulated for the performance improvement to be of good value and
noticeable. Figure 6.1 present the time analysis of AES algorithm.

/18 Byte
/' PlainText |

Add Round Key P1
Complexity
P1=1 P2=1
Round Shift Row P3
1t0 9 E X=9%(1+1+3+1) =54
|E| Y=(1+1+1)=13
Add Round Key P1
Sub e z=a+sin=ss
Shift Row P3
-

/16 Byte

Cipher Text /

@
-

Figure 6.1. AES Algorithm Time Analysis

In this chapter, we implement some AES scenarios and discuss their results in term of
performance and security in section 6.1. While in section 6.2 we test the standard AES and the
best case of explored scenarios on RP in term of performance.
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6.1 EXPLORED SCENARIOS

In this section we discuss the results of testing some AES scenarios. These scenarios focus on
changing the number of rounds, MixColumns operation, or both. This chapter presents the result
of performance and security for all modes of operation. These Scenarios are:

e 10-Rounds AES with Half MixColumns(10H).
e 10-Rounds AES without MixColumns(10N).

e 5-Rounds AES with Half MixColumns(5H).

e 5-Rounds AES without MixColumns(5N).

e 5-Rounds AES with MixColumns(5F).

e 3-Rounds AES with MixColumns(3F).

e 2-Rounds AES with MixColumns(2F).

The Data proceed as a 4*4 Matrix (M) in each operation. After the ShiftRow operation,
each column of the Matrix is multiplied by a fixed matrix in the MixColumn operation to generate
a new Matrix (M”). Figure 6.2 presents the process of MixColumn operation.

Without MixColumns means completely eliminating MixColumns, while Half-
MixColumns means that the MixColumns are applied only on two columns of ciphertext matrix
instead of the four columns.
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trix MO M0
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1]1 mo.1 m’pl Mz
3|1 mij,1 m’11
213 x mil [ S
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MO M1 M2 M3 : e \ M0 M’1 M2 M’3
mop | mo1 | mo2 | mo3 m’ogoe [ m’o1 | m’g2 | m’o3
mio [ miy | mi2 | 3 m'1o [ m’11 | m’1o | m’13
mao [ ma1 | ma2 | m23 m’2o [ m’21 | m’22 | m’23
ms3o | m31 | m32 | m33 M2 M2 m’30 [ m’31 | m’32 | m’33
1(1 moz e /
2
M 31 e T
251 9 (e | B [
1|2 m32 m’32
M3 M’3
1)1 mo3 m’o3
3|1 mi3 m’13
2le x s [ e
1(2 1m33 m’33
Add Round Key

Figure 6.2. MixColumn Operation

In Half-MixColumn, we mean that not all M columns will be multiplied by the fixed
matrix. Only two columns will proceed in the MixColumn operation, and the other two columns
will transform to the M’ without any changes. We explored all possible possibilities of the chosen
column. Figure 6.3 presents the process of Half-MixColumn operation.

Shift Row M1 M1
11 mo m'o M
3 mi 1 m’l,l
203 x m = '
1)1 m3 1 ’
MO M1 M2 M3 ’ N \ MO Ml M2 M3
mop | mog | m2 | moj mp) | m'o) | mo2 | mo3
mio | mig | mi | mis mio | m'ig | m' | mig
my) | myl | m | mj3 my | m'y | my | my
mip) | mi1 | m3) | ms3 M2 M2 mi) | m’sy | ms2 | ms3
11 my) m’o /
2
M 3|1 mi m'
AE x ™
12 = o
Add Round Key

Figure 6.3. MixColumn Operation
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6.1.1 10-RounDs AES wiTH HALF MIXCOLUMNS

In this section, we implement the AES by modifying the MixColumns to operate on two
columns instead of four with same rounds of Standard AES. Table 6.1.1 presents the security tests
results obtained from this implementation, while Table 6.1.2 presents the performance tests results.

Table 6.1.1. 10H Security Tests Results Summary

G ECB G CBC G CFB G OFB G CTR G
Mapping 1 Notuniform 0 wuniform 1 uniform 1 uniform 1 Notuniform 1
Histogram 1 4509320 0 273755 1 252391 1 28428 0 3865284 0
Correlation 1 0.00562 0 0.00028 1 -0.00022 1 -0.00253 O 0.15493 0
Confusi 1 | a 49.684 1 49.976 1 50.000 1 49.977 1 50.004 1
onmusion " 49746 1 49997 1 50000 1 50007 1  4999% 1
Diffusion 1 | a 0.00049 0 315021 0 3.15003 O 0.00024 O 0.00024 0
1 | b 0.000010 0 3.137280 O 3.136115 O 0.000005 O 0.000005 0
Key Security = s 2128 % x10m 1

NIST 15 7 15 15 14 9

Security Score 23 10 21 21 18 13
Table 6.1.2. 10H Performance Tests Results Summary

G ECB CBC CFB OFB CTR G

Enc. Time 8 | a 1.002 0.886 0.916 0.904 0.989 2

s p 170.881 179541 = 186.285 @ 175967 @ 182550 3

Dec. Time 8 | a 1.077 1.035 0.903 0.849 0.944 3

g | p 205945 215934 = 177.390 @ 182.761 @ 180.659 4

Enc. Throughput s | a 1266.963 1372.820 1378.628 1405.832 1379.977 1

g | p 1425770 1392.339 1351.712 1449.816 1390.555 2

Dec. g a 1110221 1197534 1370.828 1442922 1415.183 2

Throughput g | p 1238.786 1160.071 1414.753 @ 1407.890 1400.626 2

# Of Processes 8 a 26 3

CPU Usage 8 a 17.45% 1

RAM Usage 8 a 1.392 6

Performance Score 88 29

Compared to AES, in the case of studying security, from Table 6.1.1 we found that:
¢ In addition to ECB mode, 10H fails in the CTR mode mapping test, while it passes the
mapping test in all other modes.
e 10H passes Histogram test only in CBC and CFB modes.
e Only CBC and CFB pass the correlation test with accepted results.
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e 10H passes the confusion test in All modes.

e 10H failed in the diffusion test in all modes.

e Only CBC and CFB modes pass all NIST tests.
e OFB mode has good NIST results.

10H maintains the same level of key security compared with AES.

In the case of studying performance, from Table 6.1.2, we found that:
e 10H provides better encryption and decryption time with a 44.25% improvement.
e 10H provides better encryption and decryption throughput with a 79.75% improvement.
e 10H requires a smaller number of processes with an 18.75% improvement.

e 10H requires less RAM with a 4.81% improvement but requires more a 5.74% CPU.

6.1.2 10-RounDs AES wiTHOUT MIXCOLUMNS

In this section, we implement the AES by ignoring the MixColumns operation with
same rounds of Standard AES. Table 6.1.3 presents the security tests results obtained from
this implementation, while Table 6.1.4 presents the performance tests results.

Table 6.1.3. 10N Security Tests Results Summary

G ECB G CBC G CFB G OFB G CTR G

Mapping 1 Notuniform 0 wuniform 1 uniform 1 uniform 1 Notuniform 0

Histogram 1 11393615 0 234330 1 246861 1 226787 0 15697125 0

Correlation 5 -0.11289 0 0.00038 1 0.00071 1 0.00198 O  -0.30794 0
Confusi 1 a 49.925 1 49969 1 50016 1 49973 1 52.847 0.75
ontusion " 49949 1 49995 1 49991 1 49984 1 52615 075

Diffusion 1 a 0.00049 0 315021 0 315003 O 0.00024 O 0.00024 0

1 b 0000010 0 3.137280 O 3.136115 O 0.000005 O  0.000005 0

Key Security = s 2128 % x10n 1

NIST 15 5 15 15 8 5
Security Score | 23 8 21 21 12 7.5
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Table 6.1.4. 10N Performance Tests Results Summary

Enc. Time

Dec. Time

Enc.
Throughput
Dec.
Throughput
# Of Processes
CPU Usage
RAM Usage 8
Performance Score 88

G
8
8
8
8
8
8
8
8
8
8

» » » T ®» T ®» T | T o

ECB
0.673
125.727
0.637
131.038
1893.364
1992.391
1925.548
2020.852

CBC
0.686
135.063
0.645
134.813
1952.142
1799.677
1963.261
1858.472

CFB
0.665
131.104
0.651
132.223
1868.477
1908.993
1958.766
1873.850
21
16.39%
1.368
47

OFB
0.701
131.788
0.683
129.853
1844.248
1864.707
1772.659
1924.696

CTR
0.733
129.354
0.785
133.546
1763.085
1906.061
1766.501
1880.749

O~ W WNWOLOTOoOL RO

Compared to AES, in the case of studying security, from Table 6.1.3 we found that:

e In addition to ECB mode, 10N fails in the CTR mode mapping test, while it passes the

mapping test in all other modes.

e 10N passes Histogram test only in CBC and CFB modes.
e Only CBC and CFB pass the correlation test with accepted results.

e 10N passes the confusion test in All modes.

e 10N failed in the diffusion test in all modes.
e Only CBC and CFB modes pass all NIST tests.
e OFB mode has good NIST results.

e 10N maintains the same level of key security compared with AES.

In the case of studying performance, from Table 6.1.4, we found that:

e 10N provides better encryption and decryption time with a 22% improvement.

e 10N provides better encryption and decryption throughput with 28% improvement.

e 10N requires a smaller number of processes with a 34.38% improvement.

e 10N requires less CPU and RAM usage with a 0.69% and 6.46% improvement,

respectively.
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6.1.3 5-RouNDs AES WITH HALF MIXCOLUMNS

In this section, we implement the AES by modifying the MixColumns to operate on two
columns instead of four with five rounds of Standard AES. Table 6.1.5 presents the security tests
results obtained from this implementation, while Table 6.1.6 presents the performance tests results.

Table 6.1.5. 5H Security Tests Results Summary

G ECB
Mapping 1 Not uniform
Histogram 1 5619513
Correlation 5 -0.03932
. 1 | a 50.223
Confusion T £0915
. . 1 a 0.00049
Diffusion .. 0000010
Key Security = s
NIST 15 5
Security Score 23 8

CBC

CFB

G G
0 uniform 1  uniform
0 256.552 | 1  247.859
0 -0.00036 1 0.00025
1 49.986 1 50.053
1 50001 1 50.008
0 3.13565 0 3.10854
0 3.137445 0 3.135157
2128 5 xopy
15 15
21 21

OO R R R R RFPROD

OFB
uniform
101262

-0.00017
49.989
49.963

0.00024

0.000005

10
15

Table 6.1.6. 5H Performance Tests Results Summary

Enc. Time

Dec. Time

Enc.
Throughput
Dec.
Throughput
# Of Processes
CPU Usage
RAM Usage 8
Performance Score = 88

G
8
8
8
8
8
8
8
8
8
8

» o v T v T T ®» T

ECB CBC
0.460 0.470
88.213 93.950
0.572 0.538

99.810 103.367
2870.042 2672.889
2978.902 @ 2719.274
2391.089 2279.549
2570.906 @ 2436.613

CFB
0.464
90.322
0.453
89.799
2765.881
2727.845
2825.004
2836.754
17
15.99%
1.443

55

OFB
0.439
89.795
0.484
91.383
2841.733
2849.535
2728.629
2804.326

Not uniform
3623425

0

50.488

0

0.000005

CTR
0.467
92.225
0.496
92.630
2545.044
2746.532
2388.556
2688.366

G
1
0
1
1 50.403
1
0
0

CTR

.38144

.00024

P O ORFrP PFPF OOOoO®
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Compared to AES, in the case of studying security, from Table 6.1.5, we found that:

In addition to ECB mode, 5H fails in the CTR mode mapping test, while it passes the

mapping test in all other modes.

5H passes Histogram test only in CBC and CFB modes.

Only ECB and CTR modes failed in the correlation test.
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e 5H passes the confusion test in All modes.
e 5H failed in the diffusion test in all modes.

e Only CBC and CFB modes pass all NIST tests.

e 5H maintains the same level of key security compared with AES.

In the case of studying performance, from Table 6.1.6, we found that:

e 5H provides better encryption and decryption time with a 60.25% improvement.

e 5H provides better encryption and decryption throughput with a 155% improvement.

e 5H requires a smaller number of processes with a 46.88% improvement.

e 5SHrequires less CPU and RAM usage with a 3.13% and 1.34% improvement, respectively.

6.1.4 5-RouNDS AES WITHOUT MIXCOLUMNS

In this section, we implement the AES by ignoring the MixColumns operation with
five rounds of Standard AES. Table 6.1.7 presents the security tests results obtained from
this implementation, while Table 6.1.8 presents the performance tests results.

Table 6.1.7. 5N Security Tests Results Summary

G ECB G CBC G CFB
Mapping 1 Not uniform 0 uniform 1 uniform
Histogram 1 11440429 0 273.188 1 245514
Correlation 5 0.05409 0 0.00003 1 0.00047
Confusion 1 a 51.619 075 49970 1  49.967
1 b 51.639 075 49999 1 49993
Diffusion 1 a 0.00049 0 3.13565 O 3.10854
1 0.000010 0  3.137445 0 3.135157
Key Security = s 2128 % xop
NIST 15 6 15 15
Security Score | 23 8.5 21 21

G
1
1
1
1
1
0
0

OFB
uniform
52580
-0.00097
49.896
49.861
0.00024
0.000005

12
17

CTR
Not uniform
18297198
0.10062
49.860
50.361
0.00024
0.000005

P OO RFrP PFPFOOOO®

6
9
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Table 6.1.8. 5N Performance Tests Results Summary

Enc. Time

Dec. Time

Enc.
Throughput
Dec.
Throughput
# Of Processes
CPU Usage
RAM Usage 8
Performance Score 88

G
8
8
8
8
8
8
8
8
8
8

®» » » T ®» T ®» T | T o

ECB
0.312
68.117
0.306
68.421
4090.061
3812.354
4082.724
3822.637

CBC
0.380
75.668
0.394
75.672
3461.791
3463.220
3451.837
3475.678

CFB
0.394
80.376
0.433
79.756
2927.564
3315.897
2898.837
3264.334
17
16%
1.427
65

OFB
0.418
78.506
0.392
76.743
3058.649
3340.638
3278.540
3284.193

CTR
0.384
74.925
0.421
75.955
3315.866
3395.339
3151.139
3244.035

A 0o 010 01O NNNNO

Compared to AES, in the case of studying security, from Table 6.1.7, we found that:

e In addition to ECB mode, 5N fails in the CTR mode mapping test, while it passes the

mapping test in all other modes.

e 5N passes Histogram test only in CBC and CFB modes.

e Only CBC and CFB pass the correlation test with accepted results.

e All modes except ECB pass the confusion test.

e 5N failed in the diffusion test in all modes.

e Only CBC and CFB modes pass all NIST tests.

e OFB mode has good NIST results.

e 5N maintains the same level of key security compared with AES.

In the case of studying performance, from Table 6.1.8, we found that:

e 5N provides better encryption and decryption time with a 68.5% improvement.

e 5N provides better encryption and decryption throughput with a 226% improvement.

e 5N requires a smaller number of processes with a 46.88% improvement.

e 5N requires less CPU and RAM usage with a 3.05% and 2.45% improvement, respectively.
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6.1.5 5ROUNDS AES WITH FUuLL MIXCOLUMNS

In this section, we implement the AES by using five rounds of Standard AES. Table 6.1.9
presents the security tests results obtained from this implementation, while Table 6.1.10 presents
the performance tests results.

Table 6.1.9. 5F Security Tests Results Summary

G ECB G CBC G CFB G OFB G CTR G
Mapping 1 uniform 1 uniform 1  uniform 1 uniform 1 uniform | 1
Histogram 1 7715 0 245690 1  250.180 1 265218 1 26589% @1
Correlation 5 0.00087 0 -0.00079 1 -0.00042 1 0.00014 1 0.00032 1
Confusion 1 | a 50.010 1 49.980 1 50.039 1 49.962 1 50.020 1
1 b 50.011 1 49.999 1 49.997 1 49.987 1 50.001 1
Diffusion 1 a 0.00906 0 4997240 1 50.02466 1 0.00024 0 0.00024 O
1 b 0.000177 0 49.994340 1 49.986120 1 0.000005 O 0.000005 O
Key Security = s 2128 % xep 1
NIST 15 13 15 15 15 15
Security Score 23 17 23 23 21 21
Table 6.1.10. 5F Performance Tests Results Summary

G ECB CBC CFB OFB CTR G

Enc. Time 8 | a 0.560 0.521 0.541 0.538 0.553 6

g | b 113.776 127.844 119.227 121.439 124436 5

O, e 8  a 0.670 0.631 0.552 0.510 0.547 6

g | b 140.059 159.454 124.909 120.795 125.360 5

Enc. g a 2151.024 2412.277 2353.803 2374.444 2323.249 3

Throughput g b 2331612 2056.271 2108.205 2113.681 2064.834 3

Dec. g a 1793508 1963.316 2316.115 2412.069 2318.531 3

Throughput s b 1897.996 1674.323 2049.804 2177.650 2056.723 3

# Of Processes 8 a 20 5

CPU Usage 8 | a 17.17% 2

RAM Usage 8 a 1.445 2

Performance Score 88 43

Compared to AES, in the case of studying security, from Table 6.1.9, we found that:

e 5F maintains same level of security compared with AES practically under specific criteria.

In the case of studying performance, from Table 6.1.10, we found that:

e 5F provides better encryption and decryption time with a 50.5% improvement.
e 5F provides better encryption and decryption throughput with a 103.25% improvement.

e 5F requires a smaller number of processes with a 37.5% improvement.
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5F requires less RAM with a 1.22% improvement but requires more an 4.04% CPU.

5F has a 207% improvement in performance compared with AES.

6.1.6 3-RounDs AES wWITH FuLL MIXCOLUMNS

In this section, we implement the AES by using three rounds of Standard AES. Table 6.1.11
presents the security tests results obtained from this implementation, while Table 6.1.12 presents
the performance tests results.

Table 6.1.11. 3F Security Tests Results Summary

G CBC G CFB
1 uniform 1 uniform
0 256.531 1 256.922
0 0.00002 1 -0.00055
1 50.034 1 49,955
1 50.000 1 49.991
0 50.01866 1 50.00373
0 50.018526 1 49.992503
2128 4 x,p
15 15
23 23

G
1
1
1
1
1
1
1

OFB

uniform
247.026
-0.00075

49.995

50.003
0.00024
0.000005

15
21

Table 6.1.12. 3F Performance Tests Results Summary

G ECB
Mapping 1 uniform
Histogram 1 63946
Correlation 5 -0.00262
. 1 | a 50.081
Confusion . s 50044
. . 1 | a 0.00820
Diffusion . » 0000160
Key Security = s
NIST 15 13
Security Score 23 17
G
Enc. Time 2
8
Dec. Time 8
8
Enc. 8
Throughput 8
Dec. 8
Throughput 8
# Of Processes 8
CPU Usage 8
RAM Usage 8

Performance Score 88

» o v T v T ®» T ®» T

ECB
0.312
70.500
0.364
84.030
4121.117
3713.571
3490.198
3098.007

CBC
0.322
74.601
0.382
89.429
3812.127
3245.844
3246.598
2762.357

CFB
0.326
75.950
0.365
75.789
3830.001
3278.260
3700.335
3382.161
16
15.81%
1.426
68

OFB
0.381
75.309
0.417
76.506
3232.544
3418.138
3139.058
3421.635

CTR
uniform
253.986
0.00017

50.190
50.168
0.00024
0.000005

OO R R EP R PO
P OOR R RFP P PO

15
21

CTR
0.342
79.786
0.350
78.163
3603.957
3160.745
3495.501
3236.305

A O NOOO 01O NNNNO

Compared to AES, in the case of studying security, from Table 6.1.11, we found that:

3F maintains same level of security compared with AES practically under specific criteria.
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In the case of studying performance, from Table 6.1.12, we found that:

e 3F provides better encryption and decryption time with a 69.25% improvement.

e 3F provides better encryption and decryption throughput with a 224% improvement.

e 3F requires a smaller number of processes with a 50% improvement.

e 3F requires less CPU and RAM usage with a 4.2% and 2.54% improvement, respectively.

e 3F has a 386% improvement in performance compared with AES.

6.1.7 2-RounDs AES wWITH FuLL MIXCOLUMNS

In this section, we implement the AES by using two rounds of Standard AES. Table 6.1.13
presents the security tests results obtained from this implementation, while Table 6.1.14 presents

the performance tests results.

Table 6.1.13. 2F Security Tests Results Summary

G ECB
Mapping 1 uniform
Histogram 1 71760
Correlation 5 0.00139
. 1 a 32.008
Confusion L, 31992
. . 1 | a  0.001101
Diffusion ., 0.000022
Key Security | s
NIST 15 13
Security Score = 23 15

G
1
0
0
0
0

0
0

CBC
uniform
271.097
0.00014

49.993
49.997
24.955730
24.999807

15
21

G CFB

1 uniform
1 267.193
1 -0.00049
1 50.009

1 50.007

0 24.979958
0 24.993844

OO R R RERFLRFLO

128
2°°° 4+ xop

15
21

OFB
uniform
254.307
0.00029

49.967
49.995
0.000245
0.000005

15
21

Table 6.1.14. 2F Performance Tests Results Summary

Enc. Time

Dec. Time

Enc.
Throughput
Dec.
Throughput
# Of Processes
CPU Usage
RAM Usage
Performance Score

gcococococococococooomo

» » » T ®» T ®» T ®» T o

ECB
0.221
44.149
0.221
52.827
5674.642
5848.731
4874.683
5070.784

CBC
0.308
49.841
0.308
56.459
4170.364
5259.072
3553.473
4562.062

CFB
0.260
50.131
0.253
49.524
4939.190
5082.957
5059.652
5194.253
12
11.35%
1.414
85

OFB
0.240
50.969
0.272
48.500
5170.860
5113.115
5008.225
5117.648

OO R R LR RO

CTR
0.271
52.105
0.277
53.571
2323.249
4914.126
4313.223
4868.957

CTR
Not uniform
2743916
0.01912
33.780
33.158
0.000245
0.000005

P OO OO0 OoOoOn

U1 00 0O 00O 00 00 00 0O 0O O 00 ®
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Compared to AES, in the case of studying security, from Table 6.1.13, we found that:

e 2F fails in the CTR mode mapping test, while it passes the mapping test in all other modes.

e In addition to ECB mode, 2F fails in the CTR mode histogram test, while it passes the
histogram test in all other modes.

e In addition to ECB mode, 2F fails in the CTR mode correlation test, while it passes the
correlation test in all other modes.

e ECB and CTR modes failed in the confusion test.

e 2F failed in the diffusion test in all modes.

e CBC, CFB, and OFB modes pass all NIST tests.

e 2F maintains the same level of key security compared with AES.

In the case of studying performance, from Table 6.1.14, we found that:

e 2F provides better encryption and decryption time with a 78.5% improvement.

e 2F provides better encryption and decryption throughput with a 357.5% improvement.
e 2F require a smaller number of processes with a 62.5% improvement.

e 2F requires less CPU and RAM usage with a 9% and 3.34% improvement, respectively.

e 2F has a 507% improvement in performance compared with AES.

6.1.8 EXPLORED SCENARIOS SUMMARY

In this section we discussed the results of AES, 10H, 10N, 5H, 5N, 5F, 3F, and 2F scenarios
in term of performance and security. While 3F provides best performance scenarios with
maintaining the level of security practically, Table 6.1.15 compares it with AES in term of APC.
While Table 6.1.16 compares it with AES in term of UACI and NPCR tests.

Table 6.1.15. APC

AES 3F Gain
Average Power consumption (watt 13.31 12.446 6%
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e From Table 6.1.15, we found that 3F provides better APC with a 6% improvement.

Table 6.1.16. UACI and NPCR for 512 X 512 Lena image

AES 3F Similarity
UACI 33.465 33.477 Almost, a perfect
NPCR 99.609 99.612 match in the results

From Table 6.1.16, we found that AES has good UACI and NCPR values, since the
changing of 1 pixel has infected the entire image, and hence the encryption algorithm has a good

avalanche effect, so the algorithm is resistant against differential attack.

e There is no real change between AES and 3F in UACI and NPCR results. In other
words, 3F maintains the same level of UACI and NPCR practically.

6.2 RASPBERRY P1 RESULTS

This section compares the result of AES and 3F in term of performance when run them on

RP that have been chosen as an 10T model.

6.2.1 RP AES PERFORMANCE RESULT

Table 6.2.1 and Table 6.2.2 show the results of encryption time and encryption throughput
of the AES algorithm with 10-500 KB data files on RP. While Table 6.2.3 and Table 6.2.4 show
the results of decryption time and decryption throughput of AES algorithm with 10-500 KB data
files on RP.
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Table 6.2.1. AES Encryption Time for 10 - 500 KB data on RP

Data Encryption Time

KB S
ECB CBC CFB OFB CTR
10 1149 1173 1176 = 1175  1.191
25 2833 2920 2918 2919  2.947
50 5657 5869 5829 5840  5.885
100 11294 11.651 11.657 11.664 11.895
150  17.091 17.510 17.473 17.491 17.653
250 28364 29.169 29.138 29.302 = 29.407
500 56.654 58.296 58501 58.756  58.924

Total 1085 123.043 126.587 126.693 127.148 127.902
Average 155 17578 18.084 18.099 18.164 18.272

Table 6.2.2. AES Encryption Throughput for 10 - 500 KB data on RP

Data Encryption Throughput
KB Kb/sec
ECB CBC CFB OFB CTR

10 69.611 68.222 68.049 68.088 67.172
25 70.589 @ 68.496 @ 68.535 68.511 67.868
50 70.709 68.166 @ 68.621 68.499 67.972
100  70.834 68.663 68.630 68.588 @ 67.264
150  70.216 68.535 68.678 68.608 67.978
250 ' 70513 @ 68.568 @ 68.641 @ 68.257 @ 68.015
500 = 70.464 68.480 68.240 67.947 67.749

Total 1085 492.936 479.130 479.393 478.498 474.018
Average 155 = 70419 68.447 68.485 68.357 @ 67.717
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Table 6.2.3. AES Decryption Time for 10 - 500 KB data on RP

Data Decryption Time

KB S
ECB CBC CFB OFB CTR

10 1.416 1.173 1.172 1.173 1.183
25 3.561 2.920 2.916 2.920 2.944
50 7.056 5.869 5.827 5.835 5.931
100 14105 11.651 11.662 11.661 11.874
150 21535 17510 17.474 17.493 17.630
250 35422 29169 29.135 29.368  29.561
500  70.910 58.296 58511 58.379  59.160

Total 1085 154.005 126.587 126.697 126.830 128.283
Average 155 22.001 18.084 @ 18.100 18.119 18.326

Table 6.2.4. AES Decryption Throughput for 10 - 500 KB data on RP

Data Decryption Throughput
KB Kb/sec
ECB CBC CFB OFB CTR

10 56.512 55.086 68.261 68.203 67.608
25 56.178 55.067 68.590 68.503 67.944
50 56.690 54.986 68.644 68.551 67.447
100  56.716 55.321 68.601 68.606 67.381
150 55734  55.295 68.677 68.600 68.068
250  56.463 55.157 68.648 68.107 67.660
500  56.298 55.134 68.229 68.382 67.482

Total 1085 394590 386.046  479.650 478.952 473.590
Average = 155 56.370 55.149 68.521 68.422 67.656
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6.2.1.1 RP AES PERFORMANCE RESULTS SUMMARY

In this section, we implement the standard AES on RP. Table 6.2.5 presents the summary

of performance results.

Table 6.2.5. AES Performance Results Summary on RP

G ECB CBC CFB OFB CTR G

Enc. Time 2 a 17578 18.084 18.099 18.164 18.272 1

Dec. Time 2 a 22,001 18.084 18.100 18.119 18.326 1

Enc. Throughput -, . 70419 68447 68.485 68.357 67.717 1

Dec. Throughput 2 a 56.370 55.149 68.521 68.422 67.656 1
Performance Score = 8 4

6.2.2 RP 3F PERFORMANCE RESULT

Table 6.2.6 and Table 6.2.7 show the results of encryption time and encryption throughput
of the 3F algorithm with 10-500 KB data files on RP. While Table 6.2.8 and Table 6.2.9 show the
results of decryption time and decryption throughput of 3F algorithm with 10-500 KB data files
on RP.

Table 6.2.6. 3F Encryption Time for 10 - 500 KB data on RP

Data Encryption Time

KB S

ECB CBC CFB OFB CTR
10 0.362 0.386 0.380 0.391 0.394
25 0.870 0950 0.944 0.946 0.991
50 1.739 1900 1.886 1.892 1.950
100 3474 3.774 3772 @ 3.804 3.889
150 5213 5685 5660 5.705 5.832
250 | 8687 @ 9.451 9513 9.429 9.727
500 17.383 18978 18.984 18.877 19.464

Total 1085 37.728 41.124 41.138 41.044 42.246
Average 155 5390 5875 5.877 5.863 6.035
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Table 6.2.7. 3F Encryption Throughput for 10 - 500 KB data on RP

Data Encryption Throughput
KB Kb/sec
ECB CBC CFB OFB CTR

10 221.142  207.481 @ 210.529 204.723 @ 203.219
25 229.889  210.604 @ 211.940 @ 211.344 | 201.806
50 230.017  210.545 212127 < 211.383  205.128
100 230.282 211.977 212.089 210.308  205.726
150  230.195 211.085 212.027 210.376  205.773
250  230.230 211618 210271 212.112  205.613
500  229.654 210.350 210.303 211.478 = 205.100

Total = 1085 1601.409 1473.661 1479.285 1471.725 1432.365
Average 155 228773  210.523 211.326 = 210.246 = 204.624

Table 6.2.8. 3F Decryption Time for 10 - 500 KB data on RP

Data Decryption Time

KB S
ECB CBC CFB OFB | CTR

10 0416 0448 0378 0.379 0.391
25 1.023 1105  0.945 0.950 0.978
50 2044 2201 1.887 1918 1.945
100 4089 4390 3.772 3.811 3.892
150  6.131 6.608 5.704 5.692 5.843
250  10.230 10.974 9529 9427 9.723
500 20430 21.957 18.987 18.873 19.458

Total 1085 44.364 47.683 41.203 41.049 42.231
Average 155 = 6338 6.812 5886 5864 6.033
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Table 6.2.9. 3F Decryption Throughput for 10 - 500 KB data on RP

Data Decryption Throughput
KB Kb/sec
ECB CBC CFB OFB CTR

10 192.484 | 178.546  211.454 210.897 204.604
25 195.440 = 180.957 @ 211.641 210.546 204.437
50 195.695 181.766 @ 211.977 208.689 205.621
100 195631 182.219 = 212.089 209.966 205.568
150 195716 181.610 210.395 210.836 205.363
250  195.498  182.255  209.927 212.164 205.705
500  195.399 181.807 210.269 211.523 205.156

Total 1085  1365.864 1269.160 1477.752 1474.620 @ 1436.454
Average = 155 195123 181.309 = 211.107 210.660 205.208

6.2.2.1 RP 3F PERFORMANCE RESULTS SUMMARY

In this section, we implement the 3F on RP. Table 6.2.10 presents the summary of

performance results.

Table 6.2.10. 3F Performance Results Summary on RP

G ECB CBC CFB OFB CTR G

Enc. Time 2 a  5.390 5.875 5.877 5.863 6.035 2

Dec. Time 2 a 6.338 6.812 5.886 5.864 6.033 2

Enc. Throughput , . 228773 210.523 211.326 210.246 204.624 2

Dec. Throughput 2 a 195.123 181.309 211.107 210.660 @ 205.208 2
Performance Score 8 8
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6.2.3 RASPBERRY P1 RESULTS SUMMARY

Compared to AES on RP, in the case of studying performance, from Table 6.2.10, we found that:

e 3F provides better encryption and decryption time with a 67.5% improvement.
e 3F provides better encryption and decryption throughput with a 213.5% improvement.
o These two results are relatively consistent with the results that have been
shown in section 6.1.8.

e 3F hasa 100% improvement in performance with AES. The change in total improvement
occurred because not all factors were taken into account in the calculation.

e Table 6.2.11, compare between AES APC and 3F APC. The results show that 3F has a
better APC with a 7.38% improvement.

Table 6.2.11. RP APC

AES 3F Gain
Average Power consumption (watt 1.49 1.38 7.38%

6.3 AES EXPLORING RESULTS SUMMARY

In this section, we present a brief summary of the results of the explored scenarios and discuss
these results in a scientific manner. Table 6.3.1 summarizes the results in a scientific and
mathematical way to facilitate the process of extrapolating recommendations.
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Key Security
NIST
Diffusion
Confusion
Correlation
Histogram
Mapping

Dec.
Throughput

Enc.
Throughput

Dec. Time
Enc. Time

Security
Score

Performance
Score

AES

Pass

Pass

Pass

Pass

Pass

Pass

Pass

Good

Good

Good

Good

20.5

Table 6.3.1. AES Exploring Results Summary

10H 10N 5H 5N 5F 3F 2F
No changes
Moderate Moderate No Changes
Acceptable
Acceptable No Changes
Moderate I Moderate I No Changes
Moderate I Moderate I No Changes
+89 % 31%  +1585% +2425%  +1055% @ +228% +374.5 %
+70.5% 25% +151.5%  +209.5 % +101% +220 % +340.5%
+475% = 24.5% +61 % +70 % +51% +69.5 % +79.5 %
+41 % +19.5%  +59.5 % +67% +50% +69% +77.5%
17.25 15.5 12.375 13.875 20.5 20.5 15.5
29 47 55 65 37 68 85

From Table 6.3.1, the results of explored scenarios can be summarized as follow:

The ECB mode fails in most security test due to the way of data handling in encryption
process. Since each block in plaintext is isolated from other block, that mean each block

in plaintext has an identical block in ciphertext.

94
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The CBC and CFB modes are the best modes to be used during their results in security
tests.

MixColumn operation improve the security of algorithm, especially in Diffusion. Since
it provides dynamic changes to the results.

10H has a 24% loss in security compared with AES. While it provides a 93%
improvement in performance.

10N has a 40% loss in security compared with AES. While it has a 220% improvement
in performance.

5H has a 38% loss in security compared with AES. While it provides a 28% improvement
in performance with AES.

5N has a 32% loss in security compared with AES. While it has a 347% improvement in
performance.

5F maintains same level of security practically under specific criteria compared with
AES and provides a 147% improvement in performance with AES.

3F maintains the same level of security compared with AES practically under specific
criteria and provides a 386% improvement in performance compared with AES.

2F has a 24% loss in security compared with AES. While it has a 467% improvement in
performance compared with AES.
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CHAPTER 7/

LIGHTWEIGHT AES ALGORITHM

June 6, 2022 m



7 LIGHTWEIGHT AES ALGORITHM

In this chapter, we highlight the most important points from previous the chapter, and by
reviewing all the results of the best scenario among the previously mentioned scenarios to prove
the superiority of this scenario to come up with our recommendations related to this study.

Based on the result and comparison that have been done in chapter 6, we found:

e The results indicate that running three rounds of AES at least is sufficient to
maintain the level of security, and that this algorithm optimization achieves a
significant performance advantage by 386%. Section 7.1 discusses the detailed
result of 3F.

e The standard AES algorithm loses some security level when run at one or two
rounds due to the lack of changes to the original text during encryption. Thus, it is
important to devise a mechanism to complicate and increase this effect, provided it
does not require a lot of time.

e AES loses more security when reducing the MixColumns operation.
e AES loses much more security when ignoring the MixColumns operation.

e Based on the results, we choose 3F as the New Lightweight AES Algorithm
(NLW-AES).

7.1 NEW LIGHTWEIGHT AES EVALUATION

In this section, we discuss the results of the New Lightweight AES (NLW-AES) in term of
performance and security for all modes of operation. These results enable us to specify which
suitable mode can satisfy acceptable performance and security levels. Figure 7.1 present the time
analysis of NLW-AES algorithm.
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Figure 7.1. NLW-AES Time Analysis

From Equation 11, we can find that:

] 16 — 58
improvment = —=g * 100% =72.4%

which is close to the encryption time improvment that calculated practically

7.1.1 PERFORMANCE RESULTS

This section presents the results of encryption/decryption time, and encryption/decryption
throughput founds according to testing the NLW-AES on different data sets.
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7.1.1.1 ENCRYPTION

Table 7.1.1 and Table 7.1.2 show the results of encryption time and encryption
throughput of the NLW-AES algorithm on 10-500 KB data files.

Table 7.1.1. NLW-AES Encryption Time for 10 - 500 KB data

Total

Data
KB

10
25
50
100
150
250
500

1085

Average @ 155

ECB
0.020
0.046
0.090
0.183
0.323
0.517
1.008

2.186
0.312

Encryption Time

CBC
0.024
0.050
0.106
0.201
0.307
0.544
1.020

2.251
0.322

S
CFB
0.021
0.052
0.102
0.229
0.312
0.502
1.068

2.285
0.326

OFB
0.025
0.066
0.152
0.303
0.329
0.630
1.161

2.666
0.381

CTR
0.022
0.055
0.110
0.238
0.354
0.534
1.078

2.391
0.342

Table 7.1.2. NLW-AES Encryption Throughput for 10 - 500 KB data

Data
KB

10
25
50
100
150
250
500

Total = 1085
Average 155

ECB
4000.000
4380.032
4429.946
4389.275
3808.580
3871.987
3968.000

28847.821
4121.117

Encryption Throughput
Kb/sec
CBC CFB OFB
3385.507 3896.262 @ 3365.079
4000.000 @ 3887.576 @ 3205.128
3802.891  3934.343  2842.152
3973.662 @ 3518.655 @ 2777.498
3910.805 3850.968 @ 3681.493
3695.208  3981.487 @ 3271.399
3916.815  3740.716 = 3485.060
26684.888 26810.007 22627.810
3812.127  3830.001 @ 3232.544

CTR
3641.383
3641.855
3655.324
3398.578
3436.606
3748.280
3705.674

25227.701
3603.957
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In Table 7.1.3 and Table 7.1.4, we present the results of encryption time and encryption
throughput of NLW-AES algorithm on 1-100 MB data files.

Table 7.1.3. NLW-AES Encryption Time for 1 - 100 MB data

Data Encryption Time
MB S
ECB CBC CFB OFB CTR
1 2.122 2.741 2.946 2.342 2.554
10935 12,610 12,198 12.064 @ 12.308
10 21.990 25.499 23816 23.179 29.136
20 44365 50.563 52.538 @ 49.865 51.498
50 | 110.541 126.356 120.793 120.918 128.033
100  233.050 229.836 243.408 243.483 255.187

Total 186  423.003 447.604 455.699 451.852 478.715
Average 31 70500 74.601 75.950 75.309 79.786

Table 7.1.4. NLW-AES Encryption Throughput for 1 - 100 MB data

Data Throughput
MB Kb/sec
ECB CBC CFB OFB CTR

3855.500 2983.899  2877.091  3499.226  3213.453
3767.128 = 3240.006 = 3389.081 = 3405.807 & 3324.376
10 3744.167  3205.472  3509.703 = 3561.017  2827.118
20 3705.826 = 3232.553  3139.565 @ 3285.008 @ 3198.274
50 3701.114  3237.022 3395541  3402.053  3198.620
100 = 3507.689 & 3576.111 @ 3358.579 | 3355.717 @ 3202.629

Total 186  22281.424 19475.063 19669.560 20508.827 18964.471
Average 31 3713571 3245844 @ 3278.260 3418.138 @ 3160.745
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7.1.1.2 DECRYPTION

Table 7.1.5 and Table 7.1.6 shows the results of decryption time and decryption
throughput of NLW-AES algorithm on 10-500 KB data files.

Table 7.1.5. NLW-AES Decryption Time for 10 - 500 KB data

Total

Data
KB

10
25
50
100
150
250
500

1085

Average 155

ECB
0.023
0.055
0.106
0.230
0.380
0.599
1.152

2.546
0.364

Decryption Time

CBC
0.024
0.062
0.122
0.248
0.366
0.648
1.204

2.674
0.382

S
CFB
0.021
0.051
0.128
0.200
0.313
0.502
1.343

2.558
0.365

OFB
0.026
0.067
0.151
0.294
0.399
0.533
1.447

2.916
0.417

CTR
0.021
0.055
0.129
0.300
0.344
0.522
1.081

2.453
0.350

Table 7.1.6. NLW-AES Decryption Throughput for 10 - 500 KB data

Data
KB

10
25
50
100
150
250
500

Total 1085
Average 155

ECB
3530.962
3637.165
3763.846
3474.169
3195.654
3352.800
3476.792

24431.389
3490.198

Decryption Throughput

CBC
3288.889
3226.071
3275.121
3231.034
3285.300
3094.622
3325.152

22726.189
3246.598

Kb/sec
CFB
3826.087
3934.343
3215.811
3997.006
3834.518
3985.452
3109.132

25902.348
3700.335

OFB
3387.387
3150.194
2853.393
2789.984
3166.177
3763.184
2863.084

21973.403
3139.058

CTR
3751.804
3624.116
3226.757
2797.518
3532.306
3834.373
3701.632

24468.506

3495.501
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In Table 7.1.7 and Table 7.1.8, we present the results of decryption time and decryption
throughput of NLW-AES algorithm on 1-100 MB data files.

Table 7.1.7. NLW-AES Decryption Time for 1 - 100 MB data

Data Decryption Time

MB S
ECB CBC CFB OFB CTR
2.610 3.253 2.829 2.444 2.534

12.780 14.992 11.050 11.203 11.990
10 26.691 30.216 22.288 23.776 27.478
20 52.888 58.101 52.819 48.714 51.227
50 134.063  139.363 @ 118.406 125.108 128.435
100 = 275.148  290.646 @ 247.339 247.792 247.312

Total 186 = 504.181  536.572 @ 454.731 459.036 468.975
Average 31 84.030 89.429 75.789 76.506 78.163

Table 7.1.8. NLW-AES Decryption Throughput for 1 - 100 MB data

Data Decryption Throughput
MB Kb/sec
ECB CBC CFB OFB CTR

3148.371 = 2519.066 = 2977.317  3386.263 = 3243.810
3214.076 =~ 2735.974 3715431 @ 3695.364 = 3443.540
10 3074.177  2714.724  3681.102 = 3470.730  2981.607
20 3111.710 = 2823.087  3127.476 @ 3384.646 @ 3220.841
50 3060.719  2941.712 3477975 3285.386 @ 3201.649
100 2978.988 @ 2839.576 = 3313.662 @ 3307.421 @ 3326.385

Total 186  18588.040 16574.139 20292.963 20529.810 19417.833
Average 31 | 3098.007 2762.357 3382.161 @ 3421.635 3236.305
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7.1.1.3 HARDWARE USAGE

Table 7.1.9 shows the processes of algorithm and calculate the CPU and RAM that
needed to encrypt 100KB data with LW-AES.

Table 7.1.9. NLW-AES Hardware Usage

Processes CPU MEMORY
AES 32 16.50% 1.4629

7.1.1.4 PERFORMANCE RESULTS SUMMARY

After presenting the encryption time, encryption throughput, decryption time, and
decryption throughput. Figure 7.1 summarize these results.

Encryption and
Decryption Time for
small data size

Encryption and
Decryption Time for
large data size

Decryption e,

|

Decryption

Encryption Encryption

(a) Small Encryption and Decryption Time Summary (b) Large Encryption and Decryption Time Summary
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Encryption and
Decryption Throughput
for small data size

Encryption and
Decryption Throughput
for large data size

Decryption Decryption
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—
=
-
)
x
<

Encryption Encryption

(0] 1000 2000 3000 4000 5000
Kb/s

500

1000 1500
Kb/s

(c) Small Encryption and Decryption Throughput Summary (d) Large Encryption and Decryption Throughput Summary

Figure 7.2. NLW-AES Performance Results Summary

Figure 7.2 reflects the hardware used by NLW-AES to encrypt 100KB data.

CPU Usage RAM Usage
O <@
84% v
= NLW-AES = Free = NLW-AES = FREE

(a) CPU Usage (b) RAM Usage
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1
2
NLW-AES
4
5

Processes

(c) # of Processes

Figure 7.3. NLW-AES Hardware Usage

After presenting the results of Encryption and Decryption time, Encryption and
Decryption Throughput, and Hardware Usage. These results can be summarized as follow:

e NLW-AES provides better encryption and decryption time with a 69.25% improvement.

e NLW-AES provides better encryption and decryption throughput with a 224%

improvement.

e NLW-AES requires a smaller number of processes with a 50% improvement.
e NLW-AES requires less CPU and RAM usage with a 4.2% and 2.54% improvement,

respectively.

e NLW-AES has a 386% improvement in performance compared with AES.

7.1.2 SECURITY RESULTS

This section presents the results of security tests that tested the NLW-AES algorithm on

different data sets.
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7.1.2.1 MAPPING

(a) ECB (b) CBC (c) CFB

(e) CTR

(d) OFB

Figure 7.4. NLW-AES Mapping Results

Figure 7.3 shows that all modes achieved good mapping results.
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7.1.2.2 HISTOGRAM AND CHI-SQUARE
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Figure 7.5. NLW-AES Histogram Results
Table 7.1.10. NLW-AES Chi-Square Test Results
No of Classes = 256 Alpha =0.05
ECB CBC CFB OFB
Experimental Value 63946.770  256.531 256.922 247.026
Critical Value 293.248
Chi-Square Not Uniform = Uniform Uniform Uniform

CTR

253.986

Uniform

Figure 7.4 show the results of histogram of all modes, Table 7.1.10 presents chi-square
results, which reflect the distribution of data. From results we note that all modes have a uniform

data distribution except ECB mode.
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Auto and Cross Correlation Values

Aute and Cross Correlation Values

7.1.2.3 CORRELATION
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Figure 7.6. NLW-AES Auto and Cross Correlation Results

Table 7.1.11. NLW-AES Correlation Test Result

Correlation Coefficient

ECB CBC

-0.00262 0.00002

CFB

-0.00055

é‘ Auto Correlation
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Figure 7.5 shows the auto and cross correlation for NLWAES, based on results in Table
7.1.11 we found that CBC provide best correlation result followed by CTR, CFB, and OFB mode
respectively. ECB mode achieve result that is relatively far from other modes.

7.1.2.4 NIST

Prop vs Test
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Figure 7.7. NLW-AES NIST Results
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Table 7.1.12. NLW-AES P-Value for NIST Tests

Test P - Value
ECB CBC CFB OFB CTR
Frequency 0.169 0.352 0.501 0.235 0.453
Block-Frequency 0.036 0.182 0.550 0.825 0.220
Cumulative-Sums 0.132 0.677 0.380 0.321 0.072
Runs 0.095 0.475 0.556 0.359 0.398
Longest-Run 0.121 0.519 0.794 0.658 0.483
Rank 0.894 0.586 0.305 0.572 0.447
FFT 0.610 0.583 0.495 0.632 0.595
Nonperiodic-Templates 0.147 0.518 0.499 0.520 0.509
Overlapping-Templates 0.439 0.650 0.323 0.651 0.438
Universal 0.729 0.642 0.265 0.197 0.446
Approximate Entropy 0.000 0.687 0.390 0.443 0.395
Random-Excursions 0.302 0.442 0.440 0.431 0.478
Random-Excursions-Variant 0.396 0.416 0.427 0.407 0.490
Serial 0.000 0.333 0.489 0.646 0.497
Linear-Complexity 0.454 0.507 0.699 0.392 0.968

Table 7.1.13. NLW-AES NIST Tests Results

Test Probability
ECB CBC CFB OFB CTR
Frequency 98.000 99.000 99.667 99.333 99.667
Block-Frequency 98.667 99.333 99.333 98.667 99.333
Cumulative-Sums 97.000 98.667 100.000 99.167 99.667
Runs 99.000 97.667 98.667 100.000 99.667
Longest-Run 99.333 97.000 99.333 99.667 99.333
Rank 99.333 99.667 99.667 99.333 99.667
FFT 99.667 99.000 98.667 99.333 98.333
Nonperiodic-Templates 98.953 99.002 98.998 99.050 99.115
Overlapping-Templates 97.667 98.333 100.000 99.667 99.667
Universal 99.667 98.667 99.000 99.667 98.333
Approximate Entropy A  0s.667 99.333 99.333 99.000
Random-Excursions 99.106 98.962 98.858 99.182 99.147
Random-Excursions-Variant 99.252 99.159 99.134 98.903 99.387
Serial O  09.667 98.500 99.000 98.333
Linear-Complexity 99.000 98.667 99.333 99.667 99.000

Pass Rate except RE-Variant 96

Pass Rate of RE-Variant 60.333 57.333 61.667 53.333 59.333

Figure 7.6 shows the visual results of all 188 NIST tests and subtests. Table 7.1.12
presents the P-Value of main 15 Test and Table 7.1.13 presents the Results of main 15 NIST
tests.

o From these results, we conclude that All modes have pass all NIST tests except
ECB mode, which failed in Entropy and Serial tests.
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7.1.2.5 CONFUsION

In Table 7.1.14, we present the results of hamming distance according to change one bit
in the Key for small data size, while Table 7.1.15 represents it for large data sizes.

Table 7.1.14. NLW-AES Confusion Results using 1 Bit Change for 10-500 KB Data

Data Size KB
10 First
Middle
Last
Average
100 First
Middle
Last
Average
500 First
Middle
Last
Average

Table 7.1.15. NLW-AES Confusion Results using 1 Bit Change for 1-20 MB Data

Data Size MB
1 First
Middle
Last
Average
5 First
Middle
Last
Average
20 First
Middle
Last
Average

ECB (%)
49.982
50.192
50.103
50.093

49.984
50.158
50.101
50.081

50.008
50.104
50.143
50.085

ECB (%)
50.040
50.064
50.120
50.075

50.049
50.045

50.039
50.044

50.052
50.041
50.030
50.041

CBC (%)
50.167
50.070
50.291
50.176

50.078
49.942
50.082
50.034

49.995
49.987
49.983
49.988

CBC (%)
50.000
49.979
50.014
49.997

50.008
49.982

50.011
50.000

50.007
49.994
50.012
50.004

CFB (%)
49.878
49.940
50.113
49.977

50.051
49.920
49.894
49.955

50.027
49.980
49.979
49.995

CFB (%)
50.008
50.002
49.971
49.993

49.988
50.000

49.986
49.991

49.998
50.000
49.999
49.999

OFB (%)
50.333
49.775
49.850
49.986

50.049
49.966
49.970
49.995

49.991
49.997
49.951
49.980

OFB (90)
49.985
50.003
49.964
49.984

49.999
50.021

49.988
50.003

50.001
50.008
49.999
50.003

CTR ()
50.060
50.531
50.025
50.205

50.082
50.484
50.003
50.190

50.029
50.407
50.023
50.153

CTR (%)
50.030
50.499
50.006
50.178

50.011
50.498

49.996
50.168

50.035
50.481
49.988
50.168
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7.1.2.6 DIFFUSION

In Table 7.1.16, we present the results of hamming distance according to change one bit
in the plaintext for small data size, while Table 7.1.17 represents it for large data sizes.

Table 7.1.16. NLW-AES Diffusion Results using 1 Bit Change for 10-500 KB Data

Data Size KB
10 First
Middle
Last
Average
100 First
Middle
Last
Average
500 First
Middle
Last
Average

Table 7.1.17. NLW-AES Diffusion Results using 1 Bit Change for 1-20 MB Data

Data Size MB
1 First
Middle
Last
Average
5 First
Middle
Last
Average
20 First
Middle
Last
Average

ECB (%)
0.06836
0.08545
0.07935
0.07772

.00820
0.00685

0.00795
0.00767

0.00164
0.00147
0.00164
0.00158

ECB (%)
0.000801
0.000741
0.000705
0.000749

0.000160
0.000151

0.000158
0.000156

0.000040
0.000038
0.000035
0.000038

CBC (%)
49.90295
32.49185
0.07080
27.48854

50.01866
26.04268

0.00746
25.35627

50.01380

25.48508
0.00291

25.16726

CBC (%)
50.001680
27.664559
0.000909
25.889049

50.018526
26.265391

0.000136
25.428018

50.001929
24.081796
0.000033
24.694586

CFB (%)
49.86867
32.75793
0.00489
27.54383

50.00373
26.03511

0.00049
25.34644

49.99252
25.50221
0.00020
25.16497

CFB (%)
49.966785
27.647534
0.000036
25.871452

49.992503
26.249602

0.000007
25.414037

49.999128
24.080209
0.000003
24.693113

OFB (%) CTR (%)
0.00367 0.00367
0.00611 0.00611
0.00489 0.00489
0.00489 0.00489
0.00024 0.00024
0.00049 0.00049
0.00049 0.00049
0.00041 0.00041
0.00005 0.00005
0.00010 0.00010
0.00007 0.00007
0.00007 0.00007
OFB (%) CTR (%)
0.000024 0.000024
0.000048 0.000048
0.000036 0.000036
0.000036 0.000036
0.000005 0.000005
0.000010 0.000010
0.000007 0.000007
0.000007 0.000007
0.000001 0.000001
0.000002 0.000002
0.000003 0.000003
0.000002 0.000002
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7.1.2.7 KEYSECURITY

. NLW-AES does not affect key security significantly and it is still secure against
the brute force attack.

7.1.2.8 SECURITY RESULTS SUMMARY

After presenting the results of Mapping, Histogram and Chi-Square, Correlation, NIST,
Confusion and Diffusion, and Key security test. These results can be summarized as follow:

o NLW-AES passes the mapping test in all modes.

o NLW-AES passes the histogram test in all modes except ECB.
. NLW-AES passes the correlation test in all modes except ECB.
o NLW-AES passes the NIST tests in all modes except ECB.

. NLW-AES pass the confusion test in all modes.

o NLW-AES passes the diffusion in CBC and CFB modes.

o NLW-AES is secure against the brute force attack with complexity 2128,

7.2 SUMMARY

In light of the previously discussed results, in terms of improving performance by 386%,
which is a significant improvement while maintaining the same level of security practically under
specific criteria, we found that NLW-AES provided a qualitative development in the field of 10T
security.
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CONCLUSION AND FUTURE WORK
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8 CONCLUSION AND FUTURE WORK

In this chapter, we conclude the thesis, and present the next step for future work.

8.1 CONCLUSION

In this thesis, a detailed study of computer security has been conducted. After clarifying
different kinds of cryptography, LWC has been addressed considering its basics and requirements.
Some of the presented algorithms highlight the essential needs for LWC algorithms and the
importance of making them compatible with the resources of 10T devices. This study also
discussed the latest studies related to each LWC, Lightweight AES-based algorithms, and the most
prominent evaluation criteria used to judge the suitability of an algorithm.

Furthermore, this study presented the results of testing the AES algorithm according to the
specified criteria. Based on these promising results, we have undertaken an extensive exploration
of a set of AES scenarios to study their results. This scenario is generated by changing some AES
core such as the change in the number of rounds and in the MixColumns operation.

The results of the explored scenarios testing process varied in terms of performance
enhancement along with decreasing the level of security, or improving performance while
maintaining the same level of security. We found that the change in the MixColumns operation
led to a significant decline in the level of security, while the change in the number of rounds
preserved the core function of AES maintaining the same level of security considering three to ten
rounds practically. Upon testing two rounds and one round of AES, the level of security has been

declined significantly.
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Based on the need of maintaining the level of security, the explored scenarios have been
limited to 5F and 3F. These two scenarios maintain the same level of security as AES practically
under specific criteria with different performance levels. Finally, through a detailed comparison
process based on the level of performance, we found that the results showed that running three
rounds of standard AES lead us to propose the NLW-AES which maintains the same level of

security as AES practically under specific criteria with a 386% improvement in performance.

Upon our exploration and depending on the conducted experiments and results, we can say

that “NLW-AES is a suitable choice for securing real-time loT applications”.

8.2 FUTURE WORK

The field of security, 10T, and loT security is still an attractive topic for research due to the
great development in devices and their capabilities, in addition to the principle of the tradeoff
between security and performance. As future work, in light of the obtained promising results and
confirming the consequences of what was discussed in the previous studies, our next step is to
work on improving the AES algorithm security when run over one or two rounds by combining
AES with another lightweight operation to compensate for the level of security and increase the
effectiveness of the one and two rounds on the text being processed. One of the suggested
enhancements that should be taken into account, is to replace the s-box with a more efficient one.
Furthermore, we should look if there any other security tests can be studied to evaluate AES and
the NLW-AES in term of security. Also, the attacks such as Meet-in-the-Middle-attack, and
Quantum attack should be applied on AES and NLW-AES to compare the effect of reducing
number of rounds from ten to three. Finally, we recommend a new work including the study of a

complete security system based on NLW-AES with suitable hashing, digital signature algorithms.
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10 APPENDIX

In this chapter, we provide numerical calculation examples for the results that have been

discussed in this thesis.

e 386% improvement in NLW-AES performance.

Using equation 11 to calculate the Gain:

Cai + Scenario Score — AES Score 100%
= *
an = = AES Score °

68 — 14
14

Gain = + *100%

Gain = +385.7

e 20.5score in NLW-AES security.

Using equation 13:

(11D

(CBC&CFB score) + ECB score + OFB score + CTR core

Security score = 2

Where,

(13)

June 6, 2022

121



(23) + 17+ 21+ 21

Security score = 2 = 20.5
NIST
Mode Security Score = Z G (12)
Mapping

Mode Security Score (CBC) = 1+1+1+1+14+1+1+4+1+15=23

CBC score + CFB score

CBC&CFB score = 5 (14)
23423
CBC&CFB score = > =23
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