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Abstract

The increasing number of cars every year causes many problems, which
affects the life of people everywhere, and increasing the need of more parks, and more
time is needed to find a place for a car to park.

Our project proposes a solution to decrease the effect of this problem in our
society. The idea of our project is to design an Automatic Parking System (APS) for
drivers to reserve the suitable park slot for their cars before they arrive, which saves
time, money and effort.

Our system is based on sensors to detect the available slot, Arduino to manage
park slots, gates, and a ZigBee network to connect with a server. The server is
connected with a modem to communicate with mobile devices and billing service.
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Important abbreviations

GSM : Global System for Mobile.

RFID: Radio Frequency Identification.

PDA: Personal Digital Assistant.

M2M Network: Machine to Machine Network.

RF: Radio Frequency.

DSSS: Direct Sequence Spread Spectrum.

AES: Advanced Encryption Standard.

I/O: Input / Output.

ADC Channel: Analog-to-Digital Converter Channel.
DC: Direct Current.

AC: Alternating Current.

PWM: Pulse Width Modulation.

USB: Universal Serial Bus.

ICSP header: In Circuit Serial Programming.
FTDI-USB: Future Technology Devices International-Universal Serial Bus.
SIM: Subscriber Identity Module.

GPRS: General Packet Radio Service.

SMS: Short Message Service.

TDMA: Time Division Multiple Access.

HSCSD: High-Speed Circuit-Switched Data .

EDGE: Enhanced Data GSM Environment.

UMTS: Universal Mobile Telecommunications Service.
JVM: Java Virtual Machine.

WORA: Write Once Run Anywhere.

PC: Personal Computer.

SRAM: Static Random Access Memory.

EEPROM: Electrically Erasable Programmable Read Only Memory.
MISO: Multiple Input Single Output.

SPI: Serial Peripheral Interface.
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Chapter 1

Introduction

1.1 Overview

In the past, when driver want to visit any city by his car , driver should park his car in a
safe park , and to do that by a traditional way there are many challenges facing driver such as :
consuming more time , spent more money before reach a park . and this is not only when driver
reach the park and want to buy a parking ticket and driver don't have enough money in your
pocket.

Now, driver will be more comfortable from where should park his car, and don't worry
about it. Our project allow to driver know where the nearest empty park to reserve it from far
distance, then go directly to the park. To pay reserving fees the system will discount the required
amount from driver phone balance that's more suitable than traditional billing or using credit
card.

On Park
Communication

\ ki ©,0 F @ ZigBee

< ARDUINO

Figurel.1 System Block Diagram.




1.2 Objectives and Requirements

1.2.1 Design Objectives

The proposed project is assumed to achieve the following objectives:

* The system should be able to organize parks electronically to know the number of
empty positions in every park.

*The system should enable the driver to know the nearest empty parking slot, to save
time.

*The system should allow the driver to reserve slot for his car remotely and then go to the
slot formerly reserved, so it saves the time required to search for slot and book it.

*The system should facilitate the driver to pay booking fees for parking, by rebating the
required amount from the balance of Mobile driver.

*The system should enable the driver to follow the location of his car during the Camera
Monitor on-site park and a confirmation of the safety car.

1.2.2 System Requirements

The proposed project should be able to:
1. Continuously monitor the parks and modify the data about empty and booked parks.
2. Reserving any empty park the driver request booking.

3. Charge the driver on the booked time deduct the amount of booking from his phone
balance .

4. To ensure booking the park for the driver request it, system closed the park by gate,
that open when the driver enter the password received it when he request booking using
keypad.

In order to achieve the aforementioned objectives and requirements we need the
following hardware components:

- ZigBee Transceivers : for wireless communication.
. Microcontrollers: to control devices

- Sensors: for monitor the state of the spaces at the parking and feedback the
state.

. Server: to store data and run the software.

e ———




. Mobile : to do the reservation remotely.
.Gates : to reserving the park and to prevent anyone to fill the reserved park.

. Cameras : to monitor all parks. (Optional)

1.3 Motivations

eReduction of car theft by monitoring park.

e Reduce traffic in the streets, by make operation of research easier to find a position to
park car and faster.

e To maintain the beauty and cultural city by reducing the number of cars parked on both
sides of the road.

e Reduce traffic violations resulting from the wrong stand in the streets.

eSave time and effort and money, by fixing the park for the driver, to head him directly
without need to research for empty park.

1.4 Approach
1. Our system is proposed to solve spread parks on sides of street in Hebron city.

2. A collection of sensors should be distributed to find a suitable place for a car and reserve it
when the driver request reserve.

3. Communication will be throughout mobiles (GSM). In this case the name of the park, the
number of the empty park, and secret word to enable the driver to open the booked park.

4. This system should be attached with central information base in the municipality, to Supply it
with all booking process. not only reserving process , but the road traffic and parks empty. All
these aspects leads to help the planning process and directing transportation in future.

5. The billing process is as following: the driver should pay the booking fees for an hour, by
rebate the required amount from the balance of Mobile driver

6. The driver has the right to be given a 20 minutes to get benefit from the booking " the first
hour", after that period the booking will cancel, if the driver do not occupy park.

7. When the driver leaves the park he should pay the booking fees according to the number of
booking hour.

8. When the driver arrive the park he hasn't the right to open the barrier unless he knows the right
secret word, the gate open when the driver enter the right secret word using keypad, to allow him
enter his car. He can't leave without paying the required amount .




1.5 Related Works
1.5.1 Smart Car Parking System

Smart Car Parking System, R.Zallom, J.Khamayseh, and M.Al-mohtaseb.
Graduation project 2007.

This project is involved in design and implementation of a smart parking system. The
system will direct the driver to available parking spaces in each floor when entering the parking.
Then, from the floor the driver will be derived to the parking available slots.

The project will be implemented with the 8051 microcontroller for all the necessary
controlled hardware components are used such as sensors display and motor for the system.

This project give a guidance parking system.

Advantage:
e Very useful for controlling the parking hardware part.

Disadvantage:
e No payment system.

Different from our project in:
e No payment system.
e No identification.

1.5.2 Wireless Operated Parking System
Wireless Operated Parking System, Sh.Arafeh, Sh.Wazwaz, M.Al-juneidi.
Graduation project 2011.

This project was used to automate the parking process, by designing a system consists of
sensors and counter that monitor the state of the spaces at the parking and feedback the
administration center with data about the parking spaces, and this administration center
communication with the driver and opens the gate if there is a space and if this driver is
permitted to enter this parking. In other words the driver communicate with the administration
center and ask it to enter the garage, the administration center check the identity of the driver and
the park status, and then sends a signal to the gate to open.[1]




Advantage:
e Very useful for controlling the park .
e Payment system.

Disadvantage:
e When the Power failure all counters will reset and all data is volatile .

Different from our project in:
e No counters.
e Does not allow book from far distance.

1.5.3 Smart Parking System Using RFID Technology
Smart Parking System Using RFID Technology, A.Al-fougha, M.Al-masri.
Graduation project 2014.

The principal goal of the project was build a Radio Frequency Identification System
(RFID) vehicle tracking device to provide a more user-friendly, affordable, and an efficient
means to track vehicles accurately in a parking lot. Radio Frequency Identification (RFID) based
parking entrance system becomes different and provides a more secure way to enter into the
parking than traditional parking systems. As in traditional parking systems before entering into
the parking the car is checked by the security guards, that whether a car belongs to that particular
parking area or not, notes the vehicle registration number, and issued a slip or token due to which
time is wasted and it still may not be the secure way.

In RFID based parking entrance system reader will detect the car, as the car will be 4-5m
faraway from gate and guarantees whether the vehicles belongs to that parking area or not? This
will ensure the entrance of only authorized vehicles, hence decreasing time consumed and
ensuring high security. [2]

Advantage:
e Very useful for controlling the parking .
® Security system.

Disadvantage:
® No Payment system.

Different from our project in:
e No Payment system .
® Does not allow book from far distance.




1.6 Project Plan
1.6.1 First Semester

S

Week

i Tasks

System Definition

Requirement Analysis

System Design

Documentation

1.6.2 Second Semester

Week
Tasks

System Design

Development
Phase

Test Phase

Documentation
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Chapter 2
Background

In this chapter we will show the basic theoretical information about some technologies to
be used in our project.

2.1ZigBee and other competitors

Wireless sensor networks are one of the most rapidly growing technologies and has a
wide variety of applications. As a wireless technology, ZigBee becomes popular in the recent
years due to its ultra-low power consumption. However, there are many wireless technologies
that are competing with the ZigBee such as Wi-Fi and Bluetooth. Wi-Fi is based on the IEEE
802.11 standards and considered as the most prevalent technology in the world. Most researchers
prefer to exploit Wi-Fi technology in their projects due its availability in almost everywhere, and
in every wireless device (such as laptops, smart phones, tablets and so on). A typical wireless
router uses 802.11b or 802.11g with a stock antenna might have a communication range of 32 m
indoors and 95 m outdoors. Wi-Fi transceivers are very suitable for applications that requires
high data rate and/or an internet connection.

On the other hand, Bluetooth is primarily designed for low power consumption and short
ranges communication (Im and 10m). Bluetooth is not targeted for a specific application, but
supports a multitude of applications. Therefore the technology has been adopted by wide variety
of devices, including computers, cell phones, headsets, PDAs and cars.

2.1.1ZigBee Physical Layer ( 802.15.4)

ZigBee is a wireless technology developed as an open global standard to address the
unique needs of low-cost, low-power wireless M2M networks. The ZigBee standard operates on
the IEEE 802.15.4 physical radio specification and operates in unlicensed bands including 2.4
GHz, 900 MHz and 868 MHz

The 802.15.4 specification upon which the ZigBee stack operates gained ratification by
the Institute of Electrical and Electronics Engineers (IEEE) in 2003. The specification is a
Packet-based radio protocol intended for low-cost, battery-operated devices. The protocol allows
devices to communicate in a variety of network topologies and can have battery life lasting
several years.




e —————

ZigBee protocol.has beén created and ratified by member companies of the ZigBee
Alliancei. Over 309 leadmg. semiconductor manufacturers, technology firms, OEMs and service
companies comprise the ZigBee Alliance membership. The ZigBee protocol was designed to

provide an easy-to-use wireless data solution characterized by secure, reliable wireless network
architectures.

2.1.2ZigBee Advantage

The ZigBee protocol is designed to communicate data through hostile RF environments
that are common in commercial and industrial applications.

ZigBee protocol features include:

o Support for multiple network topologies such as point-to-point,
point-to-multipoint and mesh networks.

o Low duty cycle — provides long battery life.

e Low latency.

o Direct Sequence Spread Spectrum (DSSS).

e Up to 65,000 nodes per network.

o 128-bit AES encryption for secure data connections.

o Collision avoidance, retries and acknowledgements.

2.1.3Mesh Networks

A key component of the ZigBee protocol is the ability to support mesh networking. In a
mesh network, nodes are interconnected with other nodes so that multiple pathways connect each
node. Connections between nodes are dynamically updated and optimized through sophisticated,

built-in mesh routing table.

Mesh networks are decentralized in nature; each node is capable of self-discovery on the
network. Also, as nodes leave the network, the mesh topology allows the nodes to reconfigure
routing paths based on the new network structure. The characteristics of mesh topology and ad-
hoc routing provide greater stability in changing conditions or failure at single nodes.

10 Figure 2.1:Mesh Networks.




2.1.4 Comparison between Wi-Fi, Bluetooth and ZigBee technologies

Bluetooth ZigBee Wi-Fi
Frequency Band 2.4 GHz 868/915 MHz, 2.4 GHz 2.4 GHz, 5 GHz
Datiie 1 Mbps 250 Kbps 54 Mbps
Nominal range 10 m 10 -100 m 50 -100 m
# RF chan.nels 79 16 (for 2.4 GHz) 14 (for 2.4 GHz)
Channel bandwidth 1 MHz 2 MHz (for 2.4 GHz) 22 MHz
Power Consumption Medium Low High

Table 2.1: Comparison between technologies.[3]

We chose ZigBee because all the benefits mentioned previously, and the ZigBee nodes
can go from sleep mode to active mode in 30 ms or less, that save power.

2.1.51/0 Data Format

I/O data begins with a header. The first byte of the header defines the number of samples
forthcoming. The last 2 bytes of the header (Channel Indicator) define which inputs are active.
Each bit represents either a DIO line or ADC channel.

//,___ Header e A

Byte 1 Bytes 2 - 3 (Channel Indicator)

Total number of samples na| A5 ; Ad | A3

A2 | At A0 D807 D5 DS D4 D3| D2 o1 | Do
i i i 1

1
b Bit set to ‘1’ if channel is active Bto

Figure 2.2 : Data Format.

Header Sample data follows the header and the channel indicator frame is used to
determine how to read the sample data. If any of the DIO lines are enabled, the first 2 bytes are
the DIO sample. The ADC data follows. ADC channel data is represented as an unsigned 10-bit

value right-justified on a 16- bit boundary.

11




Whip Antenna U.FL. RF Connector Chip Antenna

Figure 2.3 : ZigBee Examples
2.2 Keypad

This unit use to insert a correct password to open the park, that connect to Arduino to
control the Keypad.

Figure 2.4 :Keypad

2.3Arduino [4]

Arduino is a tool for making computers that can sense and control more of the physical
world than your desktop computer. It's an open-source physical computing platform based on a
simple microcontroller board, and a development environment for writing software for the board.
Arduino can be used to develop interactive objects, taking inputs from a variety of switches or
sensors, and controlling a variety of lights, motors, and other physical outputs. Arduino projects
can be stand-alone, or they can communicate with software running on your computer (e.g.

12




Flash, Processing, Max MSP.) The boards can be assemble
the open-source IDE can be downloaded for free,

The Arduino progrming language is an implementation of Wiring
computing platform, which is based on the Processing multimedia programmi

d by hand or purchased preassembled;

a similar physical
ng environment.

2.3.1Why Arduino?

There are many other microcontrollers and microcontroller platforms available for
physical computing. Parallax Basic Stamp, Netmedia's BX-24, Phidgets, MIT's Handyboard, and
many others offer similar functionality. All of these tools take the messy details of
microcontroller programming and wrap it up in an easy-to-use package. Arduino also simplifies

the process of working with microcontrollers, but it offers some advantage for teachers, students,
and interested amateurs over other systems:

Inexpensive - Arduino boards are relatively inexpensive compared to other microcontroller
platforms. The least expensive version of the Arduino module can be assembled by hand, and
even the pre-assembled Arduino modules cost less than $50 .

Cross-platform - The Arduino software runs on Windows, Macintosh OSX, and Linux operating
systems. Most microcontroller systems are limited to Windows. Simple, clear programming
environment - The Arduino programming environment is easy-to-use for beginners, yet flexible
enough for advanced users to take advantage of as well. For teachers, it's conveniently based on
the Processing programming environment, so students learning to program in that environment
will be familiar with the look and feel of Arduino.

Open source and extensible software- The Arduino software is published as open source tools,
available for extension by experienced programmers. The language can be expanded through
C++ libraries, and people wanting to understand the technical details can make the leap from
Arduino to the AVR C programming language on which it's based. Similarly, you can add
AVR-C code directly into your Arduino programs if you want to.

Open source and extensible hardware - The Arduino is based on
Atmel's ATmega8 and ATmegal68 microcontrollers. The plans for the modules are published
under a Creative Commons license, so experienced circuit designers can make their own version
of the module, extending it and improving it. Even relatively inexperienced users can build the
breadboard version of the module in order to understand how it works and save money.

2.3.2Types of Arduino

1- Arduino Uno:

The Arduino Uno is a microcontroller board based on the ATmega328 .It has 14 digital

input/output pins (of which 6 can be used as PWM outputs), 6 analog inputs, a 16 MHz ceramic
13




resonat?r, a USB connection, a po.wer jack, an ICSP header, and a reset button. It contains
everything neec.led to support the microcontroller; simply connect it to a computer with a USB
cable or power it with a AC-to-DC adapter or battery to get started.

The Uno diﬁ'e.zrs from all preceding boards in that jt does not use the FTDI USB-to-serial
driver chip. Instead, it features the Atmegal6U2 (

3 Atmega8U2 up to version R2) programmed as
a USB-to-serial converter. s

o

2- Arduino GSM Shield : [5]

The Arduino GSM Shield connects your Arduino to the internet using the GPRS wireless
network. Just plug this module onto your Arduino board, plug in a SIM card from an operator
offering GPRS coverage and follow a few simple instructions to start controlling your world
through the internet. You can also make/receive voice calls (you will need an external speaker
and microphone circuit) and send/receive SMS messages.

csM
SHIELD

Figure 2.6 :Arduino GSM Shield .

3- Arduino MEGA ADK :

The Arduino MEGA ADK is a microcontroller board based on the ATmega2560 . It has a
USB host interface to connect with Android based phones, based on the MAX3421e IC. It has 54
digital input/output pins (of which 15 can be used as PWM outputs), 16 analog inputs,
4 UARTs (hardware serial ports), a 16 MHz crystal oscillator, a USB connection, a power jack,
an ICSP header, and a reset button.

14




Figure 2.7 :Arduino MEGA ADK .

2.4 Global System for Mobile

GSM (Global System for Mobile communication) is a digital mobile telephony system
that is widely used in Europe and other parts of the world. GSM uses a variation of time division
multiple access (TDMA) and is the most widely used of the three digital wireless telephony
technologies.

Mobile services based on GSM technology were first launched in Finland in 1991. Today,
more than 690 mobile networks provide GSM services across 213 countries and GSM represents
82.4% of all global mobile connections. According to GSM World, there are now more than 2
billion GSM mobile phone users worldwide. GSM World references China as "the largest single

GSM market, with more than 370 million users, followed by Russia with 145 million, India with

83 million and the USA with 78 million users."

Since many GSM network operators have roaming agreements with foreign operators,
users can often continue to use their mobile phones when they travel to other countries. SIM
cards (Subscriber Identity Module) holding home network access configurations may be

switched to those will metered local access, significantly reducing roaming costs while

experiencing no reductions in service.

GSM, together with other technologies, is part of the evolution of wireless mobile
telecommunications that includes High-Speed Circuit-Switched Data (HSCSD), General Packet
Radio System (GPRS), Enhanced Data GSM Environment (EDGE), and Universal Mobile

Telecommunications Service (UMTS).

15




2.5 Sensors

In this section V.Vlll discussion types of sensors may will use it in our project, and will
Comparison between this types.

2.5.1Photoelectric sensor

A photoelectric sensor, or photo eye, is a device used to detect the distance, absence, or
presence of an object by using a light transmitter, often infrared, and a photoelectric receiver.
They are used extensively in industrial manufacturing. There are three different functional types:
opposed (through beam), retro-reflective, and proximity-sensing (diffused).

A through beam arrangement consists of a receiver located within the line-of-sight of the
transmitter. In this mode, an object is detected when the light beam is blocked from getting to the
receiver from the transmitter.

A retro reflective arrangement places the transmitter and receiver at the same location and
uses a reflector to bounce the light beam back from the transmitter to the receiver. An object is
sensed when the beam is interrupted and fails to reach the receiver.

A proximity-sensing (diffused) arrangement is one in which the transmitted radiation
must reflect off the object in order to reach the receiver. In this mode, an object is detected when
the receiver sees the transmitted source rather than when it fails to see it.

Some photo eyes have two different operational types, light operate and dark operate.
Light operate photo eyes become operational when the receiver "receives" the transmitter signal.
Dark operate photo eyes become operational when the receiver "does not receive" the transmitter
signal.

The detecting range of a photoelectric sensor is its "field of view", or the maximum
distance from which the sensor can retrieve information, minus the minimum distance. A
minimum detectable object is the smallest object the sensor can detect. More accurate sensors
can often have minimum detectable objects of minuscule size.

Figure 2.8 : Photoelectric sensor.
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2.5.2Ultrasonic sensor

Ultrasonic sensor is very good type of sensors, this sensor is used as a transceiver
(transmitter and receiver), and the working system of this sensor like the radar, which evaluate
attributes of a target by interpreting the echoes from radio or sound waves. Ultrasonic makes
high frequency sound wave and evaluates the echo which received back by the sensors and

measure the time between sending and receiving the signal to determine the distance. This sensor
can use in a lot of applications like measuring wind speed.

Ultra sonic used transducer to convert sound waves to above sound waves and the range
of the frequency above 18KHz.This process happened from convert electrical signal to the

sound and when receive this signal it converts the signal from sound to electrical and we can
measure it.

We choose using ultrasonic sensor than photoelectric sensor, because it is more accurate
and reliable, and both of them have the same cost.

From our studying a lot of light sensors we find that we can circumvent on them, and they will
never give the result we need.

Figure 2.9 : Ultrasonic sensor.

v' Advantages of ultra sonic sensor :
1- Determine the distance with high accuracy..

2- The wave that the sensor sends it is does not affect with human.

v' Disadvantages of photoelectric sensor :
1- This sensor determines that these is an object with quite accuracy.

2- We can cut the light using any object.
17




2.6 Software

The computer can't work independently,

; it need for the software to manage, read, write,
analysis, and save data and do other operations,

: There are a lot of programming languages that are used to build a computer program,
choosing any language depends on the tasks of the program, we need any language can handling
with database.

2.6.1C# Programming Language [6]

C# (pronounced as see sharp) is a multi-paradigm programming language encompassing
strong typing, imperative, declarative, functional, generic, object-oriented (class-based), and
component-oriented programming disciplines. It was developed by Microsoft within its .NET
initiative and later approved as a standard by Ecma (ECMA-334) and ISO (ISO/IEC
23270:2006). C# is one of the programming languages designed for the Common Language
Infrastructure.

A multi-paradigm programming language is a programming language that supports more
than one programming paradigm. As Leda designer Timothy Budd puts it: "The idea of a multi
paradigm language is to provide a framework in which programmers can work in a variety of
styles, freely intermixing constructs from different paradigms. The design goal of such languages
is to allow programmers to use the best tool for a job, admitting that no one paradigm solves all
problems in the easiest or most efficient way.

2.6.2 Java Programming Language [7] [8]

Java is a general-purpose computer programming language that is concurrent, class-
based, object-oriented, and specifically designed to have as few implementation dependencies as
possible. It is intended to let application developers "write once, run anywhere" (WORA),
meaning that code that runs on one platform does not need to be recompiled to run on another.

Java applications are typically compiled to byte code that can run on any Java virtual
machine (JVM) regardless of computer architecture. Java is, as of 2014, one of the most popular
programming languages in use, particularly for client-server web applications, with a reported 9

million developers.

Java was originally developed by James Gosling at Sun Microsystems (which has since
merged into Oracle Corporation) and released in 1995 as a core component of Sun
Microsystems' Java platform. The language derives much of its syntax from C and C++, but it

has fewer low-level facilities than either of them. [9]

There are five primary goals in the Java language:

* It must be simple, object-oriented and familiar.

® ]t must be robust and secure.
18
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o It must be architecture-neutral and portable.
e It must execute with high performance.

o It must be interpreted, threaded, and dynamic.

Figure 2.10: C# Programming
Language Logo

Figure 2.11: Java Programming

Language Logo

2.6.3Microsoft Office Access [10]

Microsoft Access, also known as Microsoft Office Access, is a database management
system from Microsoft that combines the relational Microsoft Jet Database Engine with a
graphical user interface and software-development tools. It is a member of the Microsoft Office
suite of applications, included in the Professional and higher editions or sold separately.

Microsoft Access stores data in its own format based on the Access Jet Database Engine.
It can also import or link directly to data stored in other applications and databases.

Software developers and data architects can use Microsoft Access to develop application
software, and "power users” can use it to build software applications. Like other Office
applications, Access is supported by Visual Basic for Applications (VBA), an object-oriented
programming language that can reference a variety of objects including DAO (Data Access
Objects), ActiveX Data Objects, and many other ActiveX components. Visual objects used in
forms and reports expose their methods and properties in the VBA programming environment,
and VBA code modules may declare and call Windows operating-system functions.

19




2.6.4 SQLite Database[11]

SQLite 1s an open source database. SQLite Supports standard relational database features
like SQL syntax, transactions, and prepared statements. The database requires limited memory at
run time ( approx. 250 Kbytes ) which makes it a good candidate from being embedded into
other run times.

SQLite is embedded into every Android device. Using an SQLite database in Android
does not require a setup procedure or administration of the database,

You only have to define the SQL statements for creating and updating the database.
Afterwards the database is automatically managed for you by the Android platform. Access to an
SQLite database involves accessing the file system. This can be slow. Therefore it is
recommended to perform database operations asynchronously.

2.6.5Arduino Software

The Arduino software is provided to you "as is" and we make no express or implied
warranties whatsoever with respect to its functionality, operability, or use, including, without
limitation, any implied warranties of merchantability, fitness for a particular purpose, or
infringement. we expressly disclaim any liability whatsoever for any direct, indirect,
consequential, incidental or special damages, including, without limitation, lost revenues, lost
profits, losses resulting from business interruption or loss of data, regardless of the form of
action or legal theory under which the liability may be asserted, even if advised of the possibility

or likelihood of such damages.

The open-source Arduino environment makes it easy to write code and upload it to the i/o
board. It runs on Windows, Mac OS X, and Linux. The environment is written in Java and based

on Processing, avr-gce, and other open source software.
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Chapter 3
System Design

This chapter explain the design conce .
. pts, general block d
system how will work, and system data flow, Cck diagram of the system, the

3.1The General Block Diagram

i 3Tlhe General Block Diagram consist the main components of our project that as shown in
gure 3.1.

Figure 3.1: Block Diagram For The System .
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3.2Billing

We will use three method for charging:

1. Using mobile balance for the driver (that need to deal with communication company ).

That mean to takin the value that needed from the mobile balance, and if the balance
was not enough will be agreed with the mobile company to allow debt to specific value

2 U§ing a charging card that is special for the parking that use this APS system to allow the
driver to use the card more than one until the balance of the card is finish .

3, TG trad.itional method to pay to the employee and take the password for the gate . (this
method is used if no prior reservation have been made) .

3.3Data Base

Adatal?as§ is an organized collection of data. The data is typically organized to model
aspects of reality in a way that supports processes requiring information.

Database management systems (DBMSs) are computer software applications that interact
with the user, other applications, and the database itself to capture and analyze data. A general-
purpose DBMS is designed to allow the definition, creation, querying, update, and
administration of databases. Well-known DBMSs include Microsoft SQL Server, Oracle and
Microsoft access .

A database is not generally portable across different DBMSs, but different DBMSs can
interoperate by using standards such as SQL and ODBC or JDBC to allow a single application to
work with more than one DBMS. Database management systems are often classified according
to the database model that they support .

In our project we will to work on Microsoft access program to design the data base for this
system .

We used this equations to calculate the payment for each driver in the system :
Payment =[ (No. of hours )*(cost of 1-hour)]-(cost of the first hour)

We assume the cost of one hour=1.0 $
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’/rM—o’bHe'Number Parking slot | Gate

0 Parkin i ;
N Number password | time g Time Exit | Payment
L— . |
| | 025896345 4 0000000 11:00 01:00 1$
2

Table3.1: The data base designed for the system.

3.4Main System Components

This section will describe the role of each component :

3.4.1 Sensors

Ultrasonic sensors transmit ultrasonic waves from its sensor head and again receives the
ultrasonic waves reflected from an object, by measuring the length of time from the transmission
to reception of the sonic wave, it detects the position of the object.

The sound velocity in the atmosphere varies with the temperature of the atmosphere. The

sound velocity is 331.45 m/s in the atmosphere at 0°C.

In our project we decided to use ultrasonic sensor since it is specifications meet the
fequirement of our project. We decide to use Ultrasonic Ranging Detector Mod HC-SR04

Distance Sensor with the next specifications:
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Ultrasonic ranging module HC - SR04 provides 2cm - 400cm non-

function, the ranging accuracy can reach to 3mm. The modules includes u
receiver and control circuit. The basic principle of work:

contact measurement
Itrasonic transmitters,

Using IO trigger for at least 10us high leve] signal, The Module automatically sends eight
40 kHz and detect whether there is a pulse signal back.

IF the signal back, through high level , time of high output 10 duration is the time from
sending ultrasonic to returning.

Its stable performance and high ranging accuracy make it a good choice for us. Compared
to the Shape IR ranging module, HC-SR04 is more inexpensive than it. But it has the same
ranging accuracy and longer ranging distance.

There are 4 pins out of the module: VCC, Trig, Echo, GND . So it's a very easy interface
for controller to use it ranging. The all process is : pull the Trig pin to high level for more than
10us impulse , the module start ranging ; finish ranging , If you find an object in front , Echo pin
will be high level , and based on the different distance, it will take the different duration of high
level. So we can calculated the distance easily :

Distance = ((Duration of high level)*(Sonic :340m/s))/2 ...... Equations (2.1)

34.1.1 Principle of operation

At the beginning we should get the testing values (distances) that will be used to compare
the reading of the sensor with The testing value will be get from sending ultrasonic signal from
the sensor to an object putted at the maximum distance between the ground and the car bottom

(50cm as we suppose).

The reflection of the wave will cause a signal with specific duration on the echo pin
entered to the Arduino. Using a code in the Arduino we will store this value as a reference value.

In the system, the decision if there is a car in the space of parking or not depends on the
transmitted ultrasonic waves from its sensor head and again receives the ultrasonic waves
reflected from an object. The reflected wave should hit the sensor in a time equals to two the

travel time of the ultrasonic signal from the sensor to the car bottom. The signal with specific
26
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duration will be taken from the echo pin in the sensor and ma
it will be compared to a testing distances stored before and t
that space or not.

nipulated in the Arduino. After that
hen get the decision if there is car in

3.4.2Arduino Mega

f ZigBee ‘1 B
-'“\.._._;
ZigBe l

\ﬁ, I

A Arduino‘-l o ) VFN>c:A J
Addu v —

r—‘_'—" ST oMYA e |

2 :
; Keypad i G?te

Figure 3.2: The block diagram of the Arduino work in the system .

the Arduino read the status of sensors then it will generate an 8-bit string of zeros and
ones , zeros are empty and ones are reserved due to the gate situation , then it will send this
string over ZigBee ,until it reaches the central Arduino which will pass these information to the
PC.

After the reservation complete , PC will send the gate number and the code to central
Arduino , which will direct them to the Arduino connected to the gate , after the code and
reservation information received by the Arduino will activate the relay at the gate which come
including data.

When The car arrive, the driver must enter the code which get it into the keypad
connected to the Arduino, which will compare the code entered with the received one from the

PC, if there were a match then the gate will open to the car in.
When the car in . the sensor will changes its status ,sends its new status to the Arduino and

then returned the process again.

The Arduino mega is a microcontroller based on the Atmegal280 .it has 54 'digital
inputioutput pins  (of which 14 can be used as PWM outputs), 16 analog inputs,
4 UARTS (hardware serial ports), a 16 MHz crystal peillaisfia s Sl 1L s pover gk
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an ICSP header, and a reset button. It contains eyer
simply connect it to a computer with a USB cab
pattery to get started. The Mega is compatible

ything needed to support the microcontroller;
16. or power it with a AC-to-DC adapter or
Wwith most shields designed for the Arduino

Duemilanove .
am? S
-: =, c!?'aqu '..' ‘ “" 3 b Y
oha uw‘m s
frgyine HEo
Figure 3.3: Arduino Mega module .
Microcontroller AT mega 1280
Operating Voltage SV
Input Voltage (recommended) 7-12V
Input Voltage (limits) 6-20V
Digital \O pins 54
Analog input pins 16
DC current per i\o pins 40mA
DC current for 3.3 V pin 50mA
Flash Memory 128 KB
SRAM 8 KB
EEPROM 4KB
Clock Speed 16 MHz

Table 3.2: Characteristics about Arduino Mega .
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RESET [
R ( (RXD) ;:SSE 1 28LIPCS (ADCS/SCL)  analog input 5
d.giwI N ) PDO (] 2 27 L1 PC4 (ADC4/SDA) analog input 4
fg'tal pin2 (;L’;D) PD1(]3 26 [ 1PC3 (ADC3) analog input 3
d_lgf lp‘ : (INTO) PD2 [} 4 25[71PC2 (ADC2) analog input 2
d}gfta p}n (INT1) PD3 E S 24 1PC1 (ADC1) analog input 1
digital pin 4 (XCK/T0) PD4 6 23 L 1PCO (ADCO) analog input 0
vec 7z 22 [ GND
GND[]8 21 [ AREF
(XTAL1/TOSC1) PBS ] 9 20 {JAvVCC
p (XTAL2/TOSC2) P87} 10 191PBS5 (SCK) digital pin 13 (LED)
| digital pin 5 (T1yPD5 [} 11 181 PB4 {(MISO) digital pin 12
| dfgftal p‘ln & {AINO) PD& ] 12 17 {1 PB3 {(MOSI/OC2) digital pin 11 (PWM)
., digital pin 7 (AfNU PD7 13 16 L1PB2 (SS/0C1B) digital pin 10 (PWM)
digital pin 8 (ICP1)PBO ] 124 15 1PB1 (OC1A) digital pin 9 (PWM)
ATmega8

Figure 3.4: The data sheet for Arduino Mega .

3.4.2.1Power

The Arduino Mega can be powered via the USB connection or with an external power
supply. The power source is selected automatically.

External (non-USB) power can come either from an AC-to-DC adapter (wall-wart) or
: battery. The adapter can be connected by plugging a 2.1mm center-positive plug into the board's
: power jack. Leads from a battery can be inserted in the Gnd and Vin pin headers of the power

connector.

The board can operate on an external supply of 6 to 20 volts. If supplied with less than 7V,
however, the 5V pin may supply less than five volts and the board may be unstable. If using
more than 12V, the voltage regulator may overheat and damage the board. The recommended

range is 7 to 12 volts.

The power pins are as follows: ;
° Vin :- The input voltage to the Arduino board when it's using an external power source

(as opposed to 5 volts from the USB connection or other regulated power source). You
can supply voltage through this pin, or, if supplying voltage via the power jack, access it

through this pin.

® 5V. The regulated power supply used to power the microcontroller and other comp(?nents
on the board. This can come either from Vin via an on-board regulator, or be supplied by
USB or another regulated 5V supply.
29




o 3V3.A 3.3 volt supply generated by t ;
o Yy the on-board FTDI chip. Maximum current draw is

e GND. Ground pins.

3.4.2.2Memory

the EEPROM library).

3.4.2.3Input And output

Each of the 54 digital pins on the Mega can be used as an input or output, using pin
Mode(), digital Write(), and digital Read() functions. They operate at 5 volts. Each pin can
provide or receive a maximum of 40 mA and has an internal pull-up resistor (disconnected by
default) of 20-50 kOhms. In addition, some pins have specialized functions:

o Serial: 0 (RX) and 1 (TX); Serial 1: 19 (RX) and 18 (TX); Serial 2: 17 (RX) and 16
(TX); Serial 3: 15 (RX) and 14 (TX). Used to receive (RX) and transmit (TX) TTL
serial data. Pins 0 and 1 are also connected to the corresponding pins of the FTDI
USB-to-TTL Serial chip.

o External Interrupts: 2 (interrupt 0), 3 (interrupt 1), 18 (interrupt 5), 19 (interrupt 4),
20 (interrupt 3), and 21 (interrupt 2). These pins can be configured to trigger an
interrupt on a low value, a rising or falling edge, or a change in value. See the attach
Interrupt()function for details.

e PWM: 2 to 13 and 44 to 46.Provide 8-bit PWM output with the analog
Write() function.

e SPI: 50 (MISO), 51 (MOSI), 52 (SCK), 53 (SS).These pins support SPI
communication, which, although provided by the underlying hardware, is not
currently included in the Arduino language. The SPI pins are also broken out on the
ICSP header, which is physically compatible with the Duemilanove and Diecimila .

| The Mega has 16 analog inputs, each of which provide 10 bits of fesolut.ion (i.e. 1024
different values). By default they measure from ground to 5 volts, though is 1t.p0551b1e to change
the upper end of their range using the AREF pin and analog Reference() function.

‘ * AREF. Reference voltage for the analog inputs. Used with anaflog Refer;:r}[ce()cid e
* Reset, Bring this line LOW to reset the microcontroller. Typically used to a

Shields which block the one on the board.
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3.4.2.4Communication

The AzArx(riiLil:cl)O MZfia has ha numbc?r of facilities for communicating with a computer,
another > other microcontrollers.  The ATmegal280 provides  four

hardware UARTS for TTL (5V) serial communication An FTDI F
. T232RT,
one of these over USB and the FTDI drivers (included wj on the board channels

yirtual com port to software on the computer. The Arduin
which allows simple textual data to be sent to and from the Arduino board

T.he RX and TX LEPS on the board will flash when data is being transmitted via the
FTDI chip and USB. COI?nectlon to the computer (but not for serial communication on pins 0 and
(1), A Software Serial library allows for serial communication on any of the Mega's digital pins.

The ATmegal280 also supports I2C (TWI) and SPI communication. The Arduino
software includes a Wire library to simplify use of the 12C bus.

Physical characteristic and shield compatibility :-

The maximum length and width of the Mega PCB are 4 and 2.1 inches respectively, with
the USB connector and power jack extending beyond the former dimension. Three screw holes
allow the board to be attached to a surface or case. Note that the distance between digital pins 7
and 8 is 160 mil (0.16"), not an even multiple of the 100 mil spacing of the other pins.

The Mega is designed to be compatible with most shields designed for the Diecimila or
Duemilanove. Digital pins 0 to 13 (and the adjacent AREF and GND pins), analog inputs 0 to 5,
the power header, and ICSP header are all in equivalent locations. Further the main UART
(serial port) is located on the same pins (0 and 1) (pins 2 and 3 respectively).

3.4.2.5 Interfacing between Arduino and other device

This board explain interface between Arduino and Ultrasonic sensor, how the pin of
sensor connect with pin of Arduino.

o and Ultrasonic sensor.

Figure 3.5:Interface between Arduin o
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Created 4 Sop 2010
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Thls exssple code is in tha public domain.

hetp:/amn.ard ainn.cc/cnlmtariallsam::;:h
*/

/7 these conctants won't changas
<©onst int analogPin = A0

// the pin that the potentionater is attached to
const int ledCount = ic;

/¢ the nusber of LNy in the bar graph

int ledPins(} = {
2, 3. 4,5,6, 7,0,3,10,11 }; /) an array of pin numbars with iD=

void setup() {
// loop over the pin array and we: them all %o outputs
for (iat thialed = 0; thisLed < ledCount; thisLedes) {
pir—‘iodu(lcd?inn(:hl:kd], oUTPUT};

Figure 3.6: A prototype for the subsystem of Arduino.

Figure 3.7explain interface between Arduino and ZigBee, how the pin of ZigBee connect
with pin of Arduino , ZigBee will work as transmission and received device.
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Figure 3.7:Interface between Arduino and ZigBee.
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3.4.3Keypad
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Figure3.8 : internal component of keypad.
3.4.4ZigBee

1 vee ¢ Power supply

2 DouT Output UART Data Out

3 DIN / CONFIG Input UART Data In

4 DO8* Output Digital Output 8

) RESET Input Module Reset (reset pulse must be at least 200 ns)

6 PWMO/ RSSI Output PWM Output 0 / RX Signal Strength Indicator

7 PWM1 Output PWM Output 1
L8 [reserved] : Do not connect

9 DTR/SLEEP_RQ/DI8 Input Pin Sleep Control Line or Digital Input 8

10 GND - Ground

i AD4 /DI04 Either Analog Input 4 or Digital /0 4

12 CTS /DI07 Either Clear-o-Send Flow Control or Digital /0 7

13 ON/ SLEEP Output Module Status Indicator
T VREF Input Voltage Reference for A/ID Inputs

15 Associate / AD5 / DIO5 Either Associated Indicator, Analog Input 5 or Digital /O 5
J\ RTS /AD6 / DIO6 Either Request-to-Send Flow Control, An§l§g Input 6 or Digital /0 6

17 AD3/DIO3 Either Analog Input 3 or Digital /O 3
\ . o

18 AD2/DIO2 Either Analog Input 2 or Digital 0 2
\ .

19 AD1/DIOA Either Analog Input 1 or Digital /O 1
W ' Analog Input 0 or Digital 0 0

e ADO/ DIOD Either

Table 3.3 : Datasheet for ZigBee.
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This component used to sending and recejved the

P i, an diicailitorad Hoc i iho e data from and to PC, and from and to

=z
DI (data in) DI (data in)
o n
 CTS o = P
Microcontrolier i XBee | 2
b6, e ;
— (d_ata ou) | Module Module | DO (data out) Microcontroller
RTS RTS
$

Figure3.9 : ZigBee.

Data enters the module UART through the DI pin (pin 3) as an asynchronous serial
signal. The signal should idle high when no data is being transmitted.

Each data byte consists of a start bit (low), 8 data bits (least significant bit first) and a
stop bit (high). The following figure illustrates the serial bit pattern of data passing through the
module.

Least Significant Bit (first) %
1 1 1 1 1 0 0 0

Idle (high 3 1 .

v R L ! ! ysRT Signal
1] i i 1 H i ]
i i i ] H 1
R e
Voltage 1 ﬁ } i 1 i 1 i i 1 1 i

Start Bit (low) Stop Bit (high)
i Time >

Figure3.10 : data packet as transmitted through the ZigBee.
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3.4.4.1 Packet format analysis

cancellation book message.

e

1: Header ( 2 bytes ).
2: Mobile Number ( 5 bytes ).

3: Type of message ( 2 bits ).
4: Zone number (1 byte ).
5: Status of sensors ( 1 byte ).

6: Password to open the slot ( 3 byte ).

Example 1 :
#700599278949006511010111254698
#% : Header bytes.

0599278949 :Mobile Number.

00 :Type of message (request book message).

| 65: Zone number.
11010111 : Status of sensors, 1 means full, 0 means empty.

254698: Password to open the slot.

Example 2 :

#0599123456118801110100569875

## : Header bytes.

- 0599123456 : Mobile Number.

| 1 Type of message (cancellation book message).
88 : Zone number.

01110100: Status of sensors, 1 means full, 0 means empty.

369875: Password to open the slot.
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Example 8
&@0598987456012501 110100457425

&(@: Header bytes.

0598987456 : Mobile Number.

01 : Type of message (confirmation message).

25 : Zone number.

01110100 : Status of sensors, 1 means full, 0 means empty.
457425: Password to open the slot.

3.4.4.2Addressing

Every RF data packet sent over-the-air contains a Source Address and Destination
Address field in its header. The RF module conforms to the 802.15.4 specification and supports
both short 16-bit addresses and long 64-bit addresses. A unique 64-bit IEEE source address is
assigned at the factory and can be read with the SL (Serial Number Low) and SH (Serial Number
High) commands. Short addressing must be configured manually. A module will use its unique
64-bit address as its Source Address if it's MY (16-bit Source Address) value is “OXFFFF” or
FUXEFFE”,

To send a packet to a specific module using 64-bit addressing: Set the Destination
Address (DL + DH) of the sender to match the Source Address (SL + SH) of the intended
destination module.

To send a packet to a specific module using 16-bit addressing: Set DL (Destination
Address Low) parameter to equal the MY parameter of the intended destination module and set

the DH (Destination Address High) parameter to '0'.

We use addressing to divide the park to zones, and give each zone Special address that
used to reach it easily, and that be the park more organized.
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Chapter 4
Software Requirement Specification

In this chapter, we describe the requirements of o
show how the project works.

ur project, making simple scenarios to

4.1 Requirement Description

4.1.1 Actors

4.1.1.1 Administrator
1. Logging on and access the system.
2. Maintain the system.
3. Monitor the system.

4.1.1.2 Driver
1. Request reservation.
2. Enter or exit car in certain slot.

4.1.2 Usage Scenario
4.1.2.1 Administrator
4.1.2.1.1 Logging on and access the system

Use Case Logging on and access the system

Primary Actor | Administrator

Goal in Context | Enable the admin to access the system.

The admin log on system.

The admin chooses display data on screen.

The system preview a list's of data.

The admin can deal with data (delete, add, and

update the data).

Scenario

U I

Table 4.1 - Logging on and access the system.
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4.1.2.1.2 Maintain the system.

Maintain the system

-
Primary Actor

Administrator

- .
Goal in Context

The admin able to Maintain the system.

Scenario

%
2.
3t

The admin log on system.
The admin checks display data on screen,
The admin checks GSM transceiver andzigBee

transceiver performance by send and receive
messages.

Table 4.2 : Maintain the system.

4.1.2.1.3Monitor the system.

Use Case

Monitor the system

Primary Actor

Administrator

Goal in Context

The admin able to Monitor the system.

Scenario

il

4.

The admin log on system.
The admin can display and see the data flow to

and from server.
The admin checks GSM transceiver and ZigBee

transceiver performance by send and receive

messages .
The admin monitor the park and mange it.

Table 4.3 : Monitor the system.
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4.1.2.2Driver

4.1.2.2.1 Request Reservation

Request Reservation

Primary Actor

Driver

Goal in Context

The driver can request reservation remotely.

Scenario

1. The driver send SMS to Gsm park for request
reservation.

2. The system will ask driver to confirm request.

3. The driver send SMS to GSM park for confirm
request.

4. The system will reserve slot , then send to
driver details of reserved slot.

Table 4.4 : Request Reservation.

4.1.2.2.2Enter or exit car in certain slot

Use Case

Enter or exit car in certain slot

Primary Actor

Driver

Goal in Context

The driver can Enter or exit car in certain slot
that reserved remotely.

Scenario

1. The driver enter the password to open slot.

2. The system will check the password, if it's
correct the slot will open .

3. The driver Enter or exit car in certain slot

that reserved remotely.

Table 4.5 : Enter or exit car in certain slot.
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42 Flow Chart
4.2.1Booking Flow Chart

This flow chart explain how the driver will booking the park? and what follow this

booking?
e Start 3
\w’/
y " Requestto book //
fgl'
/  PCreadstate of
A slots paric
/
i
| > /__: g: &
No i © We have ;
% em Pty P'H(‘ y __Y_ES__
?
i . Send to mobile to
bt ki Confirm his raquist
2 Mobhile : v
: NO confirm his L —Yes
: reauest ?
5
| j! System book slot using gate |
i
send to mobile: #of his slot,
password, some information
| —_— ’-T.:n}“f"”} :
aas o rcl.;rge cost of first hour booked
' i
¢ End 3
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42.2 Entry F low Chart

river entep passwnrﬂ- by 5
iL keypad

| Y
is

8 password
correct 7

r
!
i

i 1 Gate open the park

_

Yes <
reservation —ﬂ
? v

:

! o

é " You have a
i

I

|

Driver parked his car

: ;

i oo L /

! | Start time counting

‘ Y B gt bW b i

‘ Enter a correct password Make your reservation l

| e

| | System close slot using
G s : gate

| To Flow chart 1 *
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4.2.3 Exit Flow Chart
is flow chart explain ; SRS o
Th plain how the driver wil] ex;t his car from the park?
P’,/‘ Driver enter passwarg by
/ keypad
— d
e i S
’r
: G Is
’ < a passward Nas
!
‘ correct ?
1‘
Enter a correct password
E | R ot
: v Stop timer
' send to mohile warning |
WATaEe ; Calculate time and cost
o
| e
F
r
’1 NO is the Ves
\ driver pay?
f
Please pay the fee of Gate open the park
booked |
— "E:dting car
I
|
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4.2.4 Billing Flow Chart
This flow chart explain how the driver Will pay cost of his book?
Reauest to baal ‘
Y.
Ty
,l\ﬂ) : /-" Is phone Yes
Si—— num, in p—
DataBase ¥ - '
X g 2
Modify the Data Base to add D " : %
number of new phone NO g i s :ve : o
] enoug
balance?
Charge cost of reservation |
System open gate
v
tﬁn to Administration to pay cash"

|
|
f
|
3
|
i

44




-

43 Step by Step Scenario

This scenario will show our project ste

o p by step, fi . .
driver come to park to exit his car, and billing P, Irom driver request to book, until the

for time was booked:
j.Adriver send a book request using SMS from the mobile to GSM modem in the park
9. GSM modem transfer the SMS to the PC through USB.

3. PC program read message of request book and analysis it .

4, PC program return to data base to check statues of sensor

o s to decide there are empty slots or
no empty SIOLS.

5. If no empty slots, PC program send to GSM modem instructions to send message to driver
mobile " Thank You No Empty Park !! "

6.If we have empty slots, PC program send to GSM modem instructions to send message to
driver mobile " Please confirm your request !! .

7.1f the driver don't confirm the request, system will ignore the request.

8. If the driver confirm the request, PC program send to Arduino microcontroller instructions
using ZigBee Transceiver device, Arduino microcontroller close park slot using gate.

9. PC program send to GSM modem instructions to send message to driver mobile that Contain
number of booked slot park, Password, and some information.

10. When the driver reach the slot park that was booked, driver enter the password using keypad.

11. Arduino microcontroller read the password from keypad, then send the password to PC
program using ZigBee Transceiver device, to check it.

12. If the password not correct, PC program send to Arduino microcontroller instructions using
ZigBee Transceiver device, Arduino microcontroller show message on display of keypad " The
Password is Not Correct, Please Enter The Correct Password !! ".

13.If the password correct, PC program send to Arduino microcontroller instructions using
ZigBee Transceiver device, Arduino microcontroller open park slot.

14. Driver enter the car in slot, Arduino microcontroller close the slot using gate.

15. Arduino microcontroller send the new statues of sensors and time of start book to PC
Program using ZigBee Transceiver device.

16. PC program refresh the data base with the time of start book and the new statues of sensors.

17. When the driver come to exit car from slot park, driver enter the password using keypad.

18. Arduino microcontroller read the password from keypad, then send the password to PC

Program using ZigBee Transceiver device, to check it.

19. If the password not correct, PC program send to Arduino microcontr.oller instructions using
ZigBee Transceiver device, Arduino microcontroller show message on display of keypad " The

” n
Password is Not Correct, Please Enter The Correct Password !! ".

20. If the password correct, PC program calculate time and cost.
45




1. PC program charge the cost by one of the m
ethod that wil] i]
ustrate later.

92, PC program send to Arduino microcontrolle

) : I instructi . ?
Arduino microcontroller open park slot. ctions using ZigBee Transceiver device
93, Driver exit the car from slot park.

_ Arduino microcontroller
24 send the new statues of sensors to PC p
rogram using ZigBee

Transceiver device.

95. PC program refresh the data base with the new statues of
Sensors.
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i Chapter Five




Chapter 5
System Implementation

In chapter 3, we discussed the conceptual desi
idea, the main system parts, flow charts that describes their i

5.1 Hardware system implementation

5.1.1 Detailed Circuit Design

The system consists of three types of nodes: mobile node, reference node and the
coordinator node.

Figure 5.1 : General Block Diagram for Sub-Systems.
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51.1.1 The Coordinator Node

. oud
X

)

Figure 5.2 : USB-GSM modem, PC together.

Figure 5.3 : XBee, PC and the dongle all together.

On the other hand, the power is fed to the fixed node through an AC-DC power adaptor
with 7.5V and a maximum supplied current of 250mA. This voltage is passed through voltage
regulation stage to power the XBee.

1300006688605

m}'\“ﬁi\ngm i

O
¢z 0008060 Q.O?} v,

.() = e P
"y
o)

=

Figure 5.4 : Circuit diagram of the coordinator node.
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5.1.1.1 The Coordinator Node

Figure 5.2 : USB-GSM modem, PC together.

Figure 5.3 : XBee, PC and the dongle all together.

On the other hand, the power is fed to the fixed node through an AC-DC power adaptor
with 7.5V and a maximum supplied current of 250mA. This voltage is passed through voltage

regulation stage to power the XBee.

o

L=

1 Al?!‘if : s ‘:
+ Mi‘l “‘\ngm ,.;f; "‘i

.3 0000060000

)
v= 000060000604

iagram of the coordinator node.

r node is the XBee module, it is 20 pin transceiver
e Vee, GND (power lines) and Dout, Din (serial
indicate a packet reception on from the wireless

this pin XBee module generates a pulse width
cy is varying accoding to the RSSI value of the
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d 5
The 2"°component in the coordinator node i
petween the administrators laptop and the gy ° USB-GSM modem, its transceiver SMs

2 Vers mobiles, we haye four
S ) t :
firstlys Request Reservation Message the direction of this message from mglI:i?: t(:)fl;ii?g:hse

n n
driver send the character R. to reserve slot. Secondly, Request to confirm the direction of this
message from laptOI? to mobile, laptop .ask the driver to confirm request by send code as "4423"
Thirdly, Confirmation Message the direction of this message from mobile to laptop, the drive;
» Reservation Message the direction of this

message from le%ptOp to mobile, laptop send number of reserved slot, password, and some
information to driver. Gt

X 1 e

< L MJ
. 0890980455
m | ‘

To confirm reservation
please send: 4423

Number of slot reserved: A2
Password : 744285

Thank you for using our
system.
Figure 5.5 : Type of Messages.

5.1.1.2 The Mobile Node

In our system, we used the short message serves ( SMS ), that mean all type of phones

can connect easily with our system.

Figure 5.6 - Type of Phones.
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The 2ndcomponcm i e Coordinan. |
petween the administrators 1aptop and the 1
firstly, Request Reservation Messane (1 1
driver send the character " R " 10 feteiVe ol

message from laptop to mobile (a0

~ Thirdly, Confirmation Meassagy 1 _ Y
send the code to confirmy seweivaih | |
message from laptop 0 mob
information to driver.

COOorainaior

OIroLier to confrol with the

S——

51.1.2 The MobileWlle >

In our system, we ased i

Figure 5.7 : The Reference Node.




51.1.2 The Reference Node

XBee Pro Module, Arduino Me

4 > 82 2560, Ultrasonj D X K
gl there component together are Reference Node shojvsr? ?;CF?;SOE ;J O
_ 1ei5.7:

o open the reserved slot.

-
¥
] : P2
¥ * 1
i
© 2y :
- \:é ih #f
.*é;j.\‘— oy
9,' i ! i;‘
o &
?

#'\l‘

|
l'gﬁ-c
fluﬂuﬂ

LIHEASRAR g
—

#
4
g

Figure 5.7 : The Reference Node.
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5.2Software system implementatjop

We will discuss the real methods, objects, and interfaces for software program

52.1 Main Interface

This is the main interface for our pro gram, the
xBee PRO Module and USB-GSM Modem as shown
not connect because that the tabs of program doesn't

program doesn't operate before connect
in Figure 5.8, the module and modem are
appear to use.

ISADD

| Connection [Siotes [ Reservation

. “Connection Setup — —
" SMS Modem Port Name

|ZrE WA Device (comin) =

Connect SMS Modem

~XBee PortName

|UsB serial Port (COM12) v

Connect Xbee PRO

Connection Status -
Connection Stats : [ Disconnect |
Not Connected S

|Message =
=

Figure 5.8 : The Main Interface before connect XBee PRO Module

and USB-GSM Modem.

t
i
|
!
i
:
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| Connection | siotes [ Reservation | Messages | Data Fiow [bee |

-Connection Setup

SMS Modem Port Name ——

|ZTE WMEA Device (comn) v]

Connect SMS Modem

L _eccutel. a3
>t
£
0
m
ol
Q
8.
e
ar
=]
i

USB Serizl Port (COM12)

i Connect Xbee PRO

|

f

!'

| Connection Status

Connection Status : ( Disconnect '
Connected at COM10

|Modem is connected at PORT COM10

Figure 5.9 : The Main Interface after connect XBee PRO Module
and USB-GSM Modem.

53




5.2.25lots Interface

In this interface the administrator can

monitor the Status of slots, f
1 rved, reserved when t e ots, free when the slot
doesn't 1€SEIVEL, he slot does reserved, full when the driver enter the car in slot.

I

(2 MysmsApps g o

[comesion] S Resevation [Wesms oo T |
B e ————
2nd :

L AddSlote j

__ MobNum

e

[ ClearDataBase ]

-Connection Status

Connection Status : D‘ :
Connected at COM10 s

»-

_—

(Modem is connected at PORT COM10

Figure 5.10 : Slots Interface and status of slots are free.
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. Connection Status -
Connection Status ¢ ;
Connected at COM10 Disconnect

| Modem is connected at PORT COM10

i)

Figure 5.11 : Slots Interface and status of slot reserved.
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5203Reservation Interface

on billing system, when the driver hasn't

;o ministrator to pay cash, the administrator
will enter reservation interface and check the cost of reservation and bjllj

bill i
the driver exist the car from slot. SRBitie Criver to enable

_MobNumber _ Bookingtime
+972588425515 ; 1043

+972599765867

- Connection Status
Connection Status :
Connected at COM10

Monnmed at PORT COM10 _

Figure 5.12: Reservation Interface.
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52,4Message Interface

In this interface the administratoy can monitor

conﬁrmatlon reservation, and the number of iver s

b’che messages of reservation, messages of
ile.

S e

lcmcvonls'om IaewvamﬂW s

DataFlow' e - A , |
AIn'dex SentTrme Sender Message
0 15[05]10 21: 49: 09+12 +972598425515 [ e
1 15/05/10,21:49:36+12 +972598425515 4423 '
¢ l 1] ’ E

Comecﬁon Status

Connected at COM 10 -

* Modem is connected at PORT COM10

Figure 5.13 : Message Interface.
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52.5Data Flow Interface

This interface display all message reac, the USB-GsM d
odem.

[Connection | Siotes | Reservation IW e

DataFlow —

Index: Date: 15/05/10,21:49:09+12 Sender: +972598 2
Date: 15/05/10,21:49:36+12 Sender: +9725084 e

- ot 25515 Message: -  Date:
15/05/10,21:51:09+12 Sender: 4972598425515 Meskage: bty . 0ex: Date:

e

Connection Status -
Connection Status :
Connected at COM10

.|[Modem is connected at PORT COM10
e

Figure 5.14 : Data Flow Interface.
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5,3 Conclusion

iemperature of Arduino that effe

- ruction will be low ct on speed of processing, that

in » We need more time to do some instn,l i mean the speed of execute the
ction.
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54 Recommendations

For the future works, we recommended the following:
{, Try to use extended range XBee modules to reduce the cost even more
9. Make android application to become available.
3, Use GPS to determined the better park for the locution of driver.

4, Execute the system in multi floor and connect aj] systems.

5,Will discount the fee of reservation by android application.
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ygee®/XBee-PRO® ZB RF Moqyj
ies

B
ZigBee RF Modules by Digi International

Models: XBEE2, XBEEPRO2; PRO S2B
Hardware: S2 and S2B

Firmware Versions:
- 20xx - Coordinator - AT/Transparent Operation
. 21xx - Coordinator - API Operation

- 22xx - Router - AT/Transparent Operation

- 23xx - Router - API Operation

- 28xx - End Device - AT/Transparent Operation
- 29xx - End Device - API Operation

Digi International Inc.

11001 Bren Road East
Minnetonka, MN 55343

877 912-3444 or 952 912-3444

http://wwwdigi.com
90000976_K
March 2012




oRO® ZB RF Moduiles
B —— ) B
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y s eproduced in ap
by any means without the written Permission of Digi
form or

Internationa], Ine.
® is a registered trademark of the ZigBee Alliance,
Zigbee

®and XBee-PRO® are registered trademarks of Digi International, [nc.
XB

. Phone: (866) 765-9885 toll-free U.S.A. & Canada
pnicel SupPOTt: (801) 765-9885 Worldwide
8:00 am - 5:00 pPm [U.S. Mountain Time]
Online Support: http://www.digi.com/support/eservice/login.jsp
Email: rf-experts@digi.com
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! {ransm1ss1on, Addressing

, and Routing
\\ﬁ_

& 64-bit and a 16
16~ fACE T
bit address. The characteristics of each are

16-bit Device Addresses

A device receives @ 16-bit address when it joins a ZigBee network. For this
called the "network 2ddress”. The 16-bit address of 0x0000 js reserved for
receive a randomly generated address from the router or coordinator devic
address can change under certain conditions:

reason, the 16-bit address is also
the coordinator. All other devices
e that allows the join. The 16-bit

+An address conflict is detected where two devices are found to have the same 16-bit address
*A device leaves the network and later joins (it can receive a different address)

All ZigBee transmissions are sent using the source and destination 16-bit addresses. The routing tables on
ZigBee devices also use 16-bit addresses to determine how to route data packets through the network.
However, since the 16-bit address is not static, it is not a reliable way to identify a device.

To solve this problem, the 64-bit destination address is often included in data transmissions to guarantee data is
delivered to the correct destination. The ZigBee stack can discover the 16-bit address, if unknown, before
transmitting data to a remote.

Application Layer Addressing

ZigBee devices can support multiple application profiles, cluster IDs, and endpoints.. (See "ZigBee Application
Layers - In Depth" in chapter 3.) Application layer addressing allows data transmnssno'ns to be .add.ressed to
specific profile IDs, cluster IDs, and endpoints. Application layer addressing is useful if an application must

*Interoperate with other ZigBee devices outside of the Digi application profile
*Utilize service and network management capabilities of the ZDO
*Operate on a public application profile such as Home Controls or S

The API firmware provides a simple yet powerful interface that can easily
and cluster ID combination on any device in a ZigBee network.

mart Energy.
send data to any profile ID, endpoint,

Data T 2% ol
ra
2 ransmission

s. Unicast transmissions route data from

ission AR
transmiss y or all devices in the

t transmissions are sent to man

Ug8ee data packets can be sent as either unicast or broadcast

0 : :
n:tews"”rce device to one destination device, whereas broadcas
ork,

n
(8]




ROG 7B RF Modules

(B

roadeast Transmissions

groadcast transmissions within the ZigBee protoc
qetwork such that all nodes receive the transmis 9| are in
ve a broadcast transmission will retransmit tSrl‘cn. To

€ pack

tended to b
e propagated
throughout
the entire

| ’ C dl at l
m t 1S “le Qordin or audaln)ul&ls tt at

recel
et three times,

Broadcast Data Transmission

E
E
E
R
R R
C
R R E

Legend
C=Coordinator R
R=Router E E
E=End Device

:Eryr;:tetgit t;ansmits the broadcast.will also create an entry in a local broadcast transmission table. This
nsritiag EO eep track of each received broadcast packet to ensure the packets are not endlessly

. Each entry persists for 8-seconds. The broadcast transmission table holds 8 entries.

must reserve buffer space for a copy of the data packet. This
dcast packets will require more buffer space. This
the user does not and cannot change any buffer

zz;sth broadcast transmission, the ZigBee stack
informa:Zed to retransmit the packet as needed. Large broa
e n on buffer space is provided for general knowledge;

ing. Buffer spacing is handled automatically by the XBee module.

Si W
nce broadcast transmissions are retransmitted by each device in the netw
Used sparingly.

ork, broadcast messages should be

U .
Nicast Transmissions

on device. The destination device
way. Unicast transmissions that are
n device. See the

vice to another destinati

|d be several hops a
te to the destinatio

Uni e
couTjSt transmissions are sent from one source de
sent be an immediate neighbor of the scurce, or it cou :

along a multiple hop path require some means of establishing a rou

'RF : ;
Packet Routing" section in chapter 4 for details.

AddresS Resoll-ltion /’/’—/’_
a 16-bit (network) address and a 64-bit

T i ork has both .
h device in 2 Zlqisz gifjwassigned to the device during manufacturing, and the
ni

i\:mentioned previously, eac
xtended) address. The 64-bit address is U

>
Bo ]

':f.‘h :
\DNI It
Hehiationg) Inc //’_——
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e}
Sy
2D

Add

fg-‘ ¢ ’
8 blienlﬂlm;m/ IITL.

r AN
R RF Modites

16-bit address is obtained after Joining a network, The 16
cgnditionS-

ination device's 16-pi
outing the data Ce's 16-bit

To discover a 16-bit address of a remote, the device

: . initiating the discove
e transmission. Th_e address discovery broad

Rpsecs S cast includes the g4.-
whose 16-bit address is Being requested: Afi'n & Rceive this fans

in the payload and compare it to their own 84-bit address, 1f the address
response packet back to the initiator. This response includes the remote’
discovery response is received, the initiator wil| then transmit the data.

Y sends a broadcast address

bit address of the remote device
mission check the 64-bit address
€S match, the device sends a

s 16-bit address. When the

ress Table

Each ZigBee device maintains an address table that ma
transmission is addressed to a 64-bit address, the ZigB
with a matching 64-bit address, in hopes of determinin
address is not found, the ZigBee stack will perform ad
bit address.

Sample Address Table

owbicAiaress. s
0013 A200 4000 0001

Ps @ 64-bit address to a 16-bit address. When a
€e stack searches the address table for an entry
g the destination's 16-bit address. If a known 16-bit
dress discovery to discover the device's current 16-

Ox g

0013 A200 400A 3568 | 0x1234

0013 A200 4004 1122 | 0xC200

0013 A200 4002 1123 | OxFFFE (unknown)

i icati ingle device (e.g.
ble entries. For applications where a sing .

ules can store up to 10 address ta ‘ B c e (89
Z:c?r;(ii:or:)oriay send unicast transmissions to more than 10 devices, the .appl};c:ti;geseiz:at Wiﬁsend e
address table to store the 16-bit and 64-bit addresses for each reli'nott;:ec\:r::ethenysend wrE R e
i . The applica s
should also use API firmware . ilesten 2 s ety

t604 ";9"edt: i ;ir:::e;Bee in the API transmit frames which will significantly reduc

-bit addresses

; : i throughput. .
e el I the size should ideally be larger than the maximum number

tain a
If an application will support an address table, ntry in the address table should con

of destination addresses the device will communica‘te ‘:jv::]e.siad] €
64-bit destination address and its last known 16-bit a : lication should search the address

- ission to a destination 64-bit address, the_appd ss should be populated into the
When sending a transmls§lon : If a match is found, the 16-bit ad e ddress should be set to OxFFFE
Tt e ?4;bltA?>cIj(jf:':s:e If a match is not found, the 16-bit addr
16-bit address field of the :

(unknown) in the API transmit frame.

ing frames:
: s in the following
The API provides indication of a remote device's 16-bit addres

*All receive data frames

Rx Data (0x90)

Rx Explicit Data (0x91)

I0 Sample Data (0x92)

Node Identification Indicator (0x95)
Route Record Indicator (0xA1)

etc.

sTransmit status frame (0x88)

Uy
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rece ) ently kno ble when on
the application should set the 16-bit address in the tab\;\;nté %‘b;::address If a transmisesnoc:nﬂ;:islj ey
: XFFFE (unkng re occurs
Fragmentatlon A

routing can reduce this number. See the NP comm
a ZigBee feature called fragmentation that allows
RF transmissions and reassembled by the receive
image below.

S.

a single large ; However, the XBee z8 firmware supports

S ata packet to be broken up into multiple
ending data out its UART. This is shown in the

Tx Data l
i ket

| XBee
(AT or APL)

Rx Data

-

The API transmit frame can include up to 255 bytes of data, which will be broken up into multiple
transmissions and reassembled on the receiving side. If one or more of the fragmented messages are not
received by the receiving device, the receiver will drop the entire message, and the sender will indicate a
transmission failure in the Tx Status API frame. ZB firmware can only support one fragmented packet at a
time at the receive node, due to memory constraints.

Applications that do not wish to use fragmentation should avoid sending more than the maximum number
of bytes in a singie RF transmission. See the "Maximum RF Payload Size" section for details.

Devices will not receive or reassemble fragmented RF packets if RTS flow control is enabled (D6 command).

Data Transmission Examples

AT Firmware

To send a data packet in AT firmware, the DH and DL commands must be set to match the46:—;3|; agir(:‘st:(:
the destination device. DH must match the upper 4-bytes, and DL must ma';cg g]oeol:))c‘;voeorooogoeodoo e
coordinator always receives a 16-bit address of 0x0000, a 64-bit address of D)l(bi and DL are 0x0Q, which
defined as the coordinator's address (in ZB firmware). The default values 0 '

sends data to the coordinator.

Examp|e 1: Send a transmission to the coordinator.

(In this example, a '\r' refers to a carriage return character.)

set the destination address (DH and DL

A router or end device can send data in two ways. First,

commands) to 0x00.
1. Enter command mode (v+++.) .
ollowing commands:

2. After receiving an OK\r, issue the f

a. ATDHO\r
b. ATDLO\r
c. ATCN\r - response.
turned an OK\r icast transmission
i he 3 commands re : ent as a unicas
gl L Comner d values all serial characters will be s
4. After setting these command v 4
to the coordinator. i
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alternatively, if the coordinate®'s 64-bit aqq

ress j
address. Suppose the coordinator's addres IS known, pH and DL

: ca
siis 0X0013A200404A2244 N be set to the coordinator's 64-bit

1. Enter command mode (‘+++"
2. After receiving an OK\r,
3. ATDH13A200\r
b. ATDL404A2244\
c. ATCN\r

ISsue the following cOmmands:

3. Verify that each of the 3 commands returned an OK\r resp
onse,

4, After setting these com !
: mand values, all serial characters will b v
to the coordinator. € sent as a unicast transmission

API Firmware

Use the transmit request, or explicit transmit re

quest frame (0x1 & ;
the coordinator. The 64-bit address can either b (910 and Ox11 respectively) to send data to

€ set to 0x0000000000000000, or to the 64-bit address of
ity &t to OxFFFE when using the 64-bit address of all 0x00s.
To send an ascii "1" to the coordinator's 0x00 address, the following API frame can be used:

7E 00 OF 10 01 0000 0000 0000 0000 FFFE 00 00 31 CO

If the explicit transmit frame is used, the cluster ID should be set to 0x0011, the profile ID to 0xC105, and
the source and destination endpoints to 0xE8 (recommended defauits for data transmissions in the Digi
profile.) The same transmission could be sent using the following explicit transmit frame:

7E00 1511 01 0000 0000 0000 0000 FFFE E8 E8 0011 C105 00 00 31 18
Notice the 16-bit address is set to OXFFFE. This is required when sending to a 64-bit address of 0x00s.

Now suppose the coordinator's 64-bit address is 0x0013A200404A2244. The following transmit request API
frame (0x10) will send an ASCII "1" to the coordinator:

7E 00 OF 10 01 0013 A200 404A 2244 0000 0000 31 18

Example 2: Send a broadcast transmission.

(In this example, a '\r' refers to a carriage return character.)
Perform the following steps to configure a broadcast transmission:
1. Enter command mode ('+++')
2. After receiving an OK\r, issue the following commands:
a. ATDHO\r
b. ATDLffA\r

c. ATCN\r

3. Verify that each of the 3 commands returned an OK\r response

; i oadcast
4. After setting these command values, 2l serial characters will be sent as a br

transmission.

API Firmware

ASCII "1" in a broadcast
This example will use the transmit request API frame (0x10) to send an
transmission '
; i i frame can be used:
To send an ascii "1" as a broadcast transmission, the following API
2
7E 00 OF 10 01 0000 0000 0000 FFFF FFFE 00 00 31 C SRR T
Notice the destination 16-bit address is st to OxFFFE for bro
RF
Mou‘ting to route data, each
i eral different ways to ;
Unicast transmissions may require some type of routing. ZigBee: mdcl;Jnd::es:avble o
g s OWn advantages and disadvantages. These are summarizé
g 56
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[Routing Approach ' Description i ’
Ad hoc On-demand Routing paths re creal b source toll
an

Distance Vector (AODV) | destination, possib ; G i AL
i “hons") F- y traversin i Use in network
Mesh Routing (*hops”). Each device kn 9 multiple nodes | 49 S thatwill not scale pe ond
i b
to next to eventually reac%w; :gg stt?nzeur:,?] oL nation devices, yond about

Many-to-One Routing | A single broadcast trans,
reverse routes on all dey
sends the broadcast

mission configures
Ices into the device that Useful when Many remote devices seng data to

asingle Jateway or collector device,

Source Routing Data packets include the entire m n etw
oute the packet | | i iency in large networks
| ok proves routing efficienc (]
s[ho(u_ d fraverse to get from source to (over 40 remote devices) s ;

Note - End devices do not make use of these routing protocols. Rather, a

n end device sends a unj issi i
parent and allows the parent to route the data packet in its behalf, I e

Note - A network cannot revert from Many-to-One routing to AODV routing without first doing a network reset (NR).

Link Status Transmission

Before discussing the various routing protocols, it is worth understanding the primary mechanism in ZigBee for
establishing reliable bi-directional links. This mechanism is especially useful in networks that may have a
mixture of devices with varying output power and/or receiver sensitivity levels.

Each coordinator or router device periodically sends a link status message. This message is sent as a 1-hop
broadcast transmission, received only by one-hop neighbors. The link status message contains a list of
neighboring devices and incoming and outgoing link qualities for each neighbor. Using these messages,
neighboring devices can determine the quality of a bi-directional link with each neighbor and use that

information to select a route that works well in both directions.
periodic link status messages. Suppose

f device B is +3dBm (considerably less
dicate the following:

For example, consider a network of two neighboring devices that send
that the output power of device A is +18dBm, and the output PO_WG" _°
than the output power of device A). The link status messages might in

+3dBm X power Link Status (B to A) _
/ Neighbor At
Outgoing Cost: Very Poorc1
+18dBm {x power Incoming Cost: Very Goo

Link Status (A to B)
Neighbor B:
Outgoing Cost: Very Good
Incoming Cost: Very Poor

Device B

]

Uy




ter or coordinator device powers i

ot : . onl It i
link qualities with its neighbors quicklysz‘;dS
nt at a much slower rate (about e‘verye; :

hen arou
giscover

s Sages av
3ges are sé €iNg powere ery couple s
messad d nds to attempt

: on fOr SO "
4 times per minyte) me time, the link status

400V Mesh Routing

7igBee employs mesh routing to establish a route betwee

alows data packets 0 traverse multiple nodes (hops) in annu;e i

Routers and coordlnat.ors can participate in establishing rou: work to route data

ocess called route discovery. The Route discovery process i:Sbbetween source
ased on the AOD

vector routing) protocol.

Sample Transmission Through a Mesh Network

ource devj
ICe and the destination. Mesh routin
g

f

al:zn; a spurce to a destination.

W estination devices using a
(Ad-hoc On-demand Distance

ng Algorithm

h node that store the next hop

e. If a next hop is not known,
ber of routes can be stored on
tion between many

- AODV (Ad-hoc On-demand Distance Vector) Routi

(i“t(irmed?a er the AODV protocol is accomplished using tables in each no

foute disg ry node between source and destination nodes) for a dest‘me?tlon nod

3 Router aieny “"‘USt take place in order to find a path. Since only a hmltgd num .

differentl route discovery will take place more often on a large network with communica
nodes.

:."_f‘il"idé D

gstination Address .

ter 6

Router 6

Router 6
ute reguest command.

¥ i oadcast 70
‘::oa tSOUrr;e node must discover a route 208 destination [ lttimeenj:.s?:i:;tion network address and a path
e roy a addr

€ request command contains the source network address: ¢ command is propagated Hotal s

Cost i
'®ld (a metric for measuring route quality). As the route requés

(>
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o (e
network (refer to the Broadcast Transmission), each node

ek that re-
cost field and creates a temporary entry in its routa discovery t;embr Oadcasts the message updates the path
e.

Sample Route Reques I o
quest (Broadcast) Tansmission Where R3 is Trying to D
P g to Discover a Route to R6

When the destination node receives a route request, it compares the ‘path cost’ field against previously received
route request commands. If the path cost stored in the route request is better than any previously received, the
destination node will transmit a route reply packet to the node that originated the route request. Intermediate
nodes receive and forward the route reply packet to the source node (the node that originated route request).

Sainple Route Reply (Unicast) Where R6 Sends a Route Reply to R3.

Legend
———33 First Route Reply
~———3 Second Route Repls

Note: R6 could send multiple replies if it identifies a better route.

Retries and Acknowledgments

icati ort (APS) layers. When data is
ZigBee includes acknowledgment packets at both the Mac and Application SupP (

mote device t ma traverse multiple op i i i itted
are i hops to rea wme destulatlon. As data is transmitt
nsmitted to vice, i y Itipl t ch

i itted in the opposite direction to
Ack) is transmitte il : ?
Bglen . gy 2t acknow[edgment e ( i t received, the transmitting device wi
indicate thatdfhft'-‘ot:’tasn:rer:?sr;ion, was successfully ceceived. If the Ack is no

: r acknowledgment.
retransmit the data, up to 4 times. This Ack is ca i cknowledgment packet (Ack)
nsmission exp

traversed, but in the opposite
se the same pa

lled the Mac laye
s to receive an @
In addition, the device that originated the tra th that the dat2

from the destination device. This Ack will traver

d
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N
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orts @ number of a
Bﬁrmware supp nalog and digita
xBe2 i i : 10 pi
and digita! IO lines can be set or queried. The fg O pins that are configured ¢
rough software
are commands.

”OWiI g tab e ‘StS ||e (:onf g(||‘ab e pins and thE correspond n
g

iodule Pin Names | ia

CcD/DIO2 4
PWMO/RSSIM/DIO10 | 6 BN
PWM/DIO11 7 Po\
DIO4 11 'm\
CTS/DIO7 12 z:\
ASSOC/DIOS 15 (56 e
RTS/DIOG 16 06

AD3/DIO3 17 03

AD2/DIO2 18 D2

AD1/DIO1 18 b

ADO/DIOD 20 Do

I0 Configuration

To enable an a igi i
- il mUS:ZIZQ;SZL:ég;?shl(t)hfunctlon on one or more XBee module pin(s), the appropriate configuration
' e correct parameter. After issuing th i
applied on the module for the IO settings to take effect. T s

d Unmonitored digitalinput
1 Reserved for pin-specific alternate functionalities
2 Analog input, single ended (A/D pins only)
3 Digital input, monitored
4 Digital output, default low
; Digital output, default high
& Alternate functionalities, where applicable
e updates the state of all

PU"~U ’
Pull- Presistors can be set for each digital input line using the PR command. The PR valu
UP resistors,

IOS

amP"ng
3| IC lines. 10 samples can be read

The
Bee ZB qit
mod ili 5 the analog and digi
ules have the ability to monitor and s;;:;[t:ilsn e curetd e states. (Only API firmware

%ally or
A
Sices ca;:ansm'tted to a remote device to provide in
send remote 10 sample data out their UART.)

S are t .
L: ree ways to obtain 10 samples, either locally o remotely:

& Digi

I
Lirfy i3] '{\
ie, mtl.”-’il' [”
A C.




periodic sampling
changé petection Sampling.

Jmple data is formatted as shown in the tabje below
08

Tt

B et L D Rs prin e e
N . : L a2 S i v e e i ST
_imjﬁer of sample sets in the Packet. (Always set to1) iR
s e e,
dlgltal 10 lin dlglta' 0 lines have sampling e'r"‘""-~~~...‘~.“_~_h~_—~—h
| € on the module, 9 enabled. Each bit corresponds to on

i
i

°bit0 = ADO0/DIOQ

* bit 1 = AD1/DI0O]

° bit 2 = AD2/D102

° bit 3 = AD3/D103

e bit 4 = DI04

° bit 5 = ASSOC/DI05
s bit 6 = RTS/DI06

* bit 7 = CTS/GPI07

° bit 8 = N/A

° bit 9 = N/A

e bit 10 = RSSI/DIO10
e bit 11 = PWM/DIO11
e bit 12 = CD/D1012

' Digital Channel Mask

~n

For example, a digital channel mask of 0x002F means DIC0,1,2,3, and 5 are enabled
as digital 10.
Indicates which lines have analog inputs enabled for sampling. Each bit in the analog
channel mask corresponds to one analog input channel.

e bit 0 = ADO/DIOO

’ e bit1 = AD1/DIO1
1 ; Analog Channel Mask I g
i s bit 2 = AD2/DIO2

» bit 3 = AD3/DIO3

e bit 7 = Supply Voltage
| A sample set consisting of 1 sample for each enabled ADC and/or DIO channel,
which has voltage inputs of 1143.75 and 342.1875mV.f i St
! . . [
i i 0 lines are enabled, the first two bytes of the 0@  set indicz
gfaa:;lyet::ggiﬂeldx digital 10. Only digital channels that are enabled in the Dlgtlatlzld Cglnaglneel
Variable l Sampled Data Set Mask bytes have any meaning in the sample set. If no digital 10 are ena

ice, these 2 bytes will be omitted. .
gz;fowing the digitygl O data (if any), each enabled analog channel l;l;l(;l(lj r:ft:;rln ZEng.
The data starts with AINO and continues sequentially fgr eau::h e:g og
; channel up to AIN3, and the supply voltage (if enabled) at the ena.

only if one or more 10 lines on the device are configu

red

The :
i disaitmpled data set will include 2 bytes of digital IO data
T #al10. 1f no pins are configured as digital 10, these
¢ digi A e
“atal 10 data is only relevant if the same bit is enabled in the digit

Analc u i j d such that
9 sam s ng Is scaled su
0X3FF ples are returned as 10-bit values. The analog readi rg sl V.) legisa ple

S L2V, (Th i o |
tas 2V (The analog inputs on the module canno analog inpu
aa;]lgg w!th AINO and ﬁnishi‘:'lg with AIN3, and the supply voltage. Only enabled
Wnin the figure below.

°C0nvn
"t the A/D reading to mV, do the following:

A(my
)= (a/D reading * 1200mv) / 1023

2 bytes will be omitted.

3l 10 mask.

0x0000 represents 0V, and

s are returned in order
t channels return data




analog input channels and returns an
andls command was received as a remot 10 sample. 1f 15 is sent | all
the e command, th ocally, the 10 : enabled digit,
mmand. +thelo s : samp| gital 10
the 15 €0 ample is sent over-th PI€ IS sent out the yART, 1f
~the-air to the devi .
vice that sent

[fthe IS command is issued in AT firmware, the mody|
i € return

above-
command data portion of the response frame

The following table shows an example of the fields i
S In an IS res
ponse.

x01

[1 sample set]
gig;;oc [Cigital Inputs: DI0 2, 3, 10, 11 low]
L [Afla'log. Inputs: AD 0, 1] a5
. [Digital njlput states: DIO 3, 10 high, DEEE&W“
o [Analog {nput ADIO 0= 0x3D0]

[Analog input ADIO 1=0x120]

periodic I0 Sampling

Periodic sampling allows an XBee/XB

y ee-PRO module to tak

a periodic rate. Th iodi : e an 10 sample and transmit i :

et Ot:e;ienc:dlc safmple rate is set by the IR command. If IR is set to %S”;Z:ZZQ e s
. values of IR, data will be sampled aft FRpsdic g

remote device. The DH : pled after IR milliseconds have elapsed and i

e :on?hDL comf'nands determine the destination address of the IO samplestrDa:s::dtt;?_to ;

P ﬁrmwarz COOrdlnaC::or, or to the 64-bit address of the remote device (SH an;i SL). Only 5

5 can send IO dat i ; : ;

dscard received 10 com e a samples out their UART. Devices running AT firmware will

Asleeping end device wi
ice will transmit jodi ; L
G resume sleeping, periodic I0 samples at the IR rate until the ST timer expires and the device

c -
hange Detection Sampling

Modules can )
be configured to transmit a data sample immediately whenever a monitored digital IO pin changes
| IO lines should be monitored for a

state, The 2 k

State Chanég C;mmand is a bitmask that can be used to set which digita

observed in . If one or more bits in IC is set, an I0 sampte will be transmitted as soon as a state change is
one of the monitored digital IO lines. Change detection samples are transmitted to the 64-bit

2ddregs specified by DH and DL

RSy P
o _

PWM output to indicate the

ble the RSSI pulse width
modulated signal
for all other PO

The XB

o hoeem

s‘Qﬂalstreng;)t?\me features an RSSI/PWM pin (pin 6) that, if enabled, will adjust the
of the last received packet. The PO (P-zero) command is used to ena

Tt

. n P . . .

"here the f( WM) output on the pin. If PO is set to 1, the RSSI/PWM pin will output a pulse Wldth
| strength of the last packet. Otherwise,

tings, th;egiuency is adjusted based on the received signa
"‘henadata N can be used for general purpose IO.

" the Rs; :facka is received, if PO is set to enable the RSSI/P .
tng 5 ot the.laSt packet. The RSSI/PWM output will be enabled for a tim
er i reg Cket is received, the RSSI/PWM output is adjusted based on the RSSI of th
defau!ts & If the RSSI timer expires, the RSSI/PWM pin is driven low. RP is measuré

3
anlue of 40 (4 seconds).
M 3
FUNS at 12MHz and has 2400 total counts (200US pe

put is adjusted based

e based on the RP command. Each
e new packet, and the RSSI

d in 100ms units and

WM feature, the RSSLPWM out

13 RSSI p
riod).




RI‘ i\'!mfu!:.'s

YE‘.JRLXE‘ ZB
A B e RS
. is converted to PWM cou ; st
RSsI (ln dBm) IS ’ nts USlng the fo“ow]ng equatlo : """"‘*‘-—-N,__,\M\'
= (41 * RSSI_Unsigned) - 5928 1L

pWM counts

j0 Examples

example 1: Canfigure the following 10 settings on the XBee
configure AD1/DIO1 as a digital input with Pullup resistor enabled'
configure AD2/DIQ2 as an analog input

Configure DIO4 3s @ digital output, driving high.

To configure AD1/DIO1 as an input, issue the ATD1 com

3 mand wi
up resistors on the same pin, the PR command should b ith a parameter of 3 ("ATD13"). To enable pull-

e issued with bjt 3 set (e

. . -9. ATPR8, ATPR1FFF

“he ATD2 command should. b.e ISSL'Jed with a parameter of 2 to enable the anajog i % 3 e

can be set as an output, driving high by issuing the ATD4 command with 3 paragnlmzltj:rt( :\TDZfZ;). 1o
value of 5 ("ATD45").

After issuing these commands, changes must be applied before the
= ; . p
states. The AC or CN commands can be issued to apply changes (e.g C;S;EE)IO e

gxample 2: Calculate the PWM counts for a Packet received with an RSSI of -84dBm.

RSSI = -84 = OXAC = 172 decimal (unsigned)

PWM counts = (41 * 172) - 5928

PWM counts = 1124

With a total of 2400 counts, this yields an ON time of (1124 / 2400) = 46.8%

Example 3: Configure the RSSI/PWM pin to operate for 2 seconds after each received RF packet.
First, ensure the RSSI/PWM functionality is enabled by reading the PO (P-zero) command. It should be set to 1
(default).

To configure the duration of the RSSI/PWM output, set the RP command. To achieve a 2 second PWM output, set
RP to 0x14 (20 decimal, or 2 seconds) and apply changes (AC command).

After applying changes, all received RF data packets should set the RSSI timer for 2 seconds.

Mational, [11¢.
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.'?RL“/E 7B
pe-t
in dBm) is converted to PWM counts using the follo =

e ion:
(41 * RSSI_Unsigned) - 5928 9 equation;

gest (
M counts =

gxample 1: Canfigure the following 10 settings on the XBee
Configure AD1/DIO1 as a digital input with pullup resistor enabled‘
Configure AD2/DIO2 as an analog input

Configure DIO4 as a digital output, driving high.

To configure AD1/DIO1 as an input, issue the ATD1 com

: mand wij
up resistors on the same pin, the PR command shoulid b Ith a parameter of 3 ("ATD13"). To enable pull-

€ issued with bit 3 set (e

. : -9. ATPR8, ATPR1FFF

- D2 command should be issued with a Parameter of 2 to enable the analog input (" 22") i
ATD22"), Finally, DI04

can be set as an output, driving high by issuing the ATD4 commang Wwith a parameter value of 5
value o ("ATD45“)_

After issuing these commands, changes must be applied before the
m i i t
states. The AC or CN commands can be issued to apply changes (e.g TT%S)IO e e e

gxample 2: Calculate the PWM counts for a packet received with an RSSI of -84dBm.

RSSI = -84 = OXAC = 172 decimal (unsigned)

PWM counts = (41 * 172) - 5928

PWM counts = 1124

With a total of 2400 counts, this yields an ON time of (1124 / 2400) = 46.8%

Example 3: Configure the RSSI/PWM pin to operate for 2 seconds after each received RF packet.

First, ensure the RSSI/PWM functionality is enabled by reading the PO (P-zero) command. It should be set to 1
(default).

To configure the duration of the RSSI/PWM output, set the RP command. To achieve a 2 second PWM output, set
RP to 0x14 (20 decimal, or 2 seconds) and apply changes (AC command).

After applying changes, all received RF data packets should set the RSSI timer for 2 seconds.




0 t1
t Operation, API (Applicati
ve tC Transparen o ) pplication pro .
rnatl."re5 that communication with the module e grammmg In :

g ne thr
order). The API specifies how commands, comm(::\%h :
he module using @ UART Data Frame, 4

A

e
5 .
i 5 gefined
e od from t

W2
f‘“u

may add new API frames to future Versions of firmwa

tadditionsh AR mEsi b Unknonifrare Types, 11 59 please build into your software interface

ote that Dlgl
iyt fiter o
il

.PI . specifications
A

o kPl modes are supported and both can be enabled using the Ap (API Enable) co
ameter values to configure the module to operate in a particular mode: mmand. Use the following Ap
pe s

AP =1t API Operation
AP = 2: API Operation (with escaped characters)

ApI Operation (AP parameter = 1)

When this API mode is enabled (AP = 1), the UART data frame structure is defined as follows:

UART Data Frame Structure:
Start Delimiter Length Frame Data Checks
(Byte 1) (Bytes 2-3) (Bytes 4-n) (By‘:: n :T)
0x7E | ms8 LSB | | APl-specific Structure | 1 Byte

MSB = Most Significant Byte, LSB = Least Significant Byte

Any data received prior to the start delimiter is silently discarded. If the frame is not received correctly or if
the checksum fails, the module will reply with @ module status frame indicating the nature of the failure.

API Operation - with Escape Characters (AP parameter = 2)

When this API mode is enabled (AP = 2), the UART data frame structure is defined as follows:
UART Data Frame Structure - with escape control characters:

Start Delimiter Length Frame Data Checksur:
(Byte 1) (Bytes 2-3) (Bytes 4-n) _ (Byten+1)
0x7E © | MsB LSB | API-specific Structure ‘ 1 Byte

I
Characters Escaped If Needed

= igni te, LSB = Least Significant Byte
s | specific data values must be escaped

o e,
Escape characters. When sending or receiving a UART data fram escape an interfering data byte,

Fﬂagged) so they do not interfere with the data frame seql‘ie"§i:96x-g’o
insert 0x7D and follow it with the byte to be escaped XOR'd wit '




ytes that need to be escaped:

pata b
.0x7E - Frame Delimiter
.0x7D - Escape e
.0x11 - XON

00)(13 = XOFF

gxample - Raw UART Data Frame (before esca
0x7E 0x00 0x02 0x23 0x11 0xCB

ox11 needs to be escaped which results in the f
07 0%00 0x02 0x23 OX7D 0x31 OxC8 ollow

Note: In the above example, the length of the raw dat
checksum of the non-escaped data (excluding frame da|
OxFF - (0x23 + 0x11) = (OXFF - 0x34) = 0xCB. ;

ping interfering bytes):
ing frame:

(excluding the checksum

imiter and length) ) is 0x0002 and the

is calculated as:

Length

The length field has a two-byte value that specifies the b
er

data field. It does not include the checksum field. of bytes that will be contained in the frame

frame Data

Frame data of the UART data frame forms an API-speciﬁE structure as foll
oliows:
UART Data Frame & API-specific Structure:

Start Delirmiter Length Frame Data
Checlsum
M“) (Bytes 23) (Bytes 4-n) (Byten+1)
OX7E MsSB LSB | APl-specific Structure |/ 1Byte
AP Identifier Identifier-specific Data
cmdD | cmdData

(Identifier-specific data). Note that multi-byte values are sent big endian.The XBee modules support the
following API frames:

" 0x08

AT Command - Queue Parameter Value 0x08
ZigBee Transmit Request . 0x10
Explicit Addressing ZigBee Command Frame o1
Remote Command Request‘—*—_——:m‘—' 0x17
Create Source Route <hamt _-‘0121

AT Command Respons; “—“——MM_W(LXQ_S_ Y

e G
g 0x88

ZigBee Transmit Status esbm e
ol b —_—

ZigBee Receive Packet (A9=_Ol__’ Ly _O_x90
ZigBee Explicit Rx Indicator (wo=1) 1 0x91
’’’’’ R Indicator 0x92

ZigBee 10 Data Sample ReIndicator | =

XBee Sensor Read Indicator (A0=0) | U e

e e oo B
e s [

e et | N
s 0xA1

Route Record Indicator g s :
" Many-to-One Route Reauest Indicatof OxA
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WL

7 greckst”
oct data integrity, a checksum is calculateq and verifiag

Tot on non
_ : o0 -es
calculate: Net including frame delimiters ang length, ag " caped data,
it and subtract the result from OxFF, 2l BYtes keeping only yhe |
Ik Owest 8 bits of
the

2 verify: Add all bytes (include checksum, but not

: the delimit
the Sum will equal OXFF. €rand length). 1f the checksum s ¢
orrect
g Examples
5 API AT comma \\
grample: Create a0 nd frame to configure an XBee o allow joinin
sould look e 9 (s€t NJ to 0xFF). The frame

ox7E 0x00 0x05 0x08 0x01 Ox4E Ox4A OxFF SF
here 0x0005 = length
0x08 = AT Command API frame type
0x01 = Frame ID (set to non-zero value)
0x4E4A = AT Command ('NJ")
OxFF = value to set command to
0x5F = Checksum
The checksum is calculated as [OXFF - (0x08 + 0x01 + OX4E + Ox4A + OxFF)]
fxample: Send an ND command to discover the devices in the PAN. The frame should look like:
X7 0x00 0x04 0x08 0x01 Ox4E 0Ox44 Ox64
Where 0x0004 = length
0x08 = AT Command API frame type
0x01 = Frame ID (set to non-zero value)
0x4E44 = AT command ('ND')
0x64 = Checksum
The checksum is calculated as [OXFF - (0x08 + 0x01 + Ox4E + 0x44)]

Example: Send a remote command to the coordinator to set AD1/DIO1 as a digital input (D1=3
thanges to force the 10 update. The API remote command frame should look like:

IXTE 0x00 Ox10 Ox17 O0x01 Ox00 OxO0 0x00 0x00 0x00 0x00 0x00 0x00 OxF
003 0x70

Where

) and apply

F OxFE 0x02 Ox44 0x31

0x10 = length (16 bytes excluding checksum)
0x17 = Remote Command API frame type

0 = .
X01 = Frame ID or's actual 64-bit address if

i dinat
gXOOOOOOOOOOOOOOOO = Coordinator's address (can be replaced with coorc!
nown)

OXFFFE = 16- bit Destination Address

0x02 = Apply Changes (Remote Command Options)
0x4431 = AT command ('D1Y) 00000003)
003 = Command Parameter (the parameter could also b

070 = Checksum

e sent as 0x0003 or 0x
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aanles
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AT Command Request
(0x08 or 0x08)

-

AT Command Responsa
{0x88}

<
T~

fnsmitting and Receiving RF Data

The following image shows the API exchanges that take place at the UART when sendi

device. The transmit status frame is always sent at the end of a data transmission(-::.’mIng i d?ta 18 an?ther
0in the transmit request. 1f the packet cannot be delivered to the destination, the traisssmt':e Sl sgt :
ndicate the cause of failure. The received data frame (0x90 or 0x91) is set by: the AP comlmsat:;us -l

Trznsmit Request RF Data
(0x10 or Ox11} & ACK Received Data
7 e e > (0%80 or 0x91)

Transmit §Ez8s
{0x38]

N

Remote AT Commands

he UART when sending a remote AT

4 folowing image shows the API frame exchanges that take place at t ] .
f the remote device does not receive

; .
U:mmand, Aremote command response frame is not sent out the UART i
€ remote command.

Remote AT Commang
{0x17) .

Ramote AT Command R2EON5E
{0xS7)

<

..‘,-‘,2."'7,-
I .Imml !"C
e,




Create Sourca Route

(0x21)
N
—
Transmit Request
(8x10 or Ox11)
~
>t
Transmit §iatus
(0x58)
<

Supporting the API
|

Applications that support the API should make provisions to deal with new AP
future releases. For example, a section of code on a host microprocessor that
(sent out the module's DOUT pin) might look like this:

frames that may be introduced in
handles received serial API frames

void XBee_HandleRxAPIFrame(_apiFrameUnion *papiFrame){
switch(papiFrame->api_id){
case RX RF DATA FRAME:
/lprocess received RF data frame
break;

case RX_IO_SAMPLE_FRAME:
/lprocess 10 sample frame
break;

case NODE_IDENTIFICATION FRAME:
/lprocess node identification frame
break;

default: . d
//Discard any other API frame types that are not being use
break;

]
}

APT

ile using the APL.
The following sections illustrate the types of frames encountered whi

ATCOmmand

Frame Type: 008

tJ:ed to query or set module parameters on the loca :
® ©Mmand, (Changes made to module parameters == -

elow illustrates an API frame when modifying the [ipats

i uting
hanges after execu

mand applies ¢

- Corr?ang;s are applied.) The API example

f the module

| device. This A
ake effect oncé c
r value 0

o) Ine




r,—(-c)rj; 7B RF Modules
v aaal?]
‘x‘-{: P

A fad
P — 04" ™) Number of bytes pe
e . > o Y 7 P ———— tween m
[ RS e P _} e i € length and the checksum
————————— —— ‘\—\
: et i VAT oo
P HOX52(R) | yith 4 subl?:qttjxérﬁ&g(ta(g Tne fr e hostlocoefte |
: "~~-~—5~—0~4E\‘~_ ..E €SPOnSa is gene cl nowledgement). If setto 0,
) X4E (N) T e e e ot
et =) __| Command Name . R —
v _f fi A TR ek g.me Two ASC| characters that identify the
e
If present, mdicatesWQﬁrF&eTﬁﬁ

;;alue to set the given register,
f'_? Eharacters present, register is queried,

i T L
700D T OxFF-the g

sum of bytes from offset 3 to this byte.

The above example illustrates an AT command when querying an NJ vaj
value,

AT Command - Queue Parameter Vajue

Frame Type: 0x09
This API type allows module parameters to be queried
or set. In contrast to the o
parameter values are queued and not applied until either the “AT Command” (gx(?;')inpr?r;and S e
Changes) command is issued. Register queries (reading parameter values) are returned im‘;jeezgattf: AC (Apply
Y.

Example: Send a comnrland to change the baud rate (BD) to 115200 baud, but don't apply
changes yet. (Module will continue to operate at the previous baud rate until changes are applied.)

 Number of bytes between the length and the checksum

— o

i |dentifies the UART data frame for the host to correlate

: with a subsequent ACK (acknowledgement). If set to 0,

| no response is sent.

Command Name - Twa ASCII characters that identify the
AT Command.

If present, indicates the requested parameter

value to set the given register.
 If no characters present, register is queried.

0xFF - the 8 bit sum of bytes from offset 3 to this byte.

~®>x0m-g

Note: In this example, the parameter could have been sent as 3 zero-padded 2-byte or 4-byte value.

Zlgse\enaniﬁt Request

Frame T
Ype: Ox1 &
: ket to the specified destination.

b Request API frame causes the module to send data as an RF pacbroadcast s
ess to all 0x00s and the 16-bit

bit address and the 16-bit address
t 16-bit address can help improve
not known, this field should be
scovered 16-bit address, if

; -bit addr
::VIces)_ The coordinator can be addressed by either setting the -64t::-t'sag4-
ress to OxFrE, OR by setting the 64-bit address to the coordina

% 0x000g : + address to the correc
. Fi ieci e 16-bit aadr 2
or all other transmissions, setting th ns. If a 16-bit address is

pef'fOrma G : i i 7
Nce when transmitting to multiple destinatio (0x8B) will indicate the di

set
s X0 OxFFFE (unknown). The Transmit Status frame
CCessfy,
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2 ,Qr.‘\-,m;':zles
‘-7"'f o
e radius CaN De SEL FroMm 0 Up to N, 1f gop oo =

mended)‘ This parameter is only used for broadCast
num number of payload bytes can be read with ¢ 4
e

e routing is used, the RF payload Will be redy
mple shows if escaping is disabled (AP=1) e

t,the Value ¢ R
ransmissbn Pecifieg the by

: S, Oadcast raq;
aemaxl l-adlus
1

his €xa

B Commang,

pot
e T

(4

by two byt
Ytes i
per mtermediate hop in th
€ source

7 0xA2 " Setto the 64-bit adress of
L S ey i i the destination deyi
o following addresses are also supporteg: T

Bl o  0x0000000000000000 - :
SW i 0000 - Reserved 64-bit address for the

10 0x0A A -—* 0x000000000000FFFF - Broadcast address

11: 0x01
LSB 12! 0x27 i
MSB 13; 0xFF . Setto the 1 6-bit addre.js of the destination device, if
LSB 14 OxFE nown. Set to 0xFFFE if the address is unknown, or if

; sending a broadcast.

; Sets maximum number of hops a

151 0x00 broadcast transmission can occur.
If set to 0, the broadcast radius will
i be set to the maximum hops value.

— o>

Bitfield of supported transmission options. Supported
values include the following:

i 0x01 - Disable retries and route repair
! 0x20 - Enable APS encryption (if EE=1)
0x40 - Use the extended transmission timeout

~® >xonu

Enabling APS encryption presumes the source and
destination have been authenticated.

16: 0x00 | also decreases the maximum number of RF payload
bytes by 4 (below the value reported by NP).

The extended transmission timeout is needed when
addressing sleeping end devices. It also increases the
: retry interval between retries to compensate for endt

i device polling.See Chapter 4, Transmission Timeouts,
| Extended Timeout for a description.

E Unused bits must be setto 0“_ e
s

Data that is sent to the destination device

m of bytes from offset 3 to this byte.

~OxFF - the 8 bit su




gxample: The exa'mple above shows how to
gisabled (AP=1) with destination address Oxogigd . transmission

i " A
escaping is enabled (AP=2), the frame should 1ooj iy 014011, payr.?,:f,”'i Where €SCaping js
- e: ¥ xDa 1"
. 0x00 oxi6 0x10 0x01 0x00 0Ox7D 0x33 0xA2 0x00 o ta1g, qf
35 0x0
7 OFE 0x00 OO0 BRI RO oy R 0320, gy o 7
- d (on all non- X41 o
gchecksum 15 caleiEied on-escaped bytes) a5 (OXFF - (sum of | X7D 0x33
sapayioad)] all bytes from apy frame ty
: 0 Send a transmission to the coordinator Without specifyi Pe through
g t frame should look like: N3 the coordingtopis )

et reques
. 500 0x16 0x10 0xO1 0x00 0x00 0x00 oy
02 0x43 OX6F OX6F OX72 0x64 OxFC

ox16 = length (22 bytes excluding checksum)

10 = ZigBee Transmit Request API frame type

VA=

0x01 = Frame ID (set to non-zero value)

i
!
ij 0x0000000000000000 = Coordinator's address (can pe replaced with coordinator's actya) 64-bit
I -bit addr
f (XFFFE = 16-bit Destination Address -
f 0x00 = Broadcast radius

0x00 = Options

0x547832436F6F7264 = Data payload ("Tx2Coord")

1
.
| 0xFC = Checksum

5&:_:z’i~:itAddressing ZigBee Command Frame

<2 zpplication layer fields (endpoint and cluster ID) to be specified for 2 datz transmission.

i Transmit Request, but also requires ZigBes application layer addressing fields to be
points, cluster ID, profile ID). An Explicit Addressing Request API frame causes the module to
0 RF packet to the specified destination, using the specified source and destination endpoints,

4 aA_RiF =44
16-bit add

rensmitting to multiple destinations. If @ 16-bi

- (2
Tt VU

czn be set from 0 up to NH. If se
fis parameter is only used for broadcast tran

=T number of payload bytes can be read with the NP ©

=l Of

e 5 %y A ~ - = hor
"1 22 reduced by two bytes per intermediate 0P

= - D




Stan Dalimiter

e e e e (

! e — LSB 2 _&\TAM\ =~ Number of by :
Frame-specific Data Emmelype & T e Yies between t !
‘-X.:——.- SR R ype = diwn \"""‘"““\~\-k~\ ® length ang the checksym
B J ‘“‘,*“m««\.«,.._\_w‘\~ e
FemeiD 4 0xy | ldenties e Ry e 4
: B s “UbsequentAcKa(;fk",:svi‘,” the host to correlate 1
WSS gy e eemen) o
T S e
e i IO
. 7.0x00 " Settothe 64.bit aqqs
SR i $ : Tess C 5
) 8 00— golgoggng addresses are a?sf;h sf,gfo’r’tlzt}on device, The
e 0x0000000000¢ . R
. 9! 0x00 | coordinator 0000 - Reserveq 84-bit address for the |
& 00 ] °X000000000000FFFF-aroadcasx address
0x00 i
\\
OxFF . Setto the 16-bj
Al i -bit address of the destination device,
— 1 known. S i o cevics T
‘ LSB 14! 0xFE | o aeé:gEO(;(cFaZl;E if the address is unknown, or if
15; 0xA0 _S_Eice endpoint for the transmission.
16! 0xA1 Destination endpoint for e~~~
transmission.
17: 0x15
18 0n5a Cluster ID used in the transmission
19: 0xC1 ]
20 0x05 Profile ID used in the transmission

| Sets the maximum number of hops a broadcast
21: 0x00 transmission can traverse. If set to 0, the transmission
radius will be set to the network maximum hops value.

Bitfield of supported transmission options. Supported
values include the following:

0x01 - Disable retries and route repair
0x20 - Enable APS encryption (if EE=1)
0x40 - Use the extended transmission timeout

Enabling APS encryption presumes the source and
destination have been authenticated. i
It alsa decreases the maximum number of }3 payloa
22} 0x00 bytes by 4 (below the value repored by NP,

The extended transmission timeout is needed when
addressing slesping end devices. _

It also increases the refry inter;llgl between refries to
compensate for end device polling.

See %hapter 4, Transmission Timeouts, Extended

Timeout for a description.

Unused bits must be _set to 0.

B .

I S W -
25, OXM_—_—J Data that is sent to the destination device

f bytes from offset 3 to this byte.

s ]
E 28 __,_,.___,.’————‘—""'
*“‘"“""’2’9’0;3-; ”“5 OxFF - the 8 bit sum 0
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data transmissio
le: Send a
Examp

N to the Coo
destination endp
int of OXAO'

endpoln

rdinator (64-bj

bit addresg of 0x00s) using source
oint OxA1, cluster 1p =Ox1554, and profije ID 0xC105 Payload
ill be "TxData".
will be
167
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le: Send a data transmissio
Exampie:

N to the C0ordinater (64-bit 5 €ss of 0x00s) using a Source
AQ, destination endpojnt OXAL, clustey ID =0x;55 * @Nd profile p 0XC105, Pay|oaq
. f OX. ]
dpoint gae
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/3RF A fodules

set module parameters on 3 re

uery of ¢ ; Mote devic
! K dect, changes mustibeiaRRIELRE HheHbY setting the :;:FI " Paramete chan
e effect © e
r'iemand lo the Femote. PIY changes °Dtionsgbi: or by < Tote device ¢
o ’ ¥ (0]
| €nding an AC
N-?; NOF?_\‘F“"*-M—‘\.~ length ang the checksum

e ; e LT
! Identf
4 'entfies the YA|
0x01 with a subsmuerﬁ&%?éa( frame for the hogt to comelate

—t No response acknowledgem,
MSBS| 000 | issent,  —TECement) fsetig ,

f
s T
| 5 013 T
\
! oo B0A f?)lelt 10 the 64-bit address of the destination ey
' 8000 Ox;()vgggozddresses are also supporieg, - 10
‘ e o T 0000 ] :
i ; i (e 00000 Reserved 64-bit address for the
2 10 \OX T OXOOUOOOOOOOOOFFFF - Broadcast address
117 0x11

0x22

e
SB 1 3i OxFF Set to the 16-bit address of the destination device if

SR 14inere known. Set to OxFFFE | ; ;
LSB 1_‘_1_ OXFE e broadcastE if the address is unknown, or if

Bitfield of suppoﬂe‘dagﬁihs%n options

Supported values include the following:

0x01 - Disable retries and route repair

: 0x02 - Apply changes.

| 0x20 - Enable APS encryption (if EE=1)

0x40 - Use the extended transmission imeout

If apply changes is not enabled, then an AC command
must be sent before changes will take effect.

~® xo0om g

51 0x02(apply | Enabling APS encryption presumes the source and
changes) | destination have been authenticated.

|t also decreases the maximum number of RF payload
bytes by 4 (below the value reported by NP).

The extended transmission imeout is needed when
addressing sleeping end devices. .
Itincreases the retry interval between retries to
compensate for end device poiling.

See Chapter 4, Transmission Timeouts, Extended

Timeout for a description.

Unused bits must be §Et 0.
TT{6 0x42(B) | Name of the
S5 0xds (H) | command o e i
17, 0x48 (H) | AR LD SO
T T f present, indicates the reqqestEd
r parameter value to set the glven'
18, 0x01 | register. If no characters present,

f the register is queried. ,.g—t——m—ls—W
7 e f bytes from offset 3 t0
e I 0xFF - the 8 bitsum 0

19i 0xF5 1 0x

ice to
s register on @ remote device t

jon value
w configuration
50134200

st hop
"ample: Send a remote command to change the broahi('::ges 50 ;
: (broadcasts go to 1-hop neighbors only), and aPp.lY Cddress of the remote 15
;meediately takes effect. In this example, the ,64.blt aown
0401122, and the destination 16-bit address is Unk?
108
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YA
kO
¢ urce Route i

if devices B,
; d 0x3344, and i
| e E has the 64-bit and 16-bit addresses of 0x0013A200 40401122 an

iV the following 16-bit addresses:
| e tugg

Q: OXCCDD
=g

/ . ox21
J e TYPE: o in th
| fo eates & Source route in the module, o Source royte 1
| f ne Cr + from source to destination. Source routing sk SPecifles the Complete
| " seto g€t ould be ygeq With man L OUte a pacyer should
| v 070N routing fo
| s ! . : ; est
‘; sl o the g4-bit and 16-bit destination addresses arg requireq When ¢
o ; : ; reatj
I -“‘t:i‘ned when a Route Recopd Indicaiop (0xA1) frame is receiveq. fnga SOurce foute. Thege are
[ g
|
|
| e Freme 0 shodl sy sy
| \\—N-~__
| !
| 6i 0x13 i
| By | Setto the 64-bit addres inati ;
7' 0xA2 ) aadress of the destination ¢
| E;Oxoo\j (f)olg:)vgggoz(z)ddresses are also supporteg: o e
| i 1 2 N [H0X 000000000 - Resery, d 64-bit
} o Soortina: e it address for the
’! *—76—6;? 0x000000000000FFFF . Broadcast address
T
LSB 12/ 0x22
e L SO e

MSB 13! 0x33 Set to the 16-bit address of the destination device, if

“““““““ " known. Set to OxFFFE if the address is unknown, or if

LSB 14, 0x44 sending a broadcast.
l 15 0x00 Setto 0.
3' The number of addresses in the
| 16; 0x03 source route (excluding source
, and destination).
! A7) OxEE | (neighbor of
| 5 o
| 18 OxFF destination)
: 19 0xCC Address of intermediate hop
] 20, 0xDD
' 21, 0xAA (neighbor of source)

22; 0xBB this byte.
! 73/ 0x01 | OXFF - the 8 bit sum of bytes from offset 3 to this byt
I ‘i f the
; ; hbor of
d starting with the neng v
1! Example: Intermediate hop addresses must b::e <:f:: i’]ple suppose a route is found between A
!

] destination, and working closer to the source. Fo
| and E as shown below.
| A'B'C'D'E C, and
|
|'
|
|
i
|
i

A
h a source route between
B

establis
me to esta

& ce Route fra

| g "Ple aboye shows how to send the Create Sour




(o ype 0x88
# to an AT Command message, the moduy

| send back multiple frames (for exam

le wili send an

el "
v ds Wi
o Ple, the ND (au.

]
i‘
|
|
i A T
P
.\\ Ty
l 001 Lgenhﬁes the UART data 34
aE Rrame ID=0inAT Comrrflr sl beim‘.‘
‘ P o ? _B i esponse will b e, and Mode, no AT Cémmaeﬁtlif
| PEoi o MiCommeai S == B Command Name:
| S | nd Name - Two ASCI charastons pros
5 "0 | it SCll characters that identify the
0=0K R S
1=ERROR
7
0x00 2 = |nvalid Commang
3 = Invalid Parameter
4 =Tx Failure
Register data in binary & e
: i form i 1
- then this field is not rIaYMmeita]sf mhri:géitaer;:l:s =
OxFF - the 8 bit sum of bytes from offset 3 to this' by(é——

Example: Suppose the BD m i
parameter is changed o w
| . n the local device wi rame ID
uccessful (parameter was valid), the above response would bei\;feeiv l;h e
ed.

Yodem Status

frame Type: (0x8A)
RF module statu
s messages are sent from the module in response to specific conditions.

Example: i i
ple: The following API frame is returned when an API coordinator forms a network.

Number of bytes between the length and the checksum

3i 0x8A

0 = Hardware reset
1 = Watchdog timer reset
2 =Joined network (routers an
3 =Disassociated
4. 0x06 6 =Coordinator started e
= ity key was upda
7 = Network security key p =k R

0x0D = Voltage supply limit exceeded ( R0 528
0x11 = Modem configuration changed while join in

progress
0x80+ = stack eror

= OxFF'-—tﬁg 8 bit sum of bytes from

d end devices)

— o>

“offset 3 to this byte.

~o >xo o g

e releases.

N°te: Ne

W mo
dem status codes may be added in future firmwar




«-PRO® ZB RF Moduiles

T Command Response

Frame Type: Ox88

In respo:se tf"l’lan 2T§ommam? message, the module will send an AT Command Response message. Some
commands will send back multiple frames (for example, the ND (Node Discover) command)

e S ] T 7Y 3

n = AR

X

0x00

0x05 Number of bytes between the length and the checksum
i e8|
P ! Identifies the UART data frame being reported. Note: If
1 0x01 { Frame ID = 0 in AT Command Mode, no AT Command

| Response will be given.

P 'B'=0x42 | Command Name - Two ASCII characters that identify the
a ‘D' = 0x44 . AT Command.
(o}
k 0=0K
e i 1=ERROR
t

0x00 = |nvalid Command
= |nvalid Parameter

; 4 = Tx Failure

Register data in binary format. If the register was set,
i then this field is not retuned, as in this example.

0xFO0 | OxFF - the 8 bit sum of bytes from offset 3 to this byte.

Example: Suppose the BD parameter is changed on the local device with a frame ID of Ox01. If
successful (parameter was valid), the above response would be received.

lodem Status

Frame Type: (0x8A)
RF module status messages are sent from the module in response to specific conditions.

Example: The following API frame is returned when an API coordinator forms a network.

| Number of bytes between the length and the checksum

i 0 = Hardware reset

i 1 =Watchdog timer reset

| 2 =Joined network (routers and end devices)

| 3 =Disassociated

| 6 =Coordinator started

| 7 = Network security key was updated

| 0x0D = Vcltage supply limit exceeded (PRO S2B only)
| 0x11 = Modem configuration changed while join in

| progress

| 0x30+ = stack emor

, 5i 0x6F | OxFF ~the 8 bit sum of bytes from offset 3 to this byte.

4} 0x06

0

Note: New modem status codes may be added in future firmware releases.
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Delivery Status 0
" Discovery Status ¢ 0x01
Discovery !
~ Checksum i

Example: Suppose a unicast data transm
address of 0x7D84. (The transmission cou
or OXFFFE.)
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ﬂXF«’e'PROj; ZB RF Modules

ZigBee Receive Packet

P

Frame Type: (0x90)

When the module receives an RF packet, it j

it is sent out the UART using this message type.

0 0x7E

VER G

%00 | Tl o o
T 0eqs " Number of bytes between the length and the checksum

T ——

sloxis |
’\_‘
: 6! 0xA2
7! 0x00 i

T — 64-bit address of sender. Set to 0xFFFFFFFFFFFFFFFF
8! 0x40 i (unknown 64-bit address) if the sender's 64-bit address is

| unknown.

.

LSB 1] 0xAA

MSB 12 0x7D T
’“Tsﬁ?i“oﬁr—_' -Dit address of sender

— o

| 0x01 - Packet Acknowledged
0x02 - Packet was a broadcast packet
i 0x20 - Packet encrypted with APS encryption
x40 - Packet was sent from an end device (if known)

! Note: Option values can be combined. For example, a
| 0x40 and a 0x01 will show as a 0x41. Other possible
| values 0x21, 0x22, 0x41, 0x42, 0x60, 0x61, 0x62.

~o0oX0OmM-|

15; 0x52

16; 0x78 i

____,___1_75__0_54_4_'.”__,; Received RF data

g 18} 0x61 i

19; 0x74

20; 0x61 |

21; 0x0D i 0xFF - the 8 bit sum of bytes from offset 3 to this byte.

Example: Suppose a device with a 64-bit address of 0x0013A200 40522BAA, and 16-bit address
0x7D84 sends a unicast data transmission to a remote device with payload "RxData". If AO=0 on
the receiving device, it would send the above example frame out its UART.

of T, . 5
81 termational, [y




§/(Fee-PRO® ZB RE Modules

’—’—f - -
ZigBee Explicit Rx Indicator

Frame Type:0x91
When the modem receive

r _oi bytes between the length and the checksum

e = 3

. 64-bit address of sender. Set to 0xFFFFFFFFFFFFFEFF
- (unknown 64-bit address) if the sender's 64-bit address is
| unknown.

16-bit address of sender.

— o>

{ Endpoint of the source that initiated the
i ransmission

i Endpoint of the destination the message is
| addressed to.

Cluster ID the packet was addressed
! fo.

~o x0 Mg

| Profile ID the packet was
| addressed to.

| 0x01 - Packet Acknowledged

i 0x02 - Packet was a broadcast packet

| 0x20 - Packet encrypted with APS encryption

| 0x40 - Packet was sent from an end device (if known)

0x78
= —%—-——Q Received RF data
0x61
25; 0x74

26 0x61
27; 0x52 0xFF - the 8 bit sum of bytes from offset 3 to this byte.

”——zX

Example: Suppose a device with a 64-bit address of OxOOlBAZOO .4-05228AA, ':cmd 16-?it address
0x7D84 sends a broadcast data transmission to a remote deylce with payload R>fData . Suppose
the transmission was sent with source and destinatior} endpoints of OxEQ, cluster 1D=0x2?1 1 ar_wrd
profile ID=0xC105. If AO=1 on the receiving device, it would send the above frame out its UART.

[y
[
W

Yioi Trs 5 ,
St iternational, frae.
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itk
zigBee IO Data Sample Rx Indicator

Frame Type: 0x92

Numbé;nbﬁ)jt_e—s—béhnreen the length and the checksum

—— 64-bit address of sender

LSB 11! 0xAA
MSB 12! 0x7D
LSB 13; 0x34

16-bit address of sender.

i 0x01 - Packet Acknowledged

14} 0x01
X | 0x02 - Packet was a broadcast packet

; Number of sample sets
15; 0x01 included in the payload.
; i (Always setto 1)

16/ 0x00 | Bitmask field that indicates
TITTTTT which digital 10 lines on the
17: 0x1C | remote have sampling
| enabled (if any).

| Bitmask field that indicates

! which analog IO lines on the

i remote have sampling

! enabled (if any).

19 0x00 i If the sample set includes any digital IO lines

i (Digital Channel Mask > 0), these two bytes
contain samples for all enabled digital IO lines.
20 0x14 | DIO lines that do not have sampling enabled

i return 0. Bits in these 2 bytes map the same as
 they do in the Digital Channels Mask field.

21; 0x02 : Ifthe sample set includes any analog input lines
| (Analog Channel Mask > 0), each enabled analog input
returns a 2-byte value indicating the A/D measurement

18} 0x02

22 0x25  of that input. Analog samples are ordered sequentially
i from ADO/DIOO to AD3/DIQ3, to the supply voitage.
23; 0xFS i OxFF - the 8 bit sum of bytes from offset 3 to this byte.

N/A cD/DId PWM/DI RSSI/D} N/A N/A
12 011 010

CTS/DIl RTS/DI| ASSOC] DIO4 | AD3/DI| AD2/DIf AD1/DI} ADO/DI
07 06 DIO5 03 02 0l 00

N/A N/A

! D3 |aD2 |ADI  |ADO

Supply [N/A  [N/A  |N/A
Voltage

[
b
Ha

o ;
91 Ditey iatioial, [ne.
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e
Example: Suppose an 10 sample is

XBee Sensor Read Indicator

———

Frame Type: 0x94

When the module receives a sensor sample

(from a Digi 1-wi oL
this message type (when A0=0). Igi 1-wire sensor adapter), it is sent out the UART using

“Frame Fields, [0 000
-Start Defimiter . - )

T e R e ST R,

: escription:”
e e A A i S I ok

o i 0 0X7E |
Len Yot ] : -
ekt A 7] _MSB 1} 0x00 i Number of bytes between the length and the checksum
i B " LSB 2! 0x17 i =
. FrameType ? ey
i % " §4-bit Source:
j ' Address -
A &
P 3 MSB120000 T g
I : -bi .
| -f (5B 73) 0x6C address of sender.
P ' S 14! 0x01 | 0x01 - Packet Acknowledged
a -Frame-speclﬁc b"‘?éa.... | 0x02 - Packet was a broadcast packet
C Bl : ; 0x01 = A/D Sensor Read
k I 15; 0x03 i 0x02 = Temperature Sensor Read
te : 0x60 = Water present (module CD pin low)
16 0x00 |
i 17; 0x02
18} 0x00
‘ 19 0xCE l;di;atgs g)two-byte value for each of four A/D sensors
: ! 2 000 | Setto OxFFFFFFFFFFFFFEFF ifno AIDs are found.
21 0:EA |
22 0x00 |
23] 0x52
24 0x01  Indicates the two-byte value read from a digital
 thermometer if present. Set to GxFFFF if not found.
B e 25 06A | j
= % T 0x8 * 0xFF - the 0x3 bit sum of bytes from offset 3 to this byte.
“Checksum ! 26: 0x8B | OxFF yt &l yt

ensor sample is received from a device with a 64-bit address of
0x0013A200 405225AA and a 16-bit address of OxDDGQ If the sensor sample was taken frcm 2
1-wire humidity sensor, the API frame could look like this (if AO=0): - |

For convenience, let's label the A/D and temperature readings as ADO, AD1L, AD2, AD3, and T. Using the data in

this example:

Example: Suppose a 1-wire s




Example: Suppose an 10 sa i

. mple is received wi

e o0 with analog and digital 10, from e wi ~

| hadcE oo ADZ/&;&S;::ADA and a 16-bit address of 0x7D84. I’f [;ir?A?);(;;n[(:)ti :;I‘i:ajb?:rl
2 104 are enabied as a digital inputs (currently high) a;wd AD3/

DIO3 is enabled as a diglta' Qutp ow) th m e ta
{ tput m i f n AP %
‘ (l ) t e IO Sa ple IS shown i the A l exa -D“.‘ in the "",1“']":

XBee Sensor Read Indicator
e

Frame Type: 0x94

When the module receives a sensor sample (from a

Digi 1-wi o ; y (A B
this message type (when AO=0). gi 1-wire sensor adapter), it is sent out the UAH

T et S

gsCrpuon

S '54_'53t3,°!’r¢é B
~ Address ot BA-bit address of sendar
A T R : L T e e
P iebitSouce’ . MsB12 00 e
1 1 Nétw'gi Send dress —_— fS.BTB_O;gE——— 16-bit address of sender.
P s - Receive Options 14, 0x01 gglg“cf“\“mk‘e““
a Q'Framefs_peciﬁc Data g .. ; j Oz acket vn}cS a utCGh\TQb\ pacsel
& AR i 0x01 = AID Sensor ¢
k s Ve B e 301 = AD Seror
? oA 15: 0x03 0x02 = Temper
et _Sensors TR = (8 .
- 0x60 = \Waler preser 0
t 3 ! %
AID Yalues
‘ ; Temperature
Read

‘, Checksum
o

e W
Exampi€: 2V
Auan1 28200
Ox001L3ALY ) A
1-Wir Jf
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‘ L‘c.- &

T = 0x016A
1o convert these to temperature and humidity values, the following equations should be used.
Temperature (°C) = (T/ 16), for T < 2048
= - (T & OX7FF) / 16, for T >= 2048
vsupply = (AD2 * 5.1) / 255
Voutput = (AD3 * Sy 2253
Relative Humidity = ((Voutput / Vsupply) - 0.16) / (0.0062)
True Humidity = Relative Humidity / (1.0546 - (0.00216 * Temperature (°C)))
Looking at the sample data, we have:
Vsupply = (234 * 5.1/ 255) = 4.68
Voutput = (82 * 5.1/ 255) = 1.64
Temperature = (362 / HIE)=122625°C 0/
Relative H = (161.2903 * ((1.64/4.68) - 0.16)) = 161.2903 * (0.19043) = 30.701/ o
True H = (30.71 / (1.0546 - (0.00216 * 22.625))) = (30.71 / 1.00573) = 30.54%

=
[

|
\

”’D.
=291 Interational
~_8" nleniationai, hic.
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(m‘ﬂ'
Node 1dentification Indicator
/

Frame Type: 0x95

This frame is received when a module transmits a node identif
i

The data portion of this frame is similar to a network discove ication message to identify itself (when AO=0).

ry response frame (see ND command).

‘Frame Fields

| OXTE

MSB 1, 0x00
LSB 2! 0x20
3; 0x95 !
MSB4 000 |

Number of bytes betwesn the length and the checksum ,
1]

MSB 12| 0x7D

-—E-Sé—ﬁ—axa—w—— 16-bit address of sender.

i 0x01 - Packet Acknowledged
i 0x02 - Packet was a broadcast packet

 Set to the 16-bit network address of the remote. Set to
i OxFFFE if unknown.

e

___ Indicates the 64-bit address of the remote module that
! transmitted the node identification frame.

.o X O N T

| Node identifier string on the remote device. The NI-String
" is terminated with a NULL byte (0x00).
—“———;mcates the 16-bit address of the remote's parent or
-~ 0xFFFE if the remote has no parent.

0 = Coordinator
{ 1 =Router

| 2 =End Device
"1 = Frame sent by node identific

 ation pushbutton event (see DO command)

| 9 = Frame sent after joining event occurred (see JN

i command).

| 3 = Frame sent after power cycle event occurred (see JN
| command).

___ Set to Digi's Manufacturer [D.

T OxFF - the 8 bit sum of bytes from offset 3 to this byte.

evice wit 64‘blt
m jonin 1 ttor is pl eSSed on a (a“lote ou h :
issio | g pUS bu I I ter Id I

. com
Example: If the COMT/ " o pa, 16-bit address 0x7D84, a

address 0x0013A200

‘
Dioi 11.: R
\Mmh Inc. /

L RS
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node identification indicator would be re

checksum with the DD value Sl ATNcelved. Please note that 00 03

O & 0x01. 00 00 appears before the

remote Command Response
Revls

Frame Type: 0x97

If a module receives a remote command response RF d

! ata frame in response to a R

< emot

Request, the mf)dule will send a Remote AT Command Response message out th -

send back multiple frames--for example, Node Discover (ND) comman (il

d.

=
0x7E
0x00 !
—&ﬁ—-—— Number of bytes between the length and the checksum
A
4 0x55 This is the same value passed in to the request.

0xA2
0x00 !
: The address of the remote radio returning this response.
0x40 |
A :
P o2
[ 0x2B
P 0xAA i
a0 0x7D | Set to the 16-bit network
c T address of the remote.
k 0x84 | Set to OxFFFEif
e i unknown.
t X53 i %
_O.i_ ——: Name of the command
0x4C ;
10=0K
i 1=ERROR
{ 0x00 | 2 = Invalid Command

3 = |nvalid Parameter
4 = Remote Command Transmission Failed

j—aﬁz Register data in binary format. If the register was sef,
Tox2B | thenthis field is not returned.

0xFO —_—Eﬁ?fu;_é—tnﬂum of bytes from offset 3 to this byte.

evice with 64-bit address 0x0013A200

ent to a remote d
command, and if the frame ID=0x55, the

Example: If a remote command is s -
40522BAA and 16-bit address 0x7D84 to que‘ry the ksl
response is shown in the example API frame in the table a A

DB
3 D*.‘,'! Inte

Tiational, [nc.
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‘Bf_':tlle.ilr Firmware Update Status

Frame Type: 0xAQ

The Over-the-Air Firmware Update Status frame provides 3
attempt. If @ query command (0x01 0x51) is sent to a tar sta
through an updater with 64-bit address 0x0013A200403E
expected response.

tgs indication of a firmware update transmission
get with a 64-bit address of 0x0013A200 40522BAA
750 and 16-bit address 0x0000, the following is the

MSB 1! 0x00
”‘“‘LEEEW-——: Number of bytes between the length and the checksum
3} 0xA0
~_M_SB 4: 0x00
5 0x13
6 0xA2
T
8_&;1_0.—_— The address of the remote radio returning this response.
9i.0x3E
10/ 0x07
LSB11 0x50 |
12 0x00 i :
————15—060———- 16-bit address of the updater device
{ 0x01 - Packet Acknowledged.
14' Bl 0x02 - Packet was : bro:giast
| 0x06- ACK
| 0x15 - NACK
15! 0x52 i 0x40 - No Mac ACK

| 0x51 - Query (received if the bootloader is not active on
| the target)

| 0x52 - Query Response

T Block number used in the update request. Set to 0 if not
i applicable.

T 250 0x66 0xFF - the 8 bit sum of bytes from offset 3 to this byte.

ng for a firmware update image. If no

us, the target is likely waiti
accept new query messages.

Ifa 0x15 (NACK) stat
B ( the target will timeout and

messages are sent to it for about 75 seconds,

! is no
If a query returns a 0x51 (QUERY) status, then the target's bootloader i
query messages.

t active and will not respond to

1 »
12 Dioi
D.gx Im‘cnmlr'mmi, Inc.
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Route Record Indicator

Frame Type: OxAl

The route recerd indicator is rec
with many-to-one routing to cre

2ived wheneve i g i
S 2 I 3 device sends a ZigBee route record command. This is used
Qurce routes for devices in a network.

3 E SRS Yosd
0i Ox7E
MSB 1: 0x00 i
W Number of bytes between the length and the checksum
3 Al |
| MSB4! 0x00 ; )
5: 0x13 I
: 6: 0xA2 i
E 7: 0x00 | 64-bit address of the device that
= 8: 0x40 initiated the route record.
A O
r e , 10 0x1
= S LSB11j0x22
P g | 12008 fEbitaddressofh
a SRR R '16_5{ AW T e devi::eama{tinisti:tede‘.he
3 ‘Framespecificlata \ SRRAEEES ] 1 0 outerecord
. = S 4 14} 0x01 | 0x01 - Packet Acknowledged.
t : ] | 0x02 - Packet was a broadcast.
; | | The number of addresses in the
i 15i 0x03 source route (excluding source
: © and destination).
16i OxEE ' (neighbor of
A7 OxFF ~71 destination)
: Address of intermediate hop
.__—_ﬁ-.—o—xé—A—-w—- - Two bytes per 16-bit address.
ars 21088
P 22 080 | OxFF - the 8 bit sum of bytes fiom offset 3 to this byte.

Example: Suppose device E sends a route record that traverses multiple hops en route to data

collector device A as shown below.
ABCDE

If device E has the 64-bit and 16-bit a
D have the following 16-bit addresses:

ddresses of 0x0013A200 40401122 and 0x3344, and if devices B, C, and

B = OXAABB
C = 0xCCDD
D = OXEEFF

The data collector will send the above API frame out its UART.

190
izu

HY oot :
Digi lntemational, [nc.
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S
Many-to-One Route Request Indicator L e
o died

T ——

Frame Type: QOxA3

The many-to

-one route request indi frame i
: cator frame is sent out the UART whene m
E o Ver a many-to-one route request is

i Ox )
LSB2 0x0C
3] 0xA3
MSB 4 0x00
5] 0x13

— o>

| 64-bit address of the device that sent the many-to-one
8i 0x40 i route request

LSB 11} 0x22
MSB 12 0x00 | 16-bit address of the device thatinitiated the many-to-one

{LSB 13| 0x00 | route request

3

14 0x00 Setto 0.

15; O0xF4 i OXFF - the 8 bit sum of bytes from offset 3 to this byte.

~®0x0MmT

Example: Suppose a device with a 64-bit address of 0x0013A200 40401122 and 16-bit address
of 0x000Q sends a many-to-one route request. All remote routers with API firmware that receive
the many-to-one broadcast would send the above example API frame out their UART.

N
L3¢

— emational, [ I
- R
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:nq ZigBee Device Obje i
ﬂ|£§_;__ig jects (ZDO) Commands with the API

: ice Objects (ZDOs) are defined in the Zi i
ZigBee Device : & ZigBee Specification as part of the 7j i
} ¥ i ZigBee D :
objects provide functlc?nallty to rpanage and map out the ZigBee network and to discox?er ?V'Ce proﬁle These
devices. 7DO0s are typically required when developing a Zig SSpcesonzighes

Bee product that will intero i i
: T perate in a public profil h
25 home automation or smart energy, or when communicating with ZigBee devices from other ve:dors el‘he' ;;;C

rform several mana i
can also be used to pe gement functions such as frequency aqili
changés - Mgmt Network Update Request), discovering routes RIELS) ooy detoctand chanined

; : o) (Mgmt Routing Request) and neighbors (Mgmt LQI
Request), and managing device connectivity (Mgmt Leave and Permit Join Request). ) el i

The following table shows some of the sw@re prominent ZDOs with their respective cluster identifier. Each ZDO

command has a defined payload. See the "ZigBee Device Profile" section of the ZigBee Specification for details.

ZD0 Command =
Network Address Requst ! 0x0000
IEEE Address Request 0x0001
Node Descriptor Request 0x0002
Simple Descriptor Request i 0x0004
Active Endpoints Request 0x0005
Match Descriptor Request 0x0006
Mgmt LQI Request 0x0031
Mgmt Routing Request 0x0032
Mgmt Leave Request 0x0034
Mgmt Permit Joining Request 0x0036 :
Mgmt Network Update Request 0x0038

The Explicit Transmit API frame (0x11) is used to send ZigBee Device Objects commands to devices in the ne.twork.
Sending ZDO commands with the Explicit Transmit API frame requires some formatting of the data payload field.

When sending a ZDO command with the API, all multiple byte values in the ZDO command (API payload) (e.g. ulé,
u32, 64-bit addresses) must be sent in little endian byte order for the command to be executed correctly on a
remote device.

For an API XBee to receive ZDO responses, the AO command must be set to 1 to enable the explicit receive API
frame. o :

The following table shows how the Explicit API frame can be used to send an "Active Endpoints" request to discover
the active endpoints on a device with a 16-bit address of 0x1234.

’D,. ____————-’-_——__-_——

4 N o
§t International, [ne.
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s
0! 0x7E
MSB 1/ 0xC0
SB2[ 0x17 | Number of bytes between the length and the checksum
B ox
Identifies the UART data frame for th
4| 0x01 + with a subsequent transmit status. If :er:‘:;tot?rf: g:lnast;it
= 51 = status frame will be sent out the UART,
| Ox
6/ 0x00
7; 0x00 i :
3 ! 64-bit address of the destination device (big endian byte
8] 0x00 { order). For unicast transmissicns, set to the 64-bit
31 0x00 i address of the destination device, or to
i i 0x0000000000000000 to send a unicast to the
10} 0x00 g coordinator. Set to 0x000000000000FFFF for broadcast.
111 0xFF !
12| OxFF ".
MSB 13! 0xFF | 16(;bit) agdress o{: the destination device (big endian byte
i | order). Set to 0xFFFE for broadcast, or if the 16-bit
LSB 14 OxFE | address is unknown.
i Set to 0x00 for ZDO transmissicns (endpoint 0 is the
15; 000 | ZDO endpoint).
! | Set to 0x00 for ZDO transmissions (endpoint 0 is the
16; 00 | ZDO endpoint).
MSB 17} 0x00 ; Set to the cluster ID that corresponds to the ZDO
| command being sent
LSB 18/ 0x05 | 0x0005 = Active Endpoints Request
MSB 19) 0x00 | Setto 0x0000 for ZDO transmissions (Profile ID 0x0000
LSB 20! 0x00 is the ZigBee Device Profile that supports ZDOs).
]
! Sets the maximum number of hops a broadcast
21} 0x00 transmission can traverse. If set to 0, the transmission
i radius will be set to the network maximum hops value.
22} 0x00 I All bits must be set to 0.
i | The required payload for a ZDO command. All multi-byte
23“: 0x01 | ZDO zgrameter values (u16, u32, 64-bit address) must
e —1 be sentin little endian byte order.
24) Ox ‘{ The Active Endpoints Request includes the following
| payload:
sl 0x12 | [16-bit NwkAddrOfinterest] !
2'; ; | Note the 16-bit address in the APl example (0x1234) is
1 | sentin litle endian byte order (0x3412).
] "~ OxFE minus the 8 bit sum of bytes from ofiset 3 to this
26§ 0xAG ! byte.
123
: e T e
2p; S T

N Interational e e
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ding zigBee Cluster Libra
nding 719 ry (ZCL) Commands with the API

‘n.1e ZIgB::ﬂg:s:;L]Ztéflriigg:z a set of .attributes and commands (clu

mﬁ:leicpproﬁle.such oy autorsn:;:; :‘YDICBIIY required when developi nzt:? tg'at can be supported in multiple

\a/e[:adors. Applications that are not designec;rfsor::rt energy, or when ccmmunicagtir:e € product that will interoperate in
. public profile or for | A g with ZigBee devices from other

section. or interoperability applications can skip this

The following table shows some prominent clusters with their respective attribut
ributes and commands.

Cluster (Cluster D)

MR
AENIE

Basic (0x0000 (0x0
( ) Hardware Version (0x0003) -Reset to defaults
Mcdel Identifier (0x0005) | (0x00)
identi . : ~
fy (0x0003) Identify Time (0x0000) ; Identify (0x00)
entify Query (0x01)
Time (0x000A Time (0x0000)
) Time Status (0x0001)
Time Zone (0x0002)
Themmostat 0x0201) © | " Local Temperature (0x0000) I _Setpaint rai
i Occupancy (0x0002) pom(orxaég? A

The ZCL defines @ number of profile-wide commands tha
t can be supported i
commands. These commands include the following. 24 GECLRRIFRE: oD g aener

| Command (Command!iD);

i A
i more attributes on a
remote device.

Read Atiributes (0x00)

; Generated in

Read Attributes Response (0x01) i response to aread
attributes command.
i Used to change one

Write Attributes (0x02) i or more attributes on
| aremote device.

Sentin response to a

Write Attributes Response (0x04) write attributes
command.

e e e e =

e

device to

3 | automatically report

Configure Reporting (0x06) ' on the values e one
i or more of its

attributes.
W [ Used toreport
. attributes when report
Report Atributes (0x0A) conditions have been
satisfied.

[ Umdndsmete
i i 0x0C attribute identifiers on
Discover Attributes (0x ) e
B oot
b Sentin response to @

(0x0D) discover attributes
! command.

Discover Attributes Response

ands to devices in the network. Sending ZCL
f the data payload field.

le byte values in the ZCL command (API payload) (e.g. uls,
r the command to be executed correctly on 3

s used to send ZCL comf

The Explicit Transmit API frame (0x11) i :
res some formatting ©

commands with the Explicit Transmit APL frame requi
pI, all multip

When sending a ZCL command with the A
e endian byte order fo

‘:32: 64-bit addresses) must be sent in littl
€mote devi
b enable the explicit receive API frame.

d be set to 1to 3
djset! nd endpoint information

ter ID, profile ID, a

Note: When sending ZCL commands, the AO comman
eived data.

This will provide indication of the source g4- and 16-bit addresslesé:lgfje rec
for each received packet. This information is required to property

124

& Dio:
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/
The sollowing table shows how the Explicit API frame can b
gevice with 2 64-bit address of 0x0013A200 40401234 (u
source and destination endpoints. Recail the hardware ve

cluster (cluster 1D 0x0000). The Read Attribute general c

€ used to read the hardware version attribute from a
nl.<nown 16-bit address). This example uses arbitrary
rsion attribute (attribute ID 0x0003) is part of the basic
ommand ID is Gx00.

MSB1i 0x00 |
WW Number of bytes between the length and the checksum

FE

|
!
|

1
|
: ldentifies the UART data frame for the host to correlate 1

4. 0x01 | with @ subsequent transmit status. If set to 0, no ransmit
: status frame will be sent out the UART.

MSB 5. 0x00

i
1
|
|
\
|

S 6 0x13
5 702 . 64-bit address of the destination device (big endian byte |
8: 0x00 : order). For unicast transmissions, st to the 64-bit I
— - address of the destination device, or to {
3: 0x40 0x0000000000000000 to send a unicest fo the
] 10: 0x40 : coordinator. Set to 0x000000000000FFFF for broadcast. |
11 012 ’;
- 12 0x34 |

MSB 13: OxFF i - = P S Fati e i
= : 16-bit address of the destination device (big endian byte |

g Sl  order). Set to OxFFFE for broadcast, or if the 16-bit i
LSB 14: OxFE  address is unknown.

15 OxAd  Setto the scurce endpoint on the sending device. (0x41 |
o el arbitrarily selected). i
16 0x42 i Set to the destination endpeint on the remote device.
: =% FOp 0 - (0x42 arbitrarily selected)
S ey MSB 17: 0x00 Set fo the dluster ID that corresponds fo the ZCL t
R e - command being sent ‘
~ LSB18:0x00 | gx0000 = Basic Cluster

|
i
: |
}

i MSB19 0xD1 Setto the profile ID supported on the device. (0xD123

2 " 1SB 20: 0x23 - arbitrarily selected). |

- - : : Sets the maximum number of hops 2 broadcast |
21: 0x00 . fransmission can fraverse. If set o 0, the ransmission

] :  radius will be set to the nefwork maximum hops vaiue.
-— S .______——-____.___————v I S
iyt Rl 22: 0x00 . All bits must be set 10 0.

: e i : B L
o8 Bitheld that defines the command type 2nd cther relevant
23 0x00 * information in the ZCL command. See the ZCL
% . specification for detzils.

2 0. A sequence number used to comelate 2 ZCL command
4 | with 2 ZCL response. (The hardware versicn response
24: 0x01 : willinclude thisbyleas a sequence_nurt-ber [fj:
% |  response.) The value 0x01 was arbitrarily selected.
2 H 2 el P -
s  Since the frame cenfrol “frame fype” bits 7€ uubgnés byt
25 0x00  cpediies 2 general command. Command ID 0x00 s 2
24 St u ER°) s
A | Rezd Attributes commend. SR b
03 V The payload for 2 "Read Attributes” command is a list of
461:—,__ Aﬁribut'= \dentifiers that are being rezd.

2 P
¢ Not bit Atiribute ID (0x0003) is sentin {!u: 3
i Eféieafi;tg-grd’e} {0x0300). Al muiti-byte ZCL header

27: 0x00 © 2nd payicad values must be sent in litle endien byte
 order.
i e abhem olbfes fomofee 3 0
0xFF minus the 8 bit sum oi bytes from ofiset Jfoth

28 DXF A i bﬂg'
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nthe above example, the Frame Control field (offset 23) w
n B B ‘

Frame Type

Manufacturer Specific 2 e prof
Direction 3 — — T2 20 o the ZCL Fr, am
Disable Default Response | 4
Reserved 5-7 L RS

Setto 0.

cee the ZigBee Cluster Library specification for details.

sending Public Profile Commands with the Ap7

L
commands in public profiles such as Smart Energy and Home Automation can be sent with the XB i
Exglict Transmit API frame (0x1.1). Sending public profile commands with the Explicit Transmit ap; - IR
some formatting of the data payload field. Most of the public profile commands fit into the ZigBee Cl:Jasrtne f;luwes
(zCL) architecture as described in the previous section. er Library

The following table shows how the Explicit API frame can be used to send a demand response and load control
message (cluster ID 0x701) in the smart energy profile (profile ID 0x0109) in the revision 14 Smart Energy
specification. The message will be a "Load Control Event” (command ID 0x00) and will be sent to a device with 64-
bit address of 0x0013A200 40401234 with a 16-bit address of 0x5678. The event will start a load control event for
water heaters and smart appliances, for a duration of 1 minute, starting immediately.

Note: When sending public profile commands, the AO command should be set to 1 to enable the explicit receive API
frame. This will provide indication of the source 64- and 16-bit addresses, cluster ID, profile ID, and endpoint
information for each received packet. This information is required to properly decode received data.

%h!c. /—-//
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e L

————

—— )

Number of bytes between the length and the checksum

e —

Identifes the UART data rame for e gl e
; r the host to correlat
with a subseqqent transmit status. If set to 0 no trans;i!
status frame will be sent out the UART

64-bit address of the destination device (big endia
5 nb
order). For unicast transmissions, set to (thes,3 64-bit i

o1 address of the destination device, or to

OxOOQOOOOOOOOOOOOO to send a unicast to the
coordinator. Set to 0x000000000000FFFF for broadcast.

16-bit address of the destination device (big endian byte
order). Set to 0xFFFE for broadcast, or if the 16-bit
address is unknown.

Set to the source endpoint on the sending device. (0x41 |
arbitrarily selected).

Set to the destination endpoint on the remote device.
(0x42 arbitrarily selected)

Set to the cluster ID that corresponds to the ZCL
command being sent.
0x0701 = Demand response and load control cluster ID

Set to the profile ID supported on the device.
0x0109 = Smart Energy profile ID.

Sets the maximum number of hops a broadcast ¥
fransmission can traverse. If set to 0, the transmission
radius will be set to the network maximum hops value.

All bits must be set to 0.

Bitfield that defines the command type and other relevant
information in the ZCL command. See the ZCL
specification for details.

A sequence number used to correlate a ZCL command
with a ZCL response. (The hardware version response
will include this byte as a sequence'nurpber in the
response.) The value 0x01 was arbitrarily selected.

Since the frame control “frame type" bits are 01, this byte
specifies a cluster-specific command. Command poxoo
in the Demand Response and Load Control cluster is a
Load Control Event command. (See Smart Energy

specification.)

[
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= — St
WJ&Mph!? O Deseri — ———
i 2 0x78 - : mﬁnum 3 2 w ~
iy ‘-27 R N‘ Y€ unique identifier —
R X506 ot the 4-byta D 5 ser G
] 28‘—0x34 { (0X7356341.2y)t‘9 015 sentin ite engian byte order
e | The event ID in this ey Bos ‘
29 ox12 | bivarily selected e (OX12345678) was :
- -03(1.‘.‘ L 2’ ;?P’YI the load control event e
| Abitvalue of 0x0014 enables srmart st
‘ water heaters, X0014 enables smart appiiznces ang |
3000 N byte bit field vai ‘
‘ Or%:!r,me 2-byte bit field value is sent in e encian byts |
32 0x00 Used to identify SUbagrcup;‘c?';';T » =
iy | class. 0x00 addresses all groups,
33} 0x00 =3 |
S R
—__log_____ UTC timestzmp representing when ¢
35: 0x00 | start. A value of 0x00000000 incicates "
36 0x00 |
37 0x01 :
38, 0x00 This 2-byte value must be
39! 0x04 Indicates the criticality level of the =
the level is "voluntary”. !
: Requested offset to zpply to the nomal
40; OxFF A value of 0xFF indicates the temperziu R
not used. |
Requested offset to apply to the nomal he
41: OxFF A value of 0xFF indicates the temperatu
not used.
42! 0x00 Requested coaling set point in 0.01 de
A value of 0x8000 mezns the sat poin
this event.
43; 0x80 Note the 0x80000 is sent in fitle endizn byte ordar.
44} 0x00 Requested heating set point in 0.01 degress Celsius.
A value of 0x8000 means the set point feld is notusad in
45 0x80 this event.
Note the 0x80000 is sent in littie endian byte order.
Maximum energy usage fimit.
46; 0x80 A value of 0x80 indicates the field is not used.
Defines the maximum "On" axty cycle. 25 e
47! OxFF A value of OxFF indicates the duty cycle is notusad in this
event.
481 0x00 A bitmap describing avent options.
e s o § Bilum of bytes fom ofsal 3 W s
. 49} 0x58 | byte,
follows:
In the above example, the Frame Control field (offset 23) was constructed as
ame BItS a ple Value te
- ! - Command is specifictoacluster
Frame Type | 01 | _01____#———“.————:"“"77‘_ Frame Header,
=4 i code field is omitted from the ZCL Frame Rieacer.
Manufacturer Specific | 2 g "_;T?‘_?L“fﬁ“'?-c?gﬁ~-‘.*'-"""”Ee sarver side to the client side.
Brees 3771 1- The command is being s@ L from e e
mﬁe‘ﬂ“"*f“? e tesponse notisadled
e Default Response | .5 e e e
Reserved { 67 | AL

-

~37 It .
~_Eraligng] [
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= Fan Rt

4

| l 28 7;34 (0x78563412). entin litle endian byte order
! The event ID in this exam

4-byte unique intiﬁer.
Note the d-byte D is 5

29! 0x12 arbiary selecteg, T O 12345678) was

30

_._\_\
0x14 T ;c\; bapply the load control event
it valu : i
e heaetec:; f)x0014 enables smart appliances and
Not - i i in li
ad :r.the 2-byte bit field valye IS sent in little endian byte

~~~~~~~ L IR NG
£ 0x00 Used to identify su -groups of devices i i
i class. 0x00 addresses all groups. o

ey o T

341 0x00

UTC timestamp representing when the event should

35: 0x00 i start. A value of 0x00000000 indicates "now".

36; 0x00

37; 0x01 :

38 0x00 This 2-byte value must be sent in little endian byte order.
39! 0x04 ndicates the criticality level of the event. In this example,

the level is "voluntary”.

Requested offset to apply to the normal cooling set point.

40; OxFF A value of 0xFF indicates the temperature offset value is
not used.

Requested offset to apply to the normal heating set point.

41: OxFF A value of 0xFF indicates the temperature offset value is
not used.

42! 0x00 Requested cooling set pointin 0.01 degrees Celsius.
A value of 0x8000 means the set point field is not used in
this event.

Note the 0x80000 is sent in little endian byte order.

Requested heating set point in 0.01 degrees Celsius.

A value of 0x8000 means the set point field is not used in
45: 0x80 this event.
Note the 0x80000 is sent in little endian byte order.

Maximum energy usage limit.
A value of 0x80 indicates the field is not used.

Defines the maximum "On" duty cycle. ; Ee
47} OxFF Avalue of 0xFF indicates the duty cycle is not usedin this
event.

A bitmap describing event options.

0xFF minus the 8 bit sum of bytes from offset 3 to this
49; 0x5B byte.

In the above example, the Frame Control field (offset 23) waes
Bits Example Value Descriptian =

0 - The manufacturer
T
e command is b

Frame Type 0-1
Manufacturer Specific 2
Direction gl =Th

Disable Default Response | 4

Reserved

i 57

i

s foll

OWS:

constructed a

1 - Command is specific to a cluster
code field is omitted irom the ZCL Frame Hffi_e_n_

z rerge Ty
eing sent fro_rr_l the server side to _ﬂ"le client si
0 - Default response not dn;abled g Tl

Setto 0.

0

Dioi
of Intenmliwml, Inc.
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verview

he Arduino M ; g

. ega 2560 is a microcontroller board base
has 54 gigita input/output pins (of which 14 can be used as PWM outptéts), %2;?:;0%
PUts, 4 UARTS (hardware serial ports), a 16 MHz crystal oscillator, a us ;02 2 SupEJOI’t
°Wer.jack’ an ICSP header, and a reset button. It contains everything neeae

v i i ' cable or power it with a AC-
>Dmlcr°c°”tr°”e"; simply connect it to a computer with a US!Z shl i e

);tf adapter or battery to get started. The Mega is compatibl
€ Arduino Duemilanove or Diecimila.

d on the ATmega2560 (datasheet).

;chematic & Reference Design

\ - d :
GLE files: arduino-meaa2560-reference-design.zio




cheratic: rquino-meaga2560-schematic.pdf

Summary

ficrocontroller : ATmega2560

perating Voltage S5V

nput Voltage (recommended) 7-12V

nput Voltage (limits) 6-20V

igital I/O Pins 54 (of which 14 provide PWM output)
nalog Input Pins 16

)C Current per I/O Pin 40 mA

C Current for 3.3V Pin 50-mA

lash Memory 256 KB of which 8 KB used by bootloader
RAM ] KB

EPROM 4 KB

lock Speed 16 MHz

ower

e Arduino Mega can be powered via the USB connection or with an external power supply.
€ power source is selected automatically.

ternal (non-USB) i AC-to-DC adapter (wall-wart) or
power can come either from an e 2

itterly. The adapter can be connected by plugging a 2.1njm center-posﬁcf_e pl't:]ghler\atg;rseof

ard's Power jack. Leads from a battery can be inserted in the Gnd and Vin pi

® POWER connector.

] lied with less than
¢ board can operate on an external supply of 6 to 20 volzség:; Sbli)%?—d - s =

/1 hOWeVEr . 3 Its an
; . the 5V pin may supply less than five voits i e
Using more than 12pv, thex/oltgge regulator may overheat and damage the

®MMended range is 7 to 12 volts.

t use the FTDI USB-to-

i no :
n that it does ' 3 USB-to-serial

8 . : ;
i 8932560 differs from all preceding boards l8U2 e

13l driver chip. Instead, it features the Atmega
NVerter, ’
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The power pins are as follows:

o VIN. The input voltage to the Arduino board when it's using an external power source
(as opposed to 5 volts from the USB connection or other regulated power source). You
can supply voltage through this pin, or, if supplying voltage via the power jack, access
it through this pin.

¢ 5V. The regulated power supply used to power the microcontroller and other
components on the board. This can come either from VIN via an on-board regulator,
or be supplied by USB or another regulated 5V supply.

¢ 3V3. A 3.3 volt supply generated by the on-board regulator. Maximum current draw is
50 mA.

o GND. Ground pins.

Memory

Ihe ATmega2560 has 256 KB of flash memory for storing code (of which 8 KB i.s used .for
e bootloader), 8 KB of SRAM and 4 KB of EEPROM (which can be read and written with the

EPROM library).

Input and Output

2h of the 54 digital pins on the Mega can be used as an input or output, qSing%r
digitalWrite(), and digitalRead() functions. They operate at 5 volts. Each plrge%abypdefault)
“Celve a maximum of 40 mA and has an internal pull-up resistor (disconnec

F20-50 kohms. In addition, some pins have specialized functions:

; : : Serial 2: 17 (RX)
' Serial: 0 (RX) and 1 (TX); Serial 1: 19 (RX) and o (TX)(/e (RX) and transmit

and 16 (TX); Serial 3: 15 (RX) and 14 (TX). Used to recei U Ul
(TX) TTL(seri)a’I da‘éa. Pins O a(nd 2 are also connected to the corresponding p

ATmega8U2 USB-to-TTL Serial chip i ¢ 5)
; : nterrupc o),
External Interrupts: 2 (interrupt 0), 3 (mte.rrupt 1)t’ :2l)8 gl'lhese pins can be
19 (interrupt 4), 20 (interrupt 3), and 21 (interrup or falling edge, or a change
<onfigured to trigger an interrupt on a low value, a (;S'ng
PWaS: See the attachinterrupt() function for B502 & o\yige() function.
* PWM: 0 to 13, provide 8-bit PWM output with the ar':'hese pins support SPI
SPL: 50 (MIS0), 51 (MOSI), 52 (SCK), o= (E). also broken out on the ICSP
COMmunication u',sing the SPI library. The SPI pins areDuemila”O"e and Die;imnla.
€ader, which is physically compatible with the Uno: 28 S5 pa 1 the pin is HIGH
D: 13, There is a built-in LED connected to digital p! :



value, the LED is on, when the pin is LOW, it's off.
o I:€: 20 (SDA) and 21 (SCL). Support I2C (TWI) communication using the Wire

library (documentation on the Wiring website). Note that these pins are not in the
same location as the I2C pins on the Duemilanove or Diecimila,

The Mega2560 has 16 analog inputs, each of which provide 10 bits of resolution (i.e. 1024
diferent values). By default they measure from ground to 5 volts, though is it possible to
change the upper end of their range using the AREF pin and analogReference() function.

There are a eouple of other pins on the board:

* AREF. Reference voltage for the analog inputs. Used with analogReference().
* Reset. Bring this line LOW to reset the microcontroller. Typically used to add a reset
button to shields which block the one on the board.

Communication

Ihe Arduino Mega2560 has a number of facilities for communicating with a computer,

nother Arduino, or other microcontrollers. The ATmega2560 provides four hardware UARTs
OrTIL (5V) serial communication. An ATmega8U2 on the board channels one of these

Ver USB and provides a virtual com port to software on the computer (Windows macr;;:nes
lll need a . inf file, but OSX and Linux machines will recognize the board as a COM pc; #
Jomatically. The Arduino software includes a serial monitor which allows ;lmplehtexh;n

3 to be sent to and from the board. The RX and TX LEDs on the board will flash w

- i but
:aEa Is being transmitted via the ATmega8U2 chip and USB connection to the computer (bu
\0 gor serial communication on pins 0 and 1). e e A

ins reSerial library allows for serial communication on any

?T ATmega2560 also supports 12C (TWI) and SPI communicadti?:zh;l’:n
085 a Wire library to simplify use of the 12C bus; see the do
& for details. For SPI communication, use the SPLlbrary.

e Arduino softwgrfa
tation_on the Wiring

)

h:ogrammlng coware (download). For details,
i g i tW e e

s Al‘dumo Mega cam be programmed with the Arduino soi

the refer : lows

nc tutorials. i ader that allow

oe ATmega2560 2?1dthgtA?dlesino Mega comes pr Sngu Wl;qh fda/g?eloprogrammer. It
110 uploaq new code to it without the use of an external ha
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mmunicates using the original STK500 protocol (reference, C header files).

ou can also bypass the. bootloader and program the microcontroller through the ICSP (In-
Circuit Serial Programming) header; see these instructions for details.

Automatic (Software) Reset

Rather then requiring a physical press of the reset button before an upload, the Arduino
MMega2560 is designed in a way that allows it to be reset by software running on a

connected computer. One of the hardware flow control lines (DTR) of the ATmega8U2 is
connected to the reset line of the ATmega2560 via a 100 nanofarad capacitor. When this

line is asserted (taken low), the reset line drops long enough to reset the chip. The Arduino
software uses this capability to allow you to upload code by simply pressing the upload

button in the Arduino environment. This means that the bootloader can have a shorter
timeout, as the lowering of DTR can be well-coordinated with the start of the upload.

This setup has other implications. When the Mega2560 is connected to either a computer
finning Mac OS X or Linux, it resets each time a connection is made to it from software (v.ia
USB). For the following half-second or so, the bootloader is running on the Mega2560. While
Itis programmed to ignore malformed data (i.e. anything besides an upload of new code),

it will intercept the first few bytes of data sent to the board after a connection is opeqed.

Ifa sketch running on the board receives one-time configuration or other data when it

fist starts, make sure that the software with which it communicates waits a second after
opening the connection and before sending this data. :
The Mega2560 contains a trace that can bge cut to disable the auto-reset. The pa?s on either
Side of the trace can be soldered together to re-enable it. It's labeled "RESET-EN". You ma;‘/'C
350 be able to disable the auto-reset by connecting a 110 ohm resistor from 5V to the res

line; see this forum thread for details.

USB Overcurrent Protection
s your computer's usB

& A;duino i Fsaeetble polyfuse that pro,:ect rovide their own internal
rom shorts and overcurrent. Although most computers %re than 500 mA is applied to

+ the fuse provides an extra layer of protection. 17 : , overload is
:::)g\?deortl the fuge will automaticallyybreak the connection until the short or
ed.

Physical Characteristics and Shield
Ompatibility
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he maximum length and width of the Mega2560 PCB are 4 and 2.1 inches
iith the USB connector and power jack extending beyond the former dimen
rew holes allow the board to be attached to a surface or case. Note that the distance
petween digital pins 7 and 8 is 160 mil (0.16"), not an even multiple of the 100 mil spacing
the other pins.

respectively,
sion. Three

The Mega2560 is designed to be compatibie with most shields designed for the Uno,
Diecimila or Duemilanove. Digital pins O to 13 (and the adjacent AREF and GND pins),
analog inputs O to 5, the power header, and ICSP header are all in equivalent locations.
‘Further the main UART (serial port) is located on the same pins (0 and 1), as are external
interrupts 0 and 1 (pins 2 and 3 respectively). SPI is available through the ICSP header on
‘both the Mega2560 and Duemilanove / Diecimila. Please note that I2C is not located on the

'same pins on the Mega (20 and 21) as the Duemilanove / Diecimila (analog inputs 4 and 5).
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