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Abstract 

The increasing number of cars every year causes many problems, which 
affects the life of people everywhere, and increasing the need of more parks, and more 
time is needed to find a place for a car to park. 

Our project proposes a solution to decrease the effect of this problem in our 
society. The idea of our project is to design an Automatic Parking System (APS) for 
drivers to reserve the suitable park slot for their cars before they arrive, which saves 

am' time, money and effort. 

Our system is based on sensors to detect the available slot, Arduino to manage 
park slots, gates, and a ZigBee network to connect with a server. The server is 
connected with a modem to communicate with mobile devices and billing service. 
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Chapter 1 
Introduction 

1.1 Overview 

In the past, when driver want to visit any city by his car , driver should park his car in a 
safe park, and to do that by a traditional way there are many challenges facing driver such as : 
consuming more time, spent more money before reach a park. and this is not only when driver 
reach the park and want to buy a parking ticket and driver don't have enough money in your 
pocket. 

Now, driver will be more comfortable from where should park his car, and don't worry 
about it. Our project allow to driver know where the nearest empty park to reserve it from far 
distance, then go directly to the park. To pay reserving fees the system will discount the required 
amount from driver phone balance that's more suitable than traditional billing or using credit 
card. 

On street 

Communication 
Channel.. 

4-- -- 

On Park 

1 ©©.-@we 
ARDUINO 

' « l 
Figurel.1 System Block Diagram. 
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1.2 Objectives and Requirements 

1.2.1 Design Objectives 

The proposed project is assumed to achieve the following objectives: 

• The system should be able to organize parks electronically to know the number of 
empty positions in every park. 

•The system should enable the driver to know the nearest empty parking slot, to save 
time. 

•The system should allow the driver to reserve slot for his car remotely and then go to the 
slot formerly reserved, so it saves the time required to search for slot and book it. 

•The system should facilitate the driver to pay booking fees for parking, by rebating the 
required amount from the balance of Mobile driver. 

•The system should enable the driver to follow the location of his car during the Camera 
Monitor on-site park and a confirmation of the safety car. 

1.2.2 System Requirements 

The proposed project should be able to: 

I. Continuously monitor the parks and modify the data about empty and booked parks. 

2. Reserving any empty park the driver request booking. 

3. Charge the driver on the booked time deduct the amount of booking from his phone 
balance. 

4. To ensure booking the park for the driver request it, system closed the park by gate, 
that open when the driver enter the password received it when he request booking using 

keypad. 

In order to achieve the aforementioned objectives and requirements we need the 
following hardware components: 

. ZigBee Transceivers : for wireless communication . 

. Microcontrollers: to control devices 

. Sensors: for monitor the state of the spaces at the parking and feedback the 
state . 

. Server: to store data and run the software. 
3 



. Mobile: to do the reservation remotely . 

. Gates: to reserving the park and to prevent anyone to fill the reserved park. 

. Cameras : to monitor all parks. (Optional) 

1.3 Motivations 
• Reduction of car theft by monitoring park. 
• Reduce traffic in the streets, by make operation of research easier to find a position to 
park car and faster. 

• To maintain the beauty and cultural city by reducing the number of cars parked on both 
sides of the road. 

• Reduce traffic violations resulting from the wrong stand in the streets. 
• Save time and effort and money, by fixing the park for the driver, to head him directly 
without need to research for empty park. 

1.4 Approach 

1. Our system is proposed to solve spread parks on sides of street in Hebron city. 

2. A collection of sensors should be distributed to find a suitable place for a car and reserve it 
when the driver request reserve. 

3. Communication will be throughout mobiles (GSM). In this case the name of the park, the 
number of the empty park, and secret word to enable the driver to open the booked park. 

4. This system should be attached with central information base in the municipality, to Supply it 
with all booking process. not only reserving process , but the road traffic and parks empty. All 
these aspects leads to help the planning process and directing transportation in future. 

5. The billing process is as following: the driver should pay the booking fees for an hour, by 
rebate the required amount from the balance of Mobile driver 

6. The driver has the right to be given a 20 minutes to get benefit from the booking " the first 
hour", after that period the booking will cancel, if the driver do not occupy park. 

7. When the driver leaves the park he should pay the booking fees according to the number of 
booking hour. 

8. When the driver arrive the park he hasn't the right to open the barrier unless he knows the right 
secret word, the gate open when the driver enter the right secret word using keypad, to allow him 
enter his car. He can't leave without paying the required amount . 

4 



1.5 Related Works 

1.5.1 Smart Car Parking System 

Smart Car Parking System, R.Zallom, J.Khamayseh, and M.Al-mohtaseb. 

Graduation project 2007. 

This project is involved in design and implementation of a smart parking system. The 
system will direct the driver to available parking spaces in each floor when entering the parking. 
Then, from the floor the driver will be derived to the parking available slots. 

The project will be implemented with the 8051 microcontroller for all the necessary 
controlled hardware components are used such as sensors display and motor for the system. 

This project give a guidance parking system. 

Advantage: 
• Very useful for controlling the parking hardware part. 

Disadvantage: 
• No payment system. 

Different from our project in: 
• No payment system. 
• No identification. 

1.5.2 Wireless Operated Parking System 

Wireless Operated Parking System, Sh.Arafeh, Sh.Wazwaz, M.Al-juneidi. 

Graduation project 2011. 

This project was used to automate the parking process, by designing a system consists of 
sensors and counter that monitor the state of the spaces at the parking and feedback the 
administration center with data about the parking spaces, and this administration center 
communication with the driver and opens the gate if there is a space and if this driver is 
permitted to enter this parking. In other words the driver communicate with the administration 
center and ask it to enter the garage, the administration center check the identity of the driver and 
the park status, and then sends a signal to the gate to open.[1] 
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Advantage: 
• Very useful for controlling the park . 
• Payment system. 

Disadvantage: 
• When the Power failure all counters will reset and all data is volatile . 

Different from our project in: 
• No counters. 
• Does not allow book from far distance. 

1.5.3 Smart Parking System Using RFID Technology 

Smart Parking System Using RFID Technology, A.Al-fouqha, M.Al-masri. 

Graduation project 2014. 

The principal goal of the project was build a Radio Frequency Identification System 
(RFID) vehicle tracking device to provide a more user-friendly, affordable, and an efficient 
means to track vehicles accurately in a parking lot. Radio Frequency Identification (RFID) based 
parking entrance system becomes different and provides a more secure way to enter into the 
parking than traditional parking systems. As in traditional parking systems before entering into 
the parking the car is checked by the security guards, that whether a car belongs to that particular 
parking area or not, notes the vehicle registration number, and issued a slip or token due to which 
time is wasted and it still may not be the secure way. 

In RFID based parking entrance system reader will detect the car, as the car will be 4-5m 
faraway from gate and guarantees whether the vehicles belongs to that parking area or not? This 
will ensure the entrance of only authorized vehicles, hence decreasing time consumed and 
ensuring high security. [2] 

Advantage: 

• Very useful for controlling the parking . 
• Security system. 

Disadvantage: 
• No Payment system. 

Different from our project in: 
• No Payment system. 
• Does not allow book from far distance. 

6 



1.6 Project Plan 
1.6.1 First Semester 

Week 

Tasks 

System Definition 

Requirement Analysis 

System Design 

Documentation 

1.6.2 Second Semester 

Tasks 

System Design 

Development 
Phase 

Test Phase 

Documentation 
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Chapter 2 
Background 

In this chapter we will show the basic theoretical information about some technologies to 
be used in our project. 

2.1Zig Bee and other competitors 

Wireless sensor networks are one of the most rapidly growing technologies and has a 
wide variety of applications. As a wireless technology, ZigBee becomes popular in the recent 
years due to its ultra-low power consumption. However, there are many wireless technologies 
that are competing with the ZigBee such as Wi-Fi and Bluetooth. Wi-Fi is based on the IEEE 
802.11 standards and considered as the most prevalent technology in the world. Most researchers 
prefer to exploit Wi-Fi technology in their projects due its availability in almost everywhere, and 
in every wireless device (such as laptops, smart phones, tablets and so on). A typical wireless 
router uses 802.11 b or 802.11 g with a stock antenna might have a communication range of 32 m 
indoors and 95 m outdoors. Wi-Fi transceivers are very suitable for applications that requires 
high data rate and/or an internet connection. 

On the other hand, Bluetooth is primarily designed for low power consumption and short 
ranges communication (lm and 1 Om). Bluetooth is not targeted for a specific application, but 
supports a multitude of applications. Therefore the technology has been adopted by wide variety 
of devices, including computers, cell phones, headsets, PD As and cars. 

2.1.1Zig Bee Physical Layer ( 802.15.4 ) 

ZigBee is a wireless technology developed as an open global standard to address the 
unique needs of low-cost, low-power wireless M2M networks. The ZigBee standard operates on 
the IEEE 802.15.4 physical radio specification and operates in unlicensed bands including 2.4 
GHz, 900 MHz and 868 MHz 

The 802.15.4 specification upon which the ZigBee stack operates gained ratification by 
the Institute of Electrical and Electronics Engineers (IEEE) in 2003. The specification is a 
packet-based radio protocol intended for low-cost, battery-operated devices. The protocol allows 
devices to communicate in a variety of network topologies and can have battery life lasting 
several years. 
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ZigBee protocol has been created d ified an ratifie by member companies of the ZigBee 
Alliance. Over 300 leading semiconductor manufacturers t hn 1 fi OEM d · 
:: : sect iology arms, Is an service 

companies comprise the ZigBee Alliance membership. The Zi±Be tc 5l dei ed . ie 1gliee protocol was lesigne to 
Provide an easy-to-use wireless data solutic :h · d • • . on c aractenze by secure, reliable wireless network 
architectures. 

2.1.2ZigBee Advantage 

The ZigBee protocol is designed to communicate data through hostile RF environments 
that are common in commercial and industrial applications. 

ZigBee protocol features include: 

• Support for multiple network topologies such as point-to-point, 
point-to-multipoint and mesh networks. 

• Low duty cycle - provides long battery life. 
• Low latency. 
• Direct Sequence Spread Spectrum (DSSS). 
• Up to 65,000 nodes per network. 
• 128-bit AES encryption for secure data connections. 
• Collision avoidance, retries and acknowledgements. 

2.1.3Mesh Networks 

A key component of the ZigBee protocol is the ability to support mesh networking. In a 
mesh network, nodes are interconnected with other nodes so that multiple pathways connect each 
node. Connections between nodes are dynamically updated and optimized through sophisticated, 
built-in mesh routing table. 

Mesh networks are decentralized in nature; each node is capable of self-discovery on the 
network. Also, as nodes leave the network, the mesh topology allows the nodes to reconfigure 
routing paths based on the new network structure. The characteristics of mesh topology and ad­ 
hoc routing provide greater stability in changing conditions or failure at single nodes. 

10 Figure 2.1:Mesh Networks. 



2.1.4 Comparison between Wi-Fi, Bluetooth and z· B t h 1 • s Agliee teclinologies 

~ 
Bluetooth ZigBee Wi-Fi - 

Frequency Band 2.4 GHz 868/915 MHz, 2.4 GHz 2.4 GHz, 5 GHz 
Data rate 1 Mbps 250 Kbps 54 Mbps 

Nominal range 10m 10 -100 m 50 -100 m 
# RF channels 79 16 (for 2.4 GHz) 14 (for 2.4 GHz) 

Channel bandwidth 1 MHz 2 MHz (for 2.4 GHz) 22MHz 
Power Consumption Medium Low High 

Table 2.1: Comparison between technologies.[3] 

We chose ZigBee because all the benefits mentioned previously, and the ZigBee nodes 
can go from sleep mode to active mode in 30 ms or less, that save power. 

2.1.51/0 Data Format 

1/0 data begins with a header. The first byte of the header defines the number of samples 
forthcoming. The last 2 bytes of the header (Channel Indicator) define which inputs are active. 
Each bit represents either a DIO line or ADC channel. 

_________ Header _ 

Bytes 2- 3 (Channel Indicator) 

bit 15 Bit set to '1' if channel is active 

Figure 2.2 : Data Format. 

Header Sample data follows the header and the channel indicator frame is used to 
determine how to read the sample data. If any of the DIO lines are enabled, the first 2 bytes are 
the DIO sample. The ADC data follows. ADC channel data is represented as an unsigned 10-bit 
value right-justified on a 16- bit boundary. 
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Whip Antenna U.FL. RF Connector 

Figure 2.3 : ZigBee Examples 

2.2 Keypad 

This unit use to insert a correct password to open the park, that connect to Arduino to 
control the Keypad. 

Figure 2.4 :Keypad 

Chip Antenna 

2.3Arduino [4] 
Arduino is a tool for making computers that can sense and control more of the physical 

world than your desktop computer. It's an open-source physical computing platform based on a 
simple microcontroller board, and a development environment for writing software for the board. 
Arduino can be used to develop interactive objects, taking inputs from a variety of switches or 
sensors, and controlling a variety of lights, motors, and other physical outputs. Arduino projects 
can be stand-alone, or they can communicate with software running on your computer ( e.g. 
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Flash Processing, Max MSP.) The boards can b bl , e assem ed by hand or purchased preassembled; 
the open-source IDE can be downloaded for free. 
The Arduino programming language is an i"mpl tati if · · · · · · ·· tementation o1 Wiring, a similar physical 
computing platform, which is based on the Processing multi1 di: :. :. nt met1a programming environment. 

2.3.1Why Arduino? 

There are many other microcontrollers and microcontroller platforms available for 
physical computing. Parallax Basic Stamp, Netmedia's BX-24, Phidgets, MIT's Handyboard, and 
many others offer similar functionality. All of these tools take the messy details of 
microcontroller programming and wrap it up in an easy-to-use package. Arduino also simplifies 
the process of working with microcontrollers, but it offers some advantage for teachers, students, 
and interested amateurs over other systems: 

• Inexpensive - Arduino boards are relatively inexpensive compared to other microcontroller 
platforms. The least expensive version of the Arduino module can be assembled by hand, and 
even the pre-assembled Arduino modules cost less than $50 . 

• Cross-platform - The Arduino software runs on Windows, Macintosh OSX, and Linux operating 
systems. Most microcontroller systems are limited to Windows. Simple, clear programming 
environment - The Arduino programming environment is easy-to-use for beginners, yet flexible 
enough for advanced users to take advantage of as well. For teachers, it's conveniently based on 
the Processing programming environment, so students learning to program in that environment 
will be familiar with the look and feel of Arduino. 

Open source and extensible software- The Arduino software is published as open source tools, 
available for extension by experienced programmers. The language can be expanded through 
C++ libraries, and people wanting to understand the technical details can make the leap from 
Arduino to the AVR C programming language on which it's based. Similarly, you can add 
AVR-C code directly into your Arduino programs if you want to. 

Open source and extensible hardware The Arduino is based on 
Atmel's ATmega8 and ATmega168 microcontrollers. The plans for the modules are published 
under a Creative Commons license, so experienced circuit designers can make their own version 
of the module, extending it and improving it. Even relatively inexperienced users can build the 
breadboard version of the module in order to understand how it works and save money. 

2.3.2Types of Arduino 

l- Arduino Uno: 
The Arduino Uno is a microcontroller board based on the ATmega328 .It has 14 digital 

input/output pins (of which 6 can be used as PWM outputs), 6 analog inputs, a 16 MHz ceramic 
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resonator, a USB connection, a power jack, an ICSP header, and a reset button. It contains 
everything needed to support the microcontroller; simply connect it to a computer with a USB 
cable or power it with a AC-to-DC adapter or battery to get started. 

The Uno differs from all preceding boards in that it does not use the FTDI USB-to-serial 
driver chip. Instead, it features the Atmegal 6U2 (Atmega8U2 up to version R2) programmed as 
a USB-to-serial converter. =­ 

Figure 2.5 :Arduino Uno. 

2-Arduino GSM Shield: [5] 

The Arduino GSM Shield connects your Arduino to the internet using the GPRS wireless 
network. Just plug this module onto your Arduino board, plug in a SIM card from an operator 
offering GPRS coverage and follow a few simple instructions to start controlling your world 
through the internet. You can also make/receive voice calls (you will need an external speaker 
and microphone circuit) and send/receive SMS messages. 

Figure 2.6 :Arduino GSM Shield . 

3- Arduino MEGA ADK : 

The Arduino MEGAADK is a microcontroller board based on the ATmega2560. It has a 
USB host interface to connect with Android based phones, based on the MAX3421e IC. It has 54 
digital input/output pins (of which 15 can be used as PWM outputs), 16 analog inputs, 
4 UARTs (hardware serial ports), a 16 MHz crystal oscillator, a USB connection, a power jack, 
an ICSP header, and a reset button. 
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Figure 2.7 :Arduino MEGAADK. 

2.4 Global System for Mobile 

GSM (Global System for Mobile communication) is a digital mobile telephony system 
that is widely used in Europe and other parts of the world. GSM uses a variation of time division 
multiple access (TDMA) and is the most widely used of the three digital wireless telephony 
technologies. 

Mobile services based on GSM technology were first launched in Finland in 1991. Today, 
more than 690 mobile networks provide GSM services across 213 countries and GSM represents 
82.4% of all global mobile connections. According to GSM World, there are now more than 2 
billion GSM mobile phone users worldwide. GSM World references China as "the largest single 
GSM market, with more than 370 million users, followed by Russia with 145 million, India with 
83 million and the USA with 78 million users." 

Since many GSM network operators have roaming agreements with foreign operators, 
users can often continue to use their mobile phones when they travel to other countries. SIM 
cards (Subscriber Identity Module) holding home network access configurations may be 
switched to those will metered local access, significantly reducing roaming costs while 

experiencing no reductions in service. 

GSM, together with other technologies, is part of the evolution of wireless mobile 
telecommunications that includes High-Speed Circuit-Switched Data (HSCSD), General Packet 
Radio System (GPRS), Enhanced Data GSM Environment (EDGE), and Universal Mobile 

Telecommunications Service (UMTS). 
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2.5 Sensors 

In this section will discussion types of sensors may will use it in our project, and will 
Comparison between this types. 

2.5.1Photoelectric sensor 

A photoelectric sensor, or photo eye, is a device used to detect the distance, absence, or 
presence of an object by using a light transmitter, often infrared, and a photoelectric receiver. 
They are used extensively in industrial manufacturing. There are three different functional types: 
opposed (through beam), retro-reflective, and proximity-sensing ( diffused). 

A through beam arrangement consists of a receiver located within the line-of-sight of the 
transmitter. In this mode, an object is detected when the light beam is blocked from getting to the 
receiver from the transmitter. 

A retro reflective arrangement places the transmitter and receiver at the same location and 
uses a reflector to bounce the light beam back from the transmitter to the receiver. An object is 
sensed when the beam is interrupted and fails to reach the receiver. 

A proximity-sensing ( diffused) arrangement is one in which the transmitted radiation 
must reflect off the object in order to reach the receiver. In this mode, an object is detected when 
the receiver sees the transmitted source rather than when it fails to see it. 

Some photo eyes have two different operational types, light operate and dark operate. 
Light operate photo eyes become operational when the receiver "receives" the transmitter signal. 
Dark operate photo eyes become operational when the receiver "does not receive" the transmitter 
signal. 

The detecting range of a photoelectric sensor is its "field of view", or the maximum 
distance from which the sensor can retrieve information, minus the minimum distance. A 
minimum detectable object is the smallest object the sensor can detect. More accurate sensors 
can often have minimum detectable objects of minuscule size. 

Figure 2.8 : Photoelectric sensor. 

16 



2.5.2Ultrasonic sensor 

Ultrasonic sensor is very good type of sensors, this sensor is used as a transceiver 
(transmitter and receiver), and the working system of this sensor like the radar, which evaluate 
attributes of a target by interpreting the echoes from radio or sound waves. Ultrasonic makes 
high frequency sound wave and evaluates the echo which received back by the sensors and 
measure the time between sending and receiving the signal to determine the distance. This sensor 
can use in a lot of applications like measuring wind speed. 

Ultra sonic used transducer to convert sound waves to above sound waves and the range 
of the frequency above 18K.Hz. This process happened from convert electrical signal to the 
sound and when receive this signal it converts the signal from sound to electrical and we can 
measure it. 

We choose using ultrasonic sensor than photoelectric sensor, because it is more accurate 
and reliable, and both of them have the same cost. 

From our studying a lot of light sensors we find that we can circumvent on them, and they will 
never give the result we need. 

Figure 2.9: Ultrasonic sensor. 

✓ Advantages of ultra sonic sensor : 

1- Determine the distance with high accuracy .. 

2- The wave that the sensor sends it is does not affect with human. 

✓ Disadvantages of photoelectric sensor : 

1- This sensor determines that these is an object with quite accuracy. 

2- We can cut the light using any object. 
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2.6 Software 
The computer can't work independently it ed f% , · ntty,it neec for the software to manage, read, write, 

analysis, and save data and do other operations. 

There are a lot of programming Ian h · . guages t at are used to build a computer program, 
choosing any language depends on the tasks of the program, we need any language can handling 
with database. 

2.6.1C# Programming Language [6] 

C# (pronounced as see sharp) is a multi-paradigm programming language encompassing 
strong typing, imperative, declarative, functional, generic, object-oriented (class-based), and 
component-oriented programming disciplines. It was developed by Microsoft within its .NET 
initiative and later approved as a standard by Ecma (ECMA-334) and ISO (ISO/IEC 
23270:2006). C# is one of the programming languages designed for the Common Language 
Infrastructure. 

A multi-paradigm programming language is a programming language that supports more 
than one programming paradigm. As Leda designer Timothy Budd puts it: "The idea of a multi 
paradigm language is to provide a framework in which programmers can work in a variety of 
styles, freely intermixing constructs from different paradigms. The design goal of such languages 
is to allow programmers to use the best tool for a job, admitting that no one paradigm solves all 
problems in the easiest or most efficient way. 

2.6.2 Java Programming Language [7] [8] 

Java is a general-purpose computer programming language that is concurrent, class­ 
based, object-oriented, and specifically designed to have as few implementation dependencies as 
possible. It is intended to let application developers "write once, run anywhere" (WORA), 
meaning that code that runs on one platform does not need to be recompiled to run on another. 

Java applications are typically compiled to byte code that can run on any Java virtual 
machine (JVM) regardless of computer architecture. Java is, as of 2014, one of the most popular 
programming languages in use, particularly for client-server web applications, with a reported 9 
million developers. 

Java was originally developed by James Gosling at Sun Microsystems (which has since 
merged into Oracle Corporation) and released in 1995 as a core component of Sun 
Microsystems' Java platform. The language derives much of its syntax from C and C++, but it 
has fewer low-level facilities than either of them. [9] 

There are five primary goals in the Java language: 

• It must be simple, object-oriented and familiar. 
• It must be robust and secure. 
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• It must be architecture-neutral and portable. 
• It must execute with high performance. 
o It must be interpreted, threaded, and dynami 3 10. 

Figure 2.10: C# Programming 

Language Logo 

Figure 2.11: Java Programming 

Language Logo 

2.6.3Microsoft Office Access [10] 

Microsoft Access, also known as Microsoft Office Access, is a database management 
system from Microsoft that combines the relational Microsoft Jet Database Engine with a 
graphical user interface and software-development tools. It is a member of the Microsoft Office 
suite of applications, included in the Professional and higher editions or sold separately. 

Microsoft Access stores data in its own format based on the Access Jet Database Engine. 
It can also import or link directly to data stored in other applications and databases. 

Software developers. and data architects can use Microsoft Access to develop application 
software, and "power users" can use it to build software applications. Like other Office 
applications, Access is supported by Visual Basic for Applications (VBA), an object-oriented 
programming language that can reference a variety of objects including DAO (Data Access 
Objects), ActiveX Data Objects, and many other ActiveX components. Visual objects used in 
forms and reports expose their methods and properties in the VBA programming environment, 
and VBA code modules may declare and call Windows operating-system functions. 
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2.6.4 SQLite Database[ll] 

SQLite is an open source database. SQLitc , 
. · 1 e supports standard relational database features 

like SQL syntax, transactions, and prepared statements. The database requires limited memory at 
run time (approx. 250 Kbytes ) which makes it a good candidate from being embedded into 
other run times. 

SQLite is embedded into every Android device. Using an SQ Lite database in Android 
does not require a setup procedure or administration of the database. 

You only have to define the SQL statements for creating and updating the database. 
Afterwards the database is automatically managed for you by the Android platform. Access to an 
SQLite database involves accessing the file system. This can be slow. Therefore it is 
recommended to perform database operations asynchronously. 

2.6.5Arduino Software 

The Arduino software is provided to you "as is" and we make no express or implied 
warranties whatsoever with respect to its functionality, operability, or use, including, without 
limitation, any implied warranties of merchantability, fitness for a particular purpose, or 
infringement. we expressly disclaim any liability whatsoever for any direct, indirect, 
consequential, incidental or special damages, including, without limitation, lost revenues, lost 
profits, losses resulting from business interruption or loss of data, regardless of the form of 
action or legal theory under which the liability may be asserted, even if advised of the possibility 
or likelihood of such damages. 

The open-source Arduino environment makes it easy to write code and upload it to the i/o 
board. It runs on Windows, Mac OS X, and Linux. The environment is written in Java and based 
on Processing, avr-gcc, and other open source software. 
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Figure 2.12: Arduino Software. 

21 



Chapter Three 



Chapter 3 
System Design 

This chapter explain the design concepts, general block diagram of the system, the 
system how will work, and system data flow. 

3.1 The General Block Diagram 

The General Block Diagram consist the main components of our project that as shown in 
figure 3.1. 

l Sensors Arduino 
~ ..... _z_ig .... B_e_e __ } PC 

Gate 

Keypad j Mobile [ Modem 

Figure 3.1: Block Diagram For The System. 
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3.2Billing 
We will use three method for charging: 

1. Using mobile balance for the driver ( that need to deal with communication company ). 

That mean to taking the value that needed from the mobile balance and if the balance 
was not enough will be agreed with the mobile company to allow debt to specific value 

2. Using a charging card that is special for the parking that use this APS system to allow the 
driver to use the card more than one until the balance of the card is finish . 

3. The traditional method to pay to the employee and take the password for the gate . (this 
method is used if no prior reservation have been made) . 

3.3Data Base 

A database is an organized collection of data. The data is typically organized to model 
aspects of reality in a way that supports processes requiring information. 

Database management systems (DBMSs) are computer software applications that interact 
with the user, other applications, and the database itself to capture and analyze data. A general­ 
purpose DBMS is designed to allow the definition, creation, querying, update, and 
administration of databases. Well-known DBMSs include Microsoft SQL Server, Oracle and 
Microsoft access . 

A database is not generally portable across different DBMSs, but different DBMSs can 
interoperate by using standards such as SQL and ODBC or JDBC to allow a single application to 
work with more than one DBMS. Database management systems are often classified according 
to the database model that they support . 

In our project we will to work on Microsoft access program to design the data base for this 
system. 

We used this equations to calculate the payment for each driver in the system: 

Payment=[ (No. of hours )*(cost of 1-hour)]-(cost of the first hour) 

We assume the cost of one hour = 1.0 $ 

24 



-- NO Mobile Number Parking slot Gate Parking Number password Time Exit Payment 
time 

- 1 025896345 4 0000000 11:00 01:00 1$ 

- 
2 

Table3 .1: The data base designed for the system. 

3.4Main System Components 

This section will describe the role of each component : 

3.4.1 Sensors 

Ultrasonic sensors transmit ultrasonic waves from its sensor head and again receives the 
ultrasonic waves reflected from an object, by measuring the length of time from the transmission 
to reception of the sonic wave, it detects the position of the object. 

The sound velocity in the atmosphere varies with the temperature of the atmosphere. The 
sound velocity is 331.45 mis in the atmosphere at 0°C. 

In our project we decided to use ultrasonic sensor since it is specifications meet the 
requirement of our project. We decide to use Ultrasonic Ranging Detector Mod HC-SR04 
Distance Sensor with the next specifications: 
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Ultrasonic ranging module HC- SR04 .: 
. . provides 2cm - 400cm non-contact measurement function, the rangmg accuracy can reach to 3 Th . . . . . mm. ie modules mcludes ultrasonic transmitters 

receiver and control circuit. The basic principle of work: " 

Using IO trigger for at least 10us high level signal, The Module 1to atir ally ds +2ht 
: 9 1e totule automatically sends eig 

40 kHz and detect whether there is a pulse signal back. 

IF the signal back, through high level, time of high output IO duration is the time from 
sending ultrasonic to returning. 

Its stable performance and high ranging accuracy make it a good choice for us. Compared 
to the Shape IR ranging module, HC-SR04 is more inexpensive than it. But it has the same 
ranging accuracy and longer ranging distance. 

There are 4 pins out of the module: VCC, Trig, Echo, GND . So it's a very easy interface 
for controller to use it ranging. The all process is : pull the Trig pin to high level for more than 
IOus impulse, the module start ranging; finish ranging, If you find an object in front, Echo pin 
will be high level , and based on the different distance, it will take the different duration of high 
level. So we can calculated the distance easily: 

Distance= ((Duration of high level)*(Sonic :340m/s))/2 Equations (2.1) 

3.4.1.1 Principle of operation 

At the beginning we should get the testing values (distances) that will be used to compare 
the reading of the sensor with The testing value will be get from sending ultrasonic signal from 
the sensor to an object putted at the maximum distance between the ground and the car bottom 
(50cm as we suppose). 

The reflection of the wave will cause a signal with specific duration on the echo pin 
entered to the Arduino. Using a code in the Arduino we will store this value as a reference value. 

I h h d · · ·r there is a car in the space of parking or not depends on the n the system, the tecision 1 
tra ·tt d 1 · fr its sensor head and again receives the ultrasonic waves nsmittec ultrasonic waves om 1t • 
refl t d bi Th fl ted wave should hit the sensor m a time equals to two the ecte from an object. ie reflect. • 
tr I · • · 1 fr m the sensor to the car bottom. The signal with specific avel time of the ultrasonic signal :o 
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duration will be taken from the echo pin in the sen d 
t will be compared to a testing distanc stc,,"and manipulated in the Arduino. After that 
1 ices s ore vefore and th h d . . . that space or not. en get the decision if there is car in 

3.,4.2Arduino Mega 

I ZigBee 

Arduino 

i ZigBee 

Gate 

Figure 3.2: The block diagram of the Arduino work in the system. 

the Arduino read the status of sensors then it will generate an 8-bit string of zeros and 
ones , zeros are empty and ones are reserved. due to the gate situation , then it will send this 
string over ZigBee ,until it reaches the central Arduino which will pass these information to the 
PC. 

After the reservation complete , PC will send the gate number and the code to central 
Arduino , which will direct them to the Arduino connected to the gate , after the code and 
reservation information received by the Arduino will activate the relay at the gate which come 
including data. 

When The car arrive, the driver must enter the code which get it into the keypad 
connected to the Arduino, which will compare the code entered with the received one from the 
PC, if there were a match then the gate will open to the car in. 

When the car in , the sensor will changes its status ,sends its new status to the Arduino and 
then returned the process again. 

The Arduino mega is a microcontroller based on the Atmega1280 .it has 54 digital 
input/output pins (of which 14 can be used as PWM outputs), 16 analog inputs, 
4 UARTs (hardware serial ports), a 16 MHz crystal oscillator, a USB connection, a power jack, 
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an ICSP header, and a reset button. It contains everything needed to support the microcontroller; 
simply connect it to a computer with a USB cable or power it with a AC-to-DC adapter or 
battery to get started. The Mega is compatible with most shields designed for the Arduino 
Duemilanove. 

Figure 3 .3: Arduino Mega module . 

Microcontroller AT mega 1280 

Operating Voltage 5V 

Input Voltage (recommended) 7-12 V 

Input Voltage (limits) 6-20 V 

Digital 1\0 pins 54 

Analog input pins 16 

DC current per i\o pins 40mA 

DC current for 3 .3 V pin 50mA 

Flash Memory 128KB 

SRAM 8KB 

EEPROM 4KB 

Clock Speed 16MHz 

Table 3.2: Characteristics about Arduino Mega. 
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(RESET) PC6 
PCS (ADCS/SCL) digital pin O (RX) (RXD) PDO 2 

digital pin 1 (TX) (TXD) PD T 3 
PC4 (ADC4/SDA) 

digital pin 2 (INTO) PD2 4 
PC3 (ADC3) 

digital pin 3 (INT1} PD3 5 
PC2 (ADC2) 

digital pin 4 (XCK/TO) PD4 
PC1 (ADC1) 
PCO (ADCo) vcc GND 

GND 8 21 AREF 
(XTAL1/TOSC1) PBS 9 20 AVCC 
(XTAL2/TOSC2) PB? 10 19 PB5 (SCK) 

digital pin 5 (T1) PD5 18 PB4 (MISO) 
digital pin 6 (AINO) PD6 17 PBS (MOS/OC2) 
digital pin 7 (AIN1) PD7 16 PB2 (SSI/OC1B) 
digital pin 8 (ICP1) PBO 15 PB1 (OC1A) 

analog Input 5 
analog lnput4 
analog input 3 
analog input 2 
analog input 1 
analog input O 

digital pin 13 (LED) 
digital pin 12 
digital pin 11 (PWM) 
digital pin 1 O (PWM) 
digital pin 9 (PWM) 

ATmega8 

Figure 3.4: The data sheet for Arduino Mega. 

3.4.2.1Power 

The Arduino Mega can be powered via the USB connection or with an external power 
supply. The power source is selected automatically. 

External (non-USB) power can come either from an AC-to-DC adapter (wall-wart) or 
battery. The adapter can be connected by plugging a 2.1mm center-positive plug into the board's 
power jack. Leads from a battery can be inserted in the Gnd and Vin pin headers of the power 
connector. 

The board can operate on an external supply of 6 to 20 volts. If supplied with less than 7V, 
however, the 5V pin may supply less than five volts and the board may be unstable. If using 
more than 12V, the voltage regulator may overheat and damage the board. The recommended 
range is 7 to 12 volts. 

The power pins are as follows: 
• Vin :- The input voltage to the Arduino board when it's using an external power source 

(as opposed to 5 volts from the USB connection or other regulated power source). You 
can supply voltage through this pin, or, if supplying voltage via the power jack, access it 
through this pin. 

• 5V. The regulated power supply used to power the microcontroller and other components 
on the board. This can come either from Vin via an on-board regulator, or be supplied by 
USB or another regulated 5V supply. 
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% 3V3.A 3.3 volt supply generated by the on-board FTDI :hi M . . 
50mA. cup. laximum current draw is 

% GND. Ground pins. 

3.4.2.2Memory 

The ATmegal280 has 128 KB of flash memory for storing code (of which 4 KB is used 
for the boot loader), 8 KB of SRAM and 4 KB of EEPROM (which can be read and written with 
the EEPROM library). 

3.4.2.3Input And output 

Each of the 54 digital pins on the Mega can be used as an input or output, using pin 
Mode), digital Write(), and digital Read() functions. They operate at 5 volts. Each pin can 
provide or receive a maximum of 40 mA and has an internal pull-up resistor (disconnected by 
default) of20-50 kOhms. In addition, some pins have specialized functions: 

• Serial: 0 (RX) and 1 (TX); Serial 1: 19 (RX) and 18 (TX); Serial 2: 17 (RX) and 16 
(TX); Serial 3: 15 (RX) and 14 (TX). Used to receive (RX) and transmit (TX) TTL 
serial data. Pins O and 1 are also connected to the corresponding pins of the FTDI 
USB-to-TTL Serial chip. 

• External Interrupts: 2 (interrupt 0), 3 (interrupt 1 ), 18 (interrupt 5), 19 (interrupt 4 ), 
20 (interrupt 3), and 21 (interrupt 2). These pins can be configured to trigger an 
interrupt on a low value, a rising or falling edge, or a change in value. See the attach 
Interrupt()function for details. 

• PWM: 2 to 13 and 44 to 46. Provide 8-bit PWM output with the analog 
Write() function. 

• SPI: 50 (MISO), 51 (MOSI), 52 (SCK), 53 (SS). These pins support SPI 
communication, which, although provided by the underlymg hardware, is not 

1 · 1 d d · th Arduino language The SPI pins are also broken out on the current y me u e m e · . . . . 
ICSP header, which is physically compatible with the Duemilanove and Diecimila. 

• h f which provide 10 bits of resolution (i.e. 1024 
. The Mega has 16 analog mputs, eac o und to 5 volts, though is it possible to change 

different values). By default they measure from grou e() funet; 
. F . d analog Reference nc 10n. the upper end of their range usmg the ARE pm an 

. t Used with analog Reference(). 
' AREF.Reference voltage for the analog inpul© ,[,r. Typically used to add a reset button to 
Reset. Bring this line LOW to reset the microcontroller. ypi 

shields which block the one on the board. 
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3.,4.2.4Communication 

The Arduino Mega has a number of fa \jj;: · acrlities for communicating with a computer, 
another Ardumo, or other microcontrollers. The ATmegal280 provides four 
hardware UARTs for TTL (5V) serial communication. An FTDI FT232RLon the board channels 
one of these over USB and the FTDI drivers (included with th Ard · ft ) id e mno so ware proviie a 
virtual com port to software on the computer. The Arduino software includes a serial monitor 
which allows simple textual data to be sent to and from the Arduino board . 

The RX and TX LEDs on the board will flash when data is being transmitted via the 
FTDI chip and USB connection to the computer (but not for serial communication on pins O and 
(l), A Software Serial library allows for serial communication on any of the Mega's digital pins. 

The ATmega1280 also supports I2C (TWI) and SPI communication. The Arduino 
software includes a Wire library to simplify use of the I2C bus. 

Physical characteristic and shield compatibility:- 

The maximum length and width of the Mega PCB are 4 and 2.1 inches respectively, with 
the USB connector and power jack extending beyond the former dimension. Three screw holes 
allow the board to be attached to a surface or case. Note that the distance between digital pins 7 
and 8 is 160 mil (0.16"), not an even multiple of the 100 mil spacing of the other pins. 

The Mega is designed to be compatible with most shields designed for the Diecimila or 
Duemilanove. Digital pins Oto 13 (and the adjacent AREF and GND pins), analog inputs Oto 5, 
the power header, and ICSP header are all in equivalent locations. Further the main UART 
(serial port) is located on the same pins (0 and 1) (pins 2 and 3 respectively). 

3.4.2.5 Interfacing between Arduino and other device 

This board explain interface between Arduino and Ultrasonic sensor, how the pin of 
sensor connect with pin of Arduino. 

i w w w - . 
::: . -· .. ··ss>··5Datil! 

g 
g » . ~ 
... .Ji 

[tr]>·>····> 

::::: :::::: . . . . . . . ..... 

d . d Ultrasonic sensor. Figure 3.5:Interface between Ar umo an 
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figure 3.6 explain interface between Ard · . 
uino, and Ultrasomc sensor and slots of park this circuit is a prototype for the subsystem of Arduino. ' ' 

created 4 Sep 2010 
Dy Tom fqoe 

thls exssple code is i ta pub!le daaain. 

Fr//v, sr@ala,ee/ea/Tutor±al/±arc±apt 

fl these constants» son't changer 
conat int anslogPin « AO} // the pin that the potentiometer is attached ta 
eon9t; int lcdCount. • 10; II tl'le n.tt..-1:-er o! t.:?o :t Jn tbe ba:- 9r.iip~ 

int lcd.Pl:a:i( J • ( 
2, 3, 4, 5, 6, 7,0,3,10,11 ); // an array of pin unbars with LLS± 

void setup() { 
F loop over the pis array and wet tea al! so output: 
for {it thi±Led «C; thisted < ledcount; th±sted++) { 
pintode(1edisa(sh±lstd}, OU7Puz); 

Figure 3.6: A prototype for the subsystem of Arduino. 

Figure 3. 7 explain interface between Arduino and ZigBee, how the pin of ZigBee connect 
with pin of Arduino , ZigBee will work as transmission and received device. 

- •••••••• •••••• O 
L 1 1 1 0 9 8 7 6 5 4 3 2 0 ~ a 3 2 1 1 DIGITAL 

= < • • ::::E ::? ::? ::? ::? ■ ■•••• s s :s:: = = ■ ■B a.. a.. 0.. a.. a.. a.. 
I) 
I) - .. •• 0 .. .. •• • •• -- • .. 11 -- • .. 11111111 -- • -- .. - - -- • - - -.- - - • - - - - XBee - - - - • • :e • • ■ - - ® - - I I • 

■ 11111111 • 
® ls> = 

■ - • 
Cl) C') C') ro "ANALOG IN 

@ I I I ~ c;,; M GND CO 0 1 2 3 4 5 
oooo 0 •••••• 

Figure 3.7:Interface between Arduino and ZigBee. 
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3.4.3Keypad 

This is the internal component of k eypad and wh t · 3 .a Is task of each port on keypad . 

• i LS1 
w SOUNDER 

1 lz O 

s? tr 6 
co 

VDD 

A -- z]a [s/A +LI.4-+ 
U1 ·@[s [s] s , 16 OSC1/CU<IN -1L- Ho] 15 RAO 
OSC2/CLKOUT RA1 18 ·Ila a 6 lf RA2 1 NANI} 

4MHz MCLR RA3 2 

--C2 --C1 RA4/TOCKI 9, 

=r RBO/INT 6 gee s@ @]] RB1 7 
RB2 8 y .., 
RB3 9 

Q 

RB4 10 I I RB5 11 

RBS 12 
RB7 13 

PIC16F84A 

Figure3.8: internal component of keypad. 

3.4.4ZigBee 

·----~~~ « - 

1 vcc - Power supply 
2 DOUT Output UART Data Out 
3 DIN/CONFIG Input UART Data In 
4 008' Output Digital Output 8 

5 RESET input Module Reset (reset pulse must be at least 200 ns) 
6 PWM0/RSSI Output PWM Output 0 / RX Signal Strength Indicator· 
7 PWM1 Output PWM Output 1 

8 [reserved] - Do not connect 

9 DTRI SLEEP RQ / D18 Input Pin Sleep Control _Line or Digital Input 8 

10 GND - Ground 

11 AD4 I DIO4 Either Analog Input 4 or Digital 1/0 4 

12 CTS /D1O7 Either Clear-to-Send Flow Control or Digital I/O 7 

13 ON/SLEEP Output Module Status Indicator 

14 VREF Input Voltage Reference for ND Inputs 

15 Associate/ AD5 IDIO5 Either Associated Indicator, Analog Input 5 or Digital UO 5 ~ 
16 RTS / AD6 / D106 Either Request-to-Send Flow Control, Analog Input 6 or Digital 1/0 6 

17 AD3/DlO3 Either Analog Input 3 or Digital UO 3 
- 

18 AD2/DIO2 Either Analog Input 2 or Digital 1/0 2 

19 AD1 / D1O1 Either Analog Input 1 or Digital 1/0 1 - 20 AD0/DIO0 Either Analog Input 0 or Digital 1/0 0 - 
Table 3.3 : Datasheet for ZigBee. 
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This component used to sending and received the data from and to PC, and from and to 
Arduino, and used to addressmg the zone of park. 

Microcontroller 

DI (data In) 

crs 
DO (data out) 

+rs 

XBee 
Module XBee 

Module 

DI (data in) 

crs 
DO (data out) 

rs 
Micro controller 

Figure3.9: ZigBee. 

Data enters the module UART through the DI pin (pin 3) as an asynchronous serial 
signal. The signal should idle high when no data is being transmitted. 

Each data byte consists of a start bit (low), 8 data bits (least significant bit first) and a 
stop bit (high). The following figure illustrates the serial bit pattern of data passing through the 
module. 

Least Significant Bit (first) ~ 
1 1 1 1 0 0 0 1 Idle (high) , , 

1 UART Signal \ I I 

OVDC LJ I I~ i Signal 

't I I I 
Voltage I I I I 

Start Bit (low) Stop Bit (high) 
Time 

Figure3 .1 O : data packet as transmitted through the ZigBee. 
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4 4 1 Packet format analysis 3.-« 

The packet format which is going to be transferred between our subsystems, in our 
project could be three type of message: request book message, confirmation message, and 
cancellation book message. 

~ _.__ __ 2 3~---4 __ ........._ __ s __ ,__ __ 6_ 

1: Header ( 2 bytes ). 

2: Mobile Number ( 5 bytes ). 

3: Type of message ( 2 bits). 

4: Zone number ( 1 byte ). 

5: Status of sensors ( 1 byte). 

6: Password to open the slot ( 3 byte). 

Example 1 : 

#%0599278949006511010111254698 

#% : Header bytes. 

0599278949 :Mobile Number. 

00 :Type of message (request book message). 

65: Zone number. 

11010111 : Status of sensors, 1 means full, 0 means empty. 

254698: Password to open the slot. 

Example 2: 

1##0599123456118801110100569875 

## : Header bytes. 

0599123456 : Mobile Number. 

11 · book message). ll : Type of message (cancellation 

88 : Zone number. 

full o means empty. 01110100: Status of sensors, 1 means ' 

569875: Password to open the slot. 
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Example 3 : 

&@05989874560125011 10100457425 

&@: Header bytes. 

0598987456 : Mobile Number. 

01 : Type of message (confirmation message). 
25: Zone number. 

01110100 : Status of sensors, 1 means full, O means empty. 

457425: Password to open the slot. 

3,4.4.2Addressing 

Every RF data packet sent over-the-air contains a Source Address and Destination 
Address field in its header. The RF module conforms to the 802.15.4 specification and supports 
both short 16-bit addresses and long 64-bit addresses. A unique 64-bit IEEE source address is 
assigned at the factory and can be read with the SL (Serial Number Low) and SH (Serial Number 
High) commands. Short addressing must be configured manually. A module will use its unique 
64-bit address as its Source Address if it's MY (16-bit Source Address) value is "OxFFFF" or 
"OxFFFE". 

To send a packet to a specific module using 64-bit addressing: Set the Destination 
Address (DL + DH) of the sender to match the Source Address (SL + SH) of the intended 
destination module. 

To send a packet to a specific module using 16-bit addressing: Set DL (Destination 
Address Low) parameter to equal the MY parameter of the intended destination module and set 
the DH (Destination Address High) parameter to 'O'. 

We use addressing to divide the park to zones, and give each zone Special address that 
used to reach it easily, and that be the park more organized. 
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Chapter Four 



Chapter 4 
Software Requirement Specification 

In this chapter, we describe the requirements of our project, making simple scenarios to 
show how the project works. 

4.1 Requirement Description 

4.1.1 Actors 

4.,1.1.1 Administrator 
1. Logging on and access the system. 
2. Maintain the system. 
3. Monitor the system. 

4.1.1.2 Driver 
1. Request reservation. 
2. Enter or exit car in certain slot. 

4.1.2 Usage Scenario 

4.1.2.1 Administrator 

4.1.2.1.1 Logging on and access the system 

Use Case Logging on and access the system 

Primary Actor Administrator 

Goal in Context Enable the admin to access the system. 

Scenario 1. The ad min log on system. 
2. The admin chooses display data on screen. 
3. The system preview a list's of data. dd d 
4. The admin can deal with data (delete, a, an 

update the data). 

Table 4.1 : Logging on and access the system. 
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4,1.2.1.2 Maintain the system. 

Use Case Maintain the system 

Primary Actor Administrator 

Goal in Context The admin able to Maintain the system. 

Scenario 1. The admin log on system. 
2. The admin checks display data on screen. 
3. The admin checks GSM transceiver andZigBee 

transceiver performance by send and receive 
messages. 

Table 4.2 : Maintain the system. 

4.1.2.1.3Monitor the system. 

Use Case Monitor the system 

Primary Actor Administrator 

Goal in Context The admin able to Monitor the system. 

Scenario 1. The admin log on system. 
2. The admin can display and see the data flow to 

and from server. 
3. The admin checks GSM transceiver and ZigBee 

transceiver performance by send and receive 
messages. 

4. The admin monitor the park and mange it. 

Table 4.3 : Monitor the system. 
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4,1.2.2Driver 

4,1.2.2.1 Request Reservation 

Use Case Request Reservation 

Primary Actor Driver 

Goal in Context The driver can request reservation remotely. 

Scenario 1. The driver send SMS to GSM park for request 
reservation. 

2. The system will ask driver to confirm request. 
3. The driver send SMS to GSM park for confirm 

request. 

4. The system will reserve slot , then send to 
driver details of reserved slot. 

Table 4.4: Request Reservation. 

4.1.2.2.2Enter or exit car in certain slot 

Use Case Enter or exit car in certain slot 

Primary Actor Driver 

Goal in Context The driver can Enter or exit car in certain slot 
that reserved remotely. 

Scenario 1. The driver enter the password to open slot. 
2. The system will check the password, if it's 

correct the slot will open . 
3. The driver Enter or exit car in certain slot 

that reserved remotely. 

Table 4.5 : Enter or exit car in certain slot. 
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2 Flow Chart 4. 
4.2.1Booking Flow Chart 

This flow chart explain how the driver will booking the park? and what follow this 
booking? 

---- 
Stan 

± I Request: to buck 

I * 
PC read state of 

slots park 

! 

NO Yes 

Thankyuu, No empty park! 

NO 

Send to mob lie to 
Confirm his request 

Yes 

System book slat using gate 

Send to mobile: #of his slot, 
Password, some information 

Thank you! 
f Charge costofflrrthourbooked I 
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2 2 Entry Flow Chart 4 .. 

This flow chart explain how the driver will enter his car in the park? and what follow 
enter the park? 

Driver enter password by 
keypad 

NO 
Is 

aa password 
tcrrect? 

Yes 

Gate open the park 

I Enter• correct password 

NO 

Driver parked his car 

! 
I Start time counting 

Mab your reservation I I 
System close slot using 

~ gate 

t To flow chart 1 

End 
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2 3 Exit Flow Chart 4 .. 

This flow chart explain how the driver will exit his car from the park? 

«. 
~r ente~ ~asswm-d by ] 
/ --·--· keypad 

AAA.AAA.AAA»ANNA]lsell3us@asap 

Ves 

correct ? 

Enter a correct password 

I 
! 

send to mobile warning 
message 

Stop timer 

Calculate time and cost 

NO Yes 

Please pay the fee of 
booked 

Gate open the park 

Exiting car 

End 
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2 4 Billing Flow Chart 4 .. 

This flow chart explain how the driver will pay cost of his book? -- - 
Stan 

4 Reauest ·et / 
VO . Ves 

Modify the Data Base to add 
number of new phone NO 

enough 
balance? 

Ves 

Charge cost of reservation 

System open gate 

• Go to Administration ta pay cash" 

---- End 
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4.3 Step by Step Scenario 

This scenario will show our project step b t :6 . 
:. .: y step, from driver request to book, 1til th 

dri. er come to park to exit his car and b ·1i· c. . o , un 1 e ve 9 lllingfor time was booked: 
1.Adriver send a book request using SMS from the mobile GS , 0 1 e to SM modem in the park. 
2. GSM modem transfer the SMS to the PC through USB, 

3.PC program read message of request book and analysis it . 

4. PC program return to data base to check statues of sensors to decide there are empty slots or 
no empty slots. 

5. If no empty slots, PC program send to GSM modem instructions to send message to driver 
mobile " Thank You No Empty Park !! " 

6.If we have empty slots, PC program send to GSM modem instructions to send message to 
driver mobile II Please confirm your request ! !" 

7. If the driver don't confirm the request, system will ignore the request. 

8. If the driver confirm the request, PC program send to Arduino microcontroller instructions 
using ZigBee Transceiver device, Arduino microcontroller close park slot using gate. 

9. PC program send to GSM modem instructions to send message to driver mobile that Contain 
number of booked slot park, Password, and some information. 

10. When the driver reach the slot park that was booked, driver enter the password using keypad. 

11. Arduino microcontroller read the password from keypad, then send the password to PC 
program using ZigBee Transceiver device, to check it. 

12. If the password not correct, PC program send to Arduino microcontroller instructions using 
ZigBee Transceiver device, Arduino microcontroller show message on display of keypad II The 
Password is Not Correct, Please Enter The Correct Password ! ! 11

• 

13.If the password correct, PC program send to Arduino microcontroller instructions using 
ZigBee Transceiver device, Arduino microcontroller open park slot. 

14. Driver enter the car in slot, Arduino microcontroller close the slot using gate. 

15. Arduino microcontroller send the new statues of sensors and time of start book to PC 
program using ZigBee Transceiver device. 

16.PC program refresh the data base with the time of start book and the new statues of sensors. 

17 Wh th d · t it ·ar from slot park driver enter the password using keypad. • en e nver come o exi c , 
18 Ard · · 11 d th password from keypad then send the password to PC · luuno microcontro er rea e 
Program using ZigBee Transceiver device, to check it. 
19. If h PC am send to Arduino microcontroller instructions using · t e password not correct, progr .. 

11 ZigBee T . d ' Arduino microcontroller show message on display of keypad The 
transceiver ievice, rd[]" 

Password is Not Correct, Please Enter The Correct Passwor ·· · 

20.If the password correct, PC program calculate time and cost. 
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21. PC program charge the cost by one of the method that will illustrate later. 

22_ PC program send to Arduino microcontroller instructions using ZigBee Transceiver device, 
. 0 microcontroller open park slot. Arduin 

2,., Driver exit the car from slot park. 3. 

Arduino microcontroller send the new statues of sensors to PC program using ZigBee 24. 
Transceiver device. 

~ PC program refresh the data base with the new statues of sensors. 25. 
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Chapter 5 
System Implementation 

In chapter 3, we discussed the conceptual design of the system in details including the 
idea, the main system parts, flow charts that describes their interaction with each other. 

In this chapter we will dig more deeply in the implementation side of the project. Section 
5.1 will focus on the electrical considerations in the design including the main circuit diagram, 
electrical calculations, and will discuss other possible variation of the design beside the 
advantages and disadvantages of each one. Section 5.2 will discuss the real methods, objects, and 
interfaces for software program. 

5.1 Hardware system implementation 
5.1.1 Detailed Circuit Design 

The system consists of three types of nodes: mobile node, reference node and the 
coordinator node. 

ed to do reservation 

The Coordinator Node 

- used to connect mobile node 

with reference node. 

: : fc Sub-Systems. Figure 5.1 : General Block Diagram for 
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5.1.1.1 The Coordinator Node 
The circuit of the coordinator is th . 

;, %% 5.3) 1e simplest one (shown in Figure · to connect the XBee to th d . . ' we used an XBee explorer dongle 
. . fi ti . t . d . e a mmistrator 1 t Th functions: turst!y i 1s use to mterface the XBe @p op. e dongle has two main 

from XBee to the USB format (with pr ee to the laptop by converting serial data coming 
oper voltage level t 1 . 

computer. Secondly, the dongle contains inhe rans ation) to be readable by the 
an 1 ierited volt 1 XBee module. And we used an USB-GSM @ge regu ator at 3.3V to power the . • modem to connect th GS Figure 5.2) to the administrator laptop. c e M modem (shown in 

Figure 5.2 : USB-GSM modem, PC together. 

Figure 5.3 : XBee, PC and the dongle all together. 

. On the other hand, the power is fed to the fixed node through an AC-DC power adaptor 
with 7.5V and a maximum supplied current of 250mA. This voltage is passed through voltage 
regulation stage to power the XBee. 

·• 0 =..,...,.. )II __ : 
3e. s Z2 + 0 

+ 

Figure 5.4 : Circuit diagram of the coordinator node. 

. The 1 'component in the coordinator node is the XBee module, it is 20 pin transceiver 
ith only four pins are of our interest which are Vee, GND (power lines) and Dout, Din (serial 
l~nes).An additional optional pin will be used to indicate a packet reception on from the wireless 
link which is pin 6 (PWM0). In fact, through this pin XBee module generates a pulse width 
inodulated (PWM) signal with the pulse frequency is varying accordin to the RSSI value of the _ 
re · ·-··----- 
ceived packet from the last hop. <&. ·. ~ ~t/~i J.ML? 

49 [['3 3# % ate:tins Pony:echoic University 
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5.1.1.1 The Coordinator Node 

The circuit of the coordinator is th . . . e simplest one we d XB 
(shown in Figure 5.3) to connect the XBee to the dmi ' use an ee explorer dongle 
[unctions: firstly it is used to interface the XB e a inistrator laptop. The dongle has two main 

ce to the laptop b . . from XBee to the USB format (with y converting serial data coming 
proper voltage level tr latic .:) 

computer. Secondly, the dongle contains an inh d ans a 10n to be readable by the 
i ente voltage regulat t 3 3V h XBee module. And we used an USB-GSM or a . to power t e 

Figure 5.2) to the administrator laptop. modem to connect the GSM modem (shown in 

Figure 5.2: USB-GSM modem, PC together. 

Figure 5.3 : XBee, PC and the dongle all together. 

On the other hand, the power is fed to the fixed node through an AC-DC power adaptor 
with 7.5V and a maximum supplied current of 250mA. This voltage is passed through voltage 
regulation stage to power the XBee. 

+ 
0 

+ 

cuit diagram of the coordinator node. 

r node is the XBee module, it is 20 pin transceiver 
e V cc, GND (power lines) and Dout, Din ( serial 
indicate a packet reception on from the wireless 
this pin XBee module generates a pulse width 

ncy is varying according to the RSSI value of th© 
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The 2"component in the coordinator node is USB-GSM modem, it's transceiver SMS 
the administrators laptop and the drivers mobiles, we have four types of messages: etwen +ic Me n1% 3,,,, 

Request Reservation essage t e direction of this message from mobile to laptop, the 
fir
stl
y, 

11 
R II t I t S dl · · f :h; . send the character o reserves o . econc ly, Request to confirm the direction o tl :as 

cJrtver oe from laptop to mobile, laptop ask the driver to confirm request by send code as "4423". 
mess0 ,Me: the di is or;, he ar . dl Confirmation essage t e tirection o this message from mobile to laptop, t e nver 
Thirc !y, • p· 11 R · · f thi th code to confirm reservation. ma y, eservation Message the direction o s end e 
s from laptop to mobile, laptop send number of reserved slot, password, and some message . 
information to driver. 

To confirm reservation 
please send: 4423 

Figure 5.5 : Type of Messages. 

5.1.1.2 The Mobile Node 

Number of slot reserved: A2 
Password : 7 44285 

Thank you for using our 
system. 

( SMS ) that mean all type of phones In our system, we used the short message serves ' 
can connect easily with our system. 

Figure 5.6: Type of Phones. 
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Th 2nd • e component m the co l 1. • • l 1 111 l[(.)I l 

between the administrators laptop and th di} 
firstly, Request RescrYaH\1,1 IVH"' !h li 
driver send the character "R "tore 
message from laptop to ·.1~0,1.,,,. , 

Thirdly, Confirrnafant M~~~~ , .. 
send the code to con/int roe ; 
message from lapk'lt' ~,~ ,,,· ,, 
infonnation to dri\\':·. 

2 T 

• 1 . coorainator 
1 co trol with the 

c enter the password 

Figure 5.7: The Reference Node. 
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5,1.1.2 The Reference Node 

XBee Pro Module, Arduino Mega 2560, Ultrasonic Sensor, LCD ( 16 X 2), and Keypad 
all there component together are Reference Node shown in Figure 5.7. 

We used XBee Pro Module as transceiver device to connect between the coordinator 
d and the reference node. We used Arduino Mega 2560 as microcontroller to control with the no e 

ultrasonic sensor, LCD, and Keypad. We used Keypad to enable to driver to enter the password 
en the reserved slot. to op 

F. 5.7· The Reference Node. 1gure . . 
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5,2Software system implementation 

We will discuss the real methods, objects, and interfaces for software program. 

5.2.1 Main Interface 

This is the main interface for our program, the program doesn't operate before connect 
Bee PRO Module and USB-GSM Modem as shown in Figure 5.8, the module and modem are 
not connect because that the tabs of program doesn't appear to use. 

Reservation 

Connection Se'Ip------------------------------. 
SMS Modem Port Name~--------- 

[ZTE NMEA Device (COM10) 

Connect SMS Modem 

-XBee'PortName------------ 

I [usis'sierjetFir(@oiiz ] 

_1 
Connect Xbee PRO ' ; : '· . . -. 

Connection Status 
Connection Status : . Not Cohnected. [ Disconnect ] 

XBee PRO Module rfe before connect Figure 5.8: The Main Inte ace 
and USB-GSM Modem. 
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The program does operate after connect XBee PRO Module and USB-GSM Modem as 

. Figure 5.9 the module and modem are connect because that the tabs of program does shown m 
appear to use. 

@wsP? 11 
connection Slote,s · Reservation Messages · Data Flow bee 

-Connection Setup 
1 

··SMS Modem PortNarne------------, 

[ZTE NMEA Device (COM1O) 

Connect SMS Modem 

XBee Port Name 

[Uss serial Port (C.OMl.2) 

Connect Xbee PRO 

Connection Status ­ 
j • • .. ..:.·. Connection Status : 

Connected at.COM10 1 Disconnect ] 

· ·, · ··· .. ·MtO Modem is connected .at ·PORT CO - 

XBee PRO Module F. - 5 9 . The Main Interface after connect 1gure . . 

and USB-GSM Modem. 
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2Slots Interface 5.2. 

In this interface the administrator can monitor the status of slots, free when the slot 
, served, reserved when the slot does reserved, full when the driver enter the car in slot. doesn t re 

p51 MySmsApps 

. Connection Slotes Reservation; Messages Data Flow 'Xhee 

2d ! AddS!ote 

imiiiinn h lee 

ClearDataBase ] 

--Connection Status --------------­ 
Connection Status : 
Connected at-COM10 [acned] 

7.gf tel at PORT COM1O Modem is connect •a · · 

tus of slots are free. F. 5 IO . Slots Interface and sta 1gure . • 

54 



--- 
s »a», hobllurn 
Fr ] 

:...,,e::a:, ~~,r 
:.:,-re:-.,-::: :Y:: 

demm is <C tea wt POP-:7' OOW.10 



eonnecti on Slates Reservation 
Xbee 

Addslote 

[ ClearDataBase, 

·ConilectionStafus'-- ·-· ---- { \Fly 
Connection Status ; 
Connected at COM10 ]Disconnect ] 

Modem is ·connectecl at PORT COM10 
• • • • • • •• •:_!. ...... • ~ ••• ··- • • .,.~:. - 

Figure 5 .11 : Slots Interface and status of slot reserved. 
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3Reservation Interface 5.2. 

In this interface the administrator can monitor the time of reservation that the time when 
driver request the reservation, time out that the time when the driver enter the password to th

e the slot and exist the car, the cost of reservation, and the number of driver mobile. open 

From this interface the administrator can control on billing system, when the driver hasn't 
h balance in mobile, the driver should go to administrator to pay cash, the administrator 

=~•=nter reservation interface and check the cost of reservation and billing the driver to enable 
the driver exist the car from slot. 

] MySmsApps 

dear AD 

Connection Stab.ls 
Connection Status : 
Connected at COM10 

· . · COM10 Modem is connected at PORT , 
t! 

• Interface. . 5 12 . Reservation Figure • · 
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4Message Interface 5,2, 

I this interface the administrator can monit th 
n . or e messages of reservation, messages of confirmation reservation, and the number of driver mobile. 

connection ,I Slotes ·I Reservation I Messages I Data Flow 1I.Xbee ,II 
a» 

Data Flow 

Index Sent Time Sender Message ' . - . 

0 15/05/10,21:49-:09+12 +972598425515 R 
1 15/05/10,21:49:36+12 '+972598425515 4423 

I 

11 

I 

I ,.. '«I rT " 
] DeleteAll ] ( Read j 

- . Coanec:tion Stab.Js --- -- ---- ----­ 
Connection Status :_ . Connectea atCOMl0 [ . Disconnect J 

Modem.is connected at PORT COM1O 

M e Interface. Figure 5.13 : essag 
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5pata Flow Interface 
5.2, 

This interface display all message reach the USB-GSM Modem. 

~ c:onnettion : Slotes Reservation . Messages Data Flow . Xbee __ _,_ --, 

oataflo'I_V------- ------- ----------- 

Index: Date: 15/05/10,21:49:09-+12 Sender: +972598_425515 Message: Rindex: A 

Date: 15/05/10,21:49:¥+12 Sender: +972598425515 Message: 4423Index:· Date: 
15/05/10~21:,51:09+ 12 Send~: +9~5984255,15 Mes~gei hello 

· Connection Status - -­ 
Connection Status : 
. Connected at COM10 [_Disconnect 

Modem is connected at PORT COMLO 

F. 5 14 . Data Flow Interface. 1gure . • 

.,t 
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53 Conclusion 

The system designed to enable the driver reserve slot in park remotely using mobile, then 
d. ctly to reserved slot, all that decrease the traffic in the street and decrease the theft car. god1es. 

Also Our system was implemented to help the driver to save time, effort and cost. 

The system will work in door better than outdoor, because the sun rays will increase 
ture of Arduino that effect on speed of processing, that mean the speed of execute the temperau_ 
t·on wi·n be low, we need more time to do some mstruction. instruct 
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54 Recommendations 

For the future works, we recommended the following: 

1. Try to use extended range XBee modules to reduce the cost even more. 

2 Make android application to become available, 

3. Use GPS to determined the better park for the locution of driver. 

4. Execute the system in multi floor and connect all systems. 

s.Will discount the fee of reservation by android application. 
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pransmission, Addressing 
l, - - ­ 

±. devices have two different addresses, a 64-bit an3 
Ail Zigoee - , . ~ n ci 16-bit address -h 
• ...... rl below. ' 1 e characterlstics of each are ±e5Cs­ 

b·t pevice Addresses ".2.......1 -- _h" 5-4-bit address 1s a unique device address assigned durin 
4±alcevice. The 54-5it address includes a 3-byte or&,, '["®®facturing. This address is unique to each 
py3.% Iatfailonally Uni: Id 3 
IEEE. The 64-bit address is also called the extended address. que ientifier (OUI) assigned by the 

16-bit Device Addresses 

A device receives a 16-bit address when it joins a Zig Bee network For th· h · 
11 • • is reason, t e 16-bit address is also 

called the "network address . The 16-bit address of OxOOOO is reserved for the coordi ·t All 5 r ma or. other devices 
receive a _randomly generated address from the router or coordinator device that allows the join. The 16-bit 
address can change under certain conditions: 

·An address conflict is detected where two devices are found to have the same 16-bit address 
·A device leaves the network and later joins (it can receive a different address) 

All ZigBee transmissions are sent using the source and destination 16-bit addresses. The routing tables on 
ZigBee devices also use 16-bit addresses .to determine how to route data packets through the network. 
However, since the 16-bit address is not static, it is not a reliable way to identify a device. 

To solve this problem, the 64-bit destination address is often included in data transmissions to guarantee data is 
delivered to the correct destination. The Zig Bee stack can discover the 16-bit address, if unknown, before 
transmitting data to a remote. 

Application Layer Addressing 

ZigBee devices can support multiple application profiles, cluster IDs, and endpoints. (See "ZigBee Application 
Layers - In Depth" in chapter 3.) Application layer addressing allows data transmissions to be addressed to 
specific profile IDs, cluster IDs, and endpoints. Application layer addressing is useful if an application must 

· • · : lic ition profile •Interoperate with other ZigBee devices outside of the Digi appica:n 

·Utilize service and network management capabilities of the ZOO 
. H Controls or Smart Energy. ·Operate on a public application profile such as iome 5file ID endpoint 

. h t an easily send data to any pro I e r 
The API firmware provides a simple yet powerful interface t a c 
and cluster ID combination on any device in a ZigBee network. 

®ta Transmission 
. : Unicast transmissions route data from 

ZigB d b d ast transm1ss1ons. . . th ee fata packets can be sent as either unicast or ·roac . . re sent to many or all devices in e 
One idcast transmissions a source device to one destination device, whereas broa IC 
network. 
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,06 ZB RF Modules 5± 
f';• adcast Transmissions 

Bro 

6 
oadcast transmissions within the Zig Be 
r eprotocol a • ~:==~~---------- network such that all nodes receive the tra . . re intended to b 

d t t 
. . nsmIss1on li e propagat d h 

receive a broa cas ransmIssIon will retra . · o accomplish th· e throughout th . nsmit the packet th . is, the coordinat e entire 
Note: when a router or coordinator deliver ree times, or and all routers that 

(
. . rs a broadcast t 

only sent once 'immediately after the end d · ransmission t ·· levice wake O an end devi · 
operation section in chapter 6 for details s and polls the pa ice child, the transmi . . · rent for any ne d tssion is 

Broadcast Data Transmission w ata). See Parent 

E 

E 

Legend 

C=Coordinator 
R=Router 
E=End Device 

E 

Each node that transmits the broadcast will also create an entry in a local broadcast transmission table. This 
ent · ry is used to keep track of each received broadcast packet to ensure the packets are not endlessly 
transmitted. Each entry persists for 8-seconds. The broadcast transmission table holds 8 entries. 

For each broadcast transmission the ZigBee stack must reserve buffer space for a copy of the data packet. This 
copy is used to retransmit the packet as needed. Large broadcast packets will require more buffer space. This 
information on buffer space is provided for general knowledge; the user does not and cannot change any buffer 
spacing. Buffer spacing is handled automatically by the XBee module. 
Since broadcast transmissions are retransmitted by each device in the network, broadcast messages should be 

used sparingly. 

Unicast T • . ransmissions 
Unicast trans . . d . to another destination device. The destination device 

missions are sent from one source levice • could be an imr - sw it could be several hops away. Unicast transmissions that are 
sent mediate neighbor of the source, or 1 . . te to the destination device. see the 
_along a multiple hop path require some means of establishing a rou 
RF Packet Routing" section in chapter 4 for details. 

®sos_,,,,,,2.....s As b th a 16-bit (network) address and a 64-bit 
mentioned previously, each device in a Zig Bee networ~ hasd to the device during manufacturing, and the 

(extended) address. The 64-bit address is unique a
nd assigne 

0 

5.3 , 
'@ile ± ®ha!ianal, I c 
--------- ------ 
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2.an, network, 7} 
conditions. . I e 16-bit address --------- can also chanqe 
When sending a unicast transmission th z· g under certain 

, e .igBee netw ­ 
and each hop to route the data packet If th or layer uses th 1 . 

d. · e 16-bit add e .6-bit addr stack includes a iscovery provision to aut . ress of the desr . ess of the destination 
rout@ the data» tomatically discover the ca,,,""']"®®'5 not known, the zigsee 

. on fevice's 16-bit address 
To discover a 16-bit address of a remote th d . ·· before 

:..4., 'r e tevice initiatit : discovery transmission. The address discove b mg t e discovery s d 
whose 16-bit address isbeirigreqa&>»,'?Y 2roadcast includes the 6a4, '® ® broadcast address 

'# Fe4Jested. Ar# nddes-&a#> ; taddress of the ,, 
in the payload and compare it to their own 64 b.7. ltce1ve this transmission h k e remote device -it address If th c ec the 64-bit add 
response packet back to the initiator. This res . · e addresses match the de i 1ress . · · iponse includes the , , ev1ce sends a 
discovery response is received, the initiator will the remote's 16-bit address. Wh en transmit the data. ' en the 

Address Table 

Each ZigBee device maintains an address table that . 
transmission is addressed to a 64-bit address the z·mBaps a 54-bit address to a 16-bit address. When a 

. h' 6 b. , ig ee stack searches th idd with a mate ing 4-nit address, in hopes of determi · h . ea ress table for an entry 
address is not found, the ZigBee stack will performm1dndg t e dd_estmation's 16-bit address. If a known 16-bit 

a ress 1scovery to d. bit address. iscover the device's current 16­ 

Sample Address Table 

0013 A200 4000 0001 Ox4414 

0013 A200 400A 3568 Ox1234 

0013 A200 4004 1122 0xC200 

0013 A200 4002 1123 OxFFFE (unknown) 

The XBee modules can store up to 10 address table entries. For applications where a single device (e.g. 
coordinator) may send unicast transmissions to more than 10 devices, the application should implement an 
address table to store the 16-bit and 64-bit addresses for each remote device. Any XBee that will send data 
to more than 10 remotes should also use API firmware. The application can then send both the 16-bit and 
64-bit addresses to the XBee in the API transmit frames which will significantly reduce the number of 16-bit 
address discoveries and greatly improve data throughput. 
If an application will support an address table, the size should ideally be larger than the maximum number 
of destination addresses the device will communicate with. Each entry in the address table should contain a 
64-bit destination address and its last known 16-bit address. 
When sending a transmission to a destination 64-bit address, the application should search the address 
table for a matching 64-bit address. If a match is found, the 16-bit address should be populated into the 
16-bit address field of the AP! frame. If a match is not found, the 16-bit address should be set to OxFFFE 
(unknown) in the API transmit frame. 
The API provides indication of a remote device's 16-bit address in the following frames: 

•All receive data frames 

Rx Data (Ox9O) 

Rx Explicit Data (Ox91) 

IO Sample Data (0x92) 
Node Identification Indicator (Ox95) 
Route Record Indicator (OxA1) 
etc. 

·Transmit status frame (0x8B) 

·'1 {D. 
·Slfni'en, I' ''.'._'.~-------------------------------------- "onal, tc. 



5 ZB RF Modules ,-BU 
s' re application should always update the 16-b5 

th t bl h I address in th received to ensure e a e as the most recent! k e address table when o 
he application should set the 16-bit address , ,'.@n 16-bit address. Ir > { 3"° of these frames is 

e table to 0xFFFE (unk, Sransmission failure occurs • n nown) , Fragmentation 
Each unicast transmission may support up to 84 b t 
routing can reduce this number. See the NP comm Y edsfof RF payload. (Enabling security o . 

an or details ) H r using source 
a ZigBee feature called fragmentation that allows a . 

1 
iowever, the XBee ZB firmw 

singe large data ke are supports 
RF transmissions and reassembled by the receiver befo ,, acket to be broken up into m It' 

1 e ore sending data t . u 1p e 
image below. out its UART. This is shown in the 

Tx Data ►

Rx Dat? s, 

The AP! transmit frame can include up to 255 bytes of data, which will be broken up into multiple 
transmissions and reassembled on the receiving side. If one or more of the fragmented messages are not 
received by the receiving device, the receiver will drop the entire message, and the sender will indicate a 
transmission failure in the Tx Status API frame. ZB firmware can only support one fragmented packet at a 
time at the receive node, due to memory constraints. 

Applications that do not wish to use fragmentation should avoid sending more than the maximum number 
of bytes in a single RF transmission. See the "Maximum RF Payload Size" section for details. 

Devices will not receive or reassemble fragmented RF packets if RTS flow control is enabled (D6 command). 

Data Transmission Examples 

AT Firmware 

d must be set to match the 64-bit address of 
To send a data packet in AT firmware, the DH and DL comman s t h the lower 4 bytes Since the 
the destination device. DH must match the upper 4-bytes, and -""""",,4g000ooo00ooooo is 
coordinator always receives a 16-bit address of OxOOOO, a 54-bit a ~ess 

0
f DH and DL are 0xOO, which 

defined as the coordinator's address (in ZB firmware). The default va ues O ~ ' 

sends data to the coordinator. 

Example 1: Send a transmission to the coordinator. 

(I · · turn character.) n this example, a '\r' refers to a carriage re . . dd ss (DH and DL 
;. First, set the destination a 1I© 

A router or end device can send data in two ways. 
commands) to 0x00. 

1. Enter command mode ('+++') 
. h 'allowing commands: 

2. After receiving an OK\r, issue t e i 

a. ATDHO\r 

b. ATDLO\r 

c. ATCN\r · an OK\r response. . . 
3. Verify that each of the 3 commands returne_d I haracters will be sent as a unicast transmrss1on 

d values all seria» C a 
4. After setting these comman 
to the coordinator. 



sy 7ZB RF Mociales «3-e-PR • 
? ±ternatively, if the coordinate#'s 64-bit address e 

th d. , Is :nown, DH and DL 
address. Suppose e coorvina tors address is 0x0013A200. can be set to the coordinator's 64-bit 

404A2244 1. Enter command mode ('+++') ' 

2. After receiving an OK\r, issue the follow· 
mg commands: 

a. ATOH13A200\r 

b. ATDL404A2244\ 

c. ATCN\r 

3. Verify that each of the 3 commands returned a OK\ 
n r response. 

4. After setting these command values, all serial char t . . . 
to the coordinator. fFacters will be sent as a unicast transmission 

PI Firmware 

Use the transmit request, or explicit transmit request frame (Ox1O and Ox11 respectively) to send data to 
the coordinator. The 64-bit address can either be set to Oxoooooooooooooooo, or to the 64-bit address of 
the coordinator. The 16-bit address should be set to OxFFFE when using the 64-bit address of all 0xOOs. 
To send an ascii "l" to the coordinator's OxOO address, the following API frame can be used: 

7E 00 OF 10 01 0000 0000 0000 0000 FFFE 00 00 31 CO 

If the explicit transmit frame is used, the cluster ID should be set to OxOOll, the profile ID to 0xC10S, and 
the source and destination endpoints to OxE8 (recommended defaults for data transmissions in the Digi 
profile.) The same transmission could be sent using the following explicit transmit frame: 

7E 00 15 11 01 0000 0000 0000 0000 FFFE E8 E8 0011 ClOS 00 00 31 18 

Notice the 16-bit address is set to OxFFFE. This is required when sending to a 64-bit address of OxOOs. 

Now suppose the coordinator's 64-bit address is Ox0013A200404A2244. The following transmit request API 
frame (0x10) will send an ASCII "l" to the coordinator: 

7E 00 OF 10 01 0013 A200 404A 2244 0000 0000 31 18 

Example 2: Send a broadcast transmission. 

(In this example, a '\r' refers to a carriage return character.) 
Perform the following steps to configure a broadcast transmission: 

1. Enter command mode ('+++') 
2. After receiving an OK\r, issue the following commands: 

a. ATDHO\r 

b. ATDLffff\r 

c. ATCN\r 
commands returned an OK\r response 

3. Verify that each of the 3 .
11 

be sent as a broadcast 
I II serial characters wI 4. After setting these command va ues, a 

transmission. 

API Firmware . -d t 
d ASCII "1" in a broa : API frame (OxlO) to sen an 

This example will use the transmit request 

transmission. . API frame can be used: 
ission, the following To send an ascii "1" as a broadcast transmi 

F FFFE 00 00 31 C2 
7E 00 OF 10 01 0000 0000 000 FFFF b dcast transmissions. 

. . . et to OxFFFE for ·roa Notice the destination 16-bit address is S 

RF Packet Rc : 
-.__ e OUtlng .ff nt ways to route data, each 

: includes several d1 ere 
Unic frouting. ZigBee table below. 'Cast transmissions may require some type 0• mrnarized in the a Withe These are su 1 5 own advantages and disadvantages. · 
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• • I ' ii • • • • 

Ad hoc On-demand 
Distance Vector (AODV) 
Mesh Routing 

Routing paths are created b 
tpf sis"."ge @ hops ). Each device know P e nodes 
to aeitio eventually res, ',,®? g send &ala e estination 

Use in networks th . 
40 desiraid» &,","otscale Eeyore ass 

Many-to-One Routing A single broadcast transmissi 
reverse routes on aifdei&, ,,, f?"9yes seiuf wren many ran» a 327 
sends the broadcast e fevice that a single gate mo e ievices send data to way or collector device. 

Source Routing Data packets include the entire route the ck 
should raverse to gitfiom sours's "l ""?';rs efficiency large eeks 
destination remo e devices) 

ate -End devices do not make use of these routing protocols. Rather, ar ddeie · , nen ievicesends auni : : : parent and allows the parent to route the data packet in its behalf. icast transm1ss1on to its 

Note - A network cannot revert from Many-to-One routing to AODV routing without first d · k I tong a networ reset (NR). 

Link Status Transmission 

Before discussing the various routing protocols, it is worth understanding the primary mechanism in Zig Bee for 
establishing reliable bi-directional links. This mechanism is especially useful in networks that may have a 
mixture of devices with varying output power and/or receiver sensitivity levels. 
Each coordinator or router device periodically sends a link status message. This message is sent as a 1-hop 
broadcast transmission, received only by one-hop neighbors. The link status message contains a list of 
neighboring devices and incoming and outgoing link qualities for each neighbor. Using these messages, 
neighboring devices can determine the quality of a bi-directional link with each neighbor and use that 
information to select a route that works well in both directions. 

For example, consider a network of two neighboring devices that send periodic link status messages. Suppose 
that the output power of device A is +18dBm, and the output power of device B is +3dBm (considerably less 
than the output power of device A). The link status messages might indicate the following: 

- 
+3dBm tx power Link Status (B to A) 

~ Neighbor A: 
Outgoing cost: Very Poor 
Incoming Cost Very Good 

Link Status (A to B) 
Neighbor B: 
Outgoing Cost: Very Good 
Incoming Cost: Very Poor 

+1 8dBm tx power 

a7 
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..5505 ·ts' : ' echanisfTl enables devices A and B to 
,castor when establishing n&,,' '["9@e that e k du,er . . · uch link is not rer b ilar in both d1rect1ons.) s are called ia le in both d' . not 51 •• asymmetric link 1:ect1ons and se 

h 
n a router or coordinator device powers . s, meaning the Ii k lect a W e . . . . . on, 1t sends ir "" quality is 

discover [ink qualities with its neighbors qu· kl s ink status m to t t h JICkty. After b · lessages ev 
rnessages are sen a a muc slower rate (about eve 3eing powered on f ery couple seconds t .. ery 3-4 times P . or some time th . o attempt 

R t
. er minute) ' e link status 

y Mesh Routing 

{5mm:#+=.1:-- ZigBee employs mesh routing to establish a r 
k 

. oute between th 
allows data pac ets to traverse multiple nodes (h . e source devi 

d
. . ops) in a n t ce and the desr . 

Routers and coordinators can participate in estab1· h. e work to route dat f mat1on. Mesh rout" d t d" IS mg route b a rom a so mg 
process calle rou e liscovery. The Route discove . s etween source and urce to a destination. 
vector routing) protocol. ry process is based on the AODV ( destination devices using a Ad-hoc On-demand Di 

Sample Transmission Through a M h tstance es Network 

0 R 0 

» Y > © 0 
R 

. AODV (Ad-hoc On-demand Distance Vector) Routing Algorithm 
outing unde th (inter . r e AODV protocol is accomplished using tables in each node that store the next hop ,v ose between source and destination nodes) for a destination node. If a next hop is not known, 

a R discovery must take place in order to find a path. Since only a limited number of routes can be stored on 
outer route dis " · b tw d'ff ' iscovery will take place more often on a large network with communication e een many 

1 erent nodes. 

Node : Destination. Address Next Hop Address \ 
,. - so, - 7l.-± 

A '1- f ,;" -" 
'{ -· -- - -- 

R3 Router 6 
Coordinator 

C Router 6 
Router 5 

RS Router 6 
Router 6 

When a - d a broadcast route request command. 
Source +r stir node it sen s The r% Ce node must discover a route to a destina\:iof ' d t· ation n<>twork address and a path 

Outereq rk ddress the es in - . cost fi 
I 

uest command contains the source networ a ' and i" propagated through tne 
Ietd (a . . te request comm '° 

metric for measuring route quality). AS the rou 58 

------------------ 
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..g KW+ 
~ twork (refer to the Broadcast Transmission) ea h ne , c node th t 

cost field and creates a temporary entry in its route discove; t~~~~~oadcasts the message updates the path 
Sample Route Request (Broadcast\ T • . v transmission Where R3 is Tr -> : 

tying to Discover a Route to R6 

When the destination node receives a route request, it compares the 'path cost' field against previously received 
route request commands. If the path cost stored in the route request is better than any previously received, the 
destination node will transmit a route reply packet to the node that originated the route request. Intermediate 
nodes receive and forward the route reply packet to the source node (the node that originated route request). 

Sample Route Reply (Unicast) Where R6 Sends a Route Reply to R3. 

© 
<©> 

Legend 
~ First Route Reply 
--- Second Route Reply 

" id itifies a better route. Note: R6 could send multiple replies if it I en 1 1 

Retries and Acknowledgments d A plication Support (APS) layers. When data is 
ZigBee includes acknowledgment packets at both th~ Mach an t/reach the destination. As data is transmitted 
t . :» se multiple ops ,, » :h pposite direction to ransmitted to a remote device, it may traver (Ac) is transmitted in t e o]. . 
f ' 1 d ment packet Ci< . d the transmitting device will rom one node to its neighbor, an acknowte 9 . If the Ack is not receive ' · 
indicate that the transmission was successfully received. M c layer acknowledgment. 
retransmit the data up to 4 times. This Ack is called the a sjye a acknowledgment packet (Ack) 
iission expects to rece1 ersed but in the opposite 

In addition, the device that originated the transm! ,,4% path that the data trav , 
from the destination device. This Ack will traverse the sa 

59 



Bee Analog and Digital IO L.; 
% canes 

rnware supports a number of analog and digital IO » 
ZB fir . b . Ptns that z aigital IO lines can e set or queried. The followir @re configured thro , 

al#?",ommends. "hg table ists the configures,',,'> Software commands. 
fur@ ins and the corresponding 

PWMO/RS SIMI/DIO 10 6 PO 
PWM/DIO11 7 P1 
DIO4 11 D4 

CTS/DlO7 12 D7 

ASSOC/DI OS 15 D5 

RTS/DIO6 16 D6 

AD3/DIO3 17 D3 

AD2/DIO2 18 D2 

AD1/DIO1 19 DI 

ADO/DIOO 20 DO 

IO Configuration 

To enable an analog or digital IO function on one or more XBee module pin(s), the appropriate configuration 
command must be issued with the correct parameter. After issuing the configuration command, changes must be 
applied on the module for the IO settings to take effect. 

0 Unmonitored digital input 

Reserved for pin-specific alternate functionalities 

2 Analog input single ended (AID pins only) 

3 Digital input monitored 

4 Digital output, default low 

5 Digital output default high 

L~6-:_9 _LAJ~t~em::at:_e :fu:nc:ti:on:a:liti:.::·e::_:s, __ w_he_re_a~p-pl_ica_b_le~-=~=-= 

d The PR value updates the state of all Pull-up . . . the PR comman. resistors can be set for each digital input line using 
PUii-up resist ors. 

os, , <mo .1......... - . ·tal TO lines. IO samples can be read 
he g, 5,theanaloganddigit (Only API firmware 
6,,°&B modules have the ability to monitor andsamnl ,-pe current IO line states. )ly 

Yortra, .., ide indication o dev- · nsm,tted to a remote device to prov, 
ices can send remote IO sample data out their UART.) 

There ar th II or remotely: 
e ree ways to obtain IO samples, either local'y ,. 

'{ 
• :gif11te111nt· r,7:.~---------------------------­ ®mat, tc. 
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~ 
·[° ,sered Sampling 

,periodic sampling 
,cange Detection Sampling. 
le data is formatted as shown in the t b JO sa a le below 

2 Digital Channel Mask 

! Number of sam le . • ' • • 
.. --------- p sets in the packet ( 

Indicates w, a,,4.,, .z.-_ (Always set to 1.) 
·iiiafio,,,{®'9sas sap .' } hemodule ?9 enabled. Ear,,:,, 

• I corresponds to one 

• bit O = ADO/DIOO 

• bit 1 = AD1/DIOI 
• bit 2 = AD2/DI02 

• bit 3 = AD3/DIO3 
• bit 4 = DIO4 

• bit 5 = ASSOC/DIOS 

• bit 6 = RTS/DIO6 
• bit 7 = CTS/GPIO7 
• bit 8 = N/A 
• bit 9 = N/A 
• bit 10 = RSSI/DIO1O 
• bit 11 = PWM/DIO11 

• bit 12 = CD/DIO12 
[f"[? ®®ota ciamet mask or 02002F means D100,1.2.3, and s are enabled 

Analog Channel Mask 

Indicates which lines have anal in t: " iiams cmsois%&RT®gg"Po set ta ao 
• bit O = ADO/DIOO 

• bit 1 = ADl/DIOl 
• bit 2 = AD2/DI02 

• bit 3 = AD3/DIO3 

A sample set consisting of 1 sample for each enabled ADC and/or DIO channel 
which has voltage inputs of 1143.75 and 342.1875mV. · 
If any digital IO lines are enabled, the first two bytes of the data set indicate the state 
of all enabled digital 10. Only digital channels that are enabled in the Digital Channel 
Mask bytes have any meaning in the sample set If no digital 10 are enabled on the 
device, these 2 bytes will be omitted. 
Following the digital IO data (if any), each enabled analog channel will return 2 bytes. 
The data starts with AINO and continues sequentially for each enabled analog input 

Th channel up to AIN3, and the supply voltage (if enabled) at the end. 

e sam 
1 .. ed data s t . . 5 digital 

10 

e will include 2 bytes of. digital IO data only if one or more IO lines on the device are configured 
• If no pin . . • The d' . s are configured as digital IO, these 2 bytes will be omitted. 

gital 10 data . . . . . Ana/a 15 only relevant if the same bit is enabled in the digital IO mask. 

O g samples >lFF, 1.iv ace ,etumed as 10-bit values. The analog reading is scaled such that 0,0000 cepcesents OV: aod 
ant»,,,,' '® analog inputs on the module cannot read more than 1.2V.) Analog samples are returned in Or08! 
ss,VO and finishing with AIN3, and the supply voltage. Only enabled analog input channels return O®° 

, the figure below 
onv · ert the A/D . (n, reading to mV, do the following: 

"'(A/D . reading 1200mV) / 1023 

• bit 7 = Supply Voltage 

Variable Sampled Data Set 
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rg RF Modules 
)'R'bl-' •• -------------- !"- ­ 
;_ ; he sample frame represents voltage input, , 
,adig" ts of 1143.75 and 342 
:epectivelY• ,l87SmV for ADO and ADl 

. d sampling er® 
S ornmand can be sent to a device locally or to 

n,e I c a remote devi 
hapter a for details). When the IS command is s t ice using the API r 

(see c en , the recei · emote comma d f 
analog input channels and returns an IO sample. If IS is 'Ing device samples all enab frame 

an\s command was received as a remote command th IO sent locally, the IO sample is t led digital IO 
the +mand. ' e sample is sent over-the- . t sen out the UART. If 
the IS corn air o the device that sent 

h rs command is issued in AT firmware, the module ret . 
Ift e . · e urns a carriag 
b e-listed fields. The AP! firmware returns an AT comma d e return-delimited list conta· . 
%aaata portion of the response frame. an response packet wu the to data,,"\® 
comf" lec in the 

The following table shows an example of the fields in an IS response. 

[1 sample set] 
OxOCOC 
Ox03 

[Digital Inputs: DIO 2, 3, 10, 11 low] 

[Analog Inputs: A/D 0, 1] 
Ox0408 
0x03DO 

[Digital input states: DIO 3, 10 high, 010 2, 11 l~w] 
[Analog input ADIO 0= 0x3DO] 

Ox0124 [Analog input ADIO 1=0x120] 

Periodic IO Sampling 

Periodic sampling allows an XBee/XBee-PRO module to take an IO sample and transmit it to a remote device at 
a periodic rate. The periodic sample rate is set by the IR command. If IR is set to O, periodic sampling is 
disabled. For all other values of IR, data will be sampled alter IR milliseconds have elapsed and transmitted to a 
remote device. The DH and DL commands determine the destination address of the IO samples. DH and DL can 
be set to Oto transmit to the coordinator, or to the 64-bit address of the remote device (SH and SL). Only 
devices running AP! firmware can send IO data samples out their UART. Devices running AT firmware will 
discard received IO data samples. 

A sleeping end device will transmit periodic IO samples at the IR rate until the ST timer expires and the device 
can resume sleeping. 

Change Detection Sampling 
: h nitored digital IO pin changes Modules can be configured to transmit a data sample immediately wienever a mor ,» ±d f 

. d" ·t I IO lines should be monitore or a state. The IC command is a bitmask that can be used to set which ligi:a I t h nge is 
t , .11 b t smitted as soon as a sta e c a 
sate change. If one or more bits in IC is set, an IO sample wi e rans ·itted to the 64-bit 
b . • mples are transmI e 0 served in one of the monitored digital IO lines. Change detection sa 

address specified by DH and DL. 

1'I. • the PWM output to indicate the 
111e XBe 'f . led will adJUSt e idth 
S• e module features an RSSI/PWM pin (pin 6) that, if enaDl , 1able the RSSI pulse widt I9naI , d is used to en d" I 
s,"th of the last received packet. The PO (P-zero) corn©, wail output a pulse width modulated signs! 
i1here~t1on (PWM) output on the pin. If PO is set to 1, th: RSSI/P~✓~hpof the last packet. Otherwise, for all other P 
setti he frequency is adjusted based on the received signal streng 

ngs the · o · t d based ,11 ' PIn can be used for general purpose I · RSSLPWM output is adJUS e 
hen a dat S5!/PWM feature, the RP command. Each 

on the Rs a Packet is received, if PO is set to enable the_R bled for a time based on the ket and the RSSI 
s4,}f the last packet. The RSSI/PWM output will be ",a an e Rsst of the new ",% and ·nF · % jdjistec as' ±d 100ms U tirner · Packet is received the RSSI/PWM output is a s_, w RP is measure in 

'Sreset y ' 3/M in is driven lo. 
, f the RSSI timer expires the RSSI/P · P 

- to ' 
Th a Value of 40 ( 4 seconds). . 
Ss; py, (200us period). 

M runs at 12MHz and has 2400 total counts 
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»; ty ZB RF Modules s.»-R& [N- » 
~:~ · dBm) is converted to PWM counts using the f 11 -------- 

jiSSI (1n o owing equatlo . 
ts= (41 RSSI_Unsigned) -5928 n: 

MM cOU 

ro Examples 2.12274.322...1. 
configure AD1/DIO1 as a digital input with pullup resistor enabled 
configure AD2/DIO2 as an analog input 

configure DIO4 as a digital output, driving high. 
To configure AD1/DIO1 as an input, issue the ATDl comma d ith 
up resistors on the same pin, the PR command should. be is:u ~1 . a/~rameter of 3 ("ATD13"). To enable pull- 

. . e wit bit 3 set (e.g. ATPR8, ATPRIFFE, etc ) 
The ATD2 command should be issued with a parameter of 2 to bi ' ' · · 

·· · ena ie the analog input ("ATD22"), » can be set as an output, driving high by issuing the ATD4 comm d . . Finally, DIO4 
· · an with a parameter value of 5 ("ATD45"). 

After issuing these commands, changes must be applied before the d 
1 

. • 
d . mo u e IO pins will be updated to the new states. The AC or CN comman s can be issued to apply changes (e.g. ATAC). 

Example 2: Calculate the PWM counts for a packet received with an RSSI of -84dBm. 
RSSI = -84 = 0xAC = 172 decimal (unsigned) 

pWM counts = (41 172) - 5928 

PWM counts = 1124 

With a total of 2400 counts, this yields an ON time of (1124 / 2400) = 46.8% 
Example 3: Configure the RSSI/PWM pin to operate for 2 seconds after each received RF packet. 
First, ensure the RSSI/PWM functionality is enabled by reading the PO (P-zero) command. It should be set to 1 
(default). 

To configure the duration of the RSSI/PWM output, set the RP command. To achieve a 2 second PWM output, set 
RP to 0x14 (20 decimal, or 2 seconds) and apply chang.es (AC command). 

After applying changes, all received RF data packets should set the RSSI timer for 2 seconds. 
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5 ZB RF Modules e"lacs.pan., (£.;-.: • :. dBm) is converted to PWM counts using the f 11 • 
fiSSI (1n o owing equatio . 

· ts:= (41 * RSSI_Unsigned) - 5928 n. 
pWM coun 

yo Examples 1.222....%.... x on e XBee. 
configure AD1/DIO1 as a digital input with pullup resistor enabled 
configure AD2/DIO2 as an analog input 

configure DIO4 as a digital output, driving high. 
To configure AD1/DIO1 as an input, issue the ATD1 comma d 'th 
up resistors on the same pin, the PR command should. be is n ~1 . a p~rameter of 3 ("ATD13"). To enable pull- 

. sue with bit 3 set (e.g. ATPRS ATPRlFFF etc) 
The ATD2 command should be issued with a parameter of 2 t bl ' ' · · 
can be set as an output, driving high by issuing the ATD4 co~~na de ~he analog input ("ATD22"). Finally, D!04 

. . an with a parameter value of 5 ("ATD45"). 
After issuing these commands, changes must be applied before th d 

1 
• • 

d . e mo u e IO pins will be updated to the new states. The AC or CN comman s can be issued to apply changes (e.g. ATAC). 

Example 2: Calculate the PWM counts for a packet received with an RSSI of _84dBm. 
RSSI = -84 = 0xAC = 172 decimal (unsigned) 

pWM counts = (41 172) - 5928 

PWM counts = 1124 

With a total of 2400 counts, this yields an ON time of (1124/ 2400) = 46.8% 
Example 3: Configure the RSSI/PWM pin to operate for 2 seconds after each received RF packet. 
First, ensure the RSSI/PWM functionality is enabled by reading the PO (P-zero) command. It should be set to 1 
(default). 

To configure the duration of the RSSI/PWM output, set the RP command. To achieve a 2 second PWM output, set 
RP to Ox14 (20 decimal, or 2 seconds) and apply chang.es (AC command). 

After applying changes, all received RF data packets should set the RSSI timer for 2 seconds. 

'», 
~.:.::07:.:.:i•'::.:·1,~[:.:_11.::c. - 
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PI Operation 
. to Transparent Operation, AP! {Application p 

sative s, s a 'rogramming ft ,4a?"_ that communication with the module be done th, {nterface) Operat 
S' squires " e 1rough a str tions are availab] .r,oonr fi ed order). The API specifies how commands co structured interface (d I a e. API 
::< . a de 1n . r mmand resp ata is com . ,f,,e;,n m the module using a UART Data Frame. onses and module ta municated ir 
aved fro status messages are sent 

;"Jr t Digi may add new API frames to future versions ff' aethat » o irrnware so I ?°,+jter out additional API frames with unknown Frame T, lease build into your 5fty , ­ ,ity9 Ypes. software interface 
· F me specifications 2...... ~PI~odes are supported and both can be enabled using the AP (AP! c: 
o +fi th d I t . ...nable) comma d U 

ter values to con igure e mo u e o operate in a particular d · In, se the following AP gramev ir mo e. 
,AP= 1: API Operation 
,AP= 2: API Operation (with escaped characters) 

PI Operation (AP parameter = 1) 

When this API mode is enabled (AP = 1), the UART data frame struct • d Fi 
ure is le med as follows: 

UART Data Frame Structure: 

Start Delimiter Length Frame Data Checksum (Byte 1) (Bytes 2-3) (Bytes 4-n) (Byte n + 1) 

0x7E I MSB I LSB 
1.: 

APl-specific Structure : I 1 Byte I 
MSB = Most Significant Byte, LSB = Least Significant Byte 

Any data received prior to the start delimiter is silently discarded. If the frame is not received correctly or if 
the checksum fails, the module will reply with a module status frame indicating the nature of the failure. 

API Operation - with Escape Characters (AP parameter = 2) 

When this AP! mode is enabled (AP = 2), the UART data frame structure is defined as follows: 

UART Data Frame Structure -with escape control characters: 
Start Delimiter Length Frame Data Checksum 

(Byte 1) (Bytes 2-3) (Bytes 4-n) (Byte n + 1) 

l 0x7E [! I MSB 
I 

LSB f: APl-specific Structure 
,, 

1 Byte 

Characters Escaped If Needed 

MSB = Most Significant Byte, LSB = Least Significant Byte . I must be escaped 
. . d t frame, specific data va ues Escape characters. When sending or receiving a UART a a 1i ape an interfering data byte, 

(nagged) so they do not interfere with the data frame sequencing. o esc 
· d XOR'd with 0x20. insert Ox7D and follow it with the byte to be escape 
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- R Modules R :;Xr•· pata bytes that need to be escaped: 
.ox7E - Frame Delimiter 
.ox7D - Escape 
.Qxll - XON 
.ox13 - XOFF 

example - Raw UART Data Frame (before escapin int : 

ox7E OxOO OxO2 Ox23 Oxll OxCB g 1terfering bytes): 

Oxll needs to be escaped which results in the foll . owing frame: 
ox?E oxOO oxo2 Ox23 Ox7D Ox31 oxes · 

Note: In the above example, the length of the raw d t ( a a excluding the h checksum of the non-escaped data ( excluding frame d lir + checksum) is 0x00O2 and th 
oxFF - (Ox23 + Oxll) = (OxFF - Ox34) = OxCB. e im1ter and length) is calculated as: e 

Length 

The length field has a two-byte value that specifies the numb f b . 
data field. It does not include the checksum field. er oI rytes that will be contained in the frame 

Frame Data 

Frame data of the UART data frame forms an API-specific structure as follows: 
UART Data Frame & AP I-specific Structure: 

Start Delimiter Length 
(Byte 1) (Bytes 2-3) 

Ox7E 11 ~..I LS8 

Fram Data 
(Bytes4-nj 

I 
.__,_, _,, ''---------" 

crrdD 

AP1-specific Structure 

cm:Data 

Chedcsun 
(Byte n+ 1) 

J 
The crndID frame (API-identifier) indicates which AP! messages will be contained in the cmdData frame 
(Identifier-specific data). Note that multi-byte values are sent big endian.The XBee modules support the 
following API frames: 

API Frame Names and Values 

AT Command 0x08 
AT Command • Queue Parameter Value 0x09 

ZigBee Transmit Request Ox10 ',pa an a&nano a 
Remote Command Request Ox17 

Create Source Route 
AT Command Response I --~8 

1----------::----------·-·_j_ Ox8~ 
Modem Status }----------------p'----- JpygB 

ZigBee Transmit Status! , ,, [ 
ZigBee Receive Packet(AO=Ol,___ _i.-- _o_x9_o __ _, 

zoscs siatiaatr@o=) l ] 
1----'------=---------- 0x92 

ZigBee iO Data Sample Rx indicator. ,,%7 
XBee Sensor Read Indicator (AO=~---·-- _ 

-----···------- 0x95 I Gas icnitao» acator (AO) 1--------------- 0x97 
Remote Command Response _ ---------1 1------------------ OxAO Over-the-Air Finnware Update s_tatus _, _ 

OxA1 

0x21 

Route RecoiiJ Indicator 
on» Raad Rasst aaa 

0xA3 
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% g Modules 
(j)ZJ)•"·. -------------- 8 

;" im . cneckSU --------------- 
t data integrity, a checksum is calculated ----- - motes and verified 

ro calculate: Not including frame delimiters and lens, ° non-escaped data. 
It and subtract the result from OxFF. \9th, add all bytes keo . 

resU ~Ping Only the I 
erify: Add all bytes (include checksum but owe

st 
B bits of the ro' ' not the deli . 

h 
sum will equal OxFF. miter and length) If t e . the checksum . Is correct, 

(tramples 2222211,7..4. pie· create an API AT command frame to configur fxam . . re an XBee to all : : . 

S
hould look hke: ow Joining (set NJ to OxFF) Th f · e rame 
ox7E oxOO OxOS Ox08 OxOl Ox4E Ox4A OxFF SF 

ere 0x0005 = length 
0x08 = AT Command API frame type 

oxOl = Frame ID (set to non-zero value) 

Ox4E4A = AT Command ('NJ') 

OxFF = value to set command to 

OxSF = Checksum 

The checksum is calculated as [OxFF - (Ox08 + OxOl + OX4E + Ox4A + OxFF)] 
Example: Send an ND command to discover the devices in the PAN. The frame should look like: 

Ox7E OxOO Ox04 Ox08 OxOl Ox4E Ox44 Ox64 

Where Ox0004 = length 

OxOB = AT Command API frame type 

Ox01 = Frame ID (set to non-zero value) 

Ox4E44 = AT command ('ND') 

Ox64 = Checksum 

The checksum is calculated as [OxFF - (OxO8 + OxOl + Ox4E + Ox44)] 
Example: Send a remote command to the coordinator to set ADl/D101 as a digital input (D1=3) and apply 
changes to force the IO update. The API remote command frame should look like: 

Ox]E OxOO OxlO Oxl 7 OxOl OxOO OxOO OxOO OxOO OxOO OxOO OxOO OxOO OxFF OxFE 0x02 0x44 Ox31 
Ox03 Ox70 

Where 

0x10 = length (16 bytes excluding checksum) 

Ox17 = Remote Command API frame type 

Oxo1 = Frame ID . ct· ator's actual 64-bit address if 
0x0000000000000000 = Coordinator's address (can be replaced with coor in 
known) 

OxFFFE = 16- bit Destination Address 

0x02 = Apply Changes (Remote Command Options) 

0x4431 = AT = command ('D1') 0003 or 0x00000003) 
0x03 ild ale be sent as OX = Command Parameter (the parameter coul a so 
0x70 = Checksum 
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zJl Rf ;'vtu:i1il .. t::..··~------------------- .% ,r @ens®° 
JI .-e----------=== 
"424-..=---- (a _,, mage shows the API frame exchange that take 1 owing ! I s P ace at the UART e" 3d or set a module parameter. The response can b ct· when sendin 
.st tO rea e lisabled by sett· g an AT command 

,,qu• Ing the frame ID to O th us in e 

AT Command Request 
(OxOB or 0>.09) 

AT Command Response 
(OxSS) 

itting and Receiving RF Data Transm 

Tne following image shows the API exchanges that take place at the UART when sending RF data to another 
device. The transmit status frame is always sent at the end of a data transmission unless the frame ID is set to 
O in the transmit request. if the packet cannot be delivered to the destination, the transmit status frame will 
indicate the cause of failure. The received data frame (Ox90 or 0x91) is set by the AP command. 

i"nnsmit Request 
(0•10 or Oxll) 

Trar.sr..it~~~ 
(OxSe) 

Remote AT Commands 

RF Data 
& ACK 

- -----➔

<----- 

Received Data 
(0x90 er 0x91) 

> 

- I at the UART when sending a remote A'. 
The following image shows the API frame exchanges that take pace T if th remote device does not receive 

. t t out the UAR I e command. A remote command response frame is no sen 
the remote command. 

Remote AT {gnu99,¢ 
{Ox17) > 

Renate AT Command 84599948 
(0x97) 

101 
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,73 RF Modules 

pR.Q(vl ~~=============~--------------------­ "E...a.....c.:----- aurc© 

11 wing image shows the AP[ frame exchanges that tak 
n,e fo o . a e place at the UART wh 
transmission. en sending a source routed 

Create Source Route 
(Ox21) 

Transmit Request 
(Oxl(l er OX11) 

Transmit 5taus 
(oxse) 

supporting the API 

Applications that support the API should make provisions to deal with new API frames that may be introduced in 
future releases. For example, a section of code on a host microprocessor that handles received serial API frames 
(sent out the module's DOUT pin) might look like this: 

void XBee HandleRxAPIFrameLapiFrameUnion *papiFrame){ 
switch(papiFrame->api_id) { 

case RX_RF_DATA_FRAME: 
//process received RF data frame 
break; 

case RX_IO_SAMPLE_FRAME: 
//process IO sample frame 
break; 

case NODE IDENTIFICATION_FRAME: 
//process node identification frame 
break; 

default: t b · a used 
//Discard any other API frame types that are no em"' 
break; 

API Frames ..__ 
d while using the APL 

Th f frames encountere e following sections illustrate the types O r 

AT Command 

• % changes after executing 
Frame Type: 0x08 . This API command applies~- d ) The API example 
U d the local device. h nges are applie . Sec to query or set module parameters on ' take effect once c a dule 
he command. (Changes made to module parameter; :rarneter value of the mo 
below illustrates an API frame when modifying the N P 
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- ---- 0 0x7E 

~?;:..~---:,"'r-- ... -: - Mss1axoo----:------------ 
As] [isszaa 1imoroftessaweesns,», ­ P ::: - , · --_...____ eng and the checksum 
I d I 

i@rs na uarr a.2.=... P 4/ors2) [wia sis&ix&,®"?'e p=est e crests 
.·---- __ no response is sent ac nowledgement). If set too, 

5 Ox4E (N) -------------- 
r--- Command Na -r ---- 

e ]_ s/oarn ' Arcs.,.3"® To Ascr aaracters at teen tty e 

If present, ~es the requested parameter aa+ff,, ff;cg.. 
7 

OxOD OxFF • !he 8 bit sum of bytes from offset 3 to this byte. 
The above example illustrates an AT command when querying an NJ value. 

AT command - Queue Parameter Value 

Frame Type: OxO9 

This API type allows module parameters to be queried or set. In contrast to the "AT Command" API type, new 
parameter values are queued and not applied until either the "AT Command" (OxO8) API type or the AC (Apply 
Changes) command is issued. Register queries (reading parameter values) are returned immediately. 

Example: Send a command to change the baud rate (BD) to 115200 baud, but don't apply 
changes yet. (Module will continue to operate at the previous baud rate until changes are applied.) 

i---+-----i Number of bytes between the length and the checksum 
LSB 2 0x05 

3. 0x09 

4, 0xO1 
Identifies the UART data frame for the host to correlate 
with a subsequent ACK (acknowledgement). If set to 0, 
no response is sent 

5/ 0x42 (B) Command Name. Two ASCII characters that identify the 
-_'yr;;' T Command, 6 0x44 (D) 

7 0x07 

'i'C . ~17 8 0x68 0xFF - the 8 bit sum of bytes from offset 3 to this byte. 
~.,_,._,., _ _,., .. ~-· · · .,,,.,. -b te or 4-byte value. 

n sent as a zero-padded 2 Y Note: In this example, the parameter could have bee 

If present, indicates the requested parameter 
value to set the giv.en register. 
If no characters present, register is queried. 

z· 'Bee Transmit Request 

Frame Type: OxlO eke,. to the specified destination. 
send data as an RF pac 25' ,--i¢ (to all A Transmit Request API frame causes the module to f r a broadcast transmission 't . 

T . xOOOOOOOO0OOOFFFF_ o o all OxGOs and the 16-bit e 64-bit destination address should be set to O tt·ng the 64-bit address t d the 16-bit address 
deo. ±d by ·ither settir .b6it address an 
evrces). The coordinator can be addresse ye, the coordinator's 64- I • b't address can help improve 
"dress to oxFrFFE, OR by setting the 64-bit add? ',,3aress to the correct1°"",, ns field should be 
t 0 s the 16- n is not now!., 0 

xoooo. For all other transmissions, setting . If a 16-bit address I ed 16-bit address, if 
Perf . de stinations. , the discover Ormance when transmitting to multiple es e (0xBB) will indicate 
set {0 OxFFFE (unknown). The Transmit Status Fram 
S'lJccessful, 



%gr Modules 
e @@@@,,,l.a;;. ,aus can be set from O up to NH. If set too the val 5 N .,r• t ra iu , e Ot IH spe :r , rs parameter is only used for broadcast ts»,,,,, ""®e broads, me V ded). I ions. 

( ·•••" ber of payload bytes can be read With the NP con,n, d ,numb nan . 
",,a% is used, the RF payload will be reduced by two5,,,,_, 
w rzeroutit . . . es er intermed,-+ h . . JI sour I shows if esca p,ng ,s d ,sabled (AP~ 1). " e op in the source w,, example 
e.ct& 

MSB 1 0xoo sn a as 3{ (yji 
--- --- 

41 0xO1 

MSB 5 0x00 

Identifies the UART data frame for the host to correlate 
with a subsequent ACK (acknowledgement). If set to 0, no response 1s sent 

61 0x13 -· --- 7' 0xA2 no» 
9 0x40 

10/ 0xOA 

11 0x01 

Set to the 64-bit address of the destination device. The 
following addresses are also supported: 
0x0000000000000000 - Reserved 64-bit address for the coordinator 
0x000000000000FFFF - Broadcast address 

LSB 12\ 0x27 

MSB 13 OxFF Set to the 16-bit address of the destination device, if. 
·---+----1 known. Set to 0xFFFE if the address is unknown, or if 
LSB 14 0xFE sending a broadcast 

15 0x00 
Sets maximum number of hops a 
broadcast transmission can occur. 
If set too, the broadcast radius will 
be set to the maximum hops value . 

16 0xO0 

. Bitfield of supported transmission options. Supported 
values include the following. 

0x0 1 - Disable retries and route repair 
0x20 - Enable APS encryption (1f E~-1) t 
0x40 - Use the extended transm1ss1on timeou 

. resumes the source and Enabling APS encryption p nticated. 
destination have been au_the number of RF payload 

es the maximum P) I also decreas, the value reported by N . bytes by 4 (be ow 

. ion timeout is needed when 
The extended tra~sm1~ devices. It also increases the 
addressing sleeping en . s to compensate for end 
retry interval between retie 4 Transmission Timeouts, II' See Chap er ·, device po mg. t for a description. Extended Timeou 

d b·ts must be set to 0. Unuse 1 

19 Ox___ ' destination device 
201 0x61 Data that is sent to the ma -- «l 

30 

ffset 3 to this byte. f bytes from o ' OFF- the 8 bit sum o 
! 

164 

Number of bytes between the length and the checksum 
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g; 3fciules 
~:tl,··' "' ----------------- 

r)'~ Example: The example above shows h 
' disabled (AP=l) with destination addre;w

0
to send a transrnis . 

. bl d (AP ) s X0013A20 sion to a escaping is ena e =2 , the frame h O 400140 llloduie Wh 
should loo lik . 11, Payload " ere escaping i 

OO Ox16 OxlO OxOl OxOO Ox7D OxJJ O A e. TxDatalB". If s 
5 3XA2 0x00 oxa 

· FE oxOO OxOO Ox54 Ox78 Ox44 Ox61 Ox74 OXOA Oxo1 Ox2 
ar,1 ox Ox61 OxJo 7 
.sum is calculated (on all non-escaped bytes) as [ Ox41 0x7o 0x33 

she 'Ox FF - (surn f 
'.'.'-. "'yload)]. 0 all bytes fron, AP! f 
,.tc ,. . :. Tame ty h · . send a transmission to the coordinator With Pet rough mple' 1out specify; EXa .• ,·quest frame should look like: rng the coordinat , 
4smi5 tor's 64-bit addre 
• -F oxOO Ox16 OxlO OxOl OxOO Oxoo Oxoo Oxoo Oxoo ss. The API 
::C:: 0~2 ox43 Ox6F Ox6F Ox72 Ox64 OxFc Oxoo Oxoo oxoo 
...,,, J OxFF OxFE Oxoo Oxoo OxS4 xs = length (22 bytes excluding checksum) 

'' OxlO = ZigBee Transmit Request AP! frame type 

oxOl = Frame ID (set to non-zero value) 

OXOOOOOOOOOOOOOOOO = Coordinator's address (can be re 
1 

. 

Paced with coordinator' 
J~o·.-m s actual 64-bit address 

axFFFE = 16-bit Destination Address 
oxOO = Broadcast radius 

OxOO = Options 

Ox547832436F6F7264 = Data payload ("Tx2Coord") 
OxFC = Checksum 

:qlidtAddressing ZigBee Command Frame 

Fr:.:-e Type: Oxll 

!,/cl':s 2:g5= application layer fields ( endpoint and cluster ID) to be specified for a data transmission. 
:r.:ii2.·to the ZigSee Transmit Request, but also requires ZigBee application fayer addressing fields to be 
;;;e:f:eri (endpoints, cluster ID, profile ID). An Explicit Addressing Request API frame causes the module to 
2:c Cc'.= 2S an RF packet to the specified destination, using the specified source and destination endpoints, 
:I;£r o, and wofile ID. 

-:EE-ki: cf:Stin:tion address should be set to OxOOOOOOOOOOOOFFFF for a broadcast transmission (to all 
:e/~J- The ccoroinator can be addressed by either setting the 64-bit address to a!l OxOOs and the 16-bit 
:::S-:s: t: OxFr-c:·c::, OR by setting the 64-bit address to the coordinator's 64-brt address and the 15-bit address 
:: :~ceca. fa; :U other transmissions, setting the 16-bit address to the correct 16-oit acidres~ ~n ~e~p improve 
=cs- 2 -it ±ddt not known, this field should be - '·-= ~ rr.ne."l trar.smittino to multiole destinations. Ir a 16- tc: a ress 15 ' ~ ' ,, - -· •• 
=-=r- " er:.4; 4 -ha discovered lf-bit address,if 
:-- L ... -.-:-c .unknown). The Transmit Status frame (Ox86) w,!! muicace m:::: "' · -- - 
==s' 
-:.... . • N1-t --eofi.::<:: th=- broaca:st radius -at=dus can beset from O up to NH. If set to O, the value cfNr 52=.7765 ' 
_ -=::r.:r-~}. This parameter is only used for bro"dcast tran.smiss:ans. . . ._ , ec th=­ 
<er-_-%. .54% 4±NP 3mmard.Note:ifscurceroutingisusei, '$ :;: · ........ nu.un."r or payload bytes can be read w,m tm:: • '" re. ' ' 
· .:?,·ec: 'l'r', . •. ... · 0- -'.ltm::e ro:.r-e. 

• - 0€ r~uceo by two byteS per intermearate , ,op m <= - 



Sro;.--i Defrrn!ier 
---- ··-------------so (l (y, 
Length· ,zc--- 
-- - -=-- ----'- ----- 111::;s , I Oxoo --..:__ 

... . ~ ' s ,zz-------%. ___ -~ -- ~~ -- _ ---- l::;B 21 Ox1A -- Number ofb 
.Frarne-£!"'..C!T!C_Li.ip. r--r..me Ty;:,e , - -----~--- ytes between the !en .._. 

·--. -. · --- ----,--_ -- ~1 0x11 ---- 9u, and the checks 
_ _ _ t----------:----------)_ -------- um 

-Fr.anielD ! I id --- - 4i 0x01 : _entifies the UART~ } @asitseauemt±c,@stress, isss%,a."®esssekssss;' iowedema"rad% ------:.L xoo !~-----~-- I sa ,., . ' 

11 0x00 
12 0x00 

MSB 13 0xFF 

LSB 14j 0xFE 

15 0xA0 

16 0A1 

17 0x 15 

18 0x54 
19 0xC1 
20 0x0S 

21 0x00 

,_ 7 i Ox00 ~ Set to_ the 64-bit address of th . . ---8/ 0x00 folloW1ng addresses are al e destination device_ The 
----1.._ oxoooooooooooooooo so supported: 

9 j 0x00 coordinator • Reserved 64-bit address for the 
a,,,,,> 000000000coos+rr- sncsccast sear.,, 

Set to the 16-bit address of th d . _ 
known. Set to 0xFFFE ii the a~dresti~ation device, if 
sending a broadcast ess IS unknown, or if 

Source endpoint for the transmission 
Destination endpoint for the · 
transmission_ 

? 
I ff o,,,' J 

i' Prgfjlg ID used in the transmission ,_; 

a r sass#roasts snssssisal 
c transmission can traverse. If set to 0, the transmission 
k r-,~~.,,..--,;~ radius will be set lo the network maximum hops value. 
e Bittield of supported transmission options. Supported 
t values include the following: 

Cluster ID used in the transmission 

22 0x00 

0x01 • Disable retries and route repair 
0x20 • Enable APS encryption (if EE=1) 
0x40 • Use the extended transmission timeout 

Enabling APS encryption presumes the source and 
destination have been authenticated. 
II also decreases the maximum number of RF payload 
bytes by 4 (below the value reported by NP). 

The extended transmission timeout is needed when 
addressing sleeping end devices. . 
It also increases the retry interval between retries to 
compensate for end device polling. 
See Chapter 4, Transmission Timeouts, Extended 
Timeout for a description. 

Unused bits must be set lo [ 
-l-----r- ·3, 0x54 a w 
25. 0x44 
26 0x6! _ 
27 Dxi4 

Data that is sent to the destination device 

28 0x61 . f bytes from offset 3 to this byte. 5y ax 'orr-testsumo 

166 



4]2s 

., zs RF M,.,,,. · d data transmission to the coo,dinato, ( 64-bit addcess of oxoos) using a sounc, 
,,,i,JI example: Sen 

0
a destination endpoint OxA1, cluste, ID •Oxiss4, and P'Ofile ID Oxc1os. Payload 

{ ·int of OxAO, :· ndpor " 
e "TxData • will be · 
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" uG&abases essiis ics se ±ul 7&s,,,,,_; ,Ji()!) Example: Sen / destination endpoint OxA1, clustec ID =0x1ss4, aod pcofiie ID Oxc1os. Payload 
+int of OxAO, :· end po in " 

"TxData • will be . 
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, %r AM0iules , [D ' /5 T command Request ae 
(/~ 
' -r pe: ox17 re ) 

ro' .-., or set module parameters on a r • 
·• to que, ' • emote de . 

US"',,_ ct changes must be applied, either by sett· vice. For Pararn sei Ing the eter ch 
t, •• d to :he remote. apply change anges on th m° s options bit e remote devi 

, or by Send, ce to 
Ing an AC 

MSB 1 Oxoo 

_!:._~_ 2 _?x 1 O Number OI ytes e een 
3 0"x1?1-·------------ e length and the checksum 

i Identifies lhe UART -- -- ' 
with a subse data frame for the h sss' oa» {sis}"""iii'E; 

4/ 0xO 

6 Ox13 
j 

1, __ 7 0xA2 Set to the 64-bit address of 1h . . 
8 OxOO following addresses are also e destination device. The 

..... --- __ _, OxOOOOOOOOOOOOOOO supported: 
9] 0x40 '] coordinator 0- Reserved 64-bit address for the 

-10 ~~I OxooooooooooooFFFF - Broadcast address 
T 

LsB 12/ oz2 7 

MSB 13, OxFF f Set to the 16-bit address f 1h d . . 
LSB 14;·.0xFE "-1 known. Set to OxFFFE if ~e a~d esli~ation device, if + [Wgabroadcast dress is unknown, crit 

'Bitfield of support~smission options 

Supported values include the following: 
Ox01 • Disable retries and route repair 
Ox02 -Apply changes. 
Ox20 - Enable APS encryption (if EE=1) 
Ox40 - Use the extended transmission timeout 

If apply changes is not enabled, then an AC command 
must be sent before changes will take effect 

15 Ox02 (apply Enabling APS encryption presumes the source and 
changes) destination have been authenticated. 

II also decreases the maximum number of RF payload 
bytes by 4 (below the value reported by NP). 

The extended transmission timeout is needed when 
addressing sleeping end devices. 
It increases the retry interval between retries to 
compensate for end device polITng. 
See Chapter 4, Transmission Timeouts, Extended 
Timeout for a description. 

' Unused bits must be set to 0. 
i -------- 

is} oaz le) !are cf he 
17 Ox48 (H) - comm_~--------------1 

--·---- If present. indicates the requested 
parameter value to set the given 

18 OxO 1 register. If no characters presenl, 
the reoister is quened. ---=-- ·; --·- ---=--- . f byte from offset 3 to this byte. 

c&ic ---bps [off-the8bit sum ot (eS ,,_. _, !l,;>um.,~t, ,, .. ,., 19 Ox , ---·- ,,,.,,., •. ,;,..J.-~<,·' , · ote device to ister on a rem 
Exampl h broadcast hops reg: +tion value e: Send a remote command to change t e the new configuratto 

_1 (broadcasts go to 1-hop neighbors only), and apply changes ~~he remote is ox0013A200 
:rnrnediately takes effect. In this example, the 64-bit address 0 

$0401122, and the destination 16-bit address is unknown. 
108 



.-4 gr Modules 
.,c,;IP ------------- 

_:-r·' source Route 
#® 
,e: 0x21 
+ e creates a source route in the mod 1 ~~rrarn u e. A sou 
11• to aet from source to destination. So rce route s . -,verse - urce routing s, ·Pecifies th, " ould b corn 1 
r,;LJlts• . . e Used With P ete route a a 

. soth the 64-bit and 16-b,t destination add rnany-to-one P. cket should 
t?'' Re rd 3ressesar [Outing f ,, . ed when a Route ecor Indicator (OxA1) f . re required h or best 
obtain rame is receiv , "he creating e . a source route. These are 

__ -- ... ..?I Ox7E 1 , , 

MssTooo}­ 
--""'- - LSB 2! Ox14 -.J=f=Number of bytes ~tw ------ 
.,., .• ;., : --~--- e een the le th Ah] 0f_ ®9hands aieae 

4 oxoo ~ Th---- --- eFramelD h-- 
MSB ! ~--- -~uld always be set too. 

6; Ox13 - -- 
--7l0xA2 -- ' Set to the 64-bit add 
---;:i-:--..::__J folio · ress of the desti ti 81 OxOO wing addresses are also na on device. The 
- ----- Oxoooooooooooooooo supported: 
--~ Ox40 coordinator • Reserved 64-bit address for the 

1 o 6x4o OxooooooooooooFFFF _ Broad t -- --- cas address 
11 Ox11 j 

ssidzz ] 
MSB_EI Ox33 --, Set to the 16-bit address of th -. -. ------ so ii 5a''siii=friii.fE""Egg!, ; sending a broadcast. own, or 1 

15 OxOO Set to 0. 

16 Ox03 
The number of addresses in the 
source route ( excluding source 
and destination). 

___ 1-f7 _O_xE_E_--1 (neighbor of 
18! OxFF destination) 

19 OxCC p, a,,, ! Address of intermediate hop 

21 OxAA 
35.age1 (neighbor of source) 

23 Ox01 / OxFF • the 8 bit sum of bytes from offset 3 to this byte. 

Example: Intermediate hop addresses must be ordered starting with the neighbor of the 
destination, and working closer to the source. For example, suppose a route is found between A 
and E as shown below 

A'B•c·o·E • 
Ii device E h Dhave th as the 64-bit and 16-bit addresses of 0x0013A200 40401122 and Ox3344, and if devices B, C, and 

e followin 16 . 
8- 9 -b,t addresses· 
-0XAAss · 

"co 
D-o - XEEFF 
», A ' "arnple abov ,, ablish a source route between 
11d t. e shows how to send the Create Source Route frame to est 

10 
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s, Ayles F No ·rfa ZB · +d Response -------- 'ma" ("" 1 e· oxBB 
fai11• WP · an AT Command message, the module w·ii 
r onse to It' I f I send an AT ·,resP .11 send back mu 1p e rames (for example th Command p 
ads" ®'@ND (Node Dscs,,, "®®se message. s, 
" Commangy, 9me 

MSB 1 
Oxoo ~ · 
0xos-:--- Number of bytes between the length d 
-- ·- an the checksum 

Ox88 ------·--------1 
! Identifies the UART aGi.. +toot [Fane -iii#&2,2"f@ga aer' 
[Response will be given. nd Mode, no AT Command 

5 'B' = 0x42 . --- •• Qgmand tare .sec),, [ 
6} 'D'= 0x44 AT Command. 0 c aracters that identify the 

LSB 2 
3 

0= OK 
1= ERROR 
2 = Invalid Command 
3 = Invalid Parameter 
4 = Tx Failure 

Register data in iray onat ir tie register was sel, 
7"'"'"---i-----+~en this field is not returned, as in this example. 

8 OxFO OxFF • the 8 bit sum of bytes from offset 3 to this byte. 

7' 0O0 

Example: Suppose the BD parameter is changed on the local device with a frame ID of OxO1. If 
successful (parameter was valid), the above response would be received. 

Modem Status 

Frame Type: (Ox8A) 
Rf module status messages are sent from the module in response to specific conditions. 

Example: The following AP! frame is returned when an API coordinator forms a network. 

MSB 1 0xOO Number of bytes between the length and the checksum ssa 
3 0x8A 

4, 0x06 

t KG.bile ,, ., ,·;- :• I 
' ._,,,_.:;,, ~ :;';• t:..,i:,.. ' '.:,r.J 

Note• N0 f mware releases. · ~w modem status codes may be added in future r 

.. ~~---Sri 70x-:::6-;;;F 

o = Hardware reset 
1 = Watchdog timer reset . 
2 =Joined network (routers and end devices) 
3 =Disassociated 
6 =Coordinator started ed 

ity key was updat 
7 = Network seetm ~- ·1 exceeded (PRO S28 only) 
0x0D = Voltage ;g changed while join in 
0x11 = Modem configura o 
progress 

a-=sis' ,,,,% 3a5%is srs - th 8 bit sum ofb es r OFF - e ' 



-PRO& ZB RF Modules 

T Command Response 
Frame Type: Ox88 
In response to an AT Command message, the module will se 
commands will send back multiple frames (fo =nd an AT Command Response message. Some 

s or example, the ND (Node Discover) command). 

] MSB 1 0x00 
] 7ggglgp;:Number of bytes between the length and the checksum 

%ye: ± 3loxae '..y/yo_y -----,/ l tu-=- -, !-----l_Command Name - Two ASCII characters that identify the 
a 6 'D' = 0x44 AT Command. 
C k 0=OK 
e 1=ERROR 
t r 7 0x00 2 = Invalid Command 3 = Invalid Parameter 

f 4 = Tx Failure 

::_>c:_:·_ .. _~_--_. .. --"""-•--~",;:'.::~:--;-!! __ ---:+-::--=--+-~-~g-~s-~e_i~_i_:t_1~_:~-~-~n_t_rZ_ti_~-~-~-la_:_:_~_~_;_~s_x~-e~-'-;_1!_~_se_t 
~ 11 8 0xF0 0xFF • the 8 bit sum of bytes from offset 3 to this byte~- 

Example: Suppose the BD parameter is changed on the local device with a frame ID of 0x0l. If 
successful (parameter was valid), the above response would be received. 

1odem Status 

Frame Type: (Ox8A) 
RF module status messages are sent from the module in response to specific conditions. 

Example: The following API frame is returned when an API coordinator forms a network. 

Note: New modem status codes may be added in future firmware releases. 

: International, Ii. 
10 



De!or S 

Discovery status 9 Ox01 

\22= Not vcined to Ne: 40k 
Ox2» = Ser-c dressed 
Cx2¢ = Address Not Fe» nd 
0x25 = Route Not Found 
~x:6 = 3ro:dc:;s~ scurc~ ,clil.:d !o hear a neighbor relay 
the ~.,cssagc - 
0;;29 = lnva'id bindina :ab!e index 
0x2C = R2"'ource e:r;r lzck o; '.ree buffers. timers, etc. 
0x2D = Attempted brozac;;s, 'Nith APS trarsmission 
0x2E = Attempted unicast with APS transmission but 
EE=0 ' 

, Ox32 = Resourcs error lack of free buffers, timers, etc. 
0x7 4 = Data payload too large 
Oxi5 = lndirec, message unrequested 

. 0x00 = No Discovery 
Overhead 
0x01 = Address Discovery 
0x02 = Route Discovery 
0x03= .Address and Route 
Ox40 = Extended Timeout 
Discovery 

. Checksum 10. Ox71 0xFF • the 8 bit sum of bytes from offset 3 to this byte . 

Example: Suppose a unicast data transmission was sent to a destination device with a 16-bit 
address of Ox7D84. (The transmission could have been sent with the 16-bit address set to Ox7D84 

or OxFFFE.) 

111 
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rlJIX'Si"e-PROi; ZB RF ;\,fodule:: - ZigBee Receive Packet 
Frame Type: (Ox9O) 

When the module receives an RF packet, it ' 
, I is sent out the UART using thi Is message type. 

""i]/usoinks' 
LSB 2/ 0x11 Number of bytes between the length and the checksum 

a·., 3i (ygr'------[ 
fuse ii oo ] 
'? SJ 0x13 

6' 0xA2 

l 7 0x00 g aeo 
A '\ 9 0x52 
p ---,-:-'----~ 
I 10J 0x2B 

LSB 11 OxAA 

64-bit address of sender. Set to 0xFFFFFFFFFFFFFFFF 
(unknown 64-bit address) if the sender's 64-bit address is 
unknown. 

p 
a ! 
d 
k i· ·, :::. _,.- 0x01 - Packet Acknowledged f rc¢. 

___ 14 Ox01 0x40 - Packet was sent from an end device (if known) 
· ··•.: ,,~:t. Note: Option values can be combined. For example, a 
· · :1~. · · :· 0x40 and a 0x0 1 will show as a Ox 41. Other possible 

a [eid@ioaiowiiziii 6iii 15 0x52 %--E- % 
as-8 s-a.aa.or.aI 

Example: Suppose a device with a 64-bit address of Ox0013A200 40522BAA, and 16-bit address 
Ox7D84 sends a unicast data transmission to a remote device with payload "RxData". If AO=O on 
the receiving device, it would send the above example frame out its UART. 

fsi lntematimia!, lire. 

MSB 12 Ox7D 
:t---,-L-=-sa:::--13-+-0-x8-4---1 16-bit address of sender 

112 



yXBFce-PRO® ZB RF iModules - ZigBee Explicit Rx Indicator 
Frame Type:Ox91 

When the modem receives a ZigBee RF +: . 
packet it is sent out the UA . 

RT using this message type (when AO=1). 

[ta@ f 4..4 • -7 4±el] MSB1;000 N(kg,,,,_pp { t._,. ,.. . -~:.,, : ·,\L. -·---- umber of bytes between the length and the checksum 

aw ; " usssoioi { . :r---. 
; .! 5 0x13 
. J 60xA2 

.: ft Z00 $4it address ot sender Set to oFFFF#FFFFFFF+FF+F 
a 0x40 (unknown 64-bit address) if the sender's 64-bit address is 

i---t-----1 unknown. 
, 9 0x52 

10 0x2B 
LSB 11 0xAA 

MSB 12 0x7D 
LSB 13 0x84 16-bit address of sender. 

14, 0xEO Endpoint of the source that iniUated the 
transmission 

15 0xE0 Endpoint of the destination the message is 
addressed to. 

i----1_6+-0x_2_2__ Cluster ID the packet was addressed 
to. 17 0x11 

27 0x52 0xFF • the 8 bit sum of bytes from offset 3 to this byte. 

Example: Suppose a device with a 64-bit address of Ox0013A200 40522BAA, and 16-bit address 
Ox7D84 sends a broadcast data transmission to a remote device with payload "RxData". Suppose 
the transmission was sent with source and destination endpoints of OxEO, cluster ID=Ox221 l, and 
profile ID=OxClOS. If AO=1 on the receiving device, it would send the above frame out its UART. 

higi {rte» u; ....:.:.. ' mn un:a!, fire. 



yXBce-PRO® ZB RF Modules 

ZigBee IO Data Sample Rx Indicator 

Frame Type: 0x92 

When the module receives an IO sam I f . P e rame from a 
this frame type (when AO=O). Only modul . remote device, it sends the sa 1 es running AP! firmwar .11 mp e out the UART using 

ewil send IO samples out the UART. 

i I..4 
[ii+"""we+ewers+ea, 
}ss 'sglgp'-} 

5. 0x13 

6 0xA2 
i 

Rs.± 

A 
p 
I 

p 
a i Frame-sr ; 

Bilmask field that indicates 

al « 'st"" 
y'·. ·· enabled (if any) . 

faaasjaaa I ] (Digital Channel Mask > 0), these two bytes 
, , contain samples for all enabled digital JO lines. 

_· '1 20 Ox14 DI0 lines that do not have sampling enabled 
return 0. Bits in these 2 bytes map the same as 
they do in the Digital Channels Mask field. 

7 OxOO 

l-- __ 214-o_xo_2_--1 If the sample set includes any analog input lines 
· ., (Analog Channel Mask > 0), each enabled analog input 

4r53% " #HE 
NIA NIA NIA CDIDI PWM/L IRSSI/D NIA NIA 

12 011 O10 

CTS/DI RTS/DI ASSOC DI04 AD3/DI AD2/DI ADI/DI ADO/DI 

07 06 DI05 03 02 01 00 

'

Supply IN/A 
[Voltage, 

,a,64-t address of sender 
9 0x62 

101 Ox28 
LSB 11 OxAA 
MSB 12 Ox7D 
I isarslaaa 16-at address of seacer 

14 Ox01 Ox01 • Packet Acknowledged 
0x02- Packet was a broadcast packet 

15 0O1 
Number of sample sets 
included in the payload. 
(Always set to 1) 

___ 16-1--0x_o_o_--1 Bitmask field that indicates 
which digital 10 lines on the 
remote have sampling 
enabled (if any). 

17 Ox1C 

[p [ 
114 



---~~~~~~~~-- Example: Suppose an IO . 
bit address of Ox0013A200sample is received with anal 405228AA 0g and digital IO. f 
as an analog input, AD2/DI~2 and a 16-bit address of Ox7D , rorn a remote with a 64­ 
D!03 is enabled as a dig·• , and DI04 are enabied as a d' ·t I . 84. If pm ADl/DIOl ls enabled 
above. lea. output (low) the IO sam _ga inputs (currently high) and AD3/ 

P e 1s snown · th ' in e API example in the table 

XBee Sensor Read Indicator 

Frame Type: Ox94 

When the module receives a sense . r sample (from a 0 .. this message type (when AO=O) '91 1-wire sensor adapte ) •t. · r ' 1 is sent out the UART using 

.Start Delimiter : . 1 %+#=#=427.7 • ' · j Number of bytes between the length and the checksum 
LSB 2 Ox17 

1.. ' Frame·T_;_~~~~t-=~~-Oli\i __ -_- 
7
t- _-_- _- _- _- _- _- _- _- _-_- _- _- _- _-_- _= _= _= _= _= _= _==J f... ,.,,., .,, · . ····, 3 Ox94 ] use/ oo 

. '.'.J si Ox13 hf soaa 
64-,bit Source: 
Address'., 

, • •i • ~ '' I , 

7 OxOO 
! so,a,+64-it address of sender 

9 Ox52 
10 Ox28 

LSB 11 OxAA 
MSB 12 OxDD 
I se isl a,cc: 16-it address of sender. 

17J Ox02 

·· .•• • : -··i 19i OxCE Indicates a two-byte value for each of four AID sensors 
: · AID ~allies_.· . -:! .. ';-; ---+.--,----1 {A, 8, C, D) :·1 20,_i OxOO .----+---~ Set to OxFFFFFFFFFFFFFFFF if no A/Os are found . 

+! 3Naes · / ' · - · .! 22! OxOO -% y baosa ·-=~{ :~~'._ : :-::r ---247!_0_x_01---r,-ln-d-ica_t_es_th_e_tw_o-_b_yt_e_va-lu-e-rea-- -d-fr-om_a_di-,g-ita_l __ _j 

4ga,=thermometer if preset Set to 0FFF if not iound. 

18j OxOO 

Checksum 26 i Ox88 ; OxFF - the Ox8 bit sum of bytes from offset 3 to this byte. 

Example: Suppose a 1-wire sensor sample is received from a device with a 64-bit address of 
Ox0013A200 40522EAA and a 16-bit address of OxDD6C. If the sensor sample was taken from a 
!.-wire humidity sensor, the API frame could look like this (if AO=O): 

For convenience, let's label the A/D and temperature readings as ADO, AD1, AD2, AD3, and T. Using the data in 

this exampie: 

ADO= Ox0002 

AJl = GxOOCE 

AD2 = GxlJGEA 

A22 = CxCC52 



see -PRO& ZB RF Modules 

- Example: Suppose an IO sample is received with analog and digital IO, from a remote with a 64- 
bit address of Ox0013A200 40522BAA and a 16-bit address of Ox7D84. If pin ADl/DIOl is enabled 
as an analog input, AD2/DI02 and DI04 are enabied as a digital inputs (currently high), and AD3/ 
D103 is enabled as a digital output (low) the IO sample is shown in the API example in the table 
above. 

xsee sensor Read Indicator 

Frame Type: Ox94 
When the module receives a sensor sample (from a Digi 1-wire sensor adapter), it Is sent out tht UM· r t./s-,.i:,; 
this message type (when AO=O). 

! .• . , 64-bit Source 
Address 

f ·. 
A 
P. 
I, 

\. p· 
a ;-F~~specific Data 
C 
k' 
e 
t 

16-bit Source 
Network Address 

Receive Options 

1-Wire 
Sensors 

LSB 111 OxAA 

MSB 12(~ l 16-bit address of sender. 
LSB 13\ Ox6C i ----··-··--\-·-·-·-·-·- i oxo1·~-Packe!Acknowledged , 

14; OxO1 \ OxO2. Packet was a broadcast packet 
-·- ----··-----·· ; OxO1 = bsaisciRsa 

15 Ox03 '. OxO2 = Tef!lperature Sensor Read 
' 0x6O = Water present (module~~ P!~. :~111l 

···• 16 OxCO · -----------· 
7ca 

·a oo 
AJD V.alues 

7e rce 
: el 

Checksum 

Exam::,.e: ::;._.r, ,r,: 
~xvo::;;iLSS / I • /_ 

, , 

--- 'pgcales a 
/,. ,c; r ,.... 
1r - .., . ..ti 

Ce yF? 

,'. t~l1s: iol~E: fer ,'lsh 0f iour AID ;;ensors 

; I 

I 



pRO@ ZB RF Modules 
Fie• ~::=~0~x:0:-16;A-;------------------------------------ 

1io convert these to temperature and humidity values the foll . . ' owing equations should be used. 
Temperature (°C) = (T / 16), for T < 2048 

=-(T &Ox7FF) / 16, for T >= 2048 

vsupply = (AD2 * 5.1) / 255 
output = (AD3 5.1) / 255 
Relative Humidity= ((Voutput / supply) -0.16) / (0.0062) 

True Humidity = Relative Humidity/ (1.0546 - (0.00216 * Temperature (°C))) 

Looking at the sample data, we have: 

Vsupply = (234 5.1 / 255) = 4.68 
Voutput = (82 * 5.1 / 255) = 1.64 
Temperature = (362 / 16) = 22.625°C 
Relative H = (161.2903 ((1.64/4.68) - 0.16)) = 161.2903 (0.19043) = 30.71% 

True H = (30.71 / (1.0546 - (0.00216 22.625))) = (30.71 / 1.00573) = 30.54% 

I16 

------ - 



(ot:-PRO® ZJ3 RF ivfod:tlc:; • as» a, 
Frame Type: Ox95 -===================================- 
This frame is received when a d . mo ule tra . 
The data portion of this frame · • nsmits a node id .. is similar to a netwc 1entification messa . ork discovery response fra ge to( identify itself (when AO=O) 

. me see ND command). 

ii oj Ox7E 
;• . '•· •· .. ., ' MSB 1 i O,QO N,mbe, of by1 b ' ET= ,:· r- 3 Ox95 

~ MSB 4 0x00 
5 0x13 
6 0xA2 
7 0x00 
8 0x40 64-bit address of sender 

;----+~~- I 
9 0x52 

10 0x2B 
LSB 11 0xAA 
MSB 12 0x7O 
LSB 13 0x84 

16-bit address of sender. 

0xO1- Packet Acknowledged 
,, ·. f..' \ Ox02 - Packet was a broadcast packet 

15 0x70 ,--,-+--_J Set to the 16-bit network dd 16 0x84 0xFFFE if unknown. a ress of. the remote. Set to 

17 0x0O 

14 0x02 

·3} 18;] 0xt3 

P' {f fie i 3 err::"" 
t ' ·. · 22 Ox52 

i:_. 23 Ox2B 

[.; •,.··: ;; , 24 OxAA Vii yips\{Ilsa,,,,,,,,,,........z.z.A :, .:··· ,_:·, • .-·_ ••• 

0

_. '-''· ,,;.__; _., ,. ~,-.-,"~ ,· •• •• •• ••• ~----~-----l ~ode 1dentinerstring on the remote device The NI Stri is terminated with a NULL byte (0x00). 

27 0xFF ! Indicates_ the 16-bil address of the remote's parent or 
OxFFFE if the remote has no parenl 

0 = Coordinator 
1 = Router 
2 = End Device 

r·•'·:, ··, 
,\. __ . _ _ . .. 1 = Frame sent by node identific 4. 555"arr".. 

3 = Frame sent after power cycle event occurred (see JN 
command). 0xC1 i -------------

1 

' Set to Digi's application profile ID 0x05 ­ 0x10 ! ------ 
ait,,,4e'Set to Dig's Manufacturer lD. 

iciecksum' l_ ] jsiig[[orF'- tie 8 bit siiii of bytes from offset 3 to this byte 

Example, If the commtss;on;ng posh button is pressed on a remote router device with 64-bit 
address Ox0013A200 40522BAA, 16-bit address 0x7D84, and default NI string, the preceding 
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xsae-PRO ZB RF Modules Ex:Ea.Lt h k 
,ea or would b 

c ec sum with the DD I e received Plea value only if ATNO & O . se note that 00 03 00 00 xO1. appears before the 

Remote Command Response 

Frame Type: Ox97 

If a module receives a remote com d man response RF d 
Request, the module will send a Remote AT C ata frame in response to a 
send back multiple frames--for exam 

I 
ommand Response messag t Remote AT Command p e, Node Discover (ND) command. e ou the UART. Some commands may 

MSB 1 0xOO 

LSB 2 0x13 
Number of bytes between the length and the checksum 

3» 0x97 

4 Ox55 This is the same value passed in to the request. 

MSB 5 OxOO 
6 Ox13 
7 0xA2 
8 OxOO 

t· ~· 

{ 
,%% 
a 
C 
k 
e . t 

¢±? 

~~---.- l . 
c\'• 0 = OK 
.·. \ 1 = ERROR 
< 

1 
17 OxOO 2 = Invalid Command 

! 3=lnvalid Parameter 
4= Remote Command Transmission Failed 

f ala-aa" ] 

W5EL 

The address of the remote radio returning this response. 

} as' 
9 Ox40 

11 0x2B 

LSB 12 Ox.AA 
t-M_SB_13-l-Ox_7_D_· _.J S'et to the 16-bit network 

address of the remote. 
Set to OxFFFE it 
unknown. 

LSB 14 0x84 

a,ac!Name of the command 
15% 0x53 

Example: If a remote command is sent to a remote device with 64-bit address 0xOO13A200 
40522BAA and 16-bit address 0x7D84 to query the SL command, and if the frame ID=Ox55, the 
response is shown in the example API frame in the table above. 



,vte-PRO® ZB RF Modules - over-the-Air Firmware Update S atus 

Frame Type: OxAO 

The Over-the-Air Firmware Update St t f a us frame pr id 
attempt. I a query command (OxOl OxSl) is ov1 es a status indication of a . 
through an updater with 64-bit addr± O sent to a target with a 64-bit d firmware update transmission 
expected response. ess xOOl3A200403E0750 and 16 ~-

1 
a dress of Ox0013A200 40522BAA -vit address OxOOOO, the following is the 

111\111'-1 #p::/i## @vie7 BlSAlETs] ® _ ,

0

, • _ LSB 2' 0xi6 Number of bytes between the length and the checksum 

3 OxAO 
MSB 4, 0x00 

# ii et 3a 7 OxOO 

• •• i.. 10 Ox07 

"fy=7 ~ : . , .. >1 15 OxS2 ~;r ~~~;~r:;~ed if the bootloader is not active on 
.. the target) 

% #i&! [©9so"ewose.,.....l :.?;! 16 OxOO Bloc~ number used in the update requesl Set too if not 
apphcable. 

81 0x40 The address of the remote radio returning this response. 

-j_ _'_-_ + 9 -Ox3E 

17 000 
18 0x13 

20/ 0x00 64-bit Address of remote device that is being updated 
+------+---_. (target). 

21 040 

19 0xA2 

22\ 0x52 ,__ , 
23 0x28 
24% OxAA 

25 Ox66 OxFF · the 8 bit sum of bytes from offset 3 to this byte. 

If a query request returns a Ox15 (NACK) status, the target is likely waiting for a firmware update image. If no 
messages are sent to it for about 75 seconds, the target will timeout and accept new query messages. 

If a query returns a 0x51 (QUERY) status, then the target's bootloader is not active and will not respond to 

query messages. 
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Route Record Indicator 

frame Type: OxAl 
The route record indicator is received wh ~ enever a device se d 
with many-to-one routing to create source routes ford . nas a ZigBee route record command. This is used 

evices in a network. 

=®--I@l ---- LSB 2: Ox13 ; Number of bytes beiween the length and the checksum 

Frame.Type" 3! OxA1 
MSB 4J OxOO 

i 5j Ox13 
. 1 

64-bit Source 
Address 

Si OxA2 

A· p 
I 
p 
a · Source (updater) 
c Frame-specific Dat 16-bit Address 
k ; .· . . .... - - ·. 
e.. 
t 

LSB 11 0x22 

-rl --_.;7l_O_x_oo __ : 64-bit address of the device that 
8! Ox40 initiated the route record. 

}---i----...J 91 Ox40 
10! Ox11 

12 Ox33 

13% 0x44 

16-bit address of the 
device that initiated the 
route record. 

14! Ox01 
0xO1- Packet Acknowledged. 
0x02 - Packet was a broadcast 

~ ~-::--=.."'" 

Number of Addresses 
i 

15i Ox03 

.. . -: .. 

The number of addresses in the 
source route ( excluding source 
and destination) . 

Two bytes per 16-bit address. 

I 22 Ox80 OxFF • the 8 bit sum of bytes from offset 3 to this byte. 

Example: Suppose device E sends a route record that traverses multiple hops en route to data 

collector device A as shown below. 

A B C D E 
If device E has the 64-bit and 16-bit addresses of 0x0013A200 40401122 and Ox3344, and if devices B, C, and 
D have the following 16-bit addresses: 
B = 0xAA6B 
C = OxCCDD 

D = 0xEEFF 
The data collector will send the above API frame out its UART. 
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Many-to-One Route Request Indicator 

Frame Type: 0xA3 
The many-to-one route request indicator frame · is sent out the UART wh received enever a many-to-one route request is 

'+ lE f tenj:Jth. .. · · · · ' MSB 1j (Jy(]() I--------- aw=sF"["Sv" 
3j OxA3 

MSB 41 OxOO 

• ·· · ' 6j OxA2 r ~ ~~~~t,:7'-'o/~ { jr---+------1 ~!t\!~~~t of the device that sent the many-to-one 
e, <! 
+ Kt[egg I 

j,. -~1&-bit-Adiltess: i 16-bil address of the device that initiated the many-to-one 

s-4 EE,,ea» 

5] 0x13 

7 OxOO 
8 Ox40 
9 Ox40 

10 Ox11 
LSB 11 Ox22 
MSB 12 OxOO 
LSB 13 OxOO 

14 OxOO 
15 OxF4 

Example: Suppose a device with a 64-bit address of Ox0013A200 40401122 and 16-bit address 
of OxOOOQ sends a many-to-one route request. All remote routers with API firmware that receive 
the many-to-one broadcast would send the above example API frame out their UART. 
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ending ZigBee Device Objects (ZDO) C . ommandswith the /APl 
zgBee Device Objects (ZDOs) are defined in the ZigBe .. 

ide fuctic ality tc ·ee Specification as art of 7+ objects prov, e un ,ona I o manage and map out th z· pa o the ZigBee Device Profile These 
0 ty . II . e .igBee network and t dr devices. ZDOS are pica Y required when developing a z· 8 o iscover services on Zig Bee 

as heme automation or smart energy, or when commun· I\ ee p'.oduct that will interoperate in a public profile such 
can also be used to perform several management funct·ica mg with ZigBee devices from other vendors. The zoo tions such as frequenc Tty 
changes - Mgmt Network Update Request), discovering routes (Mqr . Yagi 1 (energy detect and channel 
Request), and managing device connectivity (Mgmt Lea d gr 1t Routing Request) and neighbors (Mgmt LQI 

ve an Permit Join Request). 
The following table shows some.of the mare prominent zoo 'th . switr their respective cl st id ·<: 
command has a defined payload. See the "ZigBee Device P fl " . us er i ientifier. Each zoo ro e section of the ZigBee Specification for details . 

Network Address Request 
lfIll48ls Nol 

OxOOOO 
IEEE Address Request Ox0001 

Node Descriptor Request 0x0002 
Simple Descriptor Request Ox0004 
Active Endpoints Request Ox0005 
Match Descriptor Request Ox0006 

Mgmt LQI Request 0x0031 

Mgmt Routing Request Ox0032 
Mgmt Leave Request Ox0034 

Mgmt Permit Joining Request Ox0036 
Mgmt Network Update Request Ox0038 

The Explicit Transmit API frame (Oxll) is used to send Zig Bee Device Objects commands to devices in the network. 
Sending ZOO commands with the Explicit Transmit API frame requires some formatting of the data payload field. 

When sending a ZDO command with the API, all multiple byte values in the ZOO command (API payload) (e.g. u16, 
u32, 64-bit addresses) must be sent in little endian byte order for the command to be executed correctly on a 

remote device. 
For an API XBee to receive ZDO responses, the AO command must be set to 1 to enable the explicit receive API 

frame. 
The following table shows how the Explicit API frame can be used to send an "Active Endpoints" request to discover 

the active endpoints on a device with a 16-bit address of Oxl234. 

:22 
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-~1 OxOO _t _J 
LSB 2\ -Ox17i Number of bytes between the length and the checksum 

,hell» status frame will be sent out the UART 

01 OxiE 

MSB 5 OxOO 
oj OxOO 
ii OxOO ' 

:i-----
8
+1 -

0
-x
0
-
0
-----JI 64-bit address of the destination device (big endian byte 

l} ;; 'g;2ggrsmisscns. sat e ii st sr 
- g OxOO ress o e lestination device, or to ] g ®""2Eu:.. 
53} 12' 0xFF » ssi as 'sssass as aea,ata, asas a aaa, ore- 

.- · LSB 14· OxFE order). Set to OxFFFE for broadcast, or if the 16-bit 
address is unknown, 

15 0xOO 
1

1 Set to OxOO for ZOO transmissions (endpoint O is the 
, ZDO endpoint). 

16 OxOO Set to OxOO for ZOO transmissions (endpoint O is the 
ZOO endpoint). 

ecks um 

Set to the cluster ID that corresponds to the ZOO 
H----+-------l command being sent 
a LSB 18 Ox05 Ox0005 = Active Endpoints Request .~?,1 MSB 19 OxOO I Set to OxOOOO for ZOO transmissions (Profile ID OxOOOO Ag5E 

::- , . --; transmission can traverse. If set to 0, the transmission 
radius will be set to the network maximum hops value. 

: ,'.·.",'&-----1----+-----------:------------j 
, •. , · - ,~. · • •,·;:~~,\.:. 22....;...,o_x_o_o __ .;....A_ll_b_its_m_u_st.,..b_e_s.,..et_t-:-0--:-0_. -::=--:::------:---:-:-:---::::-;---:-1 

ncei I The required payload for a ZOO command. All multi-byte 
''"0~:. 2_3,...1 _ox_0_1_---; zoo parameter values (u16, u32, 64-bit address) must 
be sent in little endian byte order. 
___ 24+o_x_3_4_--1 The Active Endpoints Request includes the following 

payload: 
[16-bit NwkAddrOflnterest] _ 
Note the 16-bit address in the API example (0x1234) is 

e"= [5""""".-. 
] 26/0xA6 byte. 

MSB 17 OxOO 

25% 0x12 
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ysee-?& 

~g ZigBee Cluster Library (ZCL) Commands with the API 

- . see Cluster Library defines a set of attributes and commands (clusters) that can be supported in multiple 
The z,g ofiles The ZCL commands are typically required when developing a ZigBee product that will interoperate in ZigBee pr. 

refile such as home automation or smart energy, or when communicating with ZigBee devices from other 
a public PApplications that are not designed for a public profile or for interoperability applications can skip this vendors. 
section. 

II •ng table shows some prominent clusters with their respective attributes and commands. The follow 

Basic (0x0000) 
Application Version (0x0001) 
Hardware Version (0x0003) 
Model Identifier (OxOOOS) 

-Reset to defaults 
(OxOO) 

Identify (Ox0003) Identify Time (0x0000) Identify (OxOO) 
Identify Query (Ox01) 

Time (OxOOOA) 
lime (OxOOOO) 

lime Status (Ox0001) 
lime Zone (0x0002) 

Local Temperature (OxOOOO) 
Thermostat (0x0201) Occupancy (0x0002) 

" ' ff""",,,,%..las s aw bor of profile-wide commands that can be supported on any prore, The ZCL defines a nurn e . 
d These commands include the following. comman s. 

Read Attributes (OxOO) 
Used to read one or 
more attributes on a 

remote device. 
Generated in 

Read Attributes Response (Ox01) response to a read 
attributes command. 

; 

Write Attributes (0x02) 
Used to change one 
or more attributes on 

a remote device. 
Sent in response to a 

Write Attributes Response (0x04) 

Configure Reporting (Ox06) 

write attributes 
command. 

Used to configure a 
device to 

automatically report 
on the values of one 

or more of its 
attributes. 

Used to report 
attributes when report 

Report Attri.butes (OxOA) conditions have been 
• satisfied. 
-jsaoiscoyer he 

...------------- 3{tribute identifiers Of 
Discover Attributes (0x0C) a remote device. 

Sent in response to a Q 

{tnbutes Response (0xOD) Discover 
discover attributes 

command. 
the network. Sending ZCL 

d ZCL commands to devices I~ payload field. 
) is used to sen atting of the da:a ~ 

The Explicit Transmit API frame (Oxll f me requires some form mmand (API Payload) (e.g. ulo, 
1i smit API ra · the ZCL co ' ti on a commands with the Explicit ran If le byte values tn d to be executed correct'y 

. he API, all mu ip f the comman 
When sending a ZCL command with t_ Pttle endian byte order or 
032, 64-bit addresses) must be sent in # ±ble the explicit receive API frame. 

tto 1to ena! d; ·int information remote device. +mand should be se ID profile ID, and en poi 
d the AO com di sses, cluster ' Note: When sending ZCL comman s, 64- and 16-bit ad res ~ecode received data. 

This will provide indication of the sourc~ ·s required to properly 
f :. ·formation 1 or each received packet. This in 

1 •• so 

~•1lenra!im1r1/, !He. 

-Setpoint raise/ lower 
(OxOO) 
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Err:rz:EHLER-+.a. The following table shows how the Explicit API f 
device with a 64-bit address of 0x0013A200 404ra0me can be used to read the ha d . . 1234 (u k r ware version tt 'b 
source and destination endpoints. Recail th h ninown 16-bit addre: ;) . a riiute from a e lardware versior - feSS). This example use: bi 
duster (cluster ID 0x0000). The Read Attrib t - n attribute (attribute ID 0x0003) . s ar itrary u e general command ID is 0xoo is part of the basic ass aA 

' identifies the UART d t fra 'with a a me for the host to correlate 
I ~tua :ubsequent transmit status. If set to O no transmit 
: s rrame wm be sent out the UART. ' 

; 16-bit addreSS of the destination device (big endian byte 
crcer). Set to OifFFE fcr broadcast cr ii the t6-t' 
! aadreSS 1s unknown. 

; S~t. to the source endpoint on the sendino device. (Ox41 
i aro1tranly selected). • 
'Set to the destination endooint on the remote device 
: (Ox42 arbitrarily selected)· • • · 

; Se!s the maximum number of hops a broadcast 
transmission can traverse. lf sat to 0, the transmission 
radius wiil be sat to the network maximum hops value. 

All bits must be set to 0. 

; Biifie!d that defines the command type and ether relevant 
: mfonnation in the ZCL command. See the ZCL 
: speciiicaiion for details. 

cs,,-6...6.6...66....6....%- r?msie@bit simi ofiytes ram offset3to this 
28 0xFA byte. 

' 
LSB 2'. Ox19 ; Number of bytes between the length and the checksum ir-"" 

4 0xO1 

MSB 5. OxOO 

6 Ox13 

7 OxA2 r---,--------'. 64-bit address of the destination device (bi: b so 7sci}Farias sansiss slK?EI"g" "® 
o,,j°address of the destination device, or to 
__0x0000000000000000 to send a unicast to the 
,----1_0 ·~; O_x_4_0_-J[ coordinator. Set to OxOOOOOOOOOOOOFFFF for broadcasl 

11i Ox12 

1i Ox34 
~ MSB i3, OxFF 

LSB 14: OxFE 

15 0x41 

16 0x42 

MSB 17 0xC0 Set to !he duster ID that corresponds to the ZCL 
--------'. command beino senl 

LSB iB: OxOO : OxOOOO = Basi; Cluster 
-,--M_S_B_1_9_\ _Ox_D_1 __ : Se! to the profile ID supported on the device. (Ox0123 

LSB 20 Ox23 : arbitran1y selected). 

21 0x00 

22- 0xCO 

Frame Control . 23 0x00 

: A sequence number used to correlate a ZCL command 
~ : I j with a ZCL response. (The hardware version response =:.. :i~· 24: OxOl ; will include this byte as a sequence number in the . ! response.) The value Ox01 was artitran1y se!ecL"<l. 

~---'-----'--_.:,__....:.----:-::-----:-:-:-'~=:--~---l ' Since the frame control ·frame type· biis an; CU, this byte 
·~_lb 25: OxOO • specifies a general command. Ccmmand ID OxOO is a 

: Read Attnbutas command. 
AttJibU1e ID • 26, Ox03 ' Tne payload fer a "Read Attributes" command is a fist of 

..,_ , Attribute lden!iiiers that are being read. 
/ Note the 16-bit Attribute ID (Ox0003) is sent in little 
' endian byte order (Ox0300). Al multi-byte ZCL header 
\ and payicad values must be sent in frt!!e eodian byte 
· order. 
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My ZB RF Modules s,RO> £6" sbove example, the Frame Control field (offset 23) wa 
a the av 5rngge> ' ®structed as follows: Name 

Manufacturer Specific 
Direction 

2 

3 
Disable Default Response i 4 

00 - Command acts across lhe entire profile 
0 • The manufacturer code field is omitted from the ZCL F H 
0 fame leader 
• The command is being sent from lhe client side to the server side.' 

Reserved I 5-7 
0 • Default response not disabled · 

Set to 0. 

see the ZigBee Cluster Library specification for details. 

sending Public Profile Commands with the API 

Commands in public profiles such as Smart Energy and Home Automation can be sent with th XB AP . 
a • e Jee 'I using the 

Explicit Transmit API frame (Oxll). Sending public profile commands with the Explicit Transmit API frame requires 
some formatting of the data payload field. Most of the public profile commands fit into the ZigBee Cluster Libra 
(ZCL) architecture as described in the previous section. ry 

The following table shows how the Explicit API frame can be used to send a demand response and load control 
message {cluster ID Ox701) in the smart energy profile {profile ID 0x0109) in the revision 14 Smart Energy 
specification. The message will be a "Load Control Event" (command ID 0x00) and will be sent to a device with 64­ 
bit address of 0x0013A200 40401234 with a 16-bit address of 0x5678. The event will start a load control event for 
water heaters and smart appliances, for a duration of 1 minute, starting immediately. 

Note: When sending public profile commands, the AO command should be set to 1 to enable the explicit receive API 
frame. This will provide indication of the source 64- and 16-bit addresses, cluster ID, profile ID, and endpoint 
information for each received packet. This information is required to properly decode received data. 

'gi ] ~ l;rc:... _ 
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~----------- -------- 

MSBi/ on i ] 
LSB.21 Ox19- Number of bytes between the length and the checksum sa 
·-41 OxO~-- -l~ntifies !he UART dat~ frame for the host to correlate 

! with a subsequent transmit status. If set to 0, no transmit 
status frame will be sent out the UART. 

MSB 5! OxOO ·--------·---------/ sa 
-=-·taxi>.Y- 64-bit addres~ of the destination device {big endian byte 

j 8/ OxOO order). For unicast transmissions, set to the 64-bit 
AG]gap address of the destination device, or to 
• ' I Oxoooooooooooooooo to send a unicast to the 
~: 10 Ox40 coordinator. Set to 0x000000000000FFF= for broadcast -· -·----i 
,'1 11 Ox12 , Iwasa 
t 12 0x34 
] Ms@ a] os6 
'· 

! Lse 14 0x78 
16-bit address of the destination device (big endian byte 
order). Set to OxFFFE for broadcast, or if the 16-bit 
address is unknown. 

15 Ox41 Set to the source endpoint on the sending device. (0x41 
arbitrarily selected). 

16 Ox42 Set to the destination endpoint on the remote device. 
(0x42 arbitrarily selected) 
Set to the cluster ID that corresponds to the ZCL 

.----t-----1 command being sent. 
LSB 18 Ox01 Ox0701 = Demand response and load control cluster ID 

MSB 17 0x07 

Set to the profile ID supported on the device. 
It Lise iol 5as ox0109= Sant Energy profile ID. 

MSB 19 0xO1 

21 0xOO 
Sets the maximum number of hops a broadcast 
transmission can traverse. If set to 0, the transmission 
radius will be set to the network maximum hops value. 

22 OxOO All bits must be set to 0. 

Bitfield that defines the command type and other relevant 
23 0x09 information in the ZCL command. See the ZCL 
specification for details. 

A A sequence number used to correlate a ZCL command 
• • · with a ZCL response. (The hardware version response 

.::~.· .. · 24 Ox01 will include this byte as a sequence number in the 
response.) The value Ox01 was arbitrarily selected. J[.oiinoaore ass aa a, assn] 

e specifies a cluster-specific command. Command ID _OxOO 
J)~~. 25 OxOO in the Demand Response and Load Control cluster is a d [Eiiif" 
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. ~ ' 
• . 4 ·bytc uoiqul! 1do11tilier. 

_, ,_,o =:-:; :~~ J!:!;~:~('. ::::::;:';:;::,~,~~ff i 
29 · Ox 12 arb,tranlyselected. " ""-~ 

.--· .. -·-·- I ' 30 0 14-----·--·::--:--:-- 
r---•--:..._x ------. to apply the load control evenl 
, I ! A b,t value of Ox0014 enables ::mart aJl"''·· - ~ · Device Class }water heaters. 4@@nces and I 

31 0x00Note the 2boytebitieldvalueissentnear&as,,,, } 
order. ""- • "'"n , .. ~ I 

; I , ------------- [ 
[ 32 oxoo Used to identify sub~roups cf deices in the deice­ 1 ! J class. OxOO addresses all groups. • - · - 

p ssa» 5 
S ...... 1. i--34! OxOO--l UTC ti , • 
~L one• . ·.; ; ·---1 , mes.amp represaifing wh'.;!J fne S't:ali mcu~ 

· _· .... ·: : • J 35i OxOO ! start A value ofOxOOOOOOOO rna:ca~'oS ·r.c-,l. 
· f 36/0x00 " 

,,,, I 3 3ao 
.l, =see===v=+= . · · ·, · ·, , the level is "voluntary". · 

;-,-. ,"_'.,re~./.·.·;, :_J_•_::, 40' OxFF Requested offset to apply to the nC!llla! coo'.:l:o se-: :io-'.nl 
- A value of OxFF indicate-S the temperature cfset value is id V.. + 
:;", ; ' Requested oifset to apply to the noilllal he2:ng ~! pant 

~tiiie, ··:. 41 OxFF A value of OxFF indicate-S the temperature cfset value is 
~-~~ ~:. ;}~---~,----,-----....n_o_t_u_se_d_. · -------1 <: :'}Ji\/ 42! OxOO Requested cooling set point in 0.01 degrees Celsius. 
,. :., ·. l----+-----1 A value of Ox8000 me.ans the set cd.nt Ee!d is not used in 

this evenl · 
'? 43 Ox80 Note the Ox80000 is sent in fittle encfia'l byte order. 

. ", .{{ i/\"'. J-----!----f-----.,..-.,..-:;---:---:--:-:-::--::-;----::;-;--:----i 
" · 44 OxOO Requested heating set point in 0.01 degrees Ce'sius. {""g'ft:give+ii=as» 

Set'.Pofnt-; · · 45 OxSO Note the Ox80000 is sent in fittle encfian byte order • 
• " • :- :: •. ·. ji_ ---+---+--:-----~:;---------i 
Average Load Maximum energy usage ITmil 
Adjustment 4670x60 [A value of Ox80 indicates the field is not used . 

Percentage 
Defines the maximum ·on· duty cyde. 

uty Cycle· 47 OxFF A value of OxFF indicates the du~• cyde is not usad in this 
event. 

· Utifrty _ 
Enrollment. 
Group · 

Tnis 2-byte value must be s;;rrt ·n fime g[lfun 1:rJt;; ore;,;. 

48 OxOO 

49 Ox58 

A bitmap describing event options. 

ox'f"rminus· the 6 bit sum of bytes irom oiis.:-t 3 to this 
byte. 

• 3) as constructed as follows: .n the above example, the frame Control field (offset 2 w 

; sho7-came@ssediciteal®_.,l 
Frame Type 0-1 ] --- fed . itt~d ir.m, the ZCL rrame He3tler. 

. 2 I O The manufacturer code fie! is om . • do - Manufacturer Speofic , • _,:_,..:__________ fr the server side to the client~~ 
. . 3 . f' 1 • The command ,s being sent TO"-----,-- 

Direction ---·•·----.....!-- __ . ----o--:oer~ponse not msabled _ 
~efa~lt Response ; 4 : ---- Set loo. 

Reserved 5-7 



4-byte unique identifier. 
2z77 ,ss 'yoie e @ye to is sent a en -28 Ox34 (Ox78563412). en in little endian byte order 

Uh---heeventlD in this example (Ox 12345678) 
29 Ox12 arb1tranly selected: was 

30 oa16s,,5ye,la.-.z. I __ ,____:___ 0 apply the load control event 
A bit value of Ox0014 enables smart appliances and water heaters. 

31 OxOO Note the 2-byte bit field value is sent in little endian byte order. 

32 OxOO 

! 
33] oxoo 

Used to identify sub-groups of devices in the device­ 
class. OxOO addresses all groups. 
----·--------! 

---
3
-
4
;-! _ox_o_o_---1 UTC timestamp representing when the event should 

35 0xOO start. A value of OxOOOOOOOO indicates "now". 
36 0xOO 

37 Ox01 
4g/pr+This 2-byte value must be sent in little endian byte order. 

39 Ox04 Indicates the criticality level of the event. In this example, 
the level is "voluntary'. 
Requested offset to apply to the normal cooling set point. 

40 OxFF A value of OxFF indicates the temperature offset value is 
not used. 
Requested offset to apply to the normal heating set point 

41 OxFF A value of OxFF indicates the temperature offset value is 
not used. 

42 0xOO Requested cooling set point in 0.01 degrees Celsius. 
----,-.----, A value of 0x8000 means the set point field is not used in 

this event. 
43 Ox80 Note the OxBOOOO is sent in little endian byte order. 

44 OxOO Requested heating set point in 0.01 degrees Celsius. 
. •,;....----i'-----, A value of Ox8000 means the set point field is not used in 

45/ 0x80 this event. 
Note the Ox80000 is sent in little endian byte order. 
Maximum energy usage limit. 

46 Ox80 A value of Ox80 indicates the field is not used. 

47 OxFF 

ti • el=w=tu9sf+ / 49] 0x68 
.4 

Defines the maximum "On' duty cycle. 
A value of OxFF indicates the duty cycle is not used in this 
evenl 

A bitmap describing event options. 

OxFF minus the 8 bit sum of bytes from offset 3 to this 
byte . 

In the above example, the Frame Control field (offset 23) was constructed as follows: ... 
Q1- Command is specific to a duster , 

Frame Type ·itted firom the ZCL Frame Header. 
Manufacturer Specific 2 0-The manufacturer code field is om1th er side to the client side. 

1----,--,--'----;---:;--11-The command is being sent from e se~ 
Direction 3 0 _ Default response not disabled 

Disable Default Response 4 Set too. 
Reserved 5-7 

128 
y n,, '<' "Bataan, trc. 



Appendix B 



ARDUINO_ 

Arduino Mega 2560 Datasheet 



Overview 



lverview 
he Arduino M . 'has 54 d, . eg_a 2560 is a microcontroller board based on the ATmega2560 (datasheet). 
1puts 

4 
uiital input/output pins (of which 14 can be used as PWM outputs), 16 analog 

ower'ja k RTs (hardware serial ports), a 16 MHz crystal oscillator, a USS connection, a 
1e micr c 'an !CSP header, and a reset button. It contains everything needed to support 
>·De adocontroller; simply connect it to a computer with a USS cable or power it with. a AC­ 
,r the A?t~r or battery to get started. The Mega is compatible with most shields designed 

duino Duemilanove or Diecimila. 

:thematic & Reference Design 
GLE files· d . . . ·arluino-mega2560-reference-design.z1 

' r 

R 

·• oececccr. 



summary 
1 ie 
: commended) 

Tme a2560 
5V 
7-12V 
6-20V 

Pins 
C Curre er I/O Pin 

54 of which 14 rovide PWM out ut 
16 

C Current for 3.3V Pin 
lash Merner 

40 mA 
50 mA 

RAM 

EPR0M 

its 
)i 

256 KB of which 8 KB used b bootloader 
8 KB 

lock S eed 
KB 

16 MHz 

>ower 
le Arduino Mega c b . . le power . an e powered via the USS connection or with an external power supply. 

source is selected automatically. 

ternal (nor USB) ittery. Th - power can come either from an AC-to-DC adapter (wall-wart) or 
ard's p e adapter can be connected by plugging a 2.1mm center-positive plug into the 
e,,""J@ck. Leads from a battery can be inserted in the Gnd and Vin pin headers Of 

connector. 

le board I, howev can operate on an external supply of 6 to 20 volts. If supplied with less than 
usin er, the SV pin may supply less than five volts and the board may be unstable. 
,,' "®® than 12V, the voltage regulator may overheat and damage the board. The 

nded range is 7 to 12 volts. 

®2560 difrers from all preceding boards in that it does not use the FTDI USB-tO 
,,"" hip. Instead, it features the Atmega8U2 programmed as a USB-to-serial 
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The power pins are as follows: 

, VIN. The input voltage to the Arduino board when it's using an external power source 
(as opposed to 5 volts from the USB connection or other regulated power source). You 
can supply voltage through this pin, or, if supp_lying voltage via the power jack, access 
it through this pin. 

, SV. The regulated power supply used to power the microcontroller and other 
components on the board. This can come either from VIN via an on-board regulator, 
or be supplied by USB or another regulated SV supply. 

, 3V3. A 3.3 volt supply generated by the on-board regulator. Maximum current draw is 
50 mA. 

• GND. Ground pins. 

Memory 
The ATmega2560 has 256 KB of flash memory for storing code (of which 8 KB i_s used for 
he bootloader), 8 KB of SRAM and 4 KB of EE PROM (which can be read and written with the 
~PROM library). 

Input and Output 
· • t output using pinModel) ach of the 54 digital pins on the Mega can be used as an inpu" or ' . rovide or 
ill9_ita1Write(l, and diqitalReadO functions. They operate at~ volt(~·. EaC:n~~~e~a~: default) 
eceive a maximum of 40 mA and has an internal pull-up resistor isco 
f 20-50 kOhms. Ir addition, some pins have specialized functions. 

d 18 (TX); Serial 2: 17 (RX) 
• Serial: O (RX) and 1 (TX); Serial 1: 19 (RX) an d t ±ceive (RX) and transmit 

and 16 (TX); Serial 3: 15 (RX) and 14 (TX). Us~ t at~: corresponding pins of the 
(TX) TTL serial data. Pins o and 1 are also connecte 0 

ATmega8U2 USB-to-TTL Serial chip. . t 1), 18 (interrupt 5), 
' External Interrupts: 2 (interrupt O), 3 (mt~rr~~ru t z). These pins can be 

19 (interrupt 4), 20 (interrupt 3), and 21 ~"! risin~ or falling edge, or a change 
configured to trigger an interrupt on a low value,, 
in I f :tion for details. . , va ue. See the attachinterruotO unc 1 • h analoaWriten function. 
PWM: 0 to 13. Provide 8-bit PWM output with t ; These pins support SP! 1 
SP!: 50 (MISO), 51 (MOSI), s2 (sc), 53 Sf ~-re also broken out o~ t~e !CSP 
~omrnunication using the SPI !ibrary:. Th~ ~~~ P'8no, ouemilanove and o_,e~im~~~H 

• eader, Which is-physically compatible wit ~·aital pin 13. When the pin IS ­ 
LED: 13. There is a built-in LED connected to ,.., 



value, the LED is on, when the pin is LOW, it's off. 
1C: 20 (SDA) and_ 21 (SCL). ~~pport h~ (TWI) communication using the Wire 
library (documentation on the Wiring website). Note that these pins are not in the 
same location as the I2C pins on the Duemilanove or Diecimila. 

The Mega2560 has 16 analog inputs, each of which provide 10 bits of resolution (i.e. 1024 
diferent values). By default they measure from ground to 5 volts, though is it possible to 
change the upper end of their range using the AREF pin and analog Reference() function. 

There are a couple of other pins on the board: 

• AREF. Reference voltage for the analog inputs. Used with analoaReference(). 
• Reset. Bring this tine LOW to reset the microcontroller. Typically used to add a reset 

button to shields which block the one on the board. 

Communication 
Ihe Arduino Mega2560 has a number of facilities for communicating with a computer, 
!nother Arduino, or other microcontrollers. The ATmega2560 provides four hardware UARTs 
·or TTL (SV) serial communication An ATmega8U2 on the board channels one of these. 
er USB and provides a virtual com port to software on the computer (Windows machines 
ill need a inf file but OSX and Linux machines will recognize the board as a COM port 

1 utc : • ' • I it ·hich allows simple textua 
1 omat1cally. The Arduino software includes a seria monr:or w d ill flash when 
"®to be sent to and from the board. The Rx and TX LEDs on the? computer (but 
a a is being transmitted via the ATmega8U2 chip and USB connec ion 
:ot for serial communication on pins O and 1). . f the Mega2560's digital 
0ftwareSerial library allows for serial communication on any o 
ins 
h · ' ·tin The Arduino software 
[eoa2s60 also supports 12c (TwD and sI com""",,"""Kcnaon on &he wta 
""® @ Wire library to simplify use of the 12C bus; see € 
~ for details. For SPI communication, use the SPI library. 

) 
I'ogra] : 

h mm1ng (download). For details, 
e Ardu· . h Arduino software s, /no Mega can- be programmed with t e r 
"®reference and tutorials. sd with a bootloader that allows 
ou ?mega2560 on the Arduino Mega comes prebur~e al hardware programmer. It 

0 Upload new code to it without the use of an ex:ern 



Automatic (Software) Reset 
Rather then requiring a physical press of the reset button before an upload, the Arduino 
Mega2560 is designed in a way that allows it to be reset by software running on a 
connected computer. One of the hardware flow control lines (DTR) of the ATmega8U2 is 
connected to the reset line of the ATmega2560 via a 100 nanofarad capacitor. When this 
line is asserted (taken low), the reset line drops long enough to reset the chip. The Arduino 
software uses this capability to allow you to upload code by simply pressing the upload 
button in the Arduino environment. This means that the bootloader can have a shorter 
timeout, as the lowering of DTR can be well-coordinated with the start of the upload. 
This setup has other implications. When the Mega2560 is connected to either a computer 
running Mac OS X or Linux_, it resets each time a connection is made to it from software (via 
~~B). For the following half-second or so, the bootloader is running on the Mega2560. While 
it is programmed to ignore malformed data (i.e. anything besides an upload of new code), 
it will intercept the first few bytes of data sent to the board after a connection is opened. 
If a sketch running on the board receives one-time configuration or other data when it 
first starts, make sure that the software with which it communicates waits a second after 
opening the connection and before sending this data. 'th 
The Mega2560 contains a trace that can be cut to disable the auto-reset. The pads on er er 
side of the trace can be soldered together to re-enable it. It's labeled "RESET-EN". You may 
~lso be able to disable the auto-reset by connecting a 110 ohm resistor from SV to the reset 
line; see this forum thread for details. 

USB Overcurrent Protection 
The A • ct ur computer's USB 
Ports rduino Mega2560 has a resettable polyfuse that prote s yo 'de their own internal 
,,," shorts and overcurrent. Although most compute__s, soo mA is applied to 
i,,,"O» the fuse provides an extra layer of protection. If ] the short or overload is 
re SB Port, the fuse will automatically break the connection un 
[hoved, 

Physical Characteristics and Shield 
Compatibility 



The Mega2560 is designed to be compatible with most shields designed for the Uno, 
Diecimila or Duemilanove. Digital pins O to 13 (and the adjacent AREF and GND pins), 
analog inputs O to 5, the power header, and ICSP header are all in equivalent locations. 
Further the main UART (serial port) is located on the same pins (0 and 1), as are external 
interrupts O and 1 (pins 2 and 3 respectively). SPI is available through the ICSP header on 
both the Mega2560 and -Ouemilanove / Diecimila. Please note that I2C is not located on the 
same pins on the Mega (20 and 21) as the Duemilanove / Diecimila (analog inputs 4 and 5). 
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