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Abstract

The Automatic Meter Reading (AMR) for energy consumption is one of the

most important issues in smart cities, as meters and electricity companies

suffer from insecurity. One of the most common attacks is a denial of service

attack that threatens all users as well as mainly threatens data security, stor-

age and availability as well as the man in the middle attack affecting data

validity and integrity. The Internet of Things (IoT) can be used to achieve

effective and reliable AMR in real time. The security issues in such a system

are critical and very important to implement in the AMR and IoT based

system. Blockchain is a very advanced technology and technology that can

be used to secure events and transactions such as meter readings and me-

ter control. It is based on the idea of sequencing data blocks in a secure

and distributed manner. The blockchain representing the data in each block

(reading the meter for example). The block is created and verified by many

devices distributed on a network. Blockchain can be implemented in various

ways and environments such as the Ethereum platform. In this thesis, we

will present a new automated meter reading platform using blockchain tech-

nology to meet the complete security requirements of AMR systems. When

DoS attack was launched, these servers did not respond to the attacker’s

vi



requests, so these requests did not affect the data itself, but the response

speed of the blockchain network to incoming transactions from the servers

was reduced very slightly. And MiM attack did not affect the proposed work.

As the attacker could not understand the nature of the data coming from

the meters and also could not change the data saved within the blockchain

network. The simulation results show that the proposed solutions achieve

a reasonable detection rate for these attacks. In addition, the results show

that Blockchain could provide a promising technology that can participate

in securing network meters.
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Chapter 1

Introduction

The development of technology and the existence of the Internet play a vital

role in all areas of life. One of the most important of these applications

and technologies is the Automatic Meter Reading Technology (AMR). The

automatic meter reading is intended for remote monitoring and controlling

of the local energy meters. This technology enables regular meter reading

without anyone visiting every home. The reading can be achieved with a

micro-controller that continuously monitors and records the meter reading

in the databases [19]. The data is transmitted by using the internet to

achieve efficient and reliable AMR in real time. The safety of smart meters

is one of the tasks in the world. The automatic meter reading will be the

consumer friend, because it care of the problems. Automated metering uses

online applications, and in recent times, online applications have a significant

growth which is being developed for many purposes. These apps mostly deal

with databases that must be protected because they often contain sensitive

data [20]. In addition to the fact that databases store private data, they

serve a large number of users. Attention needs to be focused on many attacks,

single or group. Therefore, the applications should provide security and don’t

2



1.1. PROBLEM STATEMENT

allow unauthorized persons to access and read this data without knowing its

details; Otherwise, the data loses its meaning and value [28] [36]. Electricity

meters reading are one of the most common applications to focus on, due to

the increased electricity consumption. Many companies, especially electricity

companies, are looking to find solutions and methods to prevent and reduce

electricity theft. There has been a lot of results aimed at sending data over

the Internet of Things and storing it in the cloud and other solutions. But

these solutions are still central and there is a third party controlling them[9].

One of the technologies that has appeared recently is blockchain technology

that has changed a lot of applications, because it has a lot of features that

makes it stand out from the rest. The most important of these features

is that it is distributed and decentralized. The idea of the blockchain is a

network that contains a large number of users who send transactions to each

other. These transactions must be validated and all values verified before

entering the blockchain. Data and transactions are accepted and added if

it’s validity is proved by so-called miners. Validate these transactions by

solving mathematical equations that are present within each transaction.

Thus, makes this technology powerful and distinct from others [53].

1.1 Problem Statement

The latest technology used in electricity meters has focused on Internet of

Things technology. It depended on the Internet and each meter sends data

from the meter to the server. The server stores the data in the database inside

the cloud [33]. The deployment of smart meters comes as one of the main

concerns for the security of information related to consumer privacy, data

integrity, authentication and availability of the system for all users at anytime

3



1.2. MOTIVATION

who are authorized to access this network and its applications. Smart meters

are the weakest when mentioning security attacks[24]. Smart meters are easy

to attack, especially when these networks rely on wireless technologies. The

attack launched on smart meters can cause data corruption, unavailability

of service or failure to send data to the server and then to the database for

storage. First of all, a denial of service attack against smart meters within

the network, it has a lot of negative impacts on the network. The effect

of this attack is on data validity and availability [1]. It showed that the

smart meters are in response to a denial of service attack. The number of

lost packets was apparent and the smart meter had become overwhelmed in

response to traffic resulting from requests from the denial of service attack.

When traffic increases, the smart meters may disconnect from the network.

Another attack that affects the smart meters is the man in the middle attack.

The results indicated that the smart meters have an impact on the network.

This attack threatens data privacy as well as data validity. The attackers

managed to succeed in their attacks against network meters.

1.2 Motivation

The increased security of networks has made it more difficult to penetrate

server operating systems. On the other hand, methods of attacking these

networks were developed. Attackers can exploit network vulnerabilities, gain

access to and alter data. There is a great need to find an effective and

resistant solution to these attacks, and it does not contain security flaws

that make it strong and reliable. In our work, blockchain technology has

been used. The emergence of blockchain technology has solved many security

problems because it has many features. Blockchain is an advanced technology

4



1.3. RESEARCH OBJECTIVES

and it is often used by smart technology because it combines many other

advanced technologies. The combined scheme uses the blockchain to replace

a centralized system with a decentralized system thus it makes the system

reliable [12]. The installation of smart meters with IoT will greatly improve

the smart meter network. The meters will automatically send the data to

the blockchain to share with all stakeholders involved in the process and so

the process becomes transparent. Blockchain uses node agreement to ensure

that transactions are not tamper and cannot be altered. Consumers will have

better confidence not to have their bills tampered . The blockchain will be

used for automatic meter reading to make it more secure and transparent.

Meter reading is transaction and verification based on pre-existing database.

This provides confidence that previous readings are correct and have not

been modified.

1.3 Research Objectives

This research aims to find solutions for smart energy meters, and data pro-

tections that meters have. Protecting meters from any possible attacks is one

of the basic tasks that represent a problem for all users. Among the most

important goals of this research were the following:

1. Understand the different issues and challenges related to securing en-

ergy and automatic meter reading systems including securing the meter

readings and storage.

2. Developing an energy meter reading framework that incorporates node

server in different locations in the AMR system.

3. Creating a blockchain-based model to secure smart meter networks

(node servers) from many attacks.

5



1.4. CONTRIBUTIONS

1.4 Contributions

In this thesis , a new way to save the smart meter reading network is presented

using blockchain technology, which contributes to solve many problems facing

smart meters network. A summary of the contributions can be summarized

as follows:

1. Identification of challenges related to securing energy automatic meter

reading networks and node servers.

2. Adoption of the blockchain in the smart meter network node servers.

3. Utilizing the power of blockchain to make the energy meter reading

network and transactions (readings) relevant, safe and reliable.

4. Utilizing the power of Blockchain to prevent security attacks on the

smart meter network.

1.5 Research Methodology

In this thesis the methodology will be applied as follows:

1. Read the basic concepts related to blockchain technology, its charac-

teristics, strength, and method of implementation.

2. Understand the existing smart meters and their implementation meth-

ods and their distictive features.

3. Analyze the security issues of smart meters.

4. Design a blockchain-based smart meter network between the server

nodes.

5. Implement the proposed work and discuss its results.

6



1.6. EXPECTED PUBLICATIONS

6. Test the framework against a denial of service attack and a man in the

middle attack.

1.6 Expected Publications

The following paper has been submitted and accepted for publication at

ITNG2021 conference:

1. Israa Dababsa, Radwan Tahboub, ”Framework For Securing Automatic

Meter Reading Using Blockchain Technology”. 18th International Con-

ference on Information Technology: New Generation, April 11-14, 2021,

Virtual Mode.

1.7 Thesis Organization

Chapter 2 provides an overview, introduction and background on smart en-

ergy meters, their importance, types, and consequences. It also provides a

background on blockchain technology, some of its platforms, and an overview

of ethereum smart contracts. Chapter 3 shows a review of many current and

reference works in the field of smart meters, and describes the proposed

work and research in the field of smart meter security and meter attacks

and their discovery. Moreover, it shows several blockchain based approaches

to security and privacy. The research methodologies selected for this the-

sis, how we design the research, the experimental tools used, and the ex-

pected results are presented in Chapter 4 . In Chapter Five, we proposed

our framework approach for detecting and preventing denial-of-service and

man-in-the-middle attacks at run time, including framework architecture and

design concept, smart contract architecture, and participant node structure.
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1.7. THESIS ORGANIZATION

Moving to Chapter 6 that illustrates denial-of-service attacks and the man

in the middle to assess our approach. The proposal along with the imple-

mentation details are revealed, then we discussed the results to show the

effectiveness of our proposed work. Not to forget Chapter Seven concludes

the thesis with future work, followed by references.
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Chapter 2

Background

This chapter provides a background and an introduction to the automatic

meter reading and its importance, after which an overview of the blockchain

and its implementation methods will be presented, and then an overview of

the ethereum smart contracts.

2.1 Automatic Meter Reading.

AMR technology allows the automatic collection of consumption and diag-

nostic data from meter. This can lead to decrease labor costs and more

accurate billing. The specific way in which AMR works varies from brand to

brand and system to system. Basically, the meters are equipped with sensors

that register the meter automatically. These sensors then transfer the data

electronically. The data is then transferred to a central database for billing

and analysis, which reduces the chance of input errors. These meters help in

accessing accurate and up-to-date data from meters and closely monitor and

control energy costs. These meters also help solve many problems, especially

in reaching remote areas that are difficult to reach periodically [29]. Elec-

tronic measurement technology (electronic measurement) has gone through
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2.1. AUTOMATIC METER READING.

rapid technological developments and there is an increasing demand for a

reliable and effective AMR system.

GSM Based AMR

The GSM network provides global coverage across countries and thus enables

communication without the need to implement a new communication infras-

tructure for this purpose only. GSM technology also provides services such

as SMS and GPRS to request and retrieve reading from homes to the power

supply wirelessly. An application of this system has a GSM modem and a

P2C interface card installed inside and connected externally through RS232

from which meter readings are obtained. The SMS system is used to request

and retrieve energy meter readings from every home at any time and even

to disconnect the electricity connection in case the bill is not paid. The user

is also notified, given notes and is able to check the status of his meter from

anywhere in the world using the SMS system[3].

Zigbee Based AMR

ZigBee is a set of communication protocols used to build small personal net-

works using low-power digital radios. The range of the mid-device based on

ZigBee is limited to 10-100 meters and can be further extended using a mesh

network of ZigBee devices. ZigBee digital power meter is installed in every

consumer unit and electronic electricity billing system at the power supply

side. The digital meter directly measures the electricity consumption. This

meter’s value will be sent via Zigbee transmitter. The Zigbee transmitter

sends the received data from the digital meters to the central node using the

Zigbee transmission protocol. Each set of wireless sensor nodes contains one

central node. This central node is connected to the substation via TCP / IP.

The central node collects data from all transmission terminals (readings of

all meters) and converts this data into TCP / IP packets. For this purpose,
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it will require converting Zigbee to TCP / IP. The data received from the

end device nodes is sent to the computer using the RS 232 protocol [38].

IoT Based AMR

The Internet of Things enables object sensing and remote control over exist-

ing network infrastructure. IoT based power meter reading consists of the

console and WIFI part, the control part plays a major role in the system

where all information can be sent through this control unit to the other part

of the system and also store information on it. WIFI part performs IoT

operation according to controller. The control unit in the meters reads the

data on the meter panel. After that, the data is sent to the central console,

which is usually from a cloud. The data is sent via the internet and stored

in the database.

2.2 Blockchain

Cryptographic technologies are based on the science of cryptography, which

protects sensitive information that cryptographic techniques use to restrict

behavior instead of using trusted third parties. Blockchain is a series of

continuous data records called blocks that are linked together and secured

with cryptography. Based on a peer-to-peer topology, the blockchain is a

distributed ledger technology that allows data to be stored globally on thou-

sands of servers while allowing anyone on the network to view anyone else’s

entries in nearly real time. This makes it difficult for a single user to control

the network. Encryption technologies rely on cryptography, which protects

sensitive information that cryptographic techniques use to restrict behavior

rather than using trusted third parties. Blockchain technology ensures that

the problem of double spending is eliminated, with the help of public key
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cryptography. Each agent is assigned a private key that remains confidential

as a password and a public key shared with all other agents. A blockchain

begins when the user sends transaction to other user and transactions are

enabled, although they can be tracked, but are anonymous. Public keys are

cryptographically generated addresses stored in the blockchain. The amazing

feature of blockchain is that public keys are never associated with a real-world

identity.

Blockchain is a chain of blocks. When we say ”block” and ”chain” we are

actually talking about digital information stored in the database. Existing

blocks are precisely digital pieces of information. The blockchain is a decen-

tralized network that contains a shared, unchanging authority ledger, which

means that the information inside the authority ledger is open and available

to all. The blockchain network is transparent and this feature makes its

reliable [39]. This technology, is an easy way to pass information in a com-

pletely secure way. The block is created and verified by thousands of devices

distributed on the network. It is added to the previous group of chains and

stored across the network as shown in figure 2.1 If someone wants to forge

a single transaction, they are forced to change the entire previous chain and

this is almost impossible. So the data is not changeable and the database is

managed using a peer-to-peer network.

The block is made in batches of encrypted and hashed transactions in the

Merkle Tree as shown in Figure 2.2. Each block contains a timestamp and is

connected to the chain by saving the hash of the previous block [31]. Merkle

tree use the SAH 256 hash function. As shown in Figure 2.3 the crypto-

graphic hash function takes a block of input data, creates smaller outputs

and converts it to a fixed and unpredictable length. The hash function is

designed so that there is no shortcut to obtain the desired output[47].And
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Figure 2.1: Transactions Hashed in a Merkle Tree. Image Source [35].

making it more secure, that each hash is associated with the previous hash

as shown in the Merkle Tree.

Figure 2.2: Transaction Chain in Blockchain. Image Source [35]

Blockchain is a decentralized application that cannot be tampered with
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Figure 2.3: Block Diagram of a SHA-256

but like centralized applications that a malicious user can access a computer.

If the attacker wants to control the network, he must have at least 0.51

network devices and chain copies that are distributed in all network devices.

Adding blocks after verification by miners who verify the validity of the trans-

actions issued by the participating devices through a consensus algorithm.

The miner performs the computation associated with each transaction in-

cluded in a block, resulting in an updated state. When a miner successfully

miners a block, he broadcasts the block to the blockchain network. Then all

nodes verify the validity of the transaction and accept the block as valid, add

the new block to their copy of the blockchain, and move to another block.

Miners receive a reward when they solve a complex math problem associated

with each transaction[35].

2.3 Ethereum

Ethereum is a decentralized computing platform. It generates a cryptocur-

rency token known as Ether. Ethereum was released in 2015 and is open

source software for major chains used in cryptocurrencies and ether. It

enables the creation and operation of smart contracts and distributed ap-
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plications (DApps) without any interruption, fraud, control or interference

from a third party. Ethereum helps developers create and deploy distributed

applications, not only because it is a platform but also a complete Turing

programming language. Ether is used to pay transaction fees and the main

internal encoding fuel for ethereum. There are two types of accounts: the

first type is externally owned accounts that are controlled by private keys,

and the second type is the contract account that is controlled by its contract

code. Ethereum uses a mining method, which is an algorithm called Proof

of Work algorithm[26]. Miners use this algorithm to verify the validity of a

transaction before adding it to the chain of blockchain[45].

Smart Contract

Smart contracts are applications that run on the Ethereum Virtual Machine.

The contracts are written in Turing-Complete bytecode, called the Ethereum

Virtual Machine (EVM) bytecode [48]. A smart contract becomes like a self-

running computer program, executing automatically when requirements are

met. It aims to facilitate negotiation, digital execution, verification or en-

forcement of a contract. Smart contracts allow reliable transactions to be con-

ducted without third parties. Since smart contracts run on the blockchain,

they operate exactly as they were programmed without any possibility of

censorship, downtime, fraud, or third-party interference. Every transaction

can be handled by a large network of unknown individuals called miners,

who verify the authenticity of every transaction issued by any user before

adding that transaction to the blockchain. A user can send the contract to

the blockchain as a transaction to create it, call its functions, make decisions,

or even use that contract to send Ether or coins to other users. Smart con-

tracts will continue to operate until the amount of gas runs out or there is a

specific job in the contract that requires termination of the contract [10].
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Chapter 3

Literature Review

Reading meters and bills are one of the complex tasks of electricity. The

pre-approved method is manual meter reading; it is a person who visits ev-

ery house to take the meter reading. This process takes a long time. It is

also not safe and impractical to have many problems with this technology.

Researchers have proposed many different technologies to make the meter

reading process easier and available [17]. The various methods in this pro-

cess differ from each other in terms of the nature of work. For example,

some meters relied on GSM technology to transmit data[37]. Some authors

suggested a second method based on SCADA, which is a system that works

with encoded signals over communication channels to provide control over

remote equipment [15]. The last and the most famous technology was that of

relying on the Internet to transfer data. In our study, many research papers

in the chapter of automatic meter reading were reviewed. In addition, pa-

pers blockchain technology were read to enhance security and privacy. Some

papers that presented findings related to the security and privacy of smart

meters were also discussed.
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3.1 Automatic Meter Reading Techniques

In recent years, with the advancement of technology and the Internet, smart

and electronic meters have been developed. Meter reader uses new tech-

nologies to read meter value on electronic screen meters. There are many

different new technologies used to read meters, the most important one is

that which uses Internet technology. AMR can be classified into wired and

wireless systems, depending on the medium used to transmit the readings.

Both systems have advantages and disadvantages. Measuring power over the

wire is an expensive system because it requires a change in the infrastructure

compared to wireless units. WIFI is more suitable for this type of application

because WIFI has become one of the common facilities everywhere [41] [5].

Here we will talk about different techniques and methods described by

the authors. Wessam et. al. [32] discuss a new way to secure meter read-

ing against tampering or malfunction to discover and correct customer at-

tacks that aimed to change smart meter readings. The idea of linear error-

correcting block codes was used, which was used in a system of Communica-

tions to detect and correct errors in data transmission. It was suggested to

use codes with some modifications in order to detect false readings in some

meters that measure electrical energy. Nayan et. al. [21] proposed a new

way to provide a way to recharge electricity meters remotely, so customers

pay meter bills and recharge the meters by sending a message to the service

provider. The automatic meter reading system that is designed consists of

a simple, low-cost wireless GSM power meter and a web interface associated

with it for automating billing and managing the collected data. This method

transfers data and meter readings to the remote service provider using GSM.

The readings are sent to the nearby central station using RF and from there

to the web server using GSM as shown in figure 3.1. A GSM based wireless
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communication module is incorporated with ARM to have remote access over

the usage of electricity.

Figure 3.1: Home Communicable Unit. Image Source [21]

Karthikeyan et. al. [23] proposed a system is cost effective because it

requires a simple upgrade to meters rather than a full replacement. Moreover,

it is lightweight and compact with SoC’s (System on chip) used to control

and communicate. The figure 3.2 illustrate the system consists of a power

meter, optical sensor, and NodeMCU. This part of the system is on the

consumer’s side. The optical sensor that is used to detect the LED flash is

connected to the power meter. The wireless router is configured through an

Internet connection after the authentication process is completed, the data

is transferred to the cloud. The cloud is used to store data from different

meters. Received data is stored in the specified variable. The main server

handles data received for billing and creates alerts for clients. The server

acts as a bridge of communication between clients and the main provider.

Xingyuan et. al. [16] proposed designing a new generation of meter-based

meter reading system through Narrow Band Internet of Things (NB-IoT)

technology. The direct connection between the power meter and the main

station system was achieved. The intermediate equipment measurement sta-

tion was deleted and the complexity of the platform structure was reduced.
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Figure 3.2: Architecture of The Proposed System. Image Source [23]

The central management and real-time monitoring capacity of the power me-

ter was improved, and the group coverage rate was improved effectively. Also

the number of connections to one base station can be increased easily. The

smart meter connects directly to the NB-IoT network via a remote connec-

tion unit that supports the standard NB-IoT connection, which eliminates

the link between the collector and the concentrator in the system structure

as shown in the figure 3.3.

Figure 3.3: Remote meter reading application architecture based on NB-IoT.
Image source [16]

Pranav et. al. [41] proposed the smart power meter is improvement
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over the traditional prepaid power meter that is used today. It uses IoT

technology to monitor and manage energy. Unlike traditional prepaid meters,

this system provides an interactive interface for both consumers and utility

companies. The system was designed to resort in a local server and database

when the internet connection was resumed. In this research, as the figure 3.4

illustrate, a digital power meter consisting of blinking LED signal was used.

It is coupled with a controller using Optocoupler. This microcontroller reads

data and sends it to the IoT platform using the WiFi unit. Sequentially

transmits data to the IoT platform for display where power meter readings

can be accessed globally. The reading of energy consumed in both digital

and analog format is displayed on the platform website. Energy consumption

reports are generated daily and can be monitored around the clock at any

time.

Figure 3.4: Block Diagram of IOT Based Smart Energy Meter. Image source
[41]

As we can see from the studies reviewed in this section, all previous so-

lutions and methods provided additional advantages for using smart meter

tracking data to identify patterns, behaviors, and the ability to disconnect the

customer from the electricity grid. However, with the deployment of smart

meters, one of the major concerns comes to the security of the information re-

garding consumer privacy, data integrity, authentication, access control, and
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system availability. This is because smart meters are the weakest link when

it comes to potential security breaches. Smart meters are easily attacked

from home and neighborhood networks, especially when these networks rely

on wireless technologies. Since all of these solutions are centralized, there is

a third party that disables them. To solve these problems, a decentralized

system has been proposed which has several advantages that make it reli-

able. It is the use of an automatic meter reading system using the previously

discussed blockchain technology.

3.2 Common Security Attacks for AMR

The Internet of Things (IoT) era has brought new challenges specifically in

the areas of security and privacy. The development of smart grid energy

systems and the attempt to keep pace with security and the acquisition of

many advantages in many countries has led to the widespread deployment

of smart meters to achieve the desired benefits. However, there are many

concerns among consumers and service communities regarding information

security when it comes to smart meters. All systems try to reach a high

level of protection and safety. In general, the core underpinning of informa-

tion security is based on Confidentiality, Integrity and Availability. These

three attributes are known as the ”CIA triad” as illustrated in the figure

3.5. For a security program to be considered comprehensive and complete,

it must adequately address the entire CIA triad. Confidentiality is the pro-

tection of system data, resources and objects with complete confidence from

unauthorized viewing and any other access. Integrity means that the data is

correct and protected from unauthorized modifications to ensure its reliabil-

ity and correctness. Availability means that authorized users have access to
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the systems and the resources they need at any time [44].

Figure 3.5: CIA Triad. Image Source [44]

Because the development of security systems, attackers try to find security

holes in the new systems, where we will display some of the expected attacks

on smart meters and display the results of these attacks on smart meters

[25].

3.2.1 Denial of Service (DoS) Attack

Attackers may be tempted to execute a denial of service attack on a smart

meter or smart grid. In any way, power outages will take a heavy toll.

In this attack, the attackers send a large number of requests to the smart

meter causes a malfunction. A typical DDoS attack is designed externally

to shoot down a large portion or the entire target network. Competition

for resources is a core issue in DoS offense and defense. If the defender has

sufficient resources to measure a DoS attack, the attack will not succeed,

and vice versa [30]. This demolition is usually carried out by attacking the

system beyond its capabilities, and most of it relies on exploiting the security
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vulnerabilities in the communication protocols used, such as TCP / IP. Ye

et al.[22] explaining how a conventional DoS attack by flooding the smart

meater with requests could result in the packet delivery rate dropping to

0.34. Moreover, they are introducing a new type of attack called a puppet

attack which can bring the packet delivery rate up to 0.11.

3.2.2 Man in the Middle (MiM) Attack

The resilience of smart energy meters to common security attacks is one of

the most common attacks that can be used as an active or passive attack[4].

In its most obvious form, the MiM attacker uses a tool to intercept net-

work traffic between two connected parties like a smart meter and the linked

server. The attacker can then perform a host of malicious actions. It’s a

notorious example of a smart grid topology attack. This attack occurs when

an opponent intercepts network meter data from remote stations, and forms

part of them, then forwards the modified version to the control center. In

the absence of data alerts in modern power systems, the enemy can manage

both the grid data and the meter data accurately. Khaled Shuaib’s et al.[43]

results showed that the attacker’s host successfully redirected traffic between

the smart meter and the server using ARP. In general, all experiments clearly

show that the tested smart meters and related servers running the smart grid

application software associated with this, it is vulnerable to common DoS at-

tacks as well as ARP cache poisoning attack. Thus, tested smart meters and

their associated servers can be easy targets of common network attacks that

may provide a secure connection to exchange smart grid data.
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3.2.3 Other Security Attacks

Smart home and smart meter entities could become targets for a physical at-

tack by an adversary or even by a mischievous customer. We introduce some

of the most basic scenarios of interaction between entities within the smart

home or meter and discuss potential threats and their possible consequences.

Attacks threaten successful device energy consumption reporting; the

smart meters within the network send the data to its central point and

are able to provide detailed consumption information about the house that

is connected to it. The collection and transmission of consumed data from

smart home devices or meters creates a great risk to customer privacy. While

transmit this data, it may happen a wiretapping attack [18], by an adversary

for example, could result in valuable consumption data leaking to the adver-

sary who can then process them to infer a lot about a customer’s lifestyle.

Presence information can also be inferred through traffic analysis attacks.

Meter tampering attack [2], this is a physical attack, in which the attacker

successfully captures the device hardware and manually tampers with its

electronic circuit. The primary motive of the attack was to change the device

ID of the smart meter. By analyzing the EEPROM memory dump, the device

ID was found to be stored in EEPROM itself. They replicated the ID of a

different smart meter on its EEPROM, enabling the hacked smart meter to

impersonate another one at the attacker’s will.

3.3 Blockchain Security and Privacy

Recently, many works have been done based on blockchain concept. In this

section we made a review for some of those researches that aimed to use this

technology in order to enhance security and privacy. Jidian Yang et. Al [49],
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proposed a trusted routing scheme using blockchain and reinforcement learn-

ing to improve the routing security and efficiency for WSNs. A practical rout-

ing scheme is introduced in order to obtain routing information for the rout-

ing nodes on the blockchain, making the routing information trackable and

impossible to tamper with and alter. Blockchain based network architecture

to enhance the reliability and trust of information. Blockchain is a distributed

ledger with antitampering and decentralization properties, tracking informa-

tion and using blockchain transactions to record information associated with

each node. The information about the routing network is transferred to

the blockchain network, to efficiently operate the blockchain-based routing

network architecture. The routing information associated with the nodes is

recorded in the smart contracts including registry nodes, token nodes, and

blockchain transactions. All this content is verified by server nodes and then

sent to the blockchain. Smart contracts are manipulated by authenticated

server nodes and execution results are returned to the blockchain network.

Ariel Ekblaw et. al. [14] proposed in this paper , MedRec it is new

decentralization management system for handling electronic records, using

blockchain technology. The system provides patients with a comprehensive

and stable record and easy access to their medical information across service

providers and treatment sites. MedRec manages authentication, confiden-

tiality, accountability and data sharing - critical considerations when dealing

with sensitive information. The modular design integrates with suppliers’

existing local data storage solutions, facilitating interoperability and making

proposed system comfortable and adaptive. This system encourages medical

stakeholders to participate in the network as a miners. This provides them

with access to anonymous data collection as mining rewards in exchange for

maintaining and securing the network via proof of work. Thus, MedRec pro-
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vides large data to enable researchers while engaging patients and service

providers in choosing to produce metadata. Blockchain technology supports

the use of ”smart contracts”, which allows us to automate and track cer-

tain state transitions. Through smart contracts on the ethereum blockchain

record patient-service relationships that link the medical record with display

of permissions and data recovery instructions for implementation on external

databases. It include log encryption hash blockchain to ensure no tampering,

for ensuring data integrity. Service providers can add a new record associated

with a specific patient, and patients can allow sharing records between service

providers. In any case, the party receiving the new information receives an

automatic notification and can verify the proposed record before accepting

or rejecting the data. This makes participants aware and participate in the

development of their records.

Ali Kaan Koç et. al [50] proposed an electronic voting system. They

proposed electronic voting as an important topic that is related to online

services. Blockchain with smart contracts appears as a good candidate for

use in developing safer, cheaper, transparent and easier to evacuate systems.

Ethereum and its network are one of the most suitable networks, due to their

consistency, wide spread and providing smart contract logic. The electronic

voting system should be safe. Also, it should not allow repeated voting and

be completely transparent, while protecting the privacy of attendees. In this

work, a sample of the voting application was implemented and tested as a

smart contract for ethereum network using ethereum wallets and Solidity lan-

guage. The Android platform also allows voting for people without Ethereum

wallet. After the elections are held, the ethereum blockchain will finally keep

the ballot and ballot records. Users can post their votes on an Android de-

vice or directly from their ethereum wallets, and these transaction requests
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are handled unanimously from every single ethereum node. This consensus

creates a transparent environment for electronic voting.
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Chapter 4

Security Issues in AMR

Networks

4.1 Overview of Security Issues in AMRs

The smart meter network faces many challenges in the field of information

security. Many systems try to reach a high level of security. Information se-

curity is focused on the concepts of confidentiality, integrity and availability.

Confidentiality is the prevent access to data or objects related to the sys-

tem. Often information must be protected and preserved. The smart meter

network is exposed to direct or indirect attacks to capture network traffic

also to find out the data coming from the meters to the servers. This can

be considered a MiM attack and Eavesdropping Attack (EVD) that breaks

the confidentiality of the data in the smart meter network. MiM attack in

which a malicious smart meter snatches the identity of other legitimate smart

meters. By masquerading as an authorized meter to access the network, an

attacker can receive and alter the content of received messages. as shown in

Figure 4.1 and thus the data loses its confidentiality.
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Figure 4.1: Confidentiality and MiM attack in smart meter

EVD can be defined as recording and listening for traffic between meters and

servers. As shown in figure 4.2, the attack is dangerous and it depends on the

motives of the attacker. This attack violates consumer privacy by analyzing

the readings coming from the meters and identifying patterns of consumer

behavior [7].

One of the concepts related to information security is integrity. It means

protecting information from unauthorized change. These measures have an

impact on the accuracy and completeness of the data. In the smart metering

network, the safety of the data coming from the meters is one of the basic

tasks in a network. Changing the data of the meters is one of the biggest

problems facing the network, which leads to large losses in the electricity

companies. False Data Injection (FDI) Attack; a type of attack that attempts

to tamper with the integrity of the data by injecting wrong data into the

network with the aim of misleading the control center into making a wrong

decision about the billing process. This attack occurs when the attacker
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Figure 4.2: Eavesdropping Attack on Meter Network

captures data and changes it before it reaches the server. [43].

It is useful for the information system to be available to authorized users.

Availability measures should protect the user’s access to the system at any

time he wants without interruption. The availability of the smart meter net-

work between the meters and the servers and its response is a high priority

for electricity companies. A denial of service attack is an attempt to render

the system unavailable, such as denying access to a smart meters network.

The attacker succeeds when consuming system or network resources. Dis-

abling availability on servers for a short time can cause many readings to

be lost. A DoS attack is that attackers frequently use to disrupt the smart

meter network. As shown in Figure 4.3, the attacker, whether a meter or

a malicious user, sends requests to the servers as to occupy the server with

these requests and leave the requests that must be met. Thus, a number of

readings coming from the meters are lost [22].
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Figure 4.3: Availability and DoS Attack in AMR

SYN flood is a type of DDoS attack that occurs when an attacker sends

a series of TCP sync requests to a target in an attempt to consume network

resources. In a smart metered network, the attacker sends the SYN request

to the server, The server then responds to each one of the connection requests

and leaves an open port ready to receive the response. While the server waits

for the final acknowledge packet, which never arrives, the attacker continues

to send more SYN packets [40].

UDP flood, is an attack that floods the target with UDP requests similar

to SYN attack, but this attack is faster. This attack does not attempt to

exhaust network resources, but rather aims to consume server bandwidth

and prevent access by legitimate users [51].

Replay attack resends a previously sent message. Valid data is maliciously

and fraudulently duplicated. As shown in the figure 4.4 after the attacker

obtained the meters data while sending it to the network, he sent it back to

the server.
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Figure 4.4: Replay Aattack on Meter Network.

4.2 Proposed Framework for Blockchain based

AMR

Blockchain is the core technology that efficiently organizes and secures data

to ensure its security and integrity. In our proposed work in blockchain

technology, the server creates a digitally signed transaction that contains the

readings coming from the meters. This transaction is sent to the miners who

verify the correctness of the transaction. Miners broadcast the transaction

as a block to all servers that make up the blockchain if the transaction proves

to be valid. Then this data is stored in the network.

In our proposed work, meter reading was secured between server nodes

in the blockchain network. Figure 4.5 shows that when an attacker attempts

to write to a blockchain network, the address of the server that sent the

data to the network will be verified from the addresses allowed to write to

the blockchain network. Likewise, if the attacker was able to know a valid
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address, he wouldn’t also be able to write, because he does not have the

private key of the server on which the transaction is signed. So this network

will be resistant to this attack [46]. And the block header consists of a hash

Figure 4.5: Integrity in Blockchain Meter Network.

of the last block header defined as previous hash, a timestamp, and a Merkle

root of the transaction data. These blocks are form a chain. The hash of the

last block header contains all of the information about the last block, which

ensures the integrity of the block data. If transactions in the previous block

are maliciously altered, the Merkle root of all transactions involved in that

block is also changed and this is impossible [8].

The data that are sent from the servers to the blockchain network will

achieve the concept of confidentiality because the data that are sent by the

server to the blockchain will be in the form of a hash value by using the

SHA256 algorithm its outputs are unpredictable as shown in Figure 4.6. As

no one understands the nature of the data, the concept of confidentiality
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won’t be broken [46].

Figure 4.6: Confidentiality in Blockchain Meter Network

Since the blockchain systems are independent and do not depend on any

technology, the availability in the meter network using blockchains will be

ensured. For the denial of service attack to succeed, requests are sent to

one node because the system is central. As the blockchain is a decentralized

system linked to multiple nodes, a denial of service attack needs access to

the different nodes at the same time to damage the network. This prevents

denial of service attacks through the decentralization of the network[52].

Replay attack resends a previously sent message. And the data that are

sent is correct, but duplicate. In a blockchain network when the attacker tries

to send a previous reading saved in the blockchain network, this technology

prevents this attack because every transaction (i.e. reading a meter ) has

an unrepeated timestamp is used. It is placed so that a distinction is made

between the original (first) transaction and that no repeat transaction is

accepted after it. [6].

In Table 4.1, an illustration of the various security attacks on the smart
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meter network is provided. Also, how to prevent them and countermeasures

have been clarified through the proposed framework using blockchain tech-

nology.

Table 4.1: Relationship Among Various Attacks on Blockchain.

attacks Countermeasures
replay timestamp in secure programming
MiM digital signature and private key
EVD encrypted data using sha256 algorithm
FDI merkle tree and defined valid address to write in smart contract
DDoS distributed and decentralized network

35



Chapter 5

Blockchain based AMR

Framework Design

5.1 Introduction

In this chapter we provide an overview of the proposed framework. The pro-

posed work focuses on the new AMR platform technology. It aims to increase

confidence, security, prevent attacks and modify data in this technology. As

it is evident from the studied work, many researches and technologies try to

achieve these goals in discovering and preventing those actions , preserving

smart meters and the safety of the readings issued by these meters, such

as [32][21] [23][16][41] but as far as we know, none of them uses blockchain

technology to save the data issued from the meters and store them properly

and not to tamper with them by any malicious user. This thesis provides

a framework that uses an established approach to maintain meter reading

safety and prevent the numerous attacks. It uses an approach that combines

smart meters and blockchain technology. Blockchain technology will be used

to save meter readings and maintain their integrity and availability from any
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alteration or tampering.

5.2 Framework Design

The proposed model aims to create a hybrid model consisting of a cluster of

servers with a blockchain, in order to maintain electricity meters and read

data, as well as many of the features available. This improves the safety of

multiple attacks and also monitors and controls meters. In general, the En-

ergy Authority is mainly responsible for smart meters. As Figure 5.1 shows,

smart meters are distributed in cities and villages, and each group of meters

belong to a specific server. In the end, all servers and companies return to

the Energy Authority. The Energy Authority is solely responsible for smart

meters and electricity.

Figure 5.1: Framework For Securing Database in Electricity Company.
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The proposed system, as shown in Figure 5.2, has two main components.

The first is a network of smart meters distributed in the regions of customers.

It consists of a control panel through which data is read and displayed on

the LCD screen. The second component is the blockchain network, the data

coming from the meters will be used as input to the blockchain network,

whether for examination, control, or preservation. This app is used to store

meter reading for all users. These components will be used to prevent mul-

tiple security attacks.

Figure 5.2: Frame Structure for Meters Networks.

5.2.1 Meters Network Layer

This layer consists of distributed smart meters. Consumption data is col-

lected remotely from customer facilities using wireless technologies, commu-

nication lines, or satellites to process and bill the data. The meter mainly

consists of an optical sensor, a controller and an LCD screen. When the

optical sensor used is connected, you can detect the LED flash of the power

meter. When electricity is consumed, the LED flash lights up to announce

the change in the reading on the control panel, and the reading is changed
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directly on the LCD screen in the meter. The data is sent to the blockchain

network every specific period as server is determined. The data is sent to the

blockchain network using internet technology.

5.2.2 Blockchain Layer

This layer consists of a group of servers, each server used in the blockchain

network has a public and private key, as well as each user has an externally

address through which data is sent and saved. By doing this, it preserves the

integrity of the data and prevents the eavesdropping attack. These servers

receive data from meters and store this data. Each group of meters goes back

to one server to process the received data. Each reading of these meters is a

transaction at the blockchain layer and it is only stored when that transaction

is validated and then posted and stored if it is valid. This layer will act as a

validator. This layer will first save the addresses of servers that are allowed

to send data to the blockchain network, which means that any attempt to

open a connection between the application server and the database server

must first obtain permission from this layer. This prevented the MiM attack

from being part of the network. Also, this layer will save the collected data

that is coming from the servers. Which means any reading coming from

the meters to the server will be entered and validated based on the previous

value. We will use the ethereum blockchain platform as it is integrated into

Turing’s full blockchain instruction. The solidity language suites to allow

smart contract programming and storage capacity to accommodate chain

state. Smart contracts are codes that are maintained in ethereum blockchain

accounts. These objects will be created when the smart nodes are deployed

to the network. Ethereum blockchain contains code functionality and can

interact with other contracts, make decisions, store data, or send Ether to
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others. Smart contracts will be created to save user data. Every user need to

send data to the server that must have a smart contract containing the hash

value for pre-reading of all shared meters. Also, a smart contract is used as

an index book that keeps all types of users side by side. These contracts may

change the state of the smart contract, return a result, or transfer the value.

To build this proposed model, the private blockchain must be configured for

all servers and all participating nodes, such as the electricity company and

the Electricity Authority in the private ethereum blockchain.

5.3 Experiment Procedures

The experimental research procedure is divided into three stages. Initially,

the response time interacting with ethereum smart contracts will be measured

to test the effectiveness of blockchain use in the proposed work. Second, we’ll

test the proposed work against a DDoS attack. Finally, we test the work

against the MiM attack, EVD and FDI attack. In the proposed work, the

response time interacting with smart contracts will be measured by sending

a different number of transactions to the ethereum client. In our work, the

first transaction was the establishment of a connection between the customer

and the smart contract that was established. Another transaction is for the

addresses (servers) to send data to the network to be basically saved. Also,

another transaction is after creating a web application by searching for the

meter data saved in the network.

In order to test a DoS attack, several methods can be used to achieve this

goal. There are several DDoS attack tools that can create a distributed DoS

attack against a target server, both open source (free) and commercial (paid)

ones. In our experiments and simulations that we ran, an open source tool,
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the LOIC tool, was used [34]. It is an easily available and free attack tool to

attack the victim’s website and it is one of the best tools to use in testing a

denial of service attack. LOIC launched a DDoS attack using various flood

methods, for example TCP, UDP, and ICMP to destroy resources like CPU

time, storage, and bandwidth of the compromised host. LOIC is one of the

free DDoS attack tools that helps to test network performance. It enables

the creation of a DDoS attack online against any website control. Loic does

not hide the IP address even if the proxy server is not working and helps

you perform a stress test to verify the stability of the system. This DDoS

program can be used to identify DDoS programs that hackers may use to

attack the network.

To test the for MiM and EVD attacks, Wireshark was the first and most

used network protocol analyzer tool in the world [42]. This program features

a deep scan of hundreds of protocols, with more being added all the time,

live capture, and offline analysis. It works on various operating systems such

as Windows, Linux, and other platforms. This tool will be used to capture

packets and know the data sent from the sender to the receiver. To test the

FDI attack, Scapy will also be used as a packet processing tool for computer

networks, originally written in Python[27]. We can forge or decrypt packets,

wire them over the wire, capture them, and match requests and responses.

It can also handle tasks such as scanning, tracking, investigation, unit tests,

attacks, and network discovery. This tool will be used as an attempt to add

false data to the network as well as change the network data.
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5.4 Framework Architecture: Design Concept

Figure 5.3 shows an overview of the framework structure. As shown in the

figure, any server must participate in the blockchain network in order to

preserve the network and its data as well as obtain the benefits of using

this framework. The use of blockchain within the proposed framework is to

preserve data and prevent multiple attacks. The blockchain network can be

public or private. A public blockchain is a network that anyone can download

its protocol, read, write, and participate in the network. The public network

contains data for anyone in the world to read and validate. In this network

all nodes and transactions are equal, which means when transaction is vali-

dated, nothing can be changed in the public blockchain network. A private

blockchain network offers the same degree of integration offered by a public

blockchain network. But participants in a private blockchain network need

read-write permission, dealing only with trusted nodes that participate in

the private blockchain network. In addition, a private blockchain can easily

create, initiate and publish transactions in the blockchain.

When a transaction is validated, it needs to be added to a block in the

chain. The transaction is placed through a hash algorithm to convert it into

unique numbers and letters, after which two transactions are segmented and

placed through the hash algorithm to produce a new hash and so on. This

is what makes segmentation unique and a major safety feature of blocks

is that they work in one way. This is dealt with smart meters, whether

transactions will be written or searched or otherwise. Figure 5.4 shows how

the meters work with the servers in the network. We also learn that every

smart meter contains a control unit and flash through which the value of the

meter is changed. The data on the meter screen is read, the readings are
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Figure 5.3: General Architecture of the Proposed Framework

sent to the server to which it belongs to every specific period of time that is

determined by the server. Each server differs from another in the receiving

data from the meters. The server is part of a blockchain network. One of

the server’s tasks is to send the received data from the meters and save it

to the blockchain network. Each server stores the data in the blockchain

network through transactions. In a smart contract, the addresses of servers

that are allowed to read and write in the blockchain network are defined.

Since the server is part of the blockchain network, each server has a unique

address in the blockchain network. If the address is one of the allowed to

write on the blockchain network so the data will be received from the server

and stored. To increase safety of the received data from the meter to the

server, it will write the data after making sure that the current reading value

for this meter is greater than or equal to the previous value, in order to

ensure the correctness of the upcoming data. We created a web application

that enables electricity companies and responsible companies to search for
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the previous values of meters at this moment.

5.5 Smart Contracts Architecture

A smart contract defines the rules between different organizations in exe-

cutable code. Applications call a smart contract to create the transactions

that are recorded in the ledger.

Using the blockchain network, we can turn these contracts into actionable

software. Smart contracts are applications that are published in the author-

ity book and executed independently as part of the validation of transactions.

Until the smart contract is published in Ethereum, the transaction that sends

the contract to the blockchain is executed and at this point, a unique address

for the contract is determined by 161 bits. Once the contract is created, the

address and balance are also created for it. Smart contract is written in

several languages, but the language used to write nodes is solidity, which

is the JavaScript language developed for writing smart contract. Solidity

was chosen because it is a high-level programming language that is statically

scripted, supports inheritance, multiformat, as well as having user defined

libraries [11]. Figure 5.5 shows, the smart contract that was used in the

proposed work. the Ethereum address has only one account that has the

authority to use the contract, in order to preserve and recover the data. The

use of a single account has a positive effect on securing the data contained

in the contract. In this contract, addresses of users able to write into the

blockchain network were identified. For example, in our reseach the server is

part of the blockchain that receives data from the meters. The servers are

the blockchain network users who can send the data to the smart contract

and which has to save the data as a hashed chain in the blockchain. In the
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Figure 5.4: Flow Chart for Meter Network.
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Ethereum blockchain, the SAH256 hash function is used. The cryptographic

hash function takes a block of input data, creates smaller outputs and con-

verts it to a fixed and unpredictable length. The hash function is designed so

that there is no shortcut to obtain the desired output. This becomes critical

when you are dealing with a massive amount of data and transactions. As

shown in Figure 5.6, after confirming the validity of the transaction, the data

is entered into the algorithm, to convert the data to the hash value. Each

hash value is associated with the previous hash value, as shown in the figure.

Figure 5.5: Smart Contracts Architecture

5.6 The Nodes Involved in The Proposed

Framework

The proposed framework consists of many nodes connected to the blockchain

network. These participating nodes may be a server, the electricity company,

or smart meter. A prototype is made for the simulation purposes. This model
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Figure 5.6: Use SHA256 to Store Readings in the Blockchain Network.

uses the special blockchain. In a blockchain, the nodes must begin with a

custom block called Geneses block or block 0, which is the first one in the

blockchain network. The participating servers are the primary nodes in the

proposed work, they are the ones that receive data from meters and save

it. This is the main reason and the first source for saving meter data in

the blockchain network and preserves it from modification or change. As

the data within the blockchain network can’t be modified or added from

an address that is not allowed to write on the network. Other nodes can

be shared to work as miners in the blockchain. In addition to any other

nodes that participate to maintain the network. Every node participating

in the blockchain network has a copy of the blockchain data called Ledger.

The blockchain works as a database that contains contracts, nodes, rules

and permissions that restrict the use of the blockchain network. Servers are

peers that are connected as peer-to-peer. The nodes have a variety of tasks

such as saving a local copy of the blockchain, connecting to the Ethereum

blockchain, sending and receiving transactions, in addition to encrypting

transactions. To start the Ethereum Blockchain node, the node must contain

Geth which acts as a client node for the Ethereum. The remote procedure
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call (RPC) should be called via HTTP through a library web3.py. To execute

the contract in Ethereum, a solidity compiler should be used as a compiler

IDE based on Remix that can be combined with an Ethereum client.
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Chapter 6

Proposed Framework

Implementation and Results

6.1 Introduction

This chapter explains the practical approach to implement a smart meter net-

work through a blockchain. To demonstrate the effectiveness of the proposed

framework, it is adapted to prototype for testing. The results are discussed

at the end of the chapter. The remainder of this chapter is organized as

follows. Section 6.2 introduces the tools used in test models. Section 6.3

describes implementation of the proposed framework. Section 6.4 describes

executing attacks on the proposed framework model and its results. Section

6.5 examines the implementation of the smart contract.

6.2 Experimental Tools

This section provides a simple introduction to the tools and models used to

test the proposed action in both a DoS, MIM, EVD and FDI attacks. The

following sections provide more details on the forms used. The server that is

49



6.2. EXPERIMENTAL TOOLS

used for this experiments is a desktop with 4GB DDR3 RAM and an Intel

i3 processor.

6.2.1 Experimental DDoS Attack Tool

To test the proposed model in the event of a denial of service attack, the

LOIC tool was used on the smart meter network. Blockchain network over-

load tested as well as denial of service attacks and distributed denial of service

attacks. This tool floods the smart meter network (servers) with unwanted

TCP, UDP, and HTTP requests in order to disable the service and make it

unavailable. For the attack to succeed, the thousands of users must coor-

dinate and direct simultaneous traffic on the network. One computer can’t

create enough TCP, UDP, and HTTP requests simultaneously. It takes a lot

of computers all pointing to one location to have a real impact. Internet Re-

lay Chat (IRC) enables LOIC and IRC to communicate. This feature allows

anyone with a computer to participate in an anonymous attack and send a

copy to an IRC server.

6.2.2 Experimental MiM, EVD and FDI Attack Tool

To test the proposed framework in the event of a MiM attack, a wireshark

tool was used, which is a network packet sniffing tool. This tool enables to

capture packets and data in real time using a variety of different interfaces.

The tool analyzes, sorts, and exports data to other tools if it is needed. This

tool is also used to troubleshoot network errors, which can be corrected by

security professionals. Wireshark is a powerful and highly configurable tool

for transmitting packet data. Scapy was used for FDI attack which is a

Python program that can be used as part of sending packets to the network

and forging them. It is also a powerful interactive packet processing program,

50



6.3. IMPLEMENTATION OF THE FRAMEWORK

capable of forming and decoding packets of a large number of protocols and

sending them. It provides us with the ability to modify network packets,

allowing us to use an existing network protocol and define its parameters

based on our needs.

6.3 Implementation of The Framework

This section explains the practical approach and the implementation of the

blockchain network on the prototypes used. Also, it demonstrates the effec-

tiveness of the proposed framework and present response time and Latency

on Transaction. Latency is the time taken to transmit a packet over the

network. The proposed framework present the response time in writing the

meter data and validating this transaction by the server. Response time is

the total amount of time it takes to respond to a request for data; mean-

ing the number of transactions that are sent by the server to the blockchain

network in a given unit of time.

The main concerns of this research are writing on the blockchain net-

work and reading from that network when needed, and it is used to describe

the readings that should be performed during the system’s operating time.

Whenever an attempt is made to implement writing or to make a connection

to a blockchain network to read through specific addresses that are permit-

ted to interact with this network, which are specified in the smart contract.

Then these readings are sent after checking the addresses and comparing the

current data with the previous one for this meter, the decision is to establish

a connection to execute this transaction depends on the result returned from

the ethereum blockchain. In this framework, the app connects directly to

private ethereum. It connects by using Web3.py; It is a group of libraries
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that allow an application to interact with a local or remote ethereum node.

Table 6.1: Response Time for Writing Data to The Proposed Smart Contract.

number of transaction time(sec)
1 .27
100 19.5
200 41.07
300 61.98
400 82.72
500 90.5

At the start the ethereum blockchain Private Network was configured.

Then the proposed contracts are also published in that blockchain. Using

Web3.py, a new web application is created to interact with the ethereum

blockchain to inquire about its meters and readings. The aim of this ex-

periment was to measure throughput and response time of the system when

deploying a contract, sending data as a transaction to the blockchain net-

work, and storing this data. For this set of experiments, we published a

special contract measuring response time and latency. Since this work is

based on ethereum smart contracts, a new experiment is underway to eval-

uate the response time for reading the proposed smart contract. Table 6.1

shows the response time for writing smart contract data. The results showed

that the response time was relatively acceptable in the experiment. On the

other hand, in a true application server environment, the hardware specifi-

cations will be much more than the device used in our experience. This will

positively enhance the response time.

Figure 6.1 and 6.2 illustrates measures of response time and latency for

meter writing readings into a blockchain network. These results were for a

simple sample of readings from the meters and written on the blockchain
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network.

Figure 6.1: Transaction Response Time.

Figure 6.2: Transaction Latency

6.4 Experiment Results

To test the proposed framework, experiments were conducted with the types

of attacks that were previously explained that are DDoS, MiM, EVD and

FDI attacks. The following sections describe the results of the experiments
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in more details.

6.4.1 DDoS Experiment Results.

Before adapting the proposed framework, the prototype of the smart meter

system was tested against a denial of service attack. The test results are

shown in Figure 6.3, which shows a screen shot showing the results of the

attack for other previous working [22]. As shown in the figure, the system

can be attacked with the Packet generator tool and make the meter grid

completely insecure. Hence, readings can be delayed or lost. From the figure,

you can see how many packets have been lost. As a result, this happened

because the communication between the smart meters and the servers was

established with vulnerabilities. These vulnerabilities are exploited to attack

meters or the entire database. The Packet generator or LOIC tool sends a

large number of requests to flood the network with these requests and the

result of this, the network is unavailable and a number of data are lost.

In our experiment, we studied the effect of the aforementioned common

DoS attacks on the performance of servers connected with smart meters. The

experiment was conducted by launching DoS attacks on servers, and then

studied their strength against such attacks by analyzing their response time

and their ability to communicate with the smart server while under attack.

Packet generation tools can be used to build traffic or attack packets. For

example, LOIC was used here. This tool performs a DoS attack by sending

too many random data in the form of UDP, TCP or HTTP to the blockchain

network to be lost. The tool allows its users three types of the attack, and

of course the attack varies according to the protocol used: HTTP, UDP, and

TCP protocols. The large numbers of packets are created per second and

sent to servers. These types of the attacks can be launched either singly or
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simultaneously by the same attacking host causing more serious impact.

Figure 6.3: Data Traffic From The Server to The Blockchain Network. Image
Resource [22].

Table 6.2: Response Time Writing Data to The Proposed Smart Contract
With SYN Flood DDoS Attack.

of transaction time(sec)
1 .4
100 29.04
200 54.1
300 79.8
400 104.5
500 131.5

Table 6.2 shows the response time for writing smart contract data with

a SYN flood attack. When using the LOIC tool, TCP requests are sent to

the smart meter network. The results also show that there is a slow de-
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lay in writing data on the blockchain network. This is because this attack

sends TCP requests, and the attacker is expected to send acknowledge to the

connection, but there will not be acknowledge to drain network resources.

Therefore, there is a delay for the data to arrive to the network.

Figure 6.4 and 6.5 illustrate the effect of SYN flood DDoS on transac-

tions on a blockchain network, and the results of the experiments have also

clearly shown that DDoS attacks had little effect on network performance.

In short, after the DoS attack was launched, requests were sent in bulk to the

blockchain network. However, the responses from these servers to requests

were very slow as these requests did not affect the data itself as shown in the

figure 6.6 but rather the speed of the blockchain network’s response to the

transactions received from the servers is decreased. It affects on the response

time and latency of the network. Also, this delay in response time was not

significant and had no effects the blockchain network as shown in previous

research [13]. For example, figure 6.4 shows the effects of the DDoS attacks

were launched. The response times were less than 0.4 ms before the DoS

attacks. when testing SYN flood response times, they increased normally.

This is because the network became overwhelmed trying to respond to the

flood of attack traffic.

Table 6.3 shows the response time for writing smart contract data with a

UDP flood attack. Whereas, using the LOIC tool, UDP requests are sent to

the smart meter network. The results also show that there is a slight delay

in writing data on the blockchain network. However, this delay is less than

the delay resulting from the SYN flood attack because this attack aims to

consume network bandwidth and does not wait for any acknowledge from
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Figure 6.4: Transaction response time with SYN flood Attack

Figure 6.5: Transaction Latency with SYN flood Attack.
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Figure 6.6: Data Traffic From The Server to The Blockchain Network with
SYN Flood

Table 6.3: Response Time Writing Data to The Proposed Smart Contract
With UDP Flood Attack.

number of transaction time(sec)
1 .35
100 23.3
200 47.5
300 73.77
400 100.06
500 123.72

the attacker to connect.

Figures 6.7 and 6.8 illustrate the effect of UDP flood on transactions

on the blockchain network in response time and Latency. The results of the

experiments also clearly showed that these attacks had little effect on network

performance. In short, after the DoS attack started, the responses from these

servers to the requests were very slow because these requests did not affect

the data itself, meaning that no reading was lost as shown in Figure 6.9.
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Figure 6.7: Response Time During the UDP Flood Attacks.

Figure 6.8: Transaction latency During the UDP Flood Attacks.

59



6.4. EXPERIMENT RESULTS

Figure 6.9: Data Traffic From The Server to The Blockchain Network with
UDP Flood

6.4.2 MiM, EVD and FDI Experiment Results.

The results in previous researches [43] showed that the MiM attack on smart

meters was successful, which makes the smart meter network insecure, so the

data that is sent is readable by the attacker who can modify and add new

data to the network. In our experience, we studied the effect of MIM, EVD

and FDI attacks between servers and the blockchain network. The wireshark

tool was used to capture packets sent from servers to the blockchain network.

The results showed that data can be seen, but as it appears in figure 6.10,

the attacker cannot be part of the smart meter network, it cannot know who

is the sender or the receiver. Likewise, it is impossible to know the private

key of each of the sender or receiver and this action will be successful in

preventing a MiM attack. Also, as shown in the figure, the attacker can-

not eavesdrop on the captured data because the data is encrypted using the

SHA256 algorithm. The output of this algorithm cannot be predicted as this

algorithm is nonrecoverable. However, the data cannot be eavesdropped, so
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our work maintained the confidentiality of the data.

Figure 6.10: Data Captured by The Attacker.

A new experiment was conducted in an attempt to write on the blockchain

network by FDI attack, it impersonates the sender’s address and sends data

to the receiver in order to change the integrity of the data and add new data.

But as figure 6.11 shows, the results of FDI attack has failed. The attacker

could not write on the blockchain network or change data.
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Figure 6.11: FDI Attack by Try to Add New Data Using Scapy.

6.5 Summary

After the framework was adapted in both attacks, the results showed that

the attacks used were unsuccessful. This framework demonstrates that it

is reliable, effective, and can be used to prevent denial of service and man-

in-the-middle attacks. This improves the use of the smart meter network,

whether for the user or for the electricity companies. In addition, the use of

blockchain will add more security in the face of such attacks, and it will not af-

fect the overall server response time because based on the results, blockchain

has a good response time.
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Chapter 7

Conclusion and Future Work

Smart meters are an essential part of smart cities. With continuous techni-

cal improvements, consumers will be able to choose flexible systems, actively

participate in the electricity system, and save energy. If decentralized ledger

techniques are applied, there may be multiple paths to enable consumers and

energy companies to regulate financial transactions. Blockchain technology

enables a transparent system of how to access critical data without threaten-

ing privacy issues and craft incentives for everyone to accelerate technology

deployment. In this research we create a blockchain network that receives

data from meters and sends it to servers, and then send the data to the

blockchain network. Besides, we implement every server with an address in

the ethereum network. It is through these addresses that data is sent and

saved in the blockchain network. Blockchains are chains open to everyone

who can read them. Transactions live in mempool before miner puts them

in blocks. Generally, no one controls the blockchain so no one can go back

to and change the data. As we saw in the results we cannot influence this

network through the attacks, mainly because the networks are being paired

and there is no need to trust the devices with each other, without a central
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point of failure. When miners are found, there is no need for central author-

ity to tie one node with another or associate a user with access to another

machine.

The proposed work relies on the ethereum blockchain smart contract that is

used to save data from the addresses that are allowed to be used for saving

that were previously defined in the smart contract. The results also showed

that this is done by checking the list of addresses allowed to write on the

network. This step is done within the proposed smart contracts that sending

the data by addresses for writing to the network. It is verified whether this

address is authorized to write or not and positively affects the elimination of

many attacks. The data is saved in the blockchain network using SHA256

algorithm, which makes the network and data strong and hard to break. The

results also showed when testing the proposed work for a denial of service

attack, no data was lost. This is because the network is decentralized and

the blockchain network is linked to multiple servers and these servers must

be accessed by the attacker at the same time. In addition, the man in the

middle attack did not succeed either in understanding the data or changing

or adding new data. This is because the attacker’s address is not one of the

addresses authorized to write to the network, and the server data is written

in the form of a hash value and cannot be predicted or retrieved. Moreover,

it showed that the use of Blockchain provides a new secure technology to

save this sensitive information among other methods used to improve secu-

rity in the smart meter network, and the response time to read data from

the proposed contracts providing acceptable results. On the other hand, the

time consumed must be investigated when testing against denial of service

attack. Further papers might study this parameter and the effects that led

to an increase in the response time writing data when the number of requests
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increased. In addition to studying the implementation of the blockchain net-

work in smart meters and studying the effects of this proposal in terms of

safety and security.
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