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Abstract—With the tremendous and rapid advancements
in mobile device forensics, traditional forensic methods and
tools often become ineffective due to the evolving diversity of
devices and their constant internet connectivity. This study
addresses the challenge of obtaining application permissions
during the acquisition phase, particularly the difficulties in
accessing the full contents and databases of applications due
to permission restrictions. We highlight several critical
aspects, including the challenges faced by law enforcement in
using forensic tools on Android systems, and the phases of
seizure, acquisition, and data extraction. Additionally, we
examine vulnerabilities in current forensic tools when
handling Android devices, especially in the context of Xiaomi
Cloud. This research presents methods for bypassing
application permissions using third-party tools. As a result,
we successfully bypassed security settings on Android devices,
allowing the acquisition software (XRY) to downgrade
applications despite initial restrictions. This demonstrates a
practical approach to overcoming forensic limitations.

Keywords—Mobile forensics, Digital forensics tools and
Applications, Permission, Cloud forensics, Synchronization.

. INTRODUCTION

Smartphones offer a wide range of features that traditional
phones lack. They enable us to send emails, engage in video
calls, use the Global Positioning System (GPS) navigation,
and stay connected to the world anywhere, anytime. In
criminal investigations, these devices are important sources
of evidence[1]. Criminals frequently use their phones to
send encrypted communications and are increasingly adept
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at erasing all traces of their actions. Even if the phones are
seized, law enforcement officials will have great difficulty
extracting data from them[2]. The challenges that
investigating agencies encounter are identified in this
experiment, and we will focus on Xiaomi cloud and
Android third-party applications for acquisition and
permissions for forensics tools[3]. We will concentrate on
Android smartphones because they are more popular
nowadays. Statista [4] reports that the Android market
share is 87%, and IOS with 13% of the global smartphone
market. So, there is a good chance that a seized device will
be an Android smartphone[5]. According to any forensics
tool, it needs to downgrade third-party apps to be able to
extract the data from these apps[6]. This study contributes
to this field by presenting a practical method for extracting
data from some instant messaging applications on the
Android operating system platform, despite the need for an
Internet connection in some cases and maintaining the
digital evidence. The research aims to achieve the
following objectives: -

1. Create the application: Install the WhatsApp application
on the Xiaomi Note 4 phone to send and receive messages.
2. Prepare the phone for acquisition: Make sure to enable
developer mode, prevent the application from accessing the
Internet from the settings, and not run in the background.
3. Enable the USB download feature

4. Take over the device: Perform physical acquisition of the
mobile phone, to capture a comprehensive snapshot of the
device storage, including user-generated content.
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5. Recover data from the application: Investigate the
feasibility and effectiveness of preventing permissions and
not logging out of the application, even if the user has
already intentionally logged out remotely.

The rest of the paper is organized as follows: Section 2
describes the results of current relevant studies and
background. Section 3 describes the methodology and
development for conducting forensic analysis. Section 4
draws the general conclusions of the paper.

II. BACKGROUND AND RELATED WORKS

In this section, we talk about an introduction to cloud
forensics, a description of mobile forensics, and a summary
of the methods and difficulties digital forensic investigators
use to obtain data from mobile devices[7].

Digital forensic tools are getting better all the time, and

they've even adopted Artificial intelligence (AI) [8][9].
Automation, analysis, and reporting are all common
elements of forensic software [10] [11]. Around the world,
mobile traffic continues to rise [12]. According to a 2017
research, Americans utilized 15.7 trillion gigabytes (GBs)
of smartphone data in 2017, nearly quadrupling since 2014
and roughly 40 times the traffic volume in 2010 [13].
Krishnan et al. [14] highlight the legal problems in getting
this data and the cloud provider's involvement, given the
multiple apps on a smartphone that each link to the cloud
for data storage. With the cost of cloud storage falling,
evaluating vast amounts of data from a smartphone requires
automation and machine learning. The difficulties in
forensic automation are highlighted by James and
Gladyshev [15]. North Americans were more concerned
with mobile forensics, whereas Europeans were most
concerned with cloud forensics, according to a poll
conducted by Harichandran et al.[16] in 2016. This might
be owing to new privacy rules adopted in 2016, such as the
General Data Protection Regulation (GDPR), which are
more stringent than those in the United States.

Meanwhile, Irons et al. [17] looked at how to teach
competent digital investigators, noting that each sector
needs improvement to ensure proficiency. Although
forensics toolkits exist for forensic investigators, Umale et
al. [18] argued that the majority of them do not provide full
capabilities for numerous devices. The National Institute of
Standards and Technology (NIST) and the Scientific Group

on Digital Evidence (SWGDE) take a deep dive into the
mobile forensics process, describing the benefits and
problems that these devices provide to law enforcement
[19]. The Digital Forensics process consists of four
fundamental steps illustrated in Figure 1 [20] [21].

> Collection >Examination > Analysis > Reporting

Media —» Data—s Information —wEvidence

Figure 1: Digital Forensics Process

[II. METHODOLOGY

In this paper, we will present a special model in order to
bypass the installation via USB option with an Internet
connection and preserve all data and sessions of
applications without making any data traffic to the
applications. The main problem with Android phones is
that when trying to acquire the phone, the option to install
via USB should be enabled, and many phones refuse to
activate this option unless the phone is connected to Xiaomi
Cloud and connected to the Internet. Here lies the main
danger, as when connecting the phone to the Internet, we
may lose many application databases, and some
applications may even lose current sessions and log out.
The explanatory report of the Cybercrime Convention
indicated that law enforcement agencies are allowed to
obtain and preserve any electronic evidence[22], [24], [25].
In this section, we will deal with a Xiaomi phone to explain
the Case Study to deal with files related to the cloud and
how acquisition works for these files. XRY software will
be used to complete the extraction, clarify the challenges
we encountered in this experiment, and suggest solutions to
successfully bypass these challenges.

Standard acquisition steps can apply to all Android
smartphones, especially Xiaomi phones[24], [25]. Figure
1 shows the proposed flow chart that we will work with.
We will deal with an unlocked Xiaomi phone. Figure 2
shows the general proposed model road map used for
Android mobile devices that we used in our experiment in
two stages. The first one is without enabling developer
mode, and the second one is with developer mode enabled.
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Figure 2: Mobile acquisition proposed model flow chart

Downgrade applications will be selected for a downgrade
stage to extract data and media, such as Facebook and
WhatsApp Apps. The next step will be illustrated in Figure
3:

O Downgrade all
(® Downgrade some

O Downgrade none

Figure 3: Downgrade some Applications
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Through this option in XRY software, we can choose some
applications to make the tool extract their contents and all
related to these applications. We can, for example, choose
the information and data related to the WhatsApp
application and not extract and downgrade for the rest of
the applications. At this stage, we will choose some
applications and try to downgrade them and note the
performance and the results after making this choice. And
what data will be extracted from the tool in the normal
procedure without making the proposed flow chart and
without changing the cloud and the application permission
settings.



Index Module  Status Time Message

130 ANDROID Success

133 ANDROID Success

136 ANDROID Success

129 ANDROID Unsuccess 4/24/2021 15:06 An error occurred while trying to downgrade application Facebook Messenger (com.facebook.orca)
4/24/2021 15:06 Installing older version of application Snapchat (com.snapchat.android)
131 ANDROID Unsuccess 4/24/2021 15:06 ADB install response: Failure [INSTALL_FAILED_USER_RESTRICTED: Install canceled by user]

132 ANDROID Unsuccess 4/24/2021 15:06 An error occurred while trying to downgrade application Snapchat (com.snapchat.android)
4/24/2021 15:06 Installing older version of application WhatsApp (com.whatsapp)
134 ANDROID Unsuccess 4/24/2021 15:06 ADB install response: Failure [INSTALL_FAILED_USER_RESTRICTED: Install canceled by user]

135 ANDROID Unsuccess 4/24/2021 15:06 An error occurred while trying to downgrade application WhatsApp (com.whatsapp)
4/24/2021 15:06 Installing older version of application TikTok - Make Your Day (com.zhiliaoapp.musically)
137 ANDROID Unsuccess 4/24/2021 15:06 ADB install response: Failure [INSTALL_FAILED_USER_RESTRICTED: Install canceled by user]

Figure 4: failed downgrade log

Although the USB debugging in developer options has
been enabled for the phone, as shown in Figure 5, the XRY
software was unable to downgrade the applications, and the
attempt to downgrade these applications failed. Although
the developer options have been enabled, as shown in the
Figure. 4. The logs for the software show that an error
occurred while trying to downgrade applications linked
with the date, time, and status for the message.

The main challenge with this experiment is that the install
via USB option is disabled, and this option must be enabled
so that any software can downgrade applications and
extract data and information related to these applications.
The investigators can only activate this option by
connecting the devices to the Internet. This step has great
risk for the investigators and the acceptance of evidence in
the courts[26]. Some evidence may be lost from the device
if it is connected to the Internet because the suspect may
have logged out of all applications remotely[26].

IV. IMPLEMENTATION, RESULTS, AND DISCUSSION:

As we mentioned earlier, we cannot activate the installation
via the USB option until the device is connected to the
Internet and as shown in Figure 4. We will now apply our
proposed model, and this will be done through these steps:

1- Enabling install via USB option:

Before enabling this option, we need to stop any
traffic between the device applications and the
Internet. By manually editing the permissions for
all applications on the device. For example, we
find a lot of permissions for WhatsApp, and one
of these permissions is the network connection,
WIFI connection, and disconnect from WIFI. So,
we need to stop all these permissions, as shown in
Figure 5.
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2-

« Developer options

USB debugging

Switch to debugging mode when o
USB is connected

Revoke USB debugging
authorizations

Wireless debugging
Debug mode when Wi-Fi is
connected

Allow installing apps via USB

|| Install via USB

USB debugging (Security
settings)

Allow granting permissions and
simulating input via USB debugging

Disable adb authorization ti...

Disab  Connect to the network and

adba try again
L

default (7 days) or user-configured
(minimum 1 day) amount of time.

Select mock location app
Figure 5: Install via USB error

Disabling all permissions:

Figure 6 shows how the permission settings
should be, with disabling all permissions,
especially WIFI connections and the application
background running. We can repeat this step for
all applications that have online sessions.
Cloud synchronization:

After turning off all these permissions, we must
also make sure that the sync through Google and
Xiaomi accounts is turned off.
Xiaomi account:

It is necessary for the success of this proposed
model. The Xiaomi account should link to the
device. Even if we need to create a new account
and link it to the phone temporarily. This is an
important step to enabling installation via the USB
option, as shown in Figure 7.




WhatsApp

Service SMS O
Change Wi-Fi connectivity o
Home screen shortcuts [«
Show on Lock screen

Display pop-up windows while running

in the background (]
Permanent notification ()

Figure 6: modified permission settings

Mi Account

Personal info

Account
security

Figure 7: Mi account

5- Install via USB, enabling:
Finally, after making all the previous steps and
repeating them for all applications in the phone that use
the Internet and prevent them from working in the
background, we can now connect the phone to the
Internet and activate the option to install via USB and
try to make a new acquisition of the phone again.
The acquisition was completed successfully at all levels,
after making the previous steps also succeeded in
maintaining the downgrade of the applications, as shown in
the event logs for the program in Figure 8:

Downgrading application Facebook (com.facebook.katana)
Uninstalling current version of application Facebook (com.facebook katana)
Downgrading application Facebook Messenger (com.facebook.orca)

Uninstalling current version of application Facebook Messenger
(com.facebook.orca)
Downgrading application Snapchat (com.snapchat.android)

Uninstalling current version of application Snapchat (com.snapchat.android)
Downgrading application TikTok - Make Your Day (com.zhiliaoapp.musically)

Uninstalling current version of application TikTok - Make Your Day
(com.zhiliacapp.musically)
Downgrading application WhatsApp (com.whatsapp)

Uninstalling current version of application WhatsApp (com.whatsapp)
Restarting device.

Successfully reconnected to device.

Installing older version of application Facebook (com.facebook.katana)
Application Facebook (com.facebock.katana) downgraded successfully!
Installing clder version of application WhatsApp (com.whatsapp)
Application WhatsApp (com.whatsapp) downgraded successfully!

Installing older version of application Snapchat (com.snapchat.android)
Application Snapchat (com.snapchat.android) downgraded successfully!

Installing older version of application TikTok - Make Your Day
(com.zhiliacapp.musically)

Application TikTok - Make Your Day (com.zhiliacapp.musically) downgraded
successfully!

Backup: All apps

Backup: Include key/value backup apps

Figure 8: Success downgrade logs

V. CONCLUSION AND FUTURE WORK

Through this research, we successfully achieved the desired
objective of bypassing security settings on Android phones.
We enabled the acquisition software (XRY) to downgrade
applications on these devices, while the security settings
prevented us from performing this step. In future work, we

aim to explore alternative methods for bypassing security
settings without connecting the phone to the internet by
Dumping the full image of an Android phone.

(3]
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