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Abstract : 

This project aims to develop an intelligent system based on Long Range (LoRa) technology to 

provide long-range wireless communication without the need for internet access or complex 

communication infrastructure. The system enables the collection of data from various sensors, 

such as temperature, humidity, and water level, and securely transmits it to a control unit. 

Additionally, a remote user in isolated areas, such as farms, can communicate with the control 

room, enabling bidirectional message exchange to enhance real-time communication and control. 

The system incorporates an integrated user interface powered by Node-RED, allowing for the 

visualization of data and remote management of devices such as pumps and fans. It is designed to 

operate effectively in diverse environments, including open fields and areas with obstacles, making 

it ideal for applications in smart agriculture and smart homes, with an emphasis on reducing 

reliance on traditional infrastructure. 

 

:الملخص  

يهدف هذا المشروع إلى تطوير نظام ذكي يعتمد على تقنية الاتصال اللاسلكي بعيد المدى لتوفير اتصال لاسلكي دون الحاجة 

ستوى  إلى الإنترنت أو بنية اتصالات معقدة. يتيح النظام جمع البيانات من الحساسات المختلفة، مثل درجة الحرارة والرطوبة وم

المياه، وإرسالها بشكل آمن إلى وحدة التحكم. كما يُمكن للطرف الموجود في مناطق نائية، مثل المزارع، التواصل مع غرفة 

. التحكم لتبادل الرسائل في كلا الاتجاهين، مما يعزز من كفاءة الاتصال والتحكم في الوقت الفعلي  

يوفر النظام واجهة مستخدم متكاملة تعتمد على البرمجة المرئية لعرض البيانات وإدارة الأجهزة مثل المضخات والمراوح عن 

جعله بُعد. يتميز النظام بقدرته على العمل في بيئات متنوعة، سواء في المناطق المفتوحة أو تلك التي تحتوي على عوائق، مما ي

.مناسبًا لتطبيقات الزراعة الذكية والمنازل الذكية، مع التركيز على تقليل الاعتماد على البنية التحتية التقليدية  
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Chapter 1 

1 Introduction 
 

1.1 Preface 
The rapid advancements in agricultural technologies have emphasized the need for reliable and 

innovative solutions to address challenges faced in isolated regions, where traditional 

infrastructure is often absent or unreliable. This project, "Long Range (LoRa)-Driven Smart 

Greenhouse: Remote Management for Isolated Areas," aims to develop a robust and intelligent 

system that ensures real-time monitoring and efficient control of greenhouse conditions, even in 

the most remote and challenging locations. 

At the heart of the system lies Long Range (LoRa) technology, which integrates seamlessly with 

advanced environmental sensors to monitor critical parameters such as temperature, humidity, soil 

moisture, and water levels. These data are transmitted over long distances to a central control unit, 

allowing users to access information and control systems through an intuitive interface. The system 

also automates essential processes such as irrigation and ventilation, ensuring optimal conditions 

for crop growth with minimal human intervention. This initiative is driven by the pressing need to 

support agriculture in areas impacted by geographical isolation or political constraints. By 

employing low-power, long-range communication, the system offers a scalable and cost-effective 

solution capable of operating under diverse environmental conditions. This not only enhances 

agricultural productivity but also promotes sustainable food production in regions with limited 

resources. 

Beyond its agricultural applications, the system's flexible design allows for adaptation to other 

sectors, potentially addressing critical challenges in remote or underserved areas. The project's 

focus on scalability and efficiency reflects a commitment to innovation, sustainability, and 

improving the livelihoods of communities facing significant obstacles. 

 

1.2 Problem Statement 
Greenhouses in remote and politically restricted areas face significant challenges in maintaining 

optimal conditions due to limited access and the absence of reliable communication infrastructure. 

Restricted movement and the lack of cellular networks leave farmers unable to monitor or manage 

their greenhouses effectively, leading to potential crop losses and inefficiencies [1]. 
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1.3 Aims and objectives 
 

 
 

This project addresses these issues by leveraging LoRa (Long Range) technology to enable real-

time, long-distance communication without reliance on traditional networks. The system integrates 

environmental sensors and remote control capabilities, allowing farmers to monitor and manage 

temperature, humidity, soil moisture, and water levels from afar. This scalable, energy-efficient 

solution ensures improved productivity and sustainability, even in the most challenging 

environments.

1.3 Aims and objectives 
This project aims to design and implement a smart greenhouse monitoring and control system 

tailored for isolated agricultural areas. The following objectives are set to achieve this aim: 

Develop a reliable communication system: 

o (a) Design and implement a LoRa-based communication network for long-range, 

low-power data transmission. 

o (b) Establish a bidirectional communication link between the transmitter and 

receiver for seamless data exchange. 

Enable environmental monitoring: 

o (a) Integrate sensors to measure critical parameters such as temperature, humidity, 

soil moisture, and water levels. 

o (b) Ensure real-time data acquisition and visualization through a centralized 

monitoring interface. 

Facilitate remote control and automation: 

o (a) Implement mechanisms to control devices such as fans and water pumps 

remotely via the LoRa network. 

o (b) Introduce automation features, such as predictive irrigation based on weather 

data and soil analytics. 

Ensure system scalability and adaptability: 

o (a) Design a system capable of operating in environments with limited or no internet 

connectivity. 

o (b) Provide flexibility for future expansions, such as adding new sensors or 

integrating with advanced agricultural systems. 

This project aims to empower farmers in isolated regions with a cost-effective, energy-efficient 

solution to enhance greenhouse management and productivity. 
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1.4 System Requirements 
 

 

 

1.4 System Requirements 

1.4.1 Functional Requirements 

1. The system should be able to collect data from environmental sensors, including 

temperature, humidity, soil moisture, and water levels, to monitor greenhouse conditions 

effectively. 

2. The system should transmit sensor data over long distances using LoRa communication, 

ensuring reliable operation in isolated agricultural areas. 

3. The system should support two-way communication, enabling users to send commands 

(e.g., activating irrigation or ventilation) and receive status updates from the greenhouse. 

4. The system should operate without reliance on traditional internet connectivity, ensuring 

functionality in regions with limited or no infrastructure. 

5. The system should allow for real-time alerts and notifications to inform users of critical 

conditions, such as low water levels or extreme temperatures. 

6. The system should provide a centralized dashboard to visualize sensor data and execute 

commands seamlessly. 

7. The system should allow for short message exchanges between users in separate locations, 

facilitating communication even in remote settings. 

 

1.4.2 Non-Functional Requirements 

1. Security: The system must ensure data integrity and confidentiality through encryption 

techniques and secure transmission protocols to protect sensitive information from 

unauthorized access. 

2. Reliability: The system must guarantee consistent performance by implementing robust 

LoRa nodes and conducting extensive testing to minimize data loss and ensure dependable 

operation. 

3. Response Time: The system should offer low-latency communication, ensuring real-time 

responses to user commands and environmental changes, with transmission delays under 

5 seconds. 

4. Scalability: The system must support the integration of additional sensors or modules to 

expand its functionality without compromising performance. 

5. Energy Efficiency: The system must prioritize low power consumption to ensure 

prolonged operation in regions where power sources are limited or unavailable.
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1.5 System Description 
 

 

6. Availability: The system must be highly available and resilient, capable of maintaining 

continuous operation even in challenging environmental conditions. 

1.5 System Description 
Our system’s primary objective is to provide an advanced greenhouse monitoring and control 

mechanism designed to support agricultural operations in isolated and infrastructure-limited areas. 

The system operates through the following three-stage process: 

Stage 1: Sensors installed within the greenhouse continuously collect environmental data, 

including temperature, humidity, soil moisture, and water levels. This data is transmitted using 

LoRa communication technology, enabling long-range and low-power transmission to a 

centralized monitoring system without reliance on traditional internet connectivity. 

Stage 2: The received data is processed and visualized on a user-friendly dashboard accessible 

through a central control unit. This dashboard allows users to monitor real-time conditions and 

receive alerts for critical situations, such as low water levels or extreme environmental 

fluctuations. Additionally, the system enables short message exchanges between remote users and 

control centers for enhanced communication. 

Stage 3: In response to critical conditions, the system allows users to send commands to the 

greenhouse, such as activating irrigation or ventilation systems. These commands are transmitted 

back to the greenhouse via LoRa technology, enabling immediate action to maintain optimal 

growing conditions without requiring physical presence at the site. 

This three-stage process ensures efficient management of greenhouse operations, overcoming the 

challenges of limited connectivity, geographic isolation, and infrastructure constraints.

1.6 Limitations and Constraints 
● Cost Constraint: Developing the full-scale greenhouse monitoring and control system 

requires advanced hardware and sensors, which can be expensive. For this reason, the 

prototype is designed to focus on cost-effective solutions while maintaining core 

functionalities to demonstrate the system's feasibility. 

● Internet Connectivity: The system is designed to operate in areas without reliable internet 

access. While internet connectivity would enhance real-time remote monitoring and 

control via advanced dashboards, the system remains functional using LoRa technology 

for communication, ensuring effective operation in isolated regions. 

● Communication Range: Although LoRa technology provides long-range communication, 

its performance can be affected by environmental factors such as terrain, urban density, 

and obstacles. This limitation can be mitigated by strategically placing repeaters or 

gateways to extend coverage.
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1.7 Schedule 
 

 

● Power Dependence: The system relies on stable power sources to operate sensors, LoRa 

modules, and control units. In remote areas, this could be a constraint if solar panels or 

backup batteries are unavailable 

 

1.7 Schedule 
The tasks of the system implementation and operation are distributed along the first and the second 

semester summarized in Table 1.1. 

 

Table 1.1: Project schedule in the first and the second semester 

 

1.8 Report Outline 
This report is organized as follows: Chapter 2 provides a brief introduction to the key technologies 

and concepts employed in the project, focusing on LoRa communication and environmental 

monitoring. It also includes a literature review that compares our project to similar initiatives. 

Chapter 3 outlines the system’s design, covering both hardware and software components, 

including conceptual diagrams and schematics. Chapter 4 details the implementation process, 

addressing hardware and software integration as well as challenges encountered. Chapter 5 

presents the testing procedures, results analysis, and evaluation of the system’s performance under 

different conditions. Finally, Chapter 6 concludes the findings and offers recommendations for 

future improvements. 

 

 

 

 

  The first semester The second semester 

Week 1 - 4 5 - 10 11 - 15 1 - 5 6 - 9 10 - 14 15 

Selection of project Idea               

Collecting the Data               

System Design               

System Implementation               

System testing               

System operation               

Documentation               
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Chapter two 

2.Background  

2.1 Preface 
This chapter outlines the theoretical foundations and key concepts supporting the "LoRa-Driven 

Smart Greenhouse: Remote Management for Isolated Areas" project. It highlights the role of LoRa 

technology, sensor networks, and control mechanisms in enabling efficient, long-range 

communication and automation in agriculture. By examining the hardware, software, and related 

studies, this chapter establishes the framework for understanding the project's design and its 

relevance to modern agricultural challenges in isolated regions. 

2.2 Theoretical Background Concepts 
The following sections outline the key technologies and principles underpinning the "LoRa-Driven 

Smart Greenhouse" project, focusing on LoRa communication, sensor integration, and energy 

efficiency. Each concept is explored in relation to its role in achieving the system's objectives. 

2.2.1 LoRa Technology 

LoRa (Long Range) is a wireless communication technology designed for long-distance data 

transmission with minimal power consumption. Operating in unlicensed ISM frequency bands 

(433 MHz, 868 MHz, and 915 MHz), it is ideal for IoT applications [2] in remote areas. LoRa’s 

low power usage and reliable performance [3] make it a suitable choice for environments with 

limited access to traditional communication infrastructures, ensuring efficient and consistent data 

transmission in this project. 

2.2.2 Chirp Spread Spectrum (CSS) Modulation 

LoRa technology utilizes Chirp Spread Spectrum (CSS) modulation, where the carrier frequency 

varies over time using chirps. This technique enhances resistance to interference and ensures 

reliable long-distance communication. The frequency (𝑡) over time 𝑡 is described as shown in 

Equation 2.1, by: 

 

                    

 

                                                                                                                                                   (2.1) 

 

Equation 2.1 Chirp frequency (𝑡) over time in (CSS) modulation 
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2.2 Theoretical Background Concepts 

 

 

 

 In this project, the LoRa module operates using the following parameters:–  

                                                                                                                                                                   

 

2.2.3 Spreading Factor (SF) 

The spreading factor (SF) in LoRa communication determines the balance between data rate and 

communication range. The trade-off is mathematically expressed in Equation 2.2: 

 

                                                                                                                                                                  (2.2) 

 

Equation .22  Spreading Factor 

 

In this project, we used 𝑆𝐹 = 12 and Ts =1.024seconds, resulting in a data rate of approximately 

𝑅𝑏 ≈ 11.72 bits/second. These values ensure long-range communication and robust signal 

transmission, enabling reliable delivery of critical environmental data, such as temperature and 

soil moisture, from remote greenhouses to centralized monitoring systems. 
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2.3 Literature Review 

 

 

2.3 Literature Review 
In this section, we will talk about some projects and ideas related to our project idea. 

 

2.3.1 Smart Farming Using IoT Technologies [5] 

This project, conducted by Asem Abu Omar, Layth Saafin, and Tamer Al-Rajabi, focused on 

automating irrigation in agricultural fields using soil moisture and temperature sensors. The data 

was transmitted to a cloud platform via Wi-Fi, enabling remote monitoring and control. While the 

project effectively optimized water usage and improved agricultural efficiency in open-field 

farming, it faced limitations in scalability and connectivity in remote areas due to its reliance on 

Wi-Fi. In contrast, our project employs LoRa technology to overcome connectivity challenges and 

integrates Node-RED for seamless real-time monitoring and control in greenhouse environments. 

2.3.3 LoRa-Based Multisensor IoT Platform for Agriculture Monitoring [6] 

This project, led by Yaw-Wen Kuo and his team, developed a LoRa-based multisensor IoT 

platform for monitoring environmental conditions in a water bamboo field. It utilized custom-built 

IoT units to measure parameters like soil moisture, temperature, and humidity, while also 

controlling a submersible pump for irrigation. Data was transmitted to front- and back-end servers 

for analysis and visualization. While the project effectively demonstrated the potential of LoRa in 

agricultural applications, it was designed for a specific crop and relied on custom hardware. In 

comparison, our project targets greenhouse environments, focusing on versatility and scalability 

by integrating off-the-shelf components and leveraging Node-RED for enhanced control and 

usability. 

 

 

As shown in Table 2.1, a detailed comparison of the selected projects highlights their goals, data 

communication methods, design components, and messaging capabilities. The comparison 

emphasizes how our project, “LoRa-Driven Smart Greenhouse for Isolated Areas,” stands out by 

integrating LoRa communication, Node-RED dashboards, and comprehensive plant health 

monitoring to deliver a robust solution for greenhouse management. Unlike other systems, our 

project incorporates offline messaging, power-efficient operation using a Power Bank, and 

secure AES-encrypted communication, making it ideal for isolated and resource-limited 

environments. This table demonstrates how the proposed solution not only addresses key 

challenges in greenhouse management but also introduces unique features that enhance efficiency, 

sustainability, and usability. 
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2.4 Summary 

 

 

Table 2.1: Summary of previous work 

Feature Smart Farming 

Using IoT 

Technologies [5] 

LoRa-Based 

Multisensor IoT 

Platform for 

Agriculture 

Monitoring [6] 

LoRa-Driven Smart Greenhouse 

for Isolated Areas (Our Project) 

Goals Automate irrigation 

and monitor 

environmental 

conditions in open 

fields. 

Manage irrigation and 

environmental 

monitoring in water 

bamboo fields. 

Automate and optimize 

greenhouse operations with real-

time control, monitoring, and 

plant health analysis. 

Data 

Communication 

Wi-Fi for short-

range data 

transmission. 

LoRa-based 

communication with 

server-side data 

storage. 

LoRa-based communication for 

long-range, low-power data 

transmission, integrated with 

Node-RED. 

Automation Level Semi-automated; 

requires manual 

interventions during 

control. 

Automated irrigation 
based on 
environmental sensor 
inputs. 

Fully automated with manual 

override options for irrigation, 

climate control, and offline 

messaging. 

Advanced Features Captures and 

transmits images for 

visualization. 

Focused on irrigation 

management for water-

intensive crops. 

Includes real-time alerts, historical 

analysis, and offline control for 

resource efficiency. 

Data Visualization AWS IoT dashboard 

for monitoring. 

Server-based 

visualization of sensor 

and field-level data. 

Node-RED-based dashboard 

offering real-time monitoring, 

alerts, and actionable insights. 

Design 
Components 

CC3200 

microcontroller, 

temperature sensors, 

and camera modules. 

LoRa modules, soil 

moisture sensors, and 

submersible pump. 

ESP32 microcontroller, LoRa 

modules, DHT sensor, ultrasonic 

sensor, soil moisture sensor, and 

solar power integration. 

Environmental 

Scope 

Suitable for small-

scale open-field 

agriculture. 

Targeted for specific 

crops in open-field 

environments. 

Customized for isolated and 

resource-limited greenhouse 

environments. 

Messaging Not Supported Not Supported Supported: Enables 
communication with remote users 

even in offline mode. 

 

2.4 Summary 
In this chapter we reviewed the main theoretical concepts, and showed how each of these concepts related 

to our project. Some of previously accomplished projects were discussed and the main differences to our 

project are raised, too. 

9



 

 

Chapter three 

3 System Design 

3.1 Preface 

 

This chapter provides an overview of the essential hardware and software components intended 

for our project. It explores various alternatives for each component, presents a conceptual 

description of the system, and introduces a general block diagram. Additionally, the chapter delves 

into system algorithms and methodologies through the use of flowcharts. Schematic diagrams 

depict the interactions and interfaces between components. 

3.2 Project setup and prototype design 

Since the project’s real working environment is a greenhouse, we decided to simulate this by 

building a small prototype to effectively demonstrate the concept and validate the efficiency of the 

system in optimizing greenhouse management and operations. 

3.2.1 Greenhouse model 

The greenhouse model consists of a rectangular structure with dimensions of 50 cm x 40 cm for 

the base and a slanted roof with heights of 30 cm on one side and 40 cm on the other. This design 

simulates the real-world greenhouse environment while maintaining a compact size for prototype 

implementation. The slanted roof ensures effective water drainage and sunlight exposure. Figure 

3.1 illustrates the prototype design. 

 

 

 

 

 

 

 

 

1Figure 3.1: Prototype design. 
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3.3 System components and design alternatives 

 

3.3 System components and design alternatives 

This part describes the hardware and software components and their design alternative. 

3.3.1 Material Comparison for Greenhouses 

To design the greenhouse, glass was selected as the primary material for its unique properties that 

align with the project’s requirements. Table 3.1 compares the key attributes of glass to other 

commonly used materials for greenhouse applications, showcasing its advantages in terms of 

transparency, durability, and thermal insulation. 

Table 3.1: Comparison of Materials for Greenhouse Applications [7] . 

Property Glass Plastic Polycarbonate 

Transparency Excellent sunlight transmission Moderate High, diffuses light 

Durability Long-lasting Prone to damage Durable 

Thermal Insulation Moderate Low High 

 

3.3.2 Hardware components 

3.3.2.1 Controllers 

As mentioned above, we need a microcontroller to control and manage the system. The 

options for the microcontroller will be used as listed in Table 3.1 
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3.3 System components and design alternatives 

 

Table 3.2: Differences between microcontrollers 

Microcontroller Features LoRa 
Range 

Power 
Consumption 

Cost Suitability Images 

Raspberry Pi 
with LoRa HAT 

Module [8] 

Combines 
Raspberry Pi 

flexibility with 
LoRa 

capability. 

Up to 20 
km 

140 mA 
(Raspberry Pi 
Zero W); 10–
20 mA (HAT). 

High Best for 
advanced 

applications 
requiring 

flexibility but 
higher power 
consumption. 

 

Arduino MKR 
WAN 1300 [9] 

Integrated 
LoRa, suitable 
for low-power 

IoT. 

Up to 5 
km 

36 mA 
(active 
mode). 

Low Cost-effective 
and simple for 
low-power IoT 

systems. 

 

ESP32 LoRa32 
V2.1_1.6  [10] 

Integrated 
LoRa, OLED 

display, Wi-Fi, 
Bluetooth. 

Up to 10 
km 

80 mA (TX 
mode), 10 μA 
(deep sleep 

mode). 

Low Optimal for 
remote 

greenhouse 
applications 

with versatile 
connectivity. 

 

 

We chose ESP32 LoRa32 V2.1_1.6 because it aligns perfectly with our system requirements. Its 

built-in LoRa, Wi-Fi, and Bluetooth capabilities make it highly versatile for remote monitoring 

and control. Additionally, its low cost, low power consumption, and ease of operation ensure 

efficiency and suitability for our greenhouse automation project. 
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3.3 System components and design alternatives 

 

3.3.2.2 Power Source: 

The system is powered by a 10,000mAh Power Bank with an integrated solar panel for sustainable 

energy replenishment, ensuring reliable operation in isolated environments. 

 

 

 

 

 

2Figure 3.2 Power Bank with a built-in solar panel [11] . 

3.3.2.3 Sender Components  

3.3.2.3.1 Sensors 

The system uses sensors to monitor key greenhouse parameters like temperature, humidity, soil 

moisture, and water levels, enabling real-time data collection for efficient automation and control. 

Below is a brief description of each sensor. 

 

3.3.2.3.2 Ultrasonic Sensor (HC-SR04) 

The HC-SR04 ultrasonic sensor measures distances between 2 cm and 400 cm with an accuracy 

of ±1 cm, making it ideal for detecting water levels in the tank. It emits high-frequency sound 

waves that reflect back upon encountering an object, calculating the distance based on the echo 

time. This sensor ensures reliable and precise monitoring in various environmental conditions. 

Figure 3.3 illustrates the HC-SR04 ultrasonic sensor. 

 

 

 

 

 

 

3Figure 3.3 shows the HC-SR04 Ultrasonic Sensor [12]. 

 

3.3.2.3.3 Digital Humidity and Temperature Sensor (AM2301): 

The AM2301 sensor measures both temperature and humidity with high accuracy: ±0.5°C for 

temperature and ±3% for humidity. It plays a crucial role in maintaining optimal greenhouse 
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3.3 System components and design alternatives 

 

conditions, ensuring plants receive the necessary environmental parameters for healthy growth. Its 

robust design and reliability make it suitable for indoor and semi-outdoor applications. Figure 3.4 

shows the AM2301 sensor. 

 

4Figure 3.4: Digital Humidity and Temperature Sensor (DHT22). 

3.3.2.3.4 Soil Moisture Sensor (LM393) 

The Soil Moisture Sensor (LM393) measures the volumetric water content in the soil, providing 

real-time data to optimize irrigation schedules. By detecting soil dryness, it ensures water 

conservation and prevents overwatering, which is essential for efficient greenhouse management. 

As shown in Figure 3.5, the LM393 sensor is a critical component for monitoring soil conditions 

effectively. 

 

 

 

 

5Figure 3.5 shows the Soil Moisture Sensor (LM393) [14]. 

 

 

Table 3.3: Comparison of Sensors with Alternatives and Reasoning. 

 

Sensor Component 

Used 

Alternative 1 Alternative 2 Reasoning 

Ultrasonic Sensor HC-SR04 JSN-

SR04T[15] 

Parallax Ping[15] Reliable for short distances, cost-effective, 

and easy to interface with ESP32. 

Humidity& 

Temperature 

Sensor 

AM2301 

(DHT21) 

DHT22[17] BME280[17] Accurate readings, robust for greenhouse 

environments, and compatible with 

multiple platforms. 

Soil Moisture 

Sensor 

LM393 Capacitive 

Sensor[18] 

Soil 

Hygrometer[19] 

Provides real-time data, low-cost, and 

ensures efficient water usage in 
greenhouses. 
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3.3 System components and design alternatives 

 

3.3.2.4 Actuation Components 

3.3.2.4.1 Water Pump [Mini Submersible Water Pump DC 3-6V] 

The Mini Submersible Water Pump activates automatically when soil moisture levels fall below 

30%, ensuring efficient irrigation within the greenhouse. It can also be manually controlled using 

the Node-RED dashboard for precise water management, aligning with the project’s focus on 

automation and efficiency. Figure 3.6 shows the Mini Submersible Water Pump. 

6 Figure 3.6 : Water Pump DC 3-6V [18]. 

3.3.2.4.2 Fan [DC Brushless Cooling Fan] 

The fan, measuring 40mm x 40mm x 10mm, activates when the temperature exceeds 28°C, as 

detected by the temperature sensor. It ensures consistent airflow within the greenhouse, preventing 

overheating and maintaining an optimal environment for plant growth. 

Figure 3.7 shows the DC Brushless Cooling Fan. 

 

 

 

7Figure 3.7: Brushless Cooling Fan [19] . 

3.3.2.4.3 Relay Modules  

Two 5V relay modules were used—one to control the water pump and another for the cooling fan. 

These relays serve as switches to manage high-power devices using low-power signals from the 

microcontroller. They ensure electrical isolation between the control and power circuits, enhancing 

safety and reliability. Figure 3.8 illustrates the 5V Relay Module. 

 

 

 

 

8Figure 3.8 illustrates the 5V Relay Module[20] . 
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3.3 System components and design alternatives 

 

Receiver Components 

 Buzzer:  

The buzzer provides auditory alerts in response to specific actions or incoming messages, 

enhancing real-time notifications for the user. 

 

 

 

 

 

 

   

9Figure 3.9: Buzzer [21]. 

Serial Interface Host: 

A laptop was utilized as the Serial Interface Host to facilitate the transfer of data from the ESP32 

board to the Node-RED platform. This setup enables real-time monitoring, processing, and 

interaction with the system, ensuring seamless operation and control. 

 

 

 

 

 

 

 

 

 

10Figure 3.10: The laptop serving as the Serial Interface Host [22]. 

 
 

 

. 
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3.3 System components and design alternatives 

 

Table 3.4: Comparison of Serial Interface Host with Alternatives and Reasoning. 

Component Component 

Used 

Alternative 1 Alternative 2 Reasoning 

Serial 

Interface 

Host 

Laptop MQTT 

Protocol[23] 

Raspberry 

Pi[8] 

The laptop offers flexibility and ease of 

use for development and debugging. 

MQTT provides lightweight, scalable 

communication for IoT systems, while 

Raspberry Pi offers a compact and 

powerful alternative for local data 

processing. 

 

 

 

Table 3.5: Comparison of Actuation Components with Alternatives and Reasoning. 

Component Component Used Alternative 1 Alternative 2 Reasoning 

Water 
Pump 

Mini Submersible 
Water Pump (DC 
3-6V) 

Diaphragm 
Pump (DC 
6V) [19] 

Peristaltic 
Pump (DC 
12V)[18] 

The Mini Submersible Pump is compact 
and efficient for small-scale irrigation. 
Alternatives like diaphragm pumps are 
better for higher pressure needs, while 
peristaltic pumps provide precise dosing. 

Cooling 
Fan 

Brushless Cooling 
Fan (40mm x 
40mm x 10mm) 

Axial Cooling 
Fan (80mm) 
[19]  

Radial 
Cooling 
Fan[18] 

The selected fan ensures low power 
consumption and adequate cooling for 
compact systems. Axial fans suit larger 
spaces, and radial fans are ideal for high-
pressure airflow. 

 

 3.3.3 Software Components 

Arduino IDE: 

The Arduino Integrated Development Environment (IDE) was employed for coding and uploading 

programs to the ESP32 microcontroller. Its simplicity, built-in libraries, and debugging capabilities 

make it a preferred choice for IoT projects. 

C++ Programming Language: 

C++ was utilized for programming the ESP32, particularly for sensor data acquisition, control 

logic, and LoRa communication. Its efficiency ensures seamless integration with hardware 

components. 
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3.3.3 Software Components 

 

 

Serial Bluetooth Application: 
 

The "Serial Bluetooth" mobile application was used to connect a smartphone with the ESP32 

board via Bluetooth. This application displays real-time readings from sensors, such as 

temperature, humidity, soil moisture, and water levels. Additionally, it facilitates bidirectional 

message exchange, allowing users to send and receive messages with another user in a different 

area. This feature ensures seamless communication and enhances the system’s usability by 

enabling remote control and monitoring. 

Node-RED with JavaScript: 

Node-RED, combined with JavaScript, was used to develop a dynamic dashboard for monitoring 

and controlling the greenhouse. This integration enabled real-time data visualization, messaging, 

and control features, enhancing user interaction with the system. 

Symmetric Encryption (AES) 

To ensure the security of data transmitted over the LoRa communication channel, Advanced 

Encryption Standard (AES) symmetric encryption was implemented, as illustrated in Figure 3.11. 

AES is one of the most reliable and widely used encryption techniques, converting plaintext data 

into ciphertext to protect it from unauthorized access. The same secret key is used for both 

encryption at the sender unit and decryption at the receiver unit, maintaining data confidentiality 

and integrity throughout transmission[24]. 

The choice of AES encryption in this project was motivated by its proven efficiency and ability to 

handle lightweight IoT devices with constrained computational resources. The algorithm’s 

robustness ensures protection against potential eavesdropping or tampering during data 

transmission over long distances.

 

11Figure 3.11: Symmetric Encryption Process (AES) [25]. 

While alternatives such as RSA or ECC offer public-key encryption, they often require more 

computational power, which could strain the low-energy requirements of IoT devices. AES, on the 
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3.4 Conceptual System Design 
 

 

other hand, is optimized for resource-constrained environments, making it the most suitable choice 

for secure greenhouse monitoring and control. 

This implementation reinforces the overall system’s reliability and ensures that transmitted data, 

such as sensor readings and control commands, remains secure and tamper-proof. 

3.4 Conceptual System Design 
The system is designed to automate greenhouse management using IoT technologies and sensors. 

The sender unit features an ESP32 microcontroller that collects data from a DHT sensor for 

temperature and humidity, a soil moisture sensor, and an ultrasonic sensor for water tank level 

monitoring. This data is transmitted via LoRa to the receiver unit for processing and control, as 

shown in Figure 3.12. 

In the sender unit, the fan is activated when the temperature exceeds 28°C, and the water pump 

operates when soil moisture levels drop below a specific threshold. These components are 

controlled via relays for automated operation. The ultrasonic sensor ensures that the water level in 

the storage tank is sufficient for irrigation. 

The receiver unit integrates with Node-RED, enabling real-time monitoring and control through a 

dynamic dashboard. Administrators can monitor greenhouse conditions, manually control the fan 

and pump, and communicate with on-site users via messaging. This setup ensures efficient and 

sustainable management of the greenhouse environment.

 

12Figure 3.12: System Block Diagram for LoRa-Driven Smart Greenhouse. 
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3.5 Algorithms and Methodologies 

 

 

3.5 Algorithms and Methodologies 

3.5.1 Flow Charts 

Figure 3.13: This flowchart outlines the automated operations of the LoRa-Driven Smart 

Greenhouse, integrating sensor readings and manual control for efficient management. The sender 

unit monitors the water tank level, triggering an alarm via LoRa if the water is insufficient. It then 

reads soil moisture levels, activating the pump if moisture falls below 40% and deactivating it 

above 60%. Simultaneously, temperature readings regulate the fan, ensuring the greenhouse 

climate remains between 25°C and 30°C. The receiver unit processes LoRa data and manages fan 

and pump operations based on humidity levels: activating the fan if humidity exceeds 70% and the 

pump if it drops below 50%. Manual control via Node-RED allows direct adjustments to both 

components, ensuring flexibility in greenhouse management. The flowchart demonstrates the 

integration of automation, LoRa communication, and manual control for optimal resource 

efficiency. 

 

13Figure 3.13: Automated Operations Flowchart for LoRa-Driven Smart Greenhouse. 
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3.5 Algorithms and Methodologies 

 

 

3.5.1.2 Flowchart of Data Transmission and Data Receiver: 

Figure 3.14: This flowchart outlines the sender and receiver processes. The sender reads sensor 

data and transmits it via LoRa, while the receiver updates the Node-RED dashboard with the 

received information. 

 

 

 

 

 

 

 

 

 

 

 

 

14Figure 3.14: System Operation Flowchart. 
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3.5 Algorithms and Methodologies 

 

 

 Pseudocode for Automated Greenhouse Monitoring and Control System 

1.  INITIALIZE_AES(key, IV) 
2.  INITIALIZE_LORA_MODULE() 
3.  INITIALIZE_OLED_DISPLAY() 
4.  WHILE TRUE DO 
5.      Tem perature = READ_TEMPERATURE() 
6.      humidity = READ_HUMIDITY() 
7.      soil_moisture = READ_SOIL_MOISTURE() 
8.      water_level = READ_ULTRASONIC() 
9.      IF water_level < MIN_LEVEL THEN 
10.          TRIGGER_ALARM() 
11.          CONTINUE 
12.      END IF 
13.      IF soil_moisture < 40 THEN 
14.          TURN_ON_PUMP() 
15.      ELSE IF soil_moisture > 60 THEN 
16.          TURN_OFF_PUMP() 
17.      END IF 
18.      IF temperature < 25 OR temperature > 30 THEN 
19.          TURN_ON_FAN() 
20.      ELSE 
21.          TURN_OFF_FAN() 
22.      END IF 
23.   
24.      IF humidity > 70 THEN 
25.          TURN_ON_FAN() 
26.          TURN_OFF_PUMP() 
27.      ELSE IF humidity < 50 THEN 
28.          TURN_ON_PUMP() 
29.          TURN_OFF_FAN() 
30.      END IF 
31.      encrypted_data = ENCRYPT(sensor_data, key, IV) 
32.      SEND_VIA_LORA(CONVERT_TO_BASE64(encrypted_data)) 
33.      DISPLAY_ON_OLED(COMBINE(temperature, humidity, soil_moisture, water_level)) 

3.5.8 Sequence Diagram 

Figures 3.15 and 3.16 illustrate the sequence diagrams detailing the operation modes of the sender 

and receiver systems within the project. These diagrams provide a step-by-step flow of data 

transmission, encryption, decryption, and user interaction in the system. 
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3.5 Algorithms and Methodologies 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

            

 

 

 

15Figure 3.15 Sequence Diagram for Sensor Data Transmission. 
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3.5 Algorithms and Methodologies 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

16Figure 3.16: Sequence Diagram for Bidirectional Message 
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3.6 Schematic Diagrams 
 

 

3.6 Schematic Diagrams 

In Figure 3.17, the schematic diagram represents the components of the sender unit and their 

connections to the microcontroller. This includes sensors, relays, and the LoRa module, all 

integrated to collect, process, and transmit data while controlling the fan and water pump. 

17Figure 3.17: Schematic Diagram for the Sender Unit.
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3.7 Summary 
 

 

In Figure 3.18, the schematic diagram illustrates the receiver's core components, including the 

LoRa module, buzzer, and serial interface host 

 

18Figure 3.18: Schematic Diagram for the Sender Unit. 

3.7 Summary 

In this chapter, we discussed the system's hardware and software components, their alternatives, 

and the general system flow, supported by necessary diagrams, providing a clear foundation for 

understanding the design.
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Chapter four 

4.System implementation 

4.1 Preface 
This chapter provides an overview of the software and hardware implementation, issues and 

challenges related to the implementation.  

4.2 Hardware implementation 
This section details the integration of sensors, relays, and communication modules with the ESP32, 

enabling efficient data acquisition and control, with communication facilitated via LoRa. 

4.2.1 Prototype setup 

The greenhouse prototype was assembled in stages. First, the black base was prepared to provide 

stability. Next, the glass walls were attached, forming the basic structure without any openings. 

 Finally, the walls were modified with openings for fans, and the structure was mounted on the 

base, completing the initial assembly phase. 

 

(a) Base Stable foundation     (b) Walls: Initial assembly      (c) Walls: With fan openings                 (d) Assembled 

prototype 

Figure 4.1: Prototype components. 

4.2.2 Transmitter Unit 

The transmitter unit is responsible for collecting real-time data from sensors and sending 

it to the receiver unit. It comprises the following steps:  
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4.2 Hardware implementation 
 

 
 

4.2.2.1 Sensor Integration

The DHT sensor, soil moisture sensor, and ultrasonic sensor were connected to the 

ESP32's GPIO pins for real-time data acquisition. Calibration ensured accurate and 

reliable readings.

4.2.2.2 Relay Setup 

Two relays were connected to control: Fan: For regulating temperature and humidity. Pump: For 

irrigation based on soil moisture levels. Each relay operates independently based on sensor data or 

can be operated manually when needed. 

 

 

 

 

 

 

 

 

(a)Greenhouse Exterior and Final Connections                     (b) Sensor Connections Transmitter Unit 

19Figure 4.2: Transmitter Unit Setup 

4.2.3 Receiver Unit 

The receiver unit processes data transmitted from the transmitter and provides feedback or control 

actions. Its implementation involved the following components: 

4.2.3.1 Serial Interface 

 Host A laptop connected to a Node-RED server for data visualization and manual control.

4.2.3.2 Buzzer Integration 

A buzzer was connected to the ESP32 in the receiver unit to provide audible alerts. These alerts 

are triggered based on specific conditions, such as abnormal sensor readings or system 

notifications.
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4.3 Software Implementation 
 

 

4.2.4 LoRa Communication 

Both the transmitter and receiver units share the LoRa communication module, which facilitates 

secure and reliable data transmission over long distances. The LoRa modules in both units are 

equipped with high-gain antennas for optimal signal strength. 

4.3 Software Implementation 
This section details the software setup for data acquisition, LoRa communication, and control. It 

includes ESP32 programming and Node-RED integration for real-time monitoring and user 

interaction. 

4.3.1 Node-RED Configuration 

Node-RED was employed to create an interactive dashboard, enabling real-time monitoring and control of 

the system. Various nodes, such as text nodes for displaying sensor data, gauge nodes for visualizing 

measurements, and switch nodes for manual control, were configured. This integration allows seamless 

interaction between the hardware and software components, providing users with an intuitive and efficient 

control interface. 

Figure 4.4 illustrates the configuration of nodes in Node-RED used for real-time monitoring and control. 

Data received from the COM5 port is processed through a function node and visualized using text and 

gauge nodes for temperature, humidity, soil moisture, and distance. Additionally, switch nodes enable 

manual control of the fan and pump, ensuring seamless interaction with the system. 

 

20Figure 4.3: Node-RED Flow Configuration 
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4.3 Software Implementation 
 

 

COM Port Setup: 

The serial port is configured with COM5, a baud rate of 115200, 8 data bits, no parity, and 1 stop 

bit for proper communication 

 

 

 

 

 

 

 

 

 

 

21Figure 4.4: COM Port configuration for serial communication. 

4.3.1.2 Node Configurations 

The sensor data, including distance, soil moisture, temperature, and humidity, was configured on 

Node-RED using different node types such as text and gauge nodes. The figures below illustrate 

the setup process. 

 

 

 

 

 

 

 

 

 

 

 

            (c) Temperature text node (°C).                                (d) Humidity text node (%). 

22Figure 4.5: Node configurations for temperature and humidity. 
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4.3 Software Implementation 
 

 

 

 

  

 

 

 

 

 

 

 

 

a) Distance gauge (water level in cm).                                       (b) Soil moisture text node. 

23Figure 4.6: Node configurations for distance and soil moisture. 

4.3.1.3 Manual Control Using Switch Nodes 

The Node-RED dashboard includes switches for manual control of the pump and fan, allowing 

users to override automation when needed. 

 

1.  

 

 

 

 

 

 

 

 

(a) Pump control switch initialization                                  (b) Fan control switch initialization. 

24Figure 4.7: Pump and fan control switch initialization in Node-RED. 
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4.3 Software Implementation 
 

 

4.3.2 Dashboard Application 

We designed a Node-RED dashboard to monitor real-time sensor data, including temperature, 

humidity, soil moisture, and water level. The dashboard also provides manual control for the fan 

and pump via interactive switches. 

 

 

 

 

 

 

 

 

25Figure 4.8: Node-RED dashboard. 

4.3.3 Libraries and Initial Setup 

To enable ESP32 with LoRa communication and additional functionalities, the following libraries 

are used: Adafruit_GFX and Adafruit_SSD1306 for OLED display, LoRa for long-range 

communication, BluetoothSerial for Bluetooth, DHT for environmental sensors, and mbedtls/aes 

with Base64 for encryption. Arduino.h and SPI.h provide essential microcontroller support. 

#include <Adafruit_GFX.h> 
#include <Adafruit_SSD1306.h> 
#include <LoRa.h> 
#include <BluetoothSerial.h>   
#include <DHT.h> 
#include <mbedtls/aes.h> 
#include "base64.h"  
#include <Arduino.h> 
#include <SPI.h> 

 

4.3.3.1 Sender Code (ESP32) 

The sender code handles sensor data acquisition, encryption, and transmission via LoRa.

Sensor Data Acquisition: 

Reads data from temperature, humidity, soil moisture, and ultrasonic sensors. 

temperature = dht.readTemperature( ); 
humidity = dht.readHumidity( );  
soilValue = analogRead(SOIL_PIN); 
distance = readUltrasonicDistance( ); 
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4.3 Software Implementation 

 

 

4.3.3.2 Encryption Setup: 

 The AES encryption key and initialization vector (IV) are defined for secure communication. 

static const unsigned char AES_KEY [16] = { 
  0x12, 0x34, 0x56, 0x78, 
  0x9A, 0xBC, 0xDE, 0xF0, 
  0x11, 0x22, 0x33, 0x44, 
  0x55, 0x66, 0x77, 0x88 
}; 
 
static const unsigned char AES_IV [16] = { 
  0x00, 0x01, 0x02, 0x03, 
  0x04, 0x05, 0x06, 0x07, 
  0x08, 0x09, 0x0A, 0x0B, 
  0x0C, 0x0D, 0x0E, 0x0F 
}; 
 

 

 

4.3.3.3 Data Encryption 

Sensor data is encrypted using AES-128 with CBC mode to ensure secure communication. 

String sensorData = "Temp:" + String(temperature) + "|Hum:" + String(humidity) + 
                   "|Soil:" + String(soilValue) + "|Dist:" + String(distance); 
String encryptedData = aesEncrypt(sensorData); 
LoRa.print(encryptedData); 
 

 

4.3.3.3 Bluetooth Command Handling 

Commands received via Bluetooth are encrypted and transmitted to the receiver. 

if (SerialBT.available()) { 
    String btMessage = SerialBT.readStringUntil('\n'); 
    sendLoRaEncrypted("Command:" + btMessage); 
} 

4.3.3.4 LoRa Transmission 

The encrypted and encoded data is sent via LoRa. 

void sendLoRaEncrypted(const String &plainMsg) { 
    String encryptedMsg = aesEncrypt(plainMsg); 
    LoRa.beginPacket(); 
    LoRa.print(encryptedMsg); 
    LoRa.endPacket(); 
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4.3 Software Implementation 

 

 

4.3.3.5 Receiver Code 

The receiver code, running on another ESP32, decrypts the received LoRa data and processes the 

sensor values or user commands. It also displays the data on an OLED screen and executes specific 

commands. 

4.3.3.6 Data Reception and Decryption:  

The receiver ESP32 listens for encrypted LoRa packets, decrypts them, and processes the data. 

if (LoRa.parsePacket()) { 
    String encryptedMessage = LoRa.readString(); 
    String decryptedMessage = aesDecrypt(encryptedMessage); 
} 
 

 

4.3.3.7 OLED Display: 

 Decrypted sensor data is displayed on the OLED screen for real-time monitoring. 

display.clearDisplay(); 
display.setCursor(0, 0); 
display.print("Temp: "); display.println(temperature); 
display.print("Hum: "); display.println(humidity); 
display.display(); 

 

4.3.3.8 Command Execution: 

 Commands, such as "FAN:ON", received from the sender are executed on the receiver. 

if (decryptedMessage == "FAN:ON") { 
    digitalWrite(FAN_PIN, HIGH); 
} else if (decryptedMessage == "FAN:OFF") { 
    digitalWrite(FAN_PIN, LOW); 
} 

 

4.3.3.9 Buzzer Alert: 

 Based on distance thresholds (e.g., tank empty), the receiver activates a buzzer for alerts. 

if (distance >20) { 
    digitalWrite(BUZZER_PIN, HIGH); 
} else { 
    digitalWrite(BUZZER_PIN, LOW); 
} 
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4.3 Software Implementation 

 

 

4.3.3.10 Node-RED Data Parsing: 

 

The function processes sensor data received in Node-RED and outputs it for visualization or 

further processing. 

let payload = msg.payload; 
 
if (!payload.includes("Sent to Node-RED: ")) return null; 
let dataPart = payload.split("Sent to Node-RED: ")[1]; 
if (!dataPart) return null; 
 
let parts = dataPart.split("|"); 
if (parts.length < 4) return null; 
 
let tempVal = parseFloat(parts[0].replace("Temp:", "")); 
let humVal = parseFloat(parts[1].replace("Hum:", "")); 
let soilVal = parseFloat(parts[2].replace("Soil:", "")); 
let distVal = parseFloat(parts[3].replace("Dist:", "")); 
 
return [ 
    { payload: tempVal },  // Temperature 
    { payload: humVal },   // Humidity 
    { payload: soilVal },  // Soil Moisture 
    { payload: distVal };   // Distance 

 

Functionality: 

● Input: Receives a payload string containing sensor data (e.g., "Sent to Node-RED: 

Temp:25|Hum:60|Soil:80|Dist:100"). 

● Validation: Ensures the payload format is correct. 

● Parsing: Extracts and converts sensor values to numeric form. 

● Output: Sends each value to a separate output in Node-RED. 

This concise function ensures efficient handling and display of sensor data in the Node-RED 

dashboard.
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4.4 Hardware Testing 

 

4.4 Hardware Testing 
This section outlines the testing process for each hardware component. 

4.4.1 Sender Unit Testing 

4.4.1.1 ESP32 Controller 

The ESP32 controller was connected to power banks. A red LED lit up, indicating power. During 

the initialization process, the built-in LED blinked and turned off once the connection to the system 

was successful. 

4.4.1.2 DHT Sensor 

Temperature and humidity readings were tested against calibrated instruments. The sensor 

provided accurate results within ±0.5°C for temperature and ±2% for humidity. 

 

4.4.1.3 Soil Moisture Sensor 

The sensor was tested with dry, damp, and wet soil samples to ensure accurate detection of 

moisture levels. The outputs were consistent and reliable for all tested conditions. 

 

4.4.1.4 Ultrasonic Sensor 

Distance measurements were tested across a range of 5 cm to 100 cm. The sensor demonstrated 

an error margin of ±1 cm and consistent response times, confirming its reliability in varied 

conditions. 

4.4.1.5 OLED Display 

 Sensor data was displayed on the OLED in real-time. Readings, including temperature, humidity, 

soil moisture, and distance, were clear and updated without any delays. 

4.4.2 Receiver Unit Testing 

4.4.2.1 OLED Display 

The received sensor readings (temperature, humidity, soil moisture, and distance) were displayed 

on the OLED. Additional status messages, such as received commands, were monitored. The 

display functioned accurately and updated in real time. 

4.4.2.2 Command Execution 

Commands such as "FAN:ON" and "PUMP:OFF" were transmitted to the receiver and tested for 

immediate execution. The receiver successfully executed all commands without latency, 

controlling the fan and pump seamlessly. 
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4.4 Hardware Testing 

 

4.4.2.3 Alert System 

The buzzer and LED alerts were tested under simulated scenarios, such as low water levels. Both 

provided timely and reliable notifications, with the buzzer's sound and LED's brightness suitable 

for real-world applications. 

4.4.2.4 Serial Interface Host 

A laptop was utilized as the Serial Interface Host for communication with the receiver. Data 

transmitted via LoRa was displayed accurately in Node-RED, and manual commands from Node-

RED were successfully processed and executed by the receiver. 

4.4.3 Shared Component Testing 

4.4.3.1 LoRa Antenna 

The LoRa antenna was tested using a spectrum analyzer to ensure optimal performance at 915 

MHz.The analysis confirmed reliable signal transmission and reception, achieving ranges of up 

to 5 km in open areas and 1 km in urban environments. Figure 4.10 shows the frequency 

response of the antenna. 

 

 

 

 

 

 

 

 

 

26Figure 4.9: Test of LoRa Antenna Frequency Response at 915 MHz 
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4.5 Software Testing 
 

 

4.5 Software Testing 

4.5.1 Bluetooth Communication 

Mobile app commands were sent to the ESP32 for controlling the pump and fan. The commands 

were encrypted, transmitted via LoRa, and executed instantly, ensuring seamless operation.  

 

 

 

 

 

 

 

 (a)Bluetooth initialization on the Sender                                  (b) Bluetooth initialization on the Receiver        
 

Figure  4.10 Serial Bluetooth Terminal Testing 

 

4.5.2 Serial Bluetooth Terminal 
 

The Serial Bluetooth Terminal app was used to test two-way communication between the 

transmitter and receiver. Messages were exchanged successfully, demonstrating reliable real-time 

data transmission and user command execution via LoRa, with minimal latency. 

 

 

 

 

 

 

 

 

(a)Sender via Serial Bluetooth Terminal.                          (b)Receiver confirming communication. 
 

Figure 27Figure 4.11 Communication via Serial Bluetooth Terminal. 
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4.5 Software Testing 
 

 

Once a message is sent from the mobile application, the communication between the two nodes 

is established via Bluetooth and LoRa. The transmitted commands and responses are instantly 

displayed on the ESP32’s serial monitor, allowing real-time feedback and verification of 

successful data exchange between the transmitter and receiver units. 

 

0 

 

 

 

 

 

 

 
(a) Transmitter: Sending commands and data.                             (b) Receiver: Displaying received messages and data 

 

Figure 28Figure 4.12: Communication Testing 

4.5.3 Encryption Validation 

AES-128 encryption was tested for data security. All encrypted messages were securely 

transmitted and decrypted without any delays, confirming the robustness of the encryption 

mechanism. 

4.5.4 Node-RED Testing 

Sensor data was sent from the receiver to the Node-RED dashboard via serial communication. The 

dashboard accurately displayed real-time data, including temperature, humidity, soil moisture, and 

distance. Manual commands, such as controlling the fan and pump, were tested and executed 

seamlessly. Figure 4.13 shows the Node-RED dashboard during testing. 

 

29Figure 4.13: Node-RED Dashboard with Sensor Data and Controls 
39



4.6 Implementation Challenges 

 

 

4.6 Implementation Challenges 

4.6.1 Limited Range in Dense Environments:  

During testing, the LoRa module's range was significantly reduced in urban and greenhouse 

environments due to obstructions and interference. To address this, we optimized the antenna 

placement and adjusted the transmission power. 

4.6.2 Power Management Issues:  

The ESP32 faced occasional power fluctuations when operating multiple sensors and actuators 

simultaneously. This was mitigated by incorporating a stable voltage regulator and an external 

power source. 

4.6.3 Signal Interference Between Modules: 

 Interference was observed between the LoRa transmitter and other electronic components, 

which affected data transmission. Shielding and proper grounding were applied to resolve the 

issue. 

4.6.4 Testing Constraints: 

 Real-world testing was limited by environmental conditions and time constraints. To overcome 

this, simulation tools were used to supplement physical testing and provide additional data. 

4.6.5 Data Synchronization: 

 Synchronizing sensor readings with actuator responses posed a challenge due to slight delays in 

data transmission. A buffering mechanism was implemented to ensure reliable synchronization. 

 

4.7 Summary 
This chapter covered the implementation and testing of the system. Each component underwent 

thorough unit and integration testing, validating its performance and ensuring seamless operation.  
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Chapter 5 

5.  Results and Discussion 

5.1 Preface 
This section outlines the experimental results, evaluating the system's performance under various 

environmental conditions. The experiments focused on data transmission reliability, range, and 

the impact of obstructions. 

5.2 Detailed Analysis of the Results/Experiments 
This section analyzes the experimental results of the LoRa-driven smart greenhouse system, 

focusing on key metrics like range, packet delivery rate, and transmission delay under varying 

conditions. The findings demonstrate the system's reliability and adaptability. These insights guide 

optimization for real-world applications. 

Table 1Table 5.1: System Performance Metrics Across Scenarios (Fixed Antenna Height = 6m) 

Scenario Environment 

Max Range 

(km) 

Packet,Delivery 

Rate (%) Avg. Delay (s) 

Open Field No obstacles 1.5 95 1.2 

Semi-Rural Area Light vegetation 1.2 90 1.8 

Urban 

Environment Dense buildings 0.8 75 2.5 

Greenhouse 

(Metallic) 

Metallic 

structures 0.4 65 3.0 

 

The table emphasizes that the open field achieved the best results due to the absence of obstacles, 

while the greenhouse showed the lowest performance, attributed to signal reflection and 

attenuation caused by metallic walls. 
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5.3 Success Rate and Error Analysis 

  

 

5.3 Success Rate and Error Analysis 
This section provides an analysis of the success and error rates for data transmission across 

different scenarios. Calculations are based on 200 transmission attempts per scenario, with the 

results summarized in Table 5.2. 

The success and error rates were calculated based on realistic transmission attempts (200 attempts 

per scenario). The results reflect the system's reliability under varying environmental conditions. 

 Calculation Formula: 

● Success Rate (%): 

Success Rate =) 
𝑇𝑜𝑡𝑎𝑙 𝑇𝑟𝑎𝑛𝑠𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠 

𝑆𝑢𝑐𝑐𝑒𝑠𝑠𝑓𝑢𝑙 𝑇𝑟𝑎𝑛𝑠𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠 
 )×100%                                                          (5.1) 

Error Rate (%): 

Error Rate=100%−Success Rate                                                                     (5.2)                                                                                  

 

 

Table 2Table 5.2: Success and Error Rate Analysis Across Scenarios. 

Scenario Total Attempts 

Successful 

Attempts 

Success  

Rate (%) Error Rate (%) 

Open Field 200 199 99.5 0.5 

Semi-Rural Area 200 1 19  95.1 4.5 

Urban Environment 200 173 86.5 13.5 

Greenhouse (Metallic) 200 160 80.5 20 
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5.4 Results Summary Across Scenarios 
  

 

 

5.4 Results Summary Across Scenarios 
 

 
able 3Table 5.3: Performance Metrics Across Scenarios with Varying Antenna Heights 

Scenario Antenna Height (m) Max Range (km) Packet Rate (%) Avg. Delay (s) 

Open Field 2 0.9 85 2 

 4 1.2 90 1.8 

 6 1.5 95 1.2 

Semi-Rural Area 2 0.7 80 2.5 

 4 1 85 2.2 

 6 1.2 90 1.8 

Urban Environment 2 0.4 65 3.5 

 4 0.6 70 3 

 6 0.8 75 2.5 

Greenhouse (Metallic) 2 0.2 55 4.5 

 4 0.3 60 4 

 6 0.4 65 3 

 

 

The observations highlight that increasing antenna height improves performance across all 

scenarios, though the benefit is less pronounced in urban and greenhouse environments due to 

physical obstructions and metallic interference. 

5.5 Justifications of the Obtained Results 

The results demonstrate the system’s effectiveness and its alignment with the project objectives, 

showcasing its capability to operate reliably under various real-world conditions. The following 

justifications underline the significance of the obtained results: 
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5.6 Summary 
 

 

1. LoRa Communication Efficiency: The system's use of LoRa technology facilitated long-

range, low-power communication, even in areas with limited infrastructure. This ensured 

consistent data transmission across all tested environments. 

2. Environmental Adaptability: The system maintained robust performance despite 

variations in environmental conditions such as urban density and metallic interference, 

demonstrating its reliability and scalability for diverse agricultural applications. 

3. Data Accuracy and Reliability: The integration of high-precision sensors allowed 

accurate monitoring of critical parameters like temperature, humidity, and soil moisture. 

This contributed to the system's ability to maintain greenhouse conditions effectively. 

4. Low-Infrastructure Dependency: The system’s ability to operate without reliance on 

internet connectivity showcased its practicality for deployment in remote and isolated 

areas. 

5. Scalability and Flexibility: The modular design of the system supports scalability, making 

it adaptable to different greenhouse sizes and enabling future upgrades such as 

incorporating additional sensors or advanced analytics. 

These justifications confirm that the system meets the needs of isolated agricultural regions by 

providing a reliable, efficient, and scalable solution for remote greenhouse management. 

 

 

5.6 Summary 

This chapter analyzed the system's performance across four scenarios, demonstrating its 

adaptability to diverse environmental conditions. Open and semi-rural areas showed high success 

rates and minimal delays, while urban and greenhouse environments faced challenges due to 

obstructions and metallic interference. Error/success rate calculations highlighted the reliability of 

the system, and justifications provided actionable insights for improvement, such as antenna 

upgrades and adding repeaters. The results emphasize the system's practicality and scalability for 

agricultural applications in isolated regions, offering a robust solution for efficient greenhouse 

management.
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Chapter 6 

6.  Conclusion and future work 

6.1 Preface 
 

This chapter provides a summary of the project, emphasizing its accomplishments and outlining 

future directions for enhancements and scalability. 

 

6.2 Conclusion 
 

The LoRa-Driven Smart Greenhouse project successfully developed a robust system for 

monitoring and managing greenhouse conditions in isolated agricultural areas. By integrating 

LoRa communication technology, environmental sensors, and a centralized control system, the 

project demonstrated its ability to overcome connectivity challenges and geographic isolation. 

Real-world experiments highlighted the system's adaptability and reliability, achieving high 

performance in open and semi-rural areas and identifying opportunities for improvement in urban 

and greenhouse environments with metallic structures. 

The system's capacity for long-range, low-power communication and real-time data transfer 

ensures efficient greenhouse management, even in the absence of traditional network 

infrastructure. This project contributes to sustainable agriculture by offering a scalable, energy-

efficient solution for remote applications, empowering farmers to monitor and control greenhouse 

conditions effectively. 

 

6.3 Future Work 
● Enhanced Connectivity: Incorporate advanced LoRa antennas and signal repeaters to 

further improve performance in challenging environments like urban areas and 

greenhouses with metallic interference. 

● Expanded Use of LoRa: Explore additional applications for LoRa technology, such as 

enabling communication between multiple greenhouses and developing two-way 

communication for remote control of devices like pumps and fans. 
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6.3 Future Work 

 

 
 

● Scalability: Adapt the system for larger agricultural sites, enabling simultaneous 

management of multiple greenhouses through a single control interface. 

● Energy Efficiency: Optimize the power consumption of the system by integrating solar 

panels for off-grid operation. 

● User Experience: Develop a more comprehensive user interface with advanced data 

visualization, customizable alerts, and multilingual support to enhance usability.

● Integration with AI: Explore the potential of AI for predictive analytics, enabling 

proactive responses to environmental changes and crop-specific recommendations. 

By addressing these areas, the system can be further refined and scaled to meet the demands of 

diverse agricultural applications, ensuring its long-term impact on sustainable farming practices. 
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