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Abstract

Web applications become more important it most aspects of our life. Il serves a
mission critical system that used to process millions of dellars in dailly online ransaction.
Web security vulnerabiliies impact the risk of web site. Identifving web security
vulnerabilities is crucial for web developers to develop a secure web application

We develop 2 windows application to identify vulnerabilities in web applications:
also we introduce this document as a guide for building secure weh application. Our
software gives samples of web vulnenibilities, hecause identifving all of the web

vulnerabilities 1s not practical, since new web vulnerabilitics continually arise.
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Problem Initiation

Web Application is a client/server software application that interacts with users or
other systems using HTTP or other application layer protocols. A Weh Service is a
collection of functions that are packaged as single entily and publishad to the network for
use by other programs Wceb services are building blocks for creating open distributed
systems, and allow companies and individuals to quickly and cheaply make their digital
assets available worldwide, Web application seeurily is « theory and practice of information

security relating to the World Wide Web, HI TP and web application software,

Designing « weh application i3 an exercise in designing a system that meets 2
business need and nol &n exercise in building a system that is just secure for the sake of it,
However. the application design and development stzpe is the ideal time to determine
security needs and build assurance into the application. Prevention is better than cure, after
all.

Testing the level of the security of a web application helps develapers to build a
reliuble and secure web application. We will try to build a windows application which rests

the web application for cormmon vulnerabilities
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Chapter One

1 Introduction

1.1-Preface

We all use web applicalions everyday whether we consciously know it or not,
That is, all of us whn browse the web, That is all of us, right? The ubiquity of web
applications is not always apparent to the evervday web user. When you need to transfer
money, search for a flight, cheek out arrival times or even the latest sports scores during
work, you probably do it using @ web application. Web Applications and Weh Setvices
(web applications that describe what they do to other web applications) are the major
force behind the next generation Internet. The last two years have seen a significant Surge
in the amount of web apphication specific vulnerabilities that are disclosed fo the public.,
To this day, not one web application technology has shawn itsell invulnersble to the
incvilable discovery of vulnerabilities that affect its owners' and users security and

privacy,

For many organizations, web sites serve as mission critical systems that must
operate smoothly to process millions of dollars in daily online transactions, Web security
vulnerahilities continually impact the risk of a web site. When any web securily
vulnetability is identified. performing the attack requires using at least one of several

applicabion attack technigues.

1.2-Classes of website attacks
A well known website attacks arc grouped info six basic classes;

1.2.1-Authentication
These attacks target a web sile’s methed of validating the identity of a user,

service or application, This class ol attack includes:




1- Brute Force|2|

A Brute Force attack is an automated process of lnal and error used to puess a
person’s username, password, credit-card number or cryptographic key. Many systems
will allow the use of weak passwords or cryptographic keys, and users will often choose
eas) to guess passwords, pussibly found n a dictionary. Given this scenario, an attacker
would cycle though the dictionary word by waord. generating thousands or potentially
millions of incorrect guesses search for the valid password. When a puessed password
allows lo access to the system, the brute foree altack has baen successful and the attacker
is uble to access the account. The same trial und error technigue is also applicable to
guessing encryption keys. When 2 web site uses a weak or small key size, it’s possible for

an attacker o guess a correet key by testing all possible keys.

lssentially there are two types of brute force attacks, (normal) brute force and
reverse brute farce. A normal brute force attack uses a single username against many
PassWords,
While brute [orce techniques are highly popular and often successful, they can fake

hours, weeks or years 1o complete.

2- Insufficient Aulhentication [4)(9]

Insullicient Authentication occurs when a web site permits an attacker to access
sensilive content or funetionality without having to properly authenticate, Web-based
administration tools arc a good example of web sites providing access 1o sensitive
functionelity. Depending on the specific online resource, these web applications should

not be directly accessible without the user required 1o properly verify their identity.



3- Weak Pussword Recovery Yalidation [5]|9]

Weak Password Recovery Validation is when a web site permits an allacker m
legally obtam, change or recover another user’s password. Conventivnal weh site
uuthentication methods require users to select and remember a password or pass phrase,
The user should be the only person that knows the password and it must be rethambered

precisely.

Examples of dulomated password recovery processes include requiring the user to
answer 1 “soorel question” defined 2s part of the user registration process, This question
can either be selected from a list of canned questions or supplied by the user. Another
mechanism in use is having the user provide a “hint” during registration that will help the
user remember his password. Other mechanisms require the user to provide several
pieces of personal data such as their social security number, home address, zip code ste,
to validatc their identity. After the user has proven who they are, the recovery system will

display or e-mail them a new password.

A web site is considered 1o huve Weak Password Recovery Validation when an
attacker is able to foil the recovery mechanism being used. This happens when the
information required to validate a user's identity for recovery is either easily guessed or
can be circumvented. Password recovery systems may he compromised through the use

of brute foree allacks.

1.2.2-Authorization|sj|y]

These atiacks targel a web sile’s method of determining if a user, senvice, or
application has the necessary permissions to parform a requested action. For example,
many web sites should enly allow certain users Lo access specific content or functionality.
Other times a user’s access to other resources might be resiricted, Using various
techniques, an artacker can fool a web site into increasing their privileges to protectad

areas. This class of altack includes:



I= Credential/Session Prediction|7)(v)

Credential/Session Prediction is a method of hijucking or impersonating a web
site user. Deducing or guessing the unique value that identifies a particular scssion or
user accomplishes the attack. Also known as Session [Mijacking, the consequences could
allow attackers fhe ability to issue web site requests with the compromised user's
privileges. Manyv web sites are designed o authenticate and track a user when
comumunication is first established. To do this, users musl prove their identity to the web
site, lypically by supplying a usemame/password (credentials) combination Rather than
passing these confidential credentials back and forth with each transaction. weh sites will
generate a unique "session ID” to identify the user session as authenticated. Subsequent
communication between the user and the weh site is tagged with the session ID g8
"proof” of the authenticated session, If an attacker is able predict or guess the session LD

of another user, fraudulent activity is possible.

Cxample:

Many web siles atlempt 1o generate session LDy using proprietary algorithms. These
custom methodolngies might generate session 1Ds by simply incrementing static
fiumbers. Or there could be more complex procedures such as factoring in time and other
computer specific variables. The session 1D 1s then stored in a cookie, kidden form-field,
or URL, I an attacker can determine the algorithm used Lo penernte the session [D, an
altack cun be mounted as follows:

1) Attacker connects 1o the web application acquiring the current session ID.

2) Attacker caloulates or Brute Forces the next session 1D,

3) Attacker swilches the current value in the cookie/hidden form field! URL and

assumes the idennty of the next user.



2- Insufficienl Authorization [7]]9]

Insufficient Authorization is when a web site permits access to sensitive content
or functionality that should require increased acesss control rastrictions. When o user is
aulhenticated to a web site, it dogs not necessarily mean that he should have full access 1o

all content and that functionaliry should be granted arbitrarily.

Authorization procedures are performed after authentication, enforcing what a
user, service or application is permitted to do. Thoughtful restrictions should govern
particular web site activily uccording to policy. Sensitive porlions of a web site may need

to be resinicted to everyone expect to perhaps an administrator,

3~ Insufficient Session Expiration [5](9)

msufficient Session Expiration is when a web site permils an attacker to reuse old
session credenlials or session IDs for authorization. Insufficient Session Expiralion
increases a web site’s exposure to attacks thal steal or impersonate other users. Since
HTTI" 15 a stateless protacol, web sites commonly use session 1Ds to uniquely identify a
user from request to requesl. Consequently, each scssion 1D's confidentiality must be
mainizined in order to prevent multiple users from accessing the same account, A stolen
sesaion 1D can be used to view another user’s sccount or perform a fraudulent transaction,
The lack of proper session cxpiralion may improve the likely success of certain attacks.
For example, an altacker may intercept a session ID, possibly via a network sniffer or
Cross-site Scripling attack. Akthough short session cxpiration mes do not help if & stolen
loken 1s immediately used, they will proteet against ongoing replaying of the session 1D,
In another scenario, a user might access a web site from a shared computer (such as at a
library, Internet cale, or open work environment). Tnsufficient Session Lxpiration could
allow an attacker to use the browser's back button lo access weh pages previously

aceessed by the vietim,

A long expiration time increases an attacker's chence of successfully guessing a
valid session TD. The long length of time increases the number of concurrent and apen

sessions, which enlarges the pool of numbers an attacker, might guess,



4- Session Fixation [6]

Session Fixation is an attack technique that forees g user's session 1D to ap
exphicit value, Depending on the functionality of the target web site, a nupber of
techniques can be utilized 1o “fix” the session D value, These techriiques range from
Cross-site Seripting exploils to peppering the weh site with previously made HTTP
Tequests, Aller & user's session ID has been fixed, the attacker will wait for them to login,
Once the user does so, the attacker uses (he predefined session ID value 1o assume thejr
online identity, Without active protection apzinst session fixation, the atack can be
mounted ageinst any web site USing sessions to identify authenticated users. Weh sites
using sessions TDs are normally cookie-based, but URLs and hidden form-ficlds are ysed
as well. Unfortunately, cookie-hased sessions are the easiest to attack, Most of the

currently identified attack methods are aimed toward the fixution of cq okies,

1.2.3-Clicnt-side Attacks 1"

The Client-side Attacks focus on the sbuse or exploitation of 4 webh site's users,
When a user visits a weh site, frusl s established between (he Wwo partics hoth
technologically and psychologically, A user capects weh sites they visit to deliver valid
content. A user also expects the web sife not 1o attack them during their stay, By
leveraging these trust relationship expectations. an attacker may employ several

techniques to exploit the user. This class of attack includes:

I- Content Spoofing (5]

Content Spoofing is zn attack technique used to trick a user into believing that
certain content appearing on a web site i legitimate and not from an external source, This
attack exploits the tryst relationship established beiween (he user and the web site. The
lechnique has been used to treaic fake web pages including login forms. defacemants,

false press releases, etc,



2= Cross=site Scripting 8]

Cross-site Seripting (X88) is an attack techmique that forces 2 web site to echo
attacker-supplied executable code, which loads in # user’s browser. The code itsell is
usually written in HTMLJavaSeript. but may also extend o VBSeript, ActiveX. Java,

Flazh. ar any other browser-supported technology.

When an attacker gets a user’s hrowser to execute his code, the code will run
within the security context {or zone) of the hosting web site. With this level of privilege,
the code has the ability to read, maodily and transmit anv sensitive data aceessible hv the
browser. A Cross-site Seripled user could have his account hijacked (cookie theft), their
hrowser redirected to another location, or possibly shown Faudulent content deliversd by
the web site they are visiting. Cross site Seripting attacks cssentially compromise the trust

relationship between r user and the web site.

1.2.4-Command Execution [9)

The Command Execution attacks arc designed to execute remote commands on
the web site. All web sites utilize nser-supplied inpul o fulfill requests. Often these vser-
supplied data are used to create construct commands resulting in dynamic web page
content. If this process is done msecurely, an attacker could alter command execution.

This class of allaek includes:

I- Buffer Overflow [4]]9]

Buffer Overflow exploits are attacks that alter the flow of an application by
overwriting parts of memory. Buffer Overflow is a common soflware flaw that results in
an errar condition. This error condition oceurs when data written to memory exceed the
allocated size of the buffer. As the buffer is overllowed, adjacent memory addresses are

averwritien causing the software to tault or erash.



A Bulfer Overflow can be used as a Denial of Service attack when memory i
corrupted, resulting in soflware Lailure. Even more critical is the ahility of a Buffes
Qverflow attack to alter application flow and force unintended actions. This scenario can
accur in several ways. Buffer Overflow vulnerabilities have been used to overwrile stack
pointers and redirect the program to excoute malicious instructions. Buller Overflows

have ulse been vsed {o change program variables.

2- Format String Attack [2](9]

Format String Attacks alter the flaw of an application by using string formatting
Library features to access other memory space. Vulnerabilities occur when user-supplicd
datu are used directly as formalling string input for certain C/C++ functions (e.g. fprintf,
printf, sprintl, setprocritle, syslog, ...)

It an ailacker passes a format string consisting of printf conversion characters (e.g.
SfT, MYp™, “%n”, ete.) as parameter value to the web application, they may:

*  Exccule arbitrary code on the server

* _Read values off the stack

¢  Causc segmentation faults / software crashes

3- 05 Commanding |2)[9)

05 Commanding is an altack lechnique nsed to exploit web sites by executing
Operating Sysiem commands through manipulation of application input, When a web
application does not properly sanitize user-supplied input before using it within
application code, it may be possible to trick the application into executing Operating
System commands. The executed commands will run with the same permissions of the
component thal cxecuted the command (e.g. Database server, Web application server.

Web server. ete.).



4- SQL Injection]3|jy

SQL Injection is an attack technique used to exploit web sites that construct SOL
statements [rom user-supplied input. Structured Query Language (SQL) is a specialized
programming language for sending guerics o databases. Most small and industrial
strength database applications can be accessed using SQL statements. SOL is both an
ANSI and an ISO standard. llowever, many database products supperting SQL do so
with proprietary extensions to the standard language. Weh applications may use user-

supplied input to create custom SOL statements for dynamic web page reguests.

When a web application fails to properly sanitice user-supplisd input, it is
possible for an attacker o alter the construetion of backend SQL statements, When an
attacker 15 able to modify a SQL statement, the process will run with the same
permissions as the component that executed the command. (E.g. Dalabase server, Weh
application server, Web server, ete.). The impact of this attack can allow attackers ta gain

total control of the database or even execute commands on the system.

8- 851 Injection[7][9]

551 Injection (Server-side Include) is a server-side cxploit technique that sllows
an attacker to send code mto & web application, which will later be exacuted locally by
the web server, SSI Injection exploits a web application's failure o sanitize user-supplied

dala before they are inscrted into a server-side interpreted HTML filc,

Before serving an HTML web page, a web scrver may parse and execute Server-
side Include statements before providing it to the user. In some cases (e.g. miessage
bouards, guest books, or content management syslems), a web application will insert user-
supplied data into the source of @ web page. 1f an attacker submits 2 Server-side Include
statement, he may have the ability to execute arbitrary operating system commands, or
mnclude a restricted file's contents the next time the page is served.

Example:

The following 58I Lag can allow an attacker to get the root directory listing on a




LINEX based system,

<!-Fexec cmd="/bin/1s ™ —>

The following 851 tag can allow an attacker to obtain database connection strings. or
other sensitive data contained within a NET configuration file.

<l--#INCLUDE VIRTUAL="/web.config"-->

1.2.5-Informativn Disclosure(s]9]

The Information Disclosure attacks are designed lo acquire system specific
information sbout a web site. System specific information includes the sofiware
distribution; version numbers, and paich levels. Or the information may contain the
Iocarion of backup files and tempaorary files. Most web sites will reveal 2 certain amount
of data, but it's best to limit the amount of data whenever possible. The more information
ahaut the web site an attacker learns, the easier the syslem becomes to compromise. This

class of allack includes:

1- Information Leakage[]

Information Leakage is when a web site reveals sensitive data, such as developer
comments or error messages, Which may wid an attacker i exploiting the system.
Sensitive information may be present within FITMI. comments, error messages, source
code, or simply lefi in plam sight. There are many ways a web sile can be cozxed into
revealing this Lype of information. While lezkage does nol necessarily represent a breach
in seeurily, it does give an attacker useful guidance for future exploitation. Leakage of
sensitive information may carry various levels of risk and should be limited whenever

possible,
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2- Path Traversal9)

The Path Traversal atlack technigue forces aceess Lo filss, directories, and
commands that potentially reside outside the web document root directory. An attacker
muy manipulate 2 URL in such a way that the web site will execute ar reveal Uhe contents
of arbitrary files anywhere on the web server. Any device that exposes an HTTP based
interface is patentially vuluerable o Path Truversal, Most web sites restricl user access to
a specific portion of the file system, typicallv called the “web document root” or “CGI
root” directory, These directories contain the files intended for user access and the
executables necessary to drive web application functionality. To access files or executs
commands anywhere on the file-systern, Path Traversal attacks will utilize the ability of

specigl-characters sequences.

The most basic Path Traversal sttack uses the “../" special character sequence to
alter the resource location requested in the URL. Although most popular web servers will
prevent this technique from escaping the web document rool, allernate encodings of the
.7 sequence may help bypass the security filters, These method variations include valid
and invalid Unicode-encoding (“.%u2216" or “ . %cl%at™ of the forward slash
character, backslash characters (“.\") on Windows-bazed servers, URL encoded
characters (“7e2e%2e%2f"), and double URL encoding (*.%255¢™") of the hackslash
character.

3- Predictable Resource Location|[6](9]

Predictable Resource Tocation is an attack technique used to uncover hidden weh
sile content and functionality. By making educated guesses, the attack is 4 brute force
search looking for content thal is not intended for public viewing. Temporary files,
backup files, configuration files, and sample files are all examples of potentially leflover
files. These brute force ssarches arc casy because hidden files will often have common
naming cenvention and reside in standard locations. These files may disclose sensitive
information about web application internals. databage information, passwards, machine
names, file paths to other sensitive areas, or possibly conlain vulnerabilitics. Disclosure
of this information is valuable to an attacker. Predictable Resource Location is also

known as Forced Browsing, File Enumeration, Directory Enumeration, ¢te.
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1.2.6-Logical Attacks[[9]

The Logical Auacks focus on the abuse or exploitation of u weh application's
logic flow. Application logic is the expected procedural flow used in arder 1o perform 4
certain aclion. Password recovery, account registralion, auction bidding, and eCommerce
purchases are all examples of application logic. A web site may require a user to correctly
perform a specific multi-step process to complete a particular action. An attacker may be
ahle 1o circumvent or misuse these features to harm a web site and its users. This ¢lass of

attack includes:

1- Abuse of Functionality|9

Abuse of Functionality is an attack technigue that uses a web site's awn featurss
and functionality to consume, defraud, or circumvents access controls mechanisms, Some
functionality of a web site, possibly cven security [eatures, may be abused to cause
unexpecled behavior. When a piece of fimetionality is open to abuse. an attacker could
potentially annoy otlier users or perhaps defraud the system entirely, The patential and

level of abuse will vary from web site 1o web sile and application to application.

2- Denial of Service([?]

Denial of Service (DoS) 1s an attack technique with the intent of preventing a web
site from serving normal user activity, Dog§ attacks. which are easily normally applied to
the network layer, are also possible at the application layer. These malicious atiacks can
succeed by starving a system of crilical resources, vulnerability exploil, or sbuse of

functinnality,

Many times DoS aftacks will attenipt to consume all of 3 web site’s available
syslem resources such as: CPU, memory, disk space ete. When anv one of these critical

resources reaches full wilization, the web site will normally be inaceessible,
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3- Insufficicnt Anti-automation|s||v)
Insufficient Anti-automalion is when a weh site permits an attacker Lo automate a
process that should only be performed manually. Certain web site functionalities should

be protected against automated attacks.

4- Insufficient Process Validation([9]

Insutficient Process Validation is when 2 web site permils an attacker to bypass or
circumvent the intended flow contral of an application. If the user state through a process
is not verified and enforced, the web site could be vulnerable to exploitation or fraud,
When a user performs a certain web site function, the application may expect the user to
navigate through a specific order seguence. If the user performs certain steps incorrecily
ar out of order, a data integrity error occurs. Examiples of multi-ctep processes include
wire transler, password recovery, purchase checkout. account sipriup, ete. These

pracesses will likely require certain sieps to be performed as expected.

1.3 Why do Programmers Write Insccure Code?
Muny programmers don't intend to wrile insecure code - but do anyway. Hers are a

number of purported reasons for this.

« There is no curriculum that addresses computer security in most schools. Even
whean there is a computer sceutity curriculum, they often don't discuss how to
write secure programs as a whole. Many such curnculums only study certain
areay such as eryptography or protocols. These are important, but they ofien fail
te discuss common real-world issues such as buffer overflows. siring formattng,
and input checking. We believe this is one of the most important problems; even
those programmers who go through colleges and universitics are very unlikely to
learn how to write secure programs, yet we depend on those very peaple to write

Seclle programs,
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Programming hooks'classcs do not teach secure/safe propramming technigues.

Indeed. until recently there were no books on howr to write secure programs at all
No one uses formal verification methods.
Programmers do not think " multi-user.”.

Programmers are human, and humans are lazy. Thus, programmers will often use
the "'easy" approach instead of 2 secure approuch - and once it works, they oflen

fail to fix it later,
Most programiners are simply not gnod programmers.

Most programmers are not security people; they simply don't ofien think like an

artacker does.
Muost security people are nol programmers.
Muost computer security models are terrible.

There is lots of “broken" legacy software. Fixing this soflware (to remove
security faults or to make il work with more restrictive security policies) is
difficult.

Consumers don't care about security. (Personally, we have hope that consumers
are beginming to care about security; a compuler system that i3 constantly
cxploied 1s neither useful nor user-friendly. Also, many consumers are unaware
that there's even a problem, assume that il can’t happen to them. or think that that
things cannot be made betler,)

Seeurily costs extra development timg,

Sseurity costs in lerms of additional testing.
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Chapter Two

2 System Specifications

2.1 Introduetion

I this section the system speeifications will be explained and identificd in more

technical lerms. This section will covear:

* Objectives: where the main purpose s to help developers to build more secure weh

applications.
s Project benefils [or Users, development Team, and Society
* Functonal and Non-Functional Requirements with o brief deseription of each one,

* Project constrains that mentioned all constraing and validation the system must

conlain,

¢ Cosl for all system development requirements for TW, SW, Humans, Books, and
Oiliers.

* The project cost henefit analysis and the time nceded to cover the cost then making =

justification for cach one if it tangible or non-tangible benefits.

* Project Feasibility Studv by explained its alternatives (Economic Feasibility,
Technical Feasibility, Legal Feasibility ....)

= Project Risk Evaluation: Talks abeut the possible risks, and the solution for sach one.
= Scheduling for the entire project and give a period of time for each step.

» Finally will be the summery and recommendation.
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2.2 System Objectives
These arc the main vhjectives of the project:
s Enable developers to build more secure web applications,
* Building a program (0 lest web applications for vulnerabilitics.

s The program will analyze the HTML code of 2 web application

and shows a list of vulnerabilities if exist (Black Box Test).
¢ The program will inject the website using ditferent injection codes,

* The program will try Lo give u suggested solution to some of the

securtty prohlems.

= If the same problem found more than one time in the same page it

will reported only one time.

* Learning and implementing the web application programiming

SeCurity,

2.3 System Benefits

2.3.1 Benefits for user

. Protect user's personal inlormation.
. Feeling safe when using websites in business,
. Make it more casy for users to get what they need using relisble wehsites.



2.3.2 Benelits for development team

= Create a background about the security concepls that must be considered when

developing a web application,
* Know the nsks of not considering the security concepts in programming.
= Encourage teéaching the sceunty concepts in programming languages courses.

¢ The project team can use this idea in their future studies (2.3, Master studies).

2,3.3 Benefits for soclery
* Openanew field of research and new ideas for future graduation projects,
* Provide developers with a way Lo test there programs for vulnerubilities.

* Increase the reliability for using websites by prevailing the security breaches in

vwebsites,

2.4 Functional Description

I'his project will test a web application for the following vulnerabilitics:

a) Input field test,;

This project will test the input felds in the webpage , This test will lirstly checks if
the input ficld size can be changed or not, and then checks request method POST or
GET.
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b} Passwaord tests

The project will test the security of password inpul tags stored in the datebase,
This function tests the length of the password, il il was less than six characters, an
crror message will be displayed. Tt also tests the encryption of the password. And also

ittests the default passwords. If any test fails, a problem massage will be displayed.

c) SSL test

The project will test il (he website uses SSL encryption or nol, il so it will test the

version of SSL.

d) Information Leakage lesl

The project will test the information leakage in the website, it will test ifa web

site reveals sensitive data, such as developer comments or error messages, which may

aid an attacker in exploiting the svstem,

£) Predictable folders location test

The project will test the Predictable folders location in the website: it will test if
the website uses a default and predictable root folders, by searching about these

folders,

f) SQL injection test

The project will test the ability to mject SQL in the website database, il will Insert
SQL guery 1n the input field, then request the page and notify the response, if an errar

message appeared ar not.



g) Imsufficicnt authentication test

The project will test if all pages in a secure wehsite are full suthenticated, the test
will request a page in a secure wehsite, and checks if this request redirected to the

main login page or accepled.

h) Buffer overflow test

The project will test input field uguinst malicious code . it will insert malicious
code . the mput field, if it aceepts that code withoul warming, it will be considered

not secure ugainst malicious code, else, it will be securs .

i) Command Execution Test

The project will test if the website accepts execuling svstem commands on the

web server.

il Crokies Test

The praject will test if the website store sensilive information using cookies.

k) Cross Site Scripting Test

The project will test if the website accepts injected malicious scripts.

2.5 Non-Functional Description
1. Product Requirement
¢ Ease of use: the system should provide a user-lriendly interface for easy usc.

= [Integrity: the sysiem should be integrated with the existing systems.



*  Accuracy: lhe system should provide a gouod level of acouracy.
¢ High efficieney: The test results of the tests should be efficient.

* High reliability: the system should be relinble one and its results should he

CoTTect

+ High portability: The system will be portable since it uses HTML code for

lesting.

¢ Errors: The errors of the code should be minimized as possible.

= Fast: Obiaining the result in a short time as passible.

s Simple (understandable): The sysiem should be understandable.
2. Process Requirements

# The system and its documents should be delivered at scheduled date.
3. External Requirements

# [Ethical requirements: the svstem developers are nol responsible for unethical use

of this soflwars.
4, Legislalive Requircments

# Safety: the system should not causc harms (o the tested web application.

2.6 Project Constraints
This section lists the constraints that exist in the project and 2 description of each:
¢ The system should test only the links related to one web application.

¢  The project must be completed at the end of this semester.
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2.7 Development Requirement and Cost

1. Hurdware

Item Number of units | Unit Cost Available | Subtotal
Desktop computers
P4, 2.8 Gilz. 512 MB 256 | ! F00 hes i
MB RaAM. 206G HD

li.nai £700

Table 2,1: Develonment Hardwiare Cost

2. Software
|

Item Number of | Unit Cost | Available Subtotal

units
Windows NP

1 5350 Yes 5330
Professional
Vizual Studia2003 1 £1799 Yes 81709
Microsoft Word2003 1 229 Yes £229
PowerPoint l $229 Yes §229
Total 83677

Table 2.2: Development software Cost

3
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3. Humans

Member Numher Cost § Available Subtotal
Computer
Engineering 4 23500 Yes 10000
Studenls
Supervisor 1 - Ycs -
Total 10000
Table 2.3: Development Human Cost
4. Others

There is another 1000 NIS to cover other arcas (internet, transportation,

pipers, pens,  printng...ele). The following table summanzes the

development cost.
Components Total
HW $700
SW 82677
Humans $ 10000
Others §222
Total 513599

Table 2.4: Development Cost Summery



2.8 Costs-Benefit Analysis

This section conlains the project cost benefit analysis and the time needed to

cover the cost,

& The project has great impaet in the web application field since it tests the

quality of'a website.
e Jrimproves the security level of the websites.

e 1L provides a list of the vulnerabilitics in the websiles.

2.9 Feasibility Study

2.9.1 Economic Feasibilily

As 1t pointed in the Development Reguirements and Cost, the total cost of the
project is $13599.The hardware, software, humans and other requirements are all

available sv lhe pruject could complete in satisfyine wav,
2.9.2 Technical Feasibility

The project required good programming capabilities and experience in dealing

with alperithms, databases, indexing and good backeround of security concepts

The project team has good background in programming languages such 23 C, VB NET
and databases applications such oracle. access, SQL server2000, and study as many

papers as possible in the field of web application security.



2.9.3 Legal Feasibility

"This project take the nature of research types one which 18 open for any student so
there is mo need to take a licensee from any except the university and there is no illcgal

issnes,
2.10 Risk Evaluations

This ssction discusses the risks that may appear i the project and the possible

solutions:
* Hardware Fuilure

To avoid this risk we will make a continuous daily backup of the project on flashes
and other hard disks.

* Shortage of development time

The time given for us was nol enough to compete all of the project ohiectives, so
we worked very hardly to introduce the project in 2 required wav.
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Chapter 3

3 Software Requirements Specification

3.1 Introduction

We collect and analyze the data to determine the specifications of the reguired

software. This chapter documents the functional detail deseription and details for each

validation and constraints, the system data flow dizgram, data dictionary, the database

requirements and dictionary,

3.2 Functional Details Deseription

This section lists the major functions in the project and a daseription for cach.

Tunction: Main crawler

Type: Windows spplicaton

Deseription:  The main function that crawls and mines the whole wehsite,

Input: LURL.

source: windows Form.

Output: Two tables: table of all references and table of all input fields in the website,
Destination:

Require: Valid URL

Precondition: HTTR/HTTPS

Post condition:

Procedure: This function will accept a valid URL from the user, and sends a reguest 1o the server,

then i searches for all references and mnput wps in the website, and stores them in g

databasc.




Function: Craw] a webpage,

Type: Windows application

Description:  This function will store a1l the hyperlinks founded in the web page.
[uput; URL.

Source: Datahase,

Output; List of all links in the site.

Destination: Diatabasze

Requires: Valid LIRI..

Precondition: HTTPHITTES.

Post condition: The resulted links can he used 111 mining.

Procedure: This finction identifies all the hyperlinks in the page and if thev are nat duplicyted ones
1t adds them o the hist of URLs o visit. the process either ended manually or after a
certain number of links has been followed. The list of the URL: slored in the dirabaze

will be used in the mimng process.

Validation:  Every page must be crawled one tite and no duplication of links,

Funetion: Mine a page for input ficld.

Type: Windows application

Deseription:  This function used to look for input tags in the WebPages.
input: URL.

Source: Dratubase,

Output; WebPages contain the input tags.

Drestination:  Database

Reguires: Wehpage.

Precondition: WebPages come aut of'a crawler,

Post conditivn: The rezulted 'WehPages can he addad to the mdex.

Procedure:  This function finds all input fields in the WebPages, and if not duplicated it stores them
in a dalabase, for further tests.

Validatlon:  Every inpul Geld must be added to the damabase,




Funetion:
Type:
Descriprion:
Input:
Source:
Output:
Destination:

Requires;

Precandition;

Lput Hedd les),

Windowsz application

This function wsed to 1est the input Gelds in the webkpage.
Web pags.

| atabase.

Tost results,

Databasc

Input tags.

Input tags come out of a tag table.

Post condition: The resulis can be used for further tagts,

Procedure:  This function determines if the input field can be lested, if so, it determines its typa,
password ar normal mput Held. and then make the necessary tests.

Function: MNormal Input feld test.

Type: Windows application

Description:  This function checks request method and the wbility of changing input field properties,

Input: Normal input tags.

Souree: Databass.

Ourput: Kesulls of the test.

Destination:  Oulpul lex! message.

Requires: Normal input tags.

Precondition: The tag should be in tag table,

Past eamdition: Abilily 10 make new tests.

Procodure:

This faeetion will frstly checks il the input field size ean be chargred or not, and then
checks request method POST or GET.,
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Funetion: Pazsword tasts.

Type: Windows application

Deseription:  This [unction uses to test the security of password inpul legs stored in the database.
Input: Password input tags.

Source: Natabass,

Output: Resulrs of the test,

Destination:  Clutput lext message,

Requires: Password input tags.

Precondition: The tag should be i tag table,

Tost condition: Ability to make new ety

Procedure:  This function tests the leiigth of the password, if it was less than six characlers, an error
message will he displayed. It also tests the encryption of the password. And also it ests

the default passwords, IF any test fails, a prublem massage will be displaved.

Funetion: S5L lests.
Type: Windows upplication.

Descriprion:  This function make tests related to 8§51,

Input: URL.
Source: Windows Form.
Chutput: Test resulrs.

Destination:  Ouiput text message.

Requires: URL.

Precondition: Valid URL.

Post condition: If S8L vsed, the version will be determined.

Procedure:  This Function will test il the website uses SSL eneryption or nat, if so it will lest the
Version of SSL.
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Funetion;
Type:
Description;
Input;
Source
Output:
Destination:

Require:

Informztion Leakage test.

Windows application

This fanction will test the information lcakage in the website.
URL.

Windows Form,

Test results.

Windows form.

Valid URL.

Precondition: HITE/HTTPS.

Post eondition: The reyulis cun be used for further tests,

Procedire Thiy function will test if a web site reveals sensitive data, such as developer comments
of error messages, which may aid an attacker in exploiting the system.
Function: Predictable folders localion test.,
Type: Windows application
Description:  This function will test the Predictable folders location in the website.
Input: Fredictable folders of the website.
Source: Windows Form,
Output: Test resulis,
Destination:  Windows form,
Require: Valid URL, Predictable folders of the websile,
Precondition: HTTPHTTPS.
Pust condition: The results can be used for further tests.
Procedure:  This fanction will test if the websile uses a default and predictable root foldes, hy

scarching about these folders.
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Funection; SQL injechon test.

Type: Windows application

Description:  This function will test the ability to inject SQL in the website database.
Input: Input tags,

Souree; Database.

Cutpui; Test results.

Destination:  Windows form.

Require: Insert valid SQL query in the LURL,

Preeondition: ETTIHHTTES.

Past candition: The results can be used for further tests,

Procedure:  This function will Insert SQL query in the inpu field, then request the page and nula iy

the reapomsc, it an creor message appeared or not.

Funetion: Insulficient authentication test.

Type: Windows application

Deseription:  This function will west if all pages in a secure website are full authenticated.
Input: LIRL,

Source: Windows Form.

Output: Test resulis,

Destination: Windows [orm

Require: valid uscr inlo 3 webpuge,

Precondition: HTTE/HTTPS,

Post condition: The results can be used for [uriher tests.

Procedure:  This function will request & page in a secure website, and checks if this reguest Tedirected

to the main login page or accepled.
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Function:
Type:

Input:
Source:

Output:

Require;

Description:

Destination:

Buller overflow test.

Windows application

This function will lest URL against malicions code.
LIRL,

Windows Farm.

Test results,

Windows form.

Yalid IR,

Precondition; HTTP/HTTPS.
Post condition: Nuthing.

Proceduore: This function will insert malicious code in the URL, if it accepts thal code without
waming. 1t will be considered not seeure apainst malicious code, and olse, it will be
secure.

L

Funetion: Coukies test.

Type: Windows apnlicavon

Description:  This function will display information about cuokies.
Input: URL.

Source: Windows Form.

Output: Test tesulls,

Destination:  Windows form.

Require: Walid URL.

Precondition: HTTR/HTITS.

Post condition: The resulls can be used for further tests,

Procedure;

This function will request URL cookies, and lgst if the conkies contain sensitive

mformation that should not be prevailed o the user
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Function;
Type:
Description:
Inpur:
Source:
Qutput:
Destination:
Require:

Trecondition:

Command Exccution Test,

Windows application

This function will {est website against Command Exeeution Vulnerabiliny.
LIRL.

Windows Form,

Pest riesults,

Windows Turm,

Valid LEL.,

HTTRHTTPS.

Post condition: The results can be vsed for further 16515

Procedure:  This function will make many L RL request with different O8 commands, and test 1f the
Website accepts these executing commands

Function: Cross Site Seripting Test.

Type: Windows application

Description:  This function will test website against malicious scripts

Inpnt; URL.

Source: Windows Form.

Crarpui: Test results.

Destination:  Windows [orm,

Require: Walid URL.

Precondition: HTTP/HTTPS.

Post condition: The resulls can be used for further (ests,

Procedure:

Thiz function will make many URL request with different seripms, and test if'the

Website accepts these scripts.

Tk
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3.3 Project Constraints
This seetion lists the constraints that exist in the project and a description of each:

¢ The crawling, mining and testing part are a windows applicalion using VB.ENT.
« Noredundancy in the references table,

¢ Naoredundancy in the input tags table.

s Naredundancy in test results.

*  The test result messages should be meaningful.

»  Unethical use of this softwarc should be prevented.

o We are not responsible for any bad use [or this software,

= The projeet must be completed at the end of semester.
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3.4 System processing Diagram
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Entity name

Deseription

Craw] wahsite

The project will store all the hyperlinks founded in the
web page.

Mine website

Test input field

The project will look for input tags in the WebPages.

‘The project will checks request method and the abality

Of changing input field properties.

Test password field

The project will test.

Test bulfer overflow

Fest SQL injection

The project will test input feld against malicious cods

The project will test the ability to inject 8QL in the
website database,

Tect SSL

The project will test if the website uses SSI. encryption or

not,

Test commeand execution

The project will test wehsite apainst Command Exceution

Predictable folders location

Cookies Test

Vulnerability.

The project will test the Predictable folders location in the

websile,

The project will display infurmation about cookies

Cross Site Scripting

will t2st website azainst malicious seripls

Tabled.1: Data Dictionary.
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Data Item Type

Reference 1D Integer
Ilvperlink VarChar
Pape 1D ' Integel
Inpuz Tag D Integer
Input Tag Value ) VarChar

Table3.2: Databasc Dala Dictionary

3.5 Database Requirements

References Table (Reference 1D, Hyperlink)

Reference ID: The number of the reference

Hyperlink: The URL of a webpage.

Input Tags T'able (Input Tag ID. Page ID, Input Tag Value)
Input Tag 1D: The number of the tag,
Page ID: The number of the page containing the input tag,

Input Tag Value: The value of the 1ag.




3.6 Summary and Recommendation
e Summury

* Each function described in details: the finction ngme. description. its input and
output, source, destination, require. precondition, post condition, and its
procedure.

* The section hists the whole possible constraints thal may exist, and also describes
each one.

¢ Those constraints represented in login and passwords for hoth administrator and
pPOWer user.

¢ Passwords must at least contain six characters (Alpha Numeric Mixture) but
different from login to maintain the security and difficu’ty to be stolen.

* Reguler expressions explained in the help [or the partern section,

= The data dictionary implies the whole entity names of the system with their
type and description.

= Starting websites needs the name and number of that websites to be crawled,
also the status of a website either active o be crawled or not,

* The databasc datz dictionary table explains the type of each data item in the

system either string, infeper, or encoded.

¢ Recommendation

All requirement specifications are discussed in details, according Lo the project

supervisor permission the team project could pass to the next chapter.
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Chapter Four
System Design
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Chapter Four
4 System Design

4.1 Introduction

In this section the functions design will be implementad using functional ordented

methodology, where each function will be designed accordingly,
This section will cover the fallowing:
* Input /output design: a design for the input ‘outpul screens.

* Datahase design: o complete design for the database tables includes all tables and
their fields.

¢ Functions design: where cach [unction will be desizgned by using a flow chart. i1s

interface, and constrmnts will be identified

42



4.2 Input/Quiput Design

» DMiin Screen

Figure 4.1; Mam Scroen



Tests Sereen

2 ?
I ﬁ Cross Site Serpting Test

74 information Loakage Test 2
? ?

Figure 4.2: ‘Tusls Sorcen



*  SOQL Injection Test Result Screen

Figure 4.3: SOT. Tnjection Test Risull Sereen
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e  RBuffer Overflow Test Resull Sereen

Figure 4.4: Buller Overllow 1ot Result Screen



+ Information Leakage Test Hesult Screen

Figure 4.5: Informaiion Teakags Tesr Resolt Seroen




«  Copokies Test Resull Screen

Figure 4.6: Cookies Test Result Serein



s  In=afficient Authentication Test Result Screen

Flgure 4.7; Lsutbewent Avthenticaton Test Result Scresn
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»  Cross Site Scripting Result Screen

Figure 48: Cross Site Senpting Rl Soreen



o Command Exccution Test Result Sereen

Flgwre 4.9: Commond Usecution Test Resalt Screen

5l




« S5 Test Resull Screen

Figure 4.10: S5L Test Result Sereen
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4.3 Database Design

“RefID gl

‘ 1 /N N |

HRef ‘__ Fd InputTags |
Lo S —
- m— | - - B & . i

Figure 4.11: EI Dingram
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References Table

| Field Name Lype | Size Contral
RellD Bt |4 PR
RefValue Varchar [ 100 —
Tuble 4.1: Kelierence s Tahle
Input Ficlds Tahle

Field Name | Tvpe Size | Control
TaglD Int 4 ‘ PK
TagValuc Varchar O ——

ReflD L mt 1 TK

Table 4.2: Input Fields Table



4.4 Functional Design

= Main Input Screen
The user wall enter a valid URL in the URL text field. and then choose one of
three fimetions:
» CONNECT: Connect to the server, and display the HTML source code
r TEST: Shows the tesis screen.
» EXIT. Exit the application.

1. Imterface:
s Input: Valid URI
* Ouiput: Source code or screen contans all tests

2. Constrainis:

¢ The URL must begin wath (htip.//),
o The vser should press CONNECT bafars TEST.

+ Lowmn and password must be validared
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Figure 4.12: Man Input Seresn flowehort



o  Tesla Website
This function enables the user to choose one of eight tests to test a website.
I. Interface:
¢ [nput: Choose one of the tests

s Dutput: Test Rezull

2. Constraints;
o  One of tests should be chosen,
» The user can’t change the URL at this stage.
v Information about each test displayed when a question mark is

pressed

- — T s

Flmare 4.13: Test o Website Flawehant



* Crawl a website

This funchon will store all the hyperlinks founded m the web page

1. lnterface:
o [nput: URL.
& Qutput: List of all Tinks in the webpage and the WebPages contain the links.

2. Constrainis:
e Every pase must be crawled one ime

® Only links related to the website will be stored
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Fignre 4.14: Crawl a Wehzaie Flowehart
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s Mine 3 page for input taps

This function used to extract all input tags from & webpage.

1. lnlerface:
*  Inpul: Webh pape.
s  Output: All input tags, and WebPages contain the input tags.

I, Conslraints:

= Every page contains inpul tags must be added 1o DB without redundancy.

e Twvery input tag must be added 1o DB wathout redundancy

=]
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* SOL Injection Test

This funclion used to test the website against SQL injaction commands.
* Interface:
o Input: URL, SOL injection code.
S Output: Test resull.
» Constrainis:

¢ URL must be entered befors entering SQL 1njection code

Fig:l!l't': 4.16: SOL I.I.'Ij eotion Test Flowchurl




+ Raffer Overllow Test
This function used to test the website aganst malicious code.

1. Interface:
+ Input: URL. malicious code.

*  Qutput: Test result

2. Constraints;
» This test must be done if input field found.

X}




Figure 4.17: Butfer Crhverlflons Tesl Wlowchart



» Information eakage Test
This function tests if the webstic exposes information about 11s server
1. Interface:

e  [nput: Website.
&  Dulput: Test result

2. Constraints:
+ Valid URL must be entered.
¢ These information should not be used for hacking purposes.

'F'l;-u e 4. 18: Tnfiarrmntim T.I'.II:kHEL‘I Test Flowihart
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® Cookies Test
This function enables the user to obtain mformation about eookies in tha wehsite

1. Interface:
*  Input; Website.
e Oatput: Test result

2. Constraints:
*  Vahd URL must he entered
s 'The passed if the website uses cookics,

Figure 4.19: Cookies T est Ilowehart



» Insufficient Authentication Tesi

This function tests if all pages 1n a secure website are forhidden for unauthenticarad

HSETS,

I. Interface
. Input: Secure page in a secure website,

. Qutput: Test result
2. Constraints:

* The requested page should be a secure page in a secure website

Figurc 4.20; Insufficiom Auwtheriicalion Test Flowelt
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*  Cross Site Scripting Test (XSS)
This function enables user to test if the website acoepts scripts in the URL or during input
fields.

1. Interface:
* Inpat: Website, Scnpt
¢ Output: Tast rasult
2, Constraints:
* The scnpts depend on the scripting lanpuage used in developing the website, and
also on the operating system vsed
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Fipure 4.21: Crozs Rie Seriptmo Test Flowehart
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¢+ Command Exccution Test
This function enablés power user 1o search a specific web site using patiem
1. Interface:
* Input: website, OS or language command

¢ Output; Test result

Z. Constraints:
¢ The commands depend on the language used for developing the website, and also

on the operating system used

Figure 4.22: Command Exevution Tist Flowehan




« SSL Test
This function enables user to test if the web site transmit dala over a secure channel

(SSL), und the version of SSL.

l. Interface:
*  Input: Websita
¢ Outpul; Test result

2. Constrammis:
* [Jala must be transmmtted over secure channel on the network.
s S8 atfected data ealy on the channal,
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Figure 4.23: 881 Test Flowehart
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¢ Help

This funclion ensbles user to get mformation ahout all the tests used.

1. Interface:
+  Input;: Website. Tests form.
¢  Output: Informalion Message

2, Constraints:

e  The user should press on the question mark w0 get information abut the test.

Figure 4.24: Gel Hitp Flowchart
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4.5 Summary and Recommendation:

e Fach function is explamed and designed accordingly. Using functional oriented

methodology
¢ Each function 15 designed for 1ts mput /output screens
o lhere s a complate desion for the datahase inclodes all tables and their fields
» A How chart for each function, also its interface and constraints 15 identified

¢ All constraints are explamed clearly in this section to omit any ambiguity

All system design requirements are discussed in detsils with the supervisor The

supenasor gave the feam permission to pursue work for implementation.
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Chapter Five

Coding and Implementation
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Chapter Five
Coding and Implementation

5.1 Introduction
This chapter covers the fallowing subjects
* Coding Programming Languace.
»  [Databases Svstam
* Extablishment of Development Environment
* Datsbase Creation and Configuration.
* Codmg and Unil Testing

5.2 Coding Programming Language

There are several programming lansuages that can be used in the svslem to
provide what the programmers nead | the most suitable ons is Visual Studio NET since it
has different features especially the ability of dealing with web applications, web
services, and database. It includes enhancements to Visual Basic, Visual C%, and Visual

C++, as well as a new programming lanpuage.

The WEB APPLICATION SECURITY TESTER svstem chooses the ASP Net
and Visual Basic Net as two environments of programming.

5.2.1 ASP.NET

ASPNET, the next version of ASP, is 4 propramming framework used o ¢reats
enemprise-class Web Applications. These applications are accessible on a global basis
leading to efficient information management. The advantages of ASP.NET offers are
more than just the next version of ASP
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&  Why Using ASP.NET?

Since 1995, Micrsoft has been constantly working to shift its focus from
Windows-based platforms o the Internet. As a result, Microsof! introduced ASP (Active
Server Pages) in November 1996, ASP offered the efficiency of ISAPT applications alons
with a new level of simplicity that made it easy Lo understand and use. However, ASP
seipt was an interpreted seript and consisted unstructured code and was difficult to
debug and maintain. As the web consists of many different technologies, software
integration for Web development was complicated and required to understand many
difforent technologies. Also, as applications grew bigger m size and became more
complex, the number of lines of source code in ASP applications increasad dramatically
and was hard to maintain Therefore, an architecture was needed that would allow

development of Web applications in a structured and consistent way

The NET Frumework was introduced with a vision to create globally distributed
software with Intemet functionality and interoperability. The NET Framework consists
of many class librarics, includes multiple lanpuage support and 2 common execution
platform. It's & very flexible foundation on which many different tvpes of top class
applications can be developed that do differcat things. Devaloping Internet applications
with the NET Framework 15 very easy. ASPNET is built into this framework; we can
create ASP.NET applications using any of the builtdn languages.

Unlike ASP, ASP.NET uses the Common Language Runtime (CLR) provided by
the NET Framework. This CLR managss execution of the code we write. ASP.NET code
is a compiled CLR code nstead of intempreted code (ASP). CLR also allows objects
written in different languages 1o mteract with each other, The CLR makes development
ol Web applications simple.
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Advantages Using ASP.NET

* ASPNET drastically reduces the amount of code required to build larec

applications

# ASPNET makes development simpler and eassier to mmntain with an avent-

driven, server-side programming model

¢ ASPNET pages are easy lo wrile and mamtain hecause the source code and
HIML are together

* The source code 15 executad on the server The papes have lots of power and

fexibility by this approach

¢ The source code 15 compiled the first time the pape is requested. Execution 15 Fast
as the Web Server compiles the page the first time it is requested. The server saves
the compiled version of the page for use next time the page is requested

e The HTML produced by the ASP NET page 1s sent back to the browser. The

application source code you wrile 15 not sent and 1s not easily stolen

=  ASPNET makes for easy deployment. There is no need to register components
because the configuration information is built-in

* The Web server continuously momtors the pages, components and applications
runming on it. If it notices memory leaks, infinite loops. other illegal software or

activines, 1t seamlessly kills those activities and restans itsel(

* ASPNET wahdates information (validation controls) entered by the user without

writing 4 single line of cods

*  ASPNET eamily works with ADO NET using data-binding and page formatting

{eatures

e ASPNET applications run faster and counters large volumes of users without

performange problems
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= Differences between ASP.NET and Client-Side Technologies

Chent-side refers to the browser and the machine running the browser. Server-

sidz on the other hand refers to a Web server
o Chent-Side Scripting

lavaScnpt and VBScnpt and generally used for Client-side senptng Client-side
seripling executes n the browser after the page is loaded. Using client-side seripting
vou can add some cool features to your page Both, HTML and the script are togsther
in the same file and the senpt is downloading as part of the page which ANyone can
view. A chent-side script runs only on a browser that supports scripting and
specifically the scripting language that s used. Since the script is in the same file as
the HTML. and as it executes on the machine vou use, the page may take lonwer tme

to dovmload.

o Server-Side Seripting

ASP NETT 15 purely server-side technologw. ASP NET code exscutes on the server
before il is sent to the browser The code that is sent back to the browser is pure
HTML and not ASP.NET code. Tike client-side senpung, ASP NET code 15 similar
in a way that it allows you 1o write your cods alongside HTMI.. Unliks clisnt-side
scriping, ASP NET code 15 executed on the server and not in the browser. The scripl
that vou write alengside your HI ML is not sent back to the browser and thal prevents

others from stealing the code yvou developed.

5.1.2 Visual Basic NET

Visual Basic NET is an extension of Visual Basie programming languape with
many new features in it. The changes from VB to VB NET are huge, ranging from the
change i syntax of the language to the tvpes of projects we can create now and the way

we design applications. Visual Basic NET was designed 1o take advantape of the NET
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Framework base classes and runtime environment. It comes with power packed features

that simplify apphcation development.

The biggest change from VB o VB NET is VB NET is Object-Oricnted now:
VB NET now supports all the key OOP features like Inheritance, Polymorphism.
Abstraction and Encapsulation. We can now creale classes and objecls, denive classes
from other classes and so on. The major advantage of OOP ig code reusability. VB NET
now uses ADOQ NET, a new data handbng modal to communicate with databases on
local machines or on a network and also 1t makes handling of data on the Internet casy
All the data in ADO NET 1s represented in XML format and 15 exchanped in the same
format Representing data in XML format allows us for sending large amounts of data on
the Intemet and it also reduces network maffic when communicating with the databasa
¥B NET now supports Mulnthraading. A threaded applicanon allows to do number of
different things at once, running different execution threads allowing using system
resources. Web Development is now an integral part of VB NFET making Web Forms
and Web Services two major types of applications. VB NET is strongly typed which
means that we need to declare all the vanables by default before using them,

and supports structured sxception handlng using Try.. Catch Finally syntax
5.3 Databases System
5.3.1 Databuse

The databasc consists of a collechion of tables that contain data and other objects.
such as views, indexes, stored procedures, and tngeers, defined to SUPPOT ACTVities
performed with the data The data stored in a database is usually related o a particular
subject or process Database can store either interrelated or unrelated data from other
databases For example, a server can have one database that stores personnel data and
anather thal slores product-related datn Alternatively, one datahase can store current
customer order data, and mother related database can store historical customer orders

used for yearly reporting
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£.3.2 Microsaft SQL Server 2000

Microsoft SQL Server 2000 extends the performance, reliability, quality, and
pase-ofiusa of Microsoft SQL Server version 7.0. Microsoft SQL Server 2000 mcludes
several new features that make it an excellent database platform for large-scale online

transactional precessing (OLTP). data warehousing, and e-commerce applications,

The OLTP Services [cature available i SOL Server version 7.0 15 now called
SO1. Server 2000 Analysis Services The term OLAP Services has been replaced with the

term Analysis Services. Analysis Services also includes s new data mining componant

The Repository companent available in SQIL. Server version 7.0 15 now called
Microsnft SOQL Server 2000 Meta Data Services. References to the component now use
the term Meta Data Services. The tarm repository is used only in reference o the

repository engine within Meta Data Services

5.3.3 Authentication Mode

There are two types of authentication mode, each one daals in a different way with

USETS account.

|. Windows Authentication Mode: When a user conncets through a Microsoft
Windows user account. SQI. Server validates the account name and password
using information in the Windows operating system. It uses a smgle account for
all users called ASPNET user.

-2

Mixed Authentication Mode: Allows users to connect using Windows
Authentication or SQL Server Authentication Users who connect through a
Microsoft Windows user account can make use of trugted connections
(eonnections validared by Windows) in either Windows Authentication Mode or
Mixed Mods,
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5.4 Establishment of Development Environment

1. Micmsoft Windows server family or XP.

-3

Internet Information Service (1I8),
3 NET Framework

4. SOL Server 2008,

5.5 Database Creation and Configuration
55.1 Database Creation

Right click on databases, new database then type the name of database WER
APPLICATION SECURITY TESTER project, database name is WEB APPLICATION
SECURITY TESTER.

5.5.2 Tubles Creation

Right chek on tables, new table then type the name of your table and mav creats
more than lable as needed, then type all columns name and its type if it i inleger, char.
text. Each with 1ts limiting length The last field is very important that used to allowing to
this columm to be null or not Before saving 1t, primary key field have to be chosen and if
there is relation with snother able must be justift. WEB APPLICATION SECURITY
TESTER project has a multiple of tables such as References Table, and Input Field Tahle

All of these fields mentioned in chapter four,



The following table shows the whole tables that created in the system databasg

Name | Primarykey | Forcignkey : Description

lnpuiTags Storss the input tags

- InpulTamd Referenceid _ _F -

I'able in the website

Reforences i 1 Stores the pages m the
Referencaid s

T'able | website,

Table 5.0 Daibase System Fables

5.5.3 Dalabase Diagram

TayTable
Tagll:
ReflD
Tavalue

L

:

RefTable
i RefID
| Fefyalue

Figmre 5.1 Dintahase Djuﬂnnrl

0
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3.6 Coding and Unit Testing

All sysiem units and modules were tested asainst ifs specifications, the test

ensured that the units and modules performed as expected. The following table shows

some of screens that had been tested successfully.

Sereen Function | Status | Figure
Main Screen vb | To enter URL, commect, and test Done 51
Tests Screenvb | Ta choose one of tests Done 5.2
SQL Injection A
To test SQL injection Daone 53
Resultvh
Buffer Qverflow
To test the averflaw Done 54
Resalevh
Information To test1f can get information about
Done 5
Leakage Result  the server
| |
Cookies Test , .
To pet information about coekies Done 56
Result b
Insulficient T A | o
Authentication To tesl authenticated weahsite Done =7
Result vb |
Crass Siie 5 - |
To test XS5 help Done |58

' Seripting help.vb

Tahle 5.2 Coding and Unit Testing
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I- Main Screen
» URL input text field: Enables the user to mput HTTPHTTPS webpage.
= Comnect Bufton :
¢ Sends web request o the server.
¢ Ifresponse code 2XX then,
< Read the contents of the response into an inpul stream
o Out the vontents of the stream to a RichTesaBox.

o Call crawl fimeton from g Fone Clase,

]

Call mine function Fune Class.
o If response status is 4XX, then show error messape
o TEST Butmon: Shows AllTests form.

¢ EXIT Button: terminates application



2- All Tesis S¢reen.

SOL. njection Test Bution: Shows SOL Injection Test form

Buffer Overflow Test Button: Shows Buffer Overflow Test form.
Informanon I eakage Test Button: Shows Information Teakage form.
Cookies Test Button: Shows Cookies Test form,

Insufficient Authenticaion Test Button: Shows Insufficient Authentication Test
form

Cross Site Scipting Test Button: Shows Cross Site Scripting Test form,
Command Execution Test Button: Shows Command Execution Test form.
SSI Tests Button: Shows Command Execution Test form

Question marks: shows Telp message 1o the user.

RETURN Button: Shows Main Screen form.

EXTT Button® Terminates application.



3- SQL Injection Test Form

TEST Button

£

<

3

Intialize a five SQL injection codes and the Progress Bar

Send mahcious HTTP reguests by appending a code to the URL of the

supplied webpage Each malicious request is sent separately

For cach input field m the web site subnut $QL mjection code values
Submurting a large input data to the mput filed will affect the sarver
Each request 1s batween TRY and CATCH.

The Progress Bar 1s increased by one after each request.

For each request if a response code of 2XX is received show test

success resulr to a RichTextRox,

For each request if a response code of 4XX is recerved show test fled
result to a RichTextBox.

RETURN Button® Shows All Tests [orm.
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4- Buller Overflow Test

TEST Button

Initialize a large size one Ime text file and the Progress Bar

Send malicious HTTP roquests by appending the code to the URL of
the supplied webpape

For each input field in the web site check the following:
* s there is a max value to the input filed?
* s the max length of the mput filed can be changed?

= Subnutting a large inpul data o the input filed will affect the

server?
Each request 1s berween TRY and CATCH.
The Progress Bar is increased by one afier cach request.

For each reguest if 2 response code of 2XX is received show test

success result to o RichTextBax

For each request if a respanse code of 4XX is received show test failed

result to a RichTextBox.

RETLURN Bution: Shows All Tests form,

88



S- Information Leakage Form
« TEST Bution

o Send malicious HTTP requests by using the URL of the supplied
webpage,
o Each request 15 betwaen TRY and CATCIL

o If response conlang the server version or other special mformation,

show a test success message.

¢ If response doesn’t contain the server version or other special

miformation, show a test fail message.

* RETURN Button: Shows All Tests form.
6- Cookieys Test
¢+ ‘IEST Bution
o Create CookieContamer abject
@ Send malicious HITP requests by the URL of the supplisd webpage.
¢ Foreach cookie in the response check the following:
= g the port number i supplied within the cookic?
= s 1t a secure cookie?
= |5 the cookie value contains password data?
& Each request 1= hetween TRY and CATCH

 The Progress Bar is increased by one after each request.

s RETURN Button: Shows All Tests form.
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7- Insufficient Authentication Test

TEST Bution

B

o)

Initialize paths of the names of login and passwords files and other

secrete files

Send malicious HTTP requests by appending the paths fo the URL of
the supplied webpage.

For each password mput field in the web site check the following

* s special characters are acceptable?

* s the maamum length of the password filed can be changed?

* s there is 2 maximum and mimimum length to the password filed?
Each request is berween TRY and CATCH.
The Progress Bar is increased by one aller each request

For each request it a response code of 2XX 15 received show test

success result to a RichTextRox.

For sach request if a response code of 4XX is received show test lailed

result to 8 RichTextBox

RETURN Bumon: Shows All Tests form.
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8- Cross Site Seripting Test

TEST Button

Initalize 15 senpis injechon codes and the Progress Bar

Send malicious HTTP requests by appending a code to the URL of the
supplied webpage. Esch malicious request is sent separately

Each request 1s between TRY and CATCH.
The Progress Bar is increased by one after cach request.

For each request if a response code of 2XX is received show test

suCcess result to a RichTaxtBox

For each request 1f a response code of 4XX is received show test failed

result 1o a RichTextBox

RETURN Button: Shows All Tests form.

9- Command Execution Test

TEST Button

&

O

Initialize 10 svstem command s an OS commands mjection codes.

Send malcious HTTP requests by appending command to the URL of
the supphed webpage Each malicious request is sant separately

Fach request is between TRY and CATCH

For each request if a response code of 2XX is received show test

success rasult to a BichTextBox.

For each request il a response code of 4XX is received show test failed

result to 2 RichTextBox.

RUETURN Buttoen, Shows All Tests form,
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13- SS1. Tesr
= TEST Bution

o Send malicious HI'TP requests by appending a code to the URL of the
suppiied wehpage. Each malicious request is sent separately

o The reqoast is between TRY and CATCIL

Check if the response page use S51. and the version of the S5L

]

o Check the version of the server and the cookie if it contain information

4 bout the version of S51.

o IFthe version of S5L is lower than 3 0 received show test success result
to a RichTextBox

o If the version of SSL is 3.0 received or the version can't be dotermined
show test faled result to a RichTexiBax

s RETURN Button: Shows All Tests form.




5.7 Summary and Recommendation

* The designers use the visual studionet as a programming languase to build the

systam
s Visual Basic. NET used by the developers to manage the whole system.

*  SQL server 15 used fo hink the NET with Database ervaronment as a method of

building & complete program

The project's superasor puts his signature on the chapter and gives his permission fo
pe ap Bl P

the team to bagin the next chapter
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Chapter Six

6 Testing

6.1 Introduction

The WEB APPLICATION SECURITY TESTER system must be tested after the
coding and implementation stage w ensure that every part of the system parforms as

expected 10 be, and to check it functionality works properly.
6.2 Testing Plan
6.2.1 Unit Tesling

WEB APPLICATION SECURITY TESTER system has two main types of scroen
results used Lo integrate the system process These parts are tested separately to ensure
the functionality of each component. This section will show the forms before testing and
the results of the test.

The two main parts are;

1. Testing Result Screens Part

This part shows some test results screen, we used different wehsites for testing, like:
Dtfp i i
Lk v ST Com

and others. Some of result screens shown in chapter 5

‘The next mble shows the windows-screens that has been tested



_SEH.‘.EI] Maume

Tesi Kesult

CONNECT
TEST

Done successfully

Done successiully

Crosas Site Seripting Test

Done successfully

Command Execution Test

Done succezssfully

S5 Test

Done successfully

Tha following figures are some windows samples after testing,
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* Aller Pressing CONNECT Bution:

r.hmnl cr="l* yminz v="um schemas-micosof-ocomuml® wmins oe"um schamas-rmiciss ci-
l=am oflice offics” smirs ="kt e w3 crg/ TRVEED himi40%s

Chegdy
<meta name="GENERATOR" content="WMicrosom Font-age 6 0%
emets pame="Trogld® content="FronFage Cdior Document's
{cmzts htp-gqui="Cnnlenl Tyre® mmolent="terhim, charsetewindowe-1252%

|1tiexPalestine Poivtechnic Universiyy/Hebronst e
H¢haads

<body?

eEners

| <lable borders"0" callpaddng="0" cellspacing="0" s%ie="horderrollapss: callzoza"
{hrdercalo="#111117" width="89" id="4utcNurber 1 ">
&4
o wickh="100%" afign-"cerer" dir="ly">
q-:;;rrg border="(" sre="imagaa/pic] gif” width="/00" height="5E"» <>
iy

<t wiclth="100%" giigns="caner" dir="fr"»
irap normes FRbdand*s

(ﬂ rorrre="TEY 4 B2 3 ih:ln.p.-u-“:ﬁ" hred= " mrrpra mr s E ey Lot B ™

Figure 6.1: CONMECT Testing
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*  Aller Pressing TEST Button

?
¢ Bufier Overilow Test ﬁ Cross Site Scriphne

(L] slurmaion Leckage Tos ?
A cookiestewt | >




*  Cross Site Script Test on http://’www.ppwedu

Figume 6i.3: Cross Ste Seripting | est



¢ Command Execution Test an http://www.ppu.edu

=

CLOmea

Figure 6.4: Compand Fxeoution Tes|
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= SSL Test on hittp:/'/www.ppiedu

L I8

Figure 6.5: 551 Test
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2. Help Screen Pari

This part shows some help screens, after chicking the Question mark besides each test

Screen Name Test Result i
Buffer Overflow Help Nong successtully
Information 1.cakage Help Done successfullv

| Cookies Help Done successfully |
Insufficient Authentication | Done successfully
Help '
Cross Site Scnpting Help | Done successfully |
Command Execution Help Done snccessfully
SSL Help Done successtully

The following are some web samples before and after testing



*  Buffer Overflow Help Screen

ﬁ m Butfer Owerflow Tect Help
=
¥s

P Intormatio
? 28 sSLiests |

Figure 6.6: Buffer Overflow Help
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o Ionformation Leakase Help Scieen

information Leakage Test Help

Command Execution Test

Figure 6.7: Information Leakage Help
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*  Cookies Help Sereen

_

E Sql Injection Test Cookie Test Help
P]  Butier Overflow Test

_ f, [ p——
A CootiesTe

Figure 6.8: UCookes Help

105




Inzufficient Authentication Help Screen

[P0 Salinjection Test

E m Insufficient Authentication Test Help

This fumiction vl test & paces ina-secure webslte are Al authendioseed. [l
rodpsest 5 page i a secors websie, and chenke F el agest rediractad bo The s
kngn page o atcaphia)

Figure 6.9: Tnsafficient Authentication Help
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Cross Site Scripting Help Screen

e

- 7. Salnjection Test ?

2 e —

= T P
rl | Cross Sile Scripling Tesl Help [ 3| ﬂ

Thes funetion will best I the weholte accacts s eonipl appenided 5o the UBL of sstesad
o i fiedd oF the welbmital

Figure 6.11): Cross Siie Senpung Tleln
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Command Execution Help Screen

Commafnd Execulion Texl Halp

F ]

rl m This Function il et if Hhe ysbats atoents spstein conmmands {dependineg on He
\y RETIpEing £ BrOgr S Seuagn ord Ehe cosrating-rrrtein) atoende to the URL o

= antaeadd b an nput fiekd of the websgal

Pl Dutte

Figure 6.11: Command Exseution Help

|08




550 Tests Help

Figure 6.12; §5L Lielp

109



6.2,2 System Integration Testing

In (VB.NET) screens part cach sereen has been built and tested scparately, and
when il integrated with other screens in the whole application to ensure it is pperated

successiully.

Similarly, each screen in the Help screcns part has been tested separately and then
micgrated with the complete application to verify its operation.
The integration of all ohjects was fested to ensure that the whole system performs as
expected.

6.3 Testing Plan Results

The result of each screen performs as expected when tested separately, also the
whole screens operate as expected when the application operated as a unit and process the
developer needs.

The forms of cach pan perform as expected when each one tested soparately.

They give its results correctly when operated as an integrated environment

The testing of the system intagration indicated thai the system performs as expected.

6.4 Summary and Recommendations

» FEach operation is lested sepamately to ensure that it operates as expected.

» The integration of all objects is testad to ensure that the whole system perfonmns as
cxpectad.

* The testing results indicaie that the system works correctly.

® The results before and after testing show the process for the user and in the
database system.

1o




¢ The system operation as a umit ensures that the whole WEB APPLICATION
SECURITY TESTER systam parforms as expectad to be

All system testing requirements are discussed in details with the supervisor. Tha

supervisor gave his pemussion to pursue work for Maintenance,
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Chapter Seven

7 Maintenance
7.1 Introduction

The errors und omissions in the design rEquirements are discovered during the
operation time of the propram. To handle {hese errors, the system builds the suitzble
[unctions for catching the errors and maintaining the drop points o succeed the program
perfectly, The system must therefore cvolve 10 remain useful under problem resolution.

enhaneements, and interface modifications.

This section aims to maintain the program from any identified change in order to

Keep 1ts services done correcily,
7.2 Implementation Plan

To design a system. it is necessary Lo decide the situation of the system with other
projects thut may or may not have a relation with it The relation determined wither 1o
update a specific svstem or completely design @ new one. This can be performed by three

methods of planning, they are;

. Direct Plan
Replacing the old system completely with the new vne, or when thers i5 no old

system to be replaced.
2. Pilot Plan

L'sing parts of lhe new system and keeping parts of the old system and run them

together for sometinme.
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3. Parallel Plan

Running the old system and the new system in parallel at the same time for

sometime, this used te lest und verify the new system.

The WEB APPLICATION SCCURITY RESTER system used the direct method

since it is a new systemn.

7.3 Establishment of Production Environment

The following steps show the prerequisites thal needed for the operating

environment to help the administrator configure and operate the system:

1. Microsoft Windows server family or XP.

[

- Microsoft office Fanuly.

T

- Intetnet Information Service (LIS).

d. WET Fromework.

L¥ ]

. SQL Server 2000,

7.4 Migration and Deployment Plan

7.4.1 WEB APPLICATION SECURITY RESTER System Production

1. ASP.NET Part Production

To pul the WEB APPLICATION SECURITY RESTER system in production, the

following steps must he done:
1. Build the application (BIN directory and DLL file will be ereated),

2. Copy the following files lo the production server (BIN directory, web
forms{.aspx), user controls (ascx), XML files (asmx), web.config,

olobal asax and changes of machine.config ).
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3. Creale a virmal directory using 118,

4. Register your domain name with one of the corpanies,

Ly

. While site is up and running, you can replace (update) files with new versions.

2. VB.NET Part Production

All the code behind page implemented using VB.NET

3, Duatabasc Production

¢ In the SQL server Enterprise Manager, right click on the dJatabass
name{WEB APPLICATION SECURITY RESTER) ,chuose all task and
then select Detach database

¢ The detached database will be stored in  the following
directory. ... \Microsoft SQL server\MSSQLData'
WEBAPPLICATIONSECURITY RESTER,

= To sctup dalabase on the production server right click on the databases
on the SQL server .chonse attach database

= In the attach database dialog bux browse for the location of the database.

and press Ok

74.2 WEB APPLICATION SECURITY RESTER svstem management

The system used unly by developers; to prevent unethical use for this software.

Developers have full control over the system, exccute, change, and update....ele

7.4.3 Securily guidelines
1- This software is not free sollware,

2- Using this software should be ethical.

3- Developers are not responsible for unethical use of this software,




74.4 System Updating

The possibility of changing (adding or removing) some of the program
requirements may be appeared in some cases. [f the required update needed within the
state study of the team, the maintenance is the responsibility of the proprammer’s team.
Otherwise, the update cost is the responsibility of the program owner (purchaser), When
the purchaser needs to update a requirement or add new one. he should call the

programmers team and tell what does the updaling points he need.

The programmer then does the request and resends the update, and aller any
changing, the documentation must be updated, and unit testing, integrated testing and
system testing must be done. Then display the new functionality w the purchaser to make

1he aceeptance testing in which we ensure that what he wants,

7.4.5 FError handling

During the implementation of the system, 1f an error oceurs, the etror message
and 1ts deseription will be displayed on the sereen. and then the client must dea! with the
message in a way telling tha WEB APPLICATION SECURITY RESTER developers

ghout the error.

Alter the vendor completes repairing the error, he should make unit testing,
integrating and system testing lo ensure that the system work in & cotrect way, without

damaging other functions.
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To8 'Corelusien snd Beocommendation

A good general security principle is “defense in depth”; you should have
numerous defense mechanisms (" 'layers") in place. designed su that an allacker
has to defeat muliiple mechanisms to perfarm 2 successful attack,

Daesn’t trust user inpul and don’t trust anything comes across the network.

Don't Store secrels in code or config files,

Encrypl secrets, and store them in & safe place.

Use principle of least privilege: Access duta with the lowest possible permission.
Pay attention to sensitive information.

Don’t depend on inheritng secure defaults information.

“All input is evil, until proven otherwise”,

Never make a decision based un the name of something.

Validate for correctness, reject otherwise,

Security remains a major rondblock to universal acceptance of the Weh for many
kinds of transactions, especially since lhe recenr sharp increase in remately
exploitable vulnerabilitics have been attributed to Web application bugs.

Zero nisk 18 not practical

There are several ways to mitigate risk

Don't spend # million hucks to protect a dime .

There are three types of implementation plan: Direct, Pilot, Parallel.

I'he systern used the Dircel Plan since it 15 a new system.

The programmer must prepare the suitable environment to deal with the svstem.
The administrator must keep database access as sccure as possible.

The designers put reports [or handling the etrors or updaling the system if needed.

All system maintenance requirements are discussed in details with the SUpETVisOT,

The supervisor gave kis acceptance,
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