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اिऻڪٌۘ

َگܭ ً؇Ⴄၽ݁৕৑ن أݬٴں ا৕৑ݿأ؇ف، ݿ٭؇رات ሒᇭ اܳޚٴ٭۰ ೑಻ଫଐَ৕৑ا أۏ۳ݞة اݿٺ༱ڎام ߙ߳اࢴࣖ ؕ݁
݁أݠݪً؇ أݬٴں اܳٺٴ؇دل ۱ڍا أن ৖৑إ اৎ৊ފྥލڰ٭؇ت. ሌᇿإ ڣިري ႟ၽ૰૖ ๮ཚݠగጻዧ ل۰ اࠍ੆٭ި اܳأఈః݁؇ت
มฆܳوا ا౫౜ర৖৑؇ل، أو اܳٴ٭؇َ؇ت ۋگ݆ و෠඾݄؇ت اࠍ੅ڎ۰݁ رڣݥ ෠඾݄؇ت ۊݱިݬً؇ ،۰ਃ಻اଫଊاܳފ٭ ዛውይዧڎࢴࣖات
أَިاع ܳأڎة اܳޚٴ٭۰ ೑಻ଫଐَ৕৑ا أَޙ۰݄ ෛູݯؕ .๮ཚݠৎ৊ا ۰݁ఈఃݿ وዛኤڎد ۰༥ݠ੆اࠍ اܳگݠارات اෛູ؇ذ රඝّޝ ڢڎ
ఈః༠ل ݆݁ اܳޚٴ٭۰ اܳٴ٭؇َ؇ت ඔ൹݁؊ّ আॻ༟ اࠍ੆؇ܳ٭۰ اࠍ੆ߺࠊل ஼ߵணߙ ྘ྲྀٷ݄؇ ෛ੼ٺܹڰ۰. ޗٴگ؇ت ଫଊ༟ ا୒ୖ݄۠؇ت ݆݁
اܳٷگܭ أ਍ು؇ء اܳލڍوذ ا܋ྥލ؇ف আॻ༟ ஼ߵணߙ ৖৑ ؇ዛኡ؆ڣ ،ᄭᄥٺٷگৎ৊ا اܳޚٴ٭۰ اܳٴ྘٪؇ت ሒᇭ ඔ൹૰૜ اܳٴߺࠊك أو ଫଃاܳྥލڰ

.ঌॻاܳڰأ اܳިڢب ሒᇭ اܳٴ٭؇َ؇ت وො੼ٺިى ᄎჼاܳލٴ ݿߺࠊك ොູܹ٭ܭ أو
لگިم اܳޚٴ٭۰، اܳޚިارئ ࠍ੅ڎ݁؇ت ঌॻاܳڰأ اܳިڢب ሒᇭ لأ݄ܭ أ݁ٷ٭ً؇ إޗ؇راً ۰༡ޗݠو৙৑ا ۱ڍه ّگଫଐح
أࢻࣖاً، ਒ಾݑ ৖৑» ݁ٴڎأ ሌᇿإ اݿྥٷ؇داً اܳٴ٭؇َ؇ت، وො੼ٺިى ᄎჼاܳލٴ :ඔ൹ل ݁ފٺި আॻ༟ اৎ৊ފٺ݄ݠ واܳٺ༲ܹ٭ܭ ً؇ৎ৊ݠاڢٴ۰
وݬިل ڢٴܭ ل۰ ڣިر إරජاءات واෛູ؇ذ اዛውܳڎࢴࣖات ا܋ྥލ؇ف ሌᇿإ ا৕৑ޗ؇ر ۱ڍا ዛኗڎف .«؇ًஓ୴دا ොູگݑ

اৎ৊ފྥލࠕࠥ. ሌᇿإ اܳٴ٭؇َ؇ت
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ل۰، اܳݱڰݠ اܳټگ۰ وஓ஁ިذج اৎ৊ྟފޔ، ጵ጑اܳྥފ ܋ލژ وَޙ؇م ،ሒᇿ৚৑ا اܳٺأ޺޾ ّگٷ٭؇ت اࡺ࢕ࢦިذج ༇ံࣖࢴ
ᄎჼاܳލٴ ݁ފٺިى আॻ༟ اࠍ੅ڎ۰݁ رڣݥ ෠඾݄؇ت (١) :ඔ൹ل ݁ފٺި আॻ༟ اܳٺޚٴ٭ݑ Ⴄ၍؇௱௯௫ة ۰ਃಮ؇اܳټٷ واৎ৊ݱ؇دڢ۰
଩ଃ܋ߵ ߙ ؕ݁ ا௱௯௫ٺިى ݁ފٺިى আॻ༟ اܳٴ٭؇َ؇ت ۋگ݆ ෠඾݄؇ت (٢) ො੼ڎودة؛ وႤ၍؇ො੼ة ༟؇م وݬژ ؕ݁
ًأݞل ّگިم ؜ਲ਼ل آܳ٭۰ اܳٷޙ؇م لޚٴݑ ෠඾ިم، ا܋ྥލ؇ف ؜ٷڎ اৎ৊ފٺިى. ۱ڍا আॻ༟ ّڰݱ٭ܹ٭۰ و݁ٷ؇ڢލ۰
واۏ۰۳ ڣݱܭ أو اܳٴ٭؇َ؇ت، ۋگ݆ ෠඾ިم ᄭᄟ؇༡ ሒᇭ ا৕৑ݿأ؇ف ݿ٭؇رة دا༠ܭ ނٴܝٺ۬ ݆݁ اଫଐ௰௯௫ق اࠍ۳੊؇ز
ᄎცݠ੆اࠍ اཹྥލ؇ر ஓ୷ٷؕ ؇ᆙᆘ ،ᄎჼاܳލٴ ݁ފٺިى আॻ༟ اࠍ੅ڎ۰݁ رڣݥ ෠඾ިم ᄭᄟ؇༡ ሒᇭ ا৕৑ݿأ؇ف ݿ٭؇رة ᄎჼނٴ
۰ਃಮاܳأލިا واܳ؞؇ً؇ت ا৙৑ڢݠب، واࠍଫଃ᛻੊ان اܳگݠار، ෠ஙݠة ݁ټܭ ሒᇿ৚৑ا اܳٺأ޺޾ ݁ݱٷڰ؇ت ೞಱࣁࣖر لࡤࡲ اࠍ੅ٴ྘ټ۰.
ܳݯ݄؇ن ا৕৑ݿأ؇ف)، (ݿ٭؇رة اܳޚݠڣ٭۰ اܳأگڎة ؜ٷڎ ଫଊٺෛ ُູ ቕ቉ ஓ஁ިذۏٷ؇)، ሒᇭ (اৎ৊ފྥލࠕࠥ ۰ً؇༲اܳފ ሒᇭ

.ᄭᄥ݁ٺٷگ ޗٴ٭۰ ྘ྲྀ٪؇ت ݆ᆙᆕ اৎ৊ިارد اݿఈఃዛውك ඔ൹ފොູو ঌॻاܳڰأ اܳިڢب ሒᇭ ڢݠارات اෛູ؇ذ
আॻ༟ اܳڰ٪؇ت ݁ٺأڎد اܳٺݱྡྷ٭ژ ሒᇭ أداء أڣݯܭ ۋگݑ اܳگݠار ෠ஙݠة ஓ஁ިذج أن اႤ၍؇௱௯௫ة ༇຀؇ਐ಻ أޖ۳ݠت
و݁أ؇݁ܭ ٪٩٨٫٠٩٦ ًܹ؞ب ၯ၍٭۰ ࢻࣖڢ۰ ،(௧ਤޗٴ٭ ޗٴ٭۰، ᄭႍၽ݁ލ (෠඾ިم، اܳٴ٭؇َ؇ت ො੼ٺިى ݁ފٺިى
ࢻࣖڢ۰ ۰ਃಮاܳأލިا اܳ؞؇ً؇ت ዻዧذ ሒᇭ ؇ஓ୾ اරඝ৙৑ى، ً؇ࡺ࢕ࢦ؇ذج ݁گ؇ر۰َ ،٪٩٧٫١٧٢ ًگ٭۰݄ ݁؇ਃುިز ارਊಾ؇ط
ارਊಾ؇ط و݁أ؇݁ܭ ٪٩٧٫٧٢ ࢻࣖڢ۰ ا৙৑ڢݠب واࠍଫଃ᛻੊ان ،٪٩٧٫٠٥٥ ارਊಾ؇ط و݁أ؇݁ܭ ٪٩٨٫٠١

.٪٩٦٫٥٦
ஓ஁ިذج اܳޚٴ٭۰، اܳޚިارئ ༠ڎ݁؇ت اܳޚٴ٭۰، ا৙৑ۏ۳ݞة ೑಻ଫଐَا ،ᄭᄟ৚৑ا ܳ؞۰ - اৎ৊ڰٺ؇ۋ٭۰ اగၵၽܳ؇ت

.۰ਃಮ؇اܳټٷ اৎ৊ݱ؇دڢ۰ ل۰، اܳݱڰݠ اܳټگ۰



Abstract

The growing use of the Internet of Medical Things (IoMT) in ambulances enables

real-time transmission of patients’ vital signs to hospitals. However, this exchange

is increasingly exposed to cyber threats, especially Distributed Denial of Service

(DDoS) and data injection or spoofed attacks that can delay critical decisions and

compromise patient safety. This IoMT system is subject to various kinds of attacks

across multiple layers. While many existing solutions focus on securing medical

data through encryption or blockchain in a mobile medical environment, they do

not focus on detecting anomalies during transmission or analyzing network and data

content behavior in real-time. This thesis proposes a real-time security framework

for Emergency Medical Services (EMS) that continuously monitors and analyzes

both levels, network and data content, based on the principle of “never trust, always

verify.” The aim is to detect specific threats and take immediate action in real time

before the data reach the hospital. The model integrates Machine Learning (ML),

a Signature Intrusion Detection System (SIDS), the Zero Trust Model (ZTM), and

Two-Factor Authentication (2FA) to simulate the application at two levels: (1) DDoS

attacks at the network level with a general description and less simulation; (2) data

injection attacks at the content level with focusing and discussion in detail at this
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level. Once an attack is detected, the system applies an isolation mechanism that

either isolates the compromised IoMT device from its network at the ambulance

in case data injection comes from that device, or disconnects the ambulance’s net-

work interface in case of DDoS at the network level, preventing further propagation

of malicious traffic. ML classifiers such as Decision Tree (DT), K-Nearest Neigh-

bors (KNN), and Random Forest (RF) are trained in the cloud represented in our

work by the hospital and then tested at the edge node (ambulance), which is the

closest point to the data collection to ensure real-time decision-making and optimize

resource usage under the constraints of mobile medical environments. The simulation

results demonstrate that the DT model achieved the best performance for multiclass

classification at the data-content level (attack, medical issue, normal), with an overall

accuracy of 98.096% and an Matthews’ Correlation Coefficient (MCC) of 97.172%.

This compared with other models, including RF with an accuracy of 98.01% and

MCC of 97.055%, and KNN with an accuracy of 97.72% and MCC of 96.56%.

Keywords: IoMT, ZTM, 2FA, EMS, ML.
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Chapter 1

Introduction

Internet of Things (IoT) represents the latest phase in the evolution of communica-

tions technology. It enables physical objects to be linked and empowered as sensors,

which allows them to generate, access, and effectively share information. IoT has

already been implemented in various fields, such as smart cities, smart environments,

smart transportation, and emergency systems [1],[2].

IoMT is a growing part of IoT, where devices, sensors, and software are combined

to enable the acquisition and sharing of medical data. IoMT is capable of revolu-

tionizing healthcare with the advanced and therapeutic measures for a wide range

of health conditions. It also ensures better engagement of patients in their health-

care, such as remote patient monitoring and emergency responses, offering significant

improvements in care delivery and outcomes, and improving the quality of life of in-

dividuals and communities [3]. In healthcare systems, medical environments can

2
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be classified as either static, such as hospitals, or mobile, such as Internet of Medi-

cal Vehicles (IoMV), which typically refers to connected ambulances equipped with

IoMT devices, medical tools, and real-time communication capabilities. However,

the increasing use of IoMT devices, such as pulse oximeters and smart thermome-

ters, in healthcare systems is inviting the rise of cyberattacks. These ambulances

play a dual role: technologically, they monitor and transmit patients’ vital signs to

hospitals in real time; medically, paramedics provide urgent care. Recent literature

on EMS further emphasizes the role of the ambulance as a vital mobile unit within

the pre-hospital emergency care chain [4, 5, 6, 7].

In this thesis, the term “ambulance” will refer specifically to a smart and con-

nected medical vehicle which equipped with IoMT devices, and able to monitor and

report patient vital signs in real-time. The term EMS will be used to denote the

broader emergency care system that includes ambulances, medical personnel, IoMT

devices, and communication infrastructure involved in pre-hospital care. Most IoMT

devices are small, power-restricted, and easily available and are therefore vulnerable

to cyberattacks. These limitations, like low computations and unreliable communi-

cations, are exacerbated in mobile healthcare environments such as ambulances. Due

to their mobility and utilization of insecure communication protocols, IoMV systems

generally face enhanced cybersecurity threats when sending patient data like vital

signs in real-time. Additionally, the absence of standardized security protocols for

medical devices exposed them to attack at various points in the network [4],[8]. IoMT

changed the healthcare sector by creating medical devices and networked systems
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that confidently collect, transmit, and store patient information. This technology

facilitates healthcare professionals real-time knowledge, and workflow simplification,

which in the end leads to an increase in the quality and efficiency of patient care.

In the EMS system, the ambulance is being integrated with an advanced system

consisting of IoMT monitoring a patient’s heart rate and blood pressure, which con-

stantly monitors the patient’s vital signs. All data is continuously transmitted to

the hospital database for immediate evaluation by the doctor in advance before the

arrival of the patient [9].

Despite the critical role that smart ambulances have in the EMS system, the

secure transmission of vital signs remains a challenge. Attacks targeting the network

or IoMT devices or the medical data itself may lead to data loss, delays, or ma-

nipulation, potentially endangering patients’ lives. Although scaling IoMT devices

enhances healthcare monitoring and diagnosis, it also increases security vulnerabili-

ties and makes them attractive targets for cyberattacks such as malware and DDoS,

which threaten patient data and device functionality. [10],[11].

Few studies work on this area, and the existing solutions don’t focus on provid-

ing real-time, dual-level protection at both the data content level (vital signs) and

network traffic, which this study aims to address through a dual-layer approach, par-

ticularly suited for resource-constrained mobile environments. Due to the limitations

in IoMT devices (low processing power and memory) the local computation is poor.

This problem is solved by edge computing by making available neighboring com-
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putational resources for real-time analysis. In enabling intelligent decision-making

using AI. On the other hand, cloud dependence leads to latency and breaches in pri-

vacy, especially with health data that is sensitive [12],[13]. Therefore, the model is

trained on the cloud using enormous volumes of data and deployed at the edge node,

like a gateway or smart device in the ambulance, to perform light-weight, real-time

anomaly detection on network traffic and patient data at the point of care.

This thesis aims to develop a security framework to protect patient data transmit-

ted from IoMT devices during ambulance transport to the hospital by an integrated

model that utilizes ML, SIDS, 2FA, and ZTM. It achieves this by analyzing both data

content behavior and network traffic at the edge node located within the ambulance

using ML techniques. Based on where the anomaly is detected originating from,

the system can either isolate the infected medical device or the external network

interface to quarantine the attack and preserve system integrity.

1.1 Problem Statement and Analysis

In EMS ambulances equipped with IoMT devices, vital signs of patients are trans-

mitted to hospitals in real time to enable faster clinical decision making. However,

this mobile transmission process is highly vulnerable to cyberattacks, particularly

due to the constrained nature of mobile environments and the lack of standardized,

secure communication protocols. Transmissions are subject to various kinds of at-

tacks, such as DDoS and data injection attacks, that compromise patient safety even

before patients have access to the hospital. A recent report by CyberPeace highlights
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how DDoS attacks targeting healthcare systems have led to interrupted basic care

services, delayed emergency response, and loss of life [14].

Although most existing studies have focused on securing data transmitted within

hospital-based systems like encryption or blockchain technologies, limited research

has addressed the security of EMS, particularly the communication between ambu-

lances and hospitals. Most current studies focus on post-transmission protection,

assuming that the connection and data transmitted from IoMT devices is already

trustworthy. However, according to the ZTM principle, ”never trust, always verify”

this approach highlights the need for continuous verification of data during trans-

mission through the network. Besides, common safety and cybersecurity standards

such as ISO 26262 and ISO 14971 were designed for in-hospital or static environ-

ments and do not accommodate the unique challenges posed by mobile IoMT systems

within ambulances [4]. Further, emergency medical personnel often operate without

formalized risk management protocols to direct handling these compromised devices

in transit. All of these gaps highlight the need for real-time, customized security

practices dedicated to the EMS communications environment.

1.2 Motivation

The growing reliance on IoMT-enabled ambulances for real-time patient monitoring

presents an urgent need for enhanced security mechanisms that go beyond traditional

data protection techniques. Existing solutions largely focus on securing data at rest

or in transit using blockchain or encryption, but they don’t focus on evaluating the

trustworthiness of the data source or detecting anomalies during live transmission.
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Traditional security methods cannot effectively stop zero-day attacks and need a lot

of computing power, which small IoMT devices with limited batteries cannot pro-

vide. EMS systems are vulnerable to attacks that could inject false medical data

or disrupt communication entirely events that may lead to misdiagnoses, treatment

delays, or even patient harm. Advanced machine learning techniques can help by

learning from the large amounts of data generated by these devices to find new types

of attacks more quickly and efficiently.

Motivated by these limitations, this thesis introduces a real-time integrated frame-

work specifically designed for mobile EMS environments. The proposed approach

tackles security threats on two fronts: at the network level, it detects DDoS attacks

that aim to block the communication channel between the ambulance and the hospi-

tal; at the data level, it identifies injection attacks from compromised IoMT devices.

By continuously analyzing both network and data content behavior, the system is

able to detect anomalies early and apply an isolation mechanism that either isolates

the compromised device from their network or disconnects the ambulance’s network

interface to minimizing further damage.

This thesis is particularly motivated by the lack of real-time practical solutions in

the literature that address the mobile and vulnerable nature of ambulance environ-

ments. Through the integration of ML models, ZTM, SIDS, and 2FA with real-time

response measures at the edge (ambulance), the proposed framework intriduce a sig-

nificant improvement in protecting the flow of critical patient vital signs data before

arrival at the hospital.
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1.3 Research Objectives

This research aims to propose a security framework and attack detection in real-time

by integrating ZTM, SIDS, ML, and 2FA in a mobile healthcare environment.

This research aims to address the following objectives:

1. Develop a real-time security framework for protecting patient vital signs trans-

mitted from ambulances to hospitals.

2. To provide dual-level threat detection by detection of network-level attacks,

such as DDoS. Data-level attacks, including spoofed or injected vital signs.

3. To enable real-time response actions at the edge (ambulance), such as isolating

a compromised IoMT device or network interface for the ambulance temporar-

ily until the issue is resolved by the security team, after notifying them about

the problem.

4. Reduce latency and dependency on cloud infrastructure by deploying AI-based

detection at the edge.

5. Balance security and performance, especially in mobile medical environments

with limited computational resources, by using ML models.

1.4 Contributions

To the best of our knowledge, this is one of the first frameworks to integrate ML,

SIDS, ZTM, and 2FA within a smart ambulance (IoMV) environment.

The main contributions of this study are as follows:
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1. Proposed a good integrated security framework for a mobile healthcare system

combining ZTM, SIDS, ML, and 2FA.

2. Introduced a dual-behavior analysis approach that monitors both network traf-

fic and data content (vital signs) behavior.

3. Implemented an isolation mechanism at the edge (ambulance) that reacts to

the type of threat:

• Isolates a specific IoMT device if data is compromised.

• Isolates the ambulance network interface if a DDoS is detected.

Note: The isolation temporarily until the issue is resolved by the security

team, after notifying them about the problem.

4. Integrated 2FA at the edge, ensuring that paramedics are not trusted by de-

fault, even by authorized personnel, unless verified.

5. Enabled intelligent differentiation between medical issues, cyberattacks, and

normal cases, using ML-based classification to avoid medical misdiagnosis.

6. The system was simulated to operate in real-time on edge-level devices, showing

that it could be effectively used in EMS.

7. Integrate ML model’s result classification with ZTM at the data content level

to determine the next suitable action, which reduces the False Positives Rate

(FPR).
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8. A comparison table of previous studies across multiple levels has been prepared,

as illustrated in Chapter 3.

9. We simulated a synthetic attack dataset as a simplified case scenario consisting

of approximately 81,000 records, and about 1,500 medical issue cases, and

included the resulting dataset in the appendix for reuse.

1.5 Research Methodology

1. Developed a simulated framework integrating ML, SIDS, ZTM, and 2FA to

secure IoMT data transmission.

2. Used two distinct datasets:

• Network-level: ICU Healthcare Security Dataset, focusing on DDoS at-

tacks.

• Data-level: Human Vital Signs Dataset, used to simulate real and tam-

pered vital signs.

3. Trained ML models in the cloud and tested them at the edge to ensure fast

and efficient real-time anomaly detection.

4. Applied different ML algorithms such as DT, RF, KNN, and NB, suitable for

low-resource devices in ambulances.

5. Simulated attacks by generating medically implausible data (e.g., unrealistic

temperature or heart rate) that violated physiological logic and consistency

with other vital sign readings, to test data integrity.
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6. Implemented ZTM logic to isolate either the infected IoMT device or the am-

bulance’s network interface, based on the source of the anomaly.

7. Used SIDS to analyze abnormal vital signs, determining if the issue is health-

related or an injected cyberattack.

8. Evaluated system performance using standard metrics macro average for: Ac-

curacy, Precision, Recall, and F1-Score. FPR, False Negatives Rate (FNR) for

each class, Detection Time, Memory Usage, MCC, Cohen’s kappa and Area

Under the Curve (AUC).

1.6 Publications

• The following paper has been published at the IEEE CiSt’25 conference: B.

Abu Sabha and R. Tahboub.”Framework to Integrating IDS, Machine Learning,

ZTM, and Two-Factor Authentication into IoMT Systems” in [ AIMP’25 ]

- 7th IEEE conference on Artificial Intelligence and Multimedia Processing

(CiSt’25), presented on October 4, 2025, and the work has also been selected

for publication in the open-access International Journal of Information Science

and Technology (iJIST).

• Also the paper has been submitted and accepted for participation in the Scien-

tific Research Award organized by the Ministry of Education, Palestine, 2025

– 3rd cycle ”Research Priorities”.
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1.7 Thesis Organization

The rest of the document is organized as follows: Chapter 2 presents an introduction

and background on IoMT system layers, as well as the key tools used in this work,

including ZTM, SIDS, 2FA, and ML. It also presents an overview of the attack model

addressed in this work. Chapter 3 presents a literature overview, and Chapter 4

presents the proposed system model and architecture. Implementation, simulation,

and results are provided in Chapter 5. Finally, conclusions and future works are

summarized in Chapter 6.



Chapter 2

Background

In recent times, healthcare and modern technology have received significant attention

due to their growing impact on daily life and medical services. IoMT is a subsection of

the broad area of IoT, mainly oriented at applications in the medical and healthcare

fields. However, as the use of IoMT devices in healthcare keeps increasing, their

security has become a major concern [15],[16].

2.1 IoMT in Palestine

Current research [59] shows a possible real-world implementation of IoMT solutions

in Palestine, specifically in regards to the area of telemedicine for elderly individuals.

In this regard, they designed a smart health monitoring system utilizing wearable

sensors to detect vital signs such as pulse rate, oxygen level in the blood, body

temperature, and Electrocardiogram (ECG), with real-time wireless data transmis-

sion to centrally hosted platforms for analysis and medical follow-up. This system

was implemented to specifically counter the challenges experienced in Palestine in

13
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terms of limited movement, poor health delivery infrastructure, and lack of medical

professionals by allowing continuous health monitoring and subsequent medical in-

terventions.

On a related note, other research conducted in Palestine suggests that health

delivery frameworks designed under both IoT and IoMT have been successful in

improving access to healthcare in underserved and distant regions by reducing the

need for non-essential hospitalizations and improving health delivery decisions with

real-time data availability [6].

2.2 IoMT Systems Architecture

Studies show that IoMT applications use various architectures based on their specific

requirements and purposes. While each technology claims to be the best solution

for a given application, they generally follow a three-layer structure, as shown in

Figure 2.1.
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Figure 2.1: The layers in IoMT architecture [17].

• Perception Layer: The foundational layer reads and collects health data using

sensors and IoMT devices such as pacemakers, smartwatches, and oximeters.

These devices transmit raw data to the network layer without processing [15].

• Network Layer: Is responsible for transmitting medical data from the gateway

(edge node) to the cloud using various communication protocols such as Wi-

Fi 6, Narrowband Internet of Things (NB-IoT), Bluetooth, IPv6 over Low-

Power Wireless Personal Area Networks (6LoWPAN), ZigBee, and 5G NR New

Radio (NR), Since network security is a major concern in healthcare, processing

data at the edge instead of relying entirely on cloud computing helps reduce
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latency, minimize privacy risks, and enhance real-time monitoring of critical

patient data [18],[19].

• Application Layer: Acts as an interface for end-users and healthcare profes-

sionals, enabling access to patient data, monitoring, and resource management,

essential for delivering healthcare services [20].

Other studies show that the IoMT systems consist of three levels:

1. Device: Sensors and IoMT devices.

2. Edge node: Helps IoMT devices by providing extra processing and storage

power, allowing smart data analysis to happen closer to where the data is

generated instead of relying only on distant cloud servers. Examples include

smartphones and gateways, which in our work are located inside the ambulance.

3. Cloud: Offers powerful processing and virtually unlimited storage, enabling

the registration and secure management of all medical devices and edge nodes

by storing their real identities [3],[12].
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2.3 Attack Model

IoMT device-driven health systems are increasingly under threat of cyberattacks due

to the many entry points and layers in their architecture. These attacks can tar-

get different parts of the system to steal or modify sensitive medical data or even

cause harm to patients and hospitals. Each layer in the system has its own set of

security challenges. For example, DoS and DDoS attacks are applied against the

denial of access to healthcare services by saturating the network or devices. Man-

in-the-Middle (MitM) attacks target stealing or compromising data as it is moved

between devices, especially at the edge or network levels. At the application layer,

attacks such as sniffing and access control attacks are common. Ransomware and

malware attacks primarily affect the storage and cloud layers, resulting in data loss

or corruption. Other attacks, like injection and password-based attacks, attempt to

bypass login systems and user access controls [10],[21]. A summary of most of these

attacks and their potential impact on healthcare IoMT environments is provided in

Table 2.1 and 2.2.
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Table 2.1: Common Cyber-Attacks in IoMT Environments

No. Attack Type Description

1 MitM Attacks This refers to a type of cyber-attack involving an attacker intercepting com-

munication between two parties undetected and modifying it, making it pos-

sible for this attack to have serious implications within IoT or IoMT envi-

ronments to eavesdrop or manipulate data undetected [61].

2 Ransomware Attacks The aim of ransomware attacks is to prevent users from having any form

of access to their files on the computer through encryption while paying a

ransom. This is a major concern in hospitals due to the economic costs

associated with such attacks [62].

3 Injection Attacks An injection attack happens when attackers launch their attacks through

communication channels involving IoMT devices, which may include ficti-

tious oxygen saturation values for example. This may result in erroneous

patient diagnosis or inappropriate medical interventions. In other instances,

attacks target the transmission of malware, resulting in compromised medical

equipment or unauthorized access to personal healthcare information [63].

4 Malware Attacks Attackers gain system access, and malicious acts such as crashing, modifying,

spying on, or deleting system or data files and folders are possible by exploit-

ing vulnerabilities in the device protocol system to install malware [21].

5 DDoS Attacks A device and/or network is flooded with spurious requests, thereby rendering

it unusable. Deny of Service attacks are very important in a hospital setting

where downtime can be potentially life-threatening [64].
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Table 2.2: Common Cyber-Attacks in IoMT Environments

No. Attack Type Description

6 Phishing Attacks

Phishing is a method of attempting to acquire potentially valuable

pieces of information, such as usernames, passwords, or medical data,

for malicious purposes by means of targeted communications, includ-

ing emails and instant messaging in which the malicious party at-

tempts to induce victims to click on links to malicious websites or

download malware [71].

7 Medical Data Tampering Attacks

Medical data tampering refers to the unauthorized modification of

medical data, where the attacker changes the content of medical in-

formation such as medical images, electronic health records, and sen-

sor readings, which results in incorrect interpretations of the medical

data [72].

8 Data Poisoning Attacks

Data poisoning attacks happen when an attacker injected malicious

or manipulated samples into the training dataset in an attempt to

poison the learned model and produce incorrect predictions during

deployment [73].

9 Third Party Attack

Third parties, such as vendors and contractors, may also need to have

access to the system, which poses a security risk, as an attacker can

use this to gain access to a number of healthcare organizations with

a single attack [74].

10 Cloud Account Attack

Cloud Account Attack is an attack where attackers target cloud users’

or administrators’ accounts through weak authentication, stolen cre-

dentials, and/or misconfiguration, resulting in unauthorized access to

sensitive information and services. This type of attack may result in

data breaches and misuse, considering that cloud environments are

prone to account and access control vulnerabilities [75].

11 Data Breaching

In the healthcare sector, a data breach is referred to as the unautho-

rized acquisition, access, use, or disclosure of protected health infor-

mation, which violates the privacy or security of the health informa-

tion [76].
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Most attacks have been addressed in previous studies. In this work, we specifically

focus on two attack types: injection and DDoS. The study further integrates the ZTM

with injection attacks to enhance security, prevent unauthorized data manipulation,

and improve the overall resilience of IoMT systems against such threats especially

in the case of smart ambulances, Other attack modes can also be integrated and

implemented in a similar way in this layer.

2.4 Integration of Advanced Technologies in EMS System

2.4.1 The Zero Trust Model (ZTM)

It is a cybersecurity model that, while not new, has gained significant traction in

recent years. It was first introduced by John Kindervag in 2010 [22] when he was

working as a principal analyst at Forrester Research. The idea behind it starts

from the assumption that threats can come from anywhere, either inside or outside.

Instead of trusting users and devices by default, zero trust is an approach of ”Never

trust, always verify [23]. It is an intelligent approach that continuously verifies the

user’s identity and permissions before granting resource access, regardless of location

or network. Access is temporary and requires regular revalidation, forming the key

principles of ZTM [24] as illustrates in Figure 2.2:

A. Never trust, always verify: Thus, the general principle by default is that no

user, device, or network is to be trusted, even in the security perimeter. Any

access request must be authenticated and authorized before access is approved.

B. Least Privilege Access: Grants users only the minimum access needed for their

tasks, limiting potential damage if an account is compromised.
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Figure 2.2: ZTM General Principles

C. Micro-Segmentation: Micro-segmentation divides the network into isolated

zones, limiting an attacker’s lateral movement and minimizing potential im-

pact.

D. Continuous Monitoring and Validation: Detecting unusual activities after be-

havioral analysis and logging instead of assuming granted access is always safe.

The importance of ZTM lies in its operating principle: never trust, always

verify. This reduces external and internal risks that threaten the system, re-
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quiring continuous verification and monitoring, and also isolating the source

of the threat.

2.5 Two-Factor Authentication (2FA)

It refers to an identity and access management security mechanism that requires two

categories of identification for the use of resources and information [25]. Authenti-

cation factors can generally be classified into three traditional categories as follows

[26]:

• Something known (password, pattern, etc.).

• Something owned (smart cards, OTP, etc.).

• Something inheritable (biometric, fingerprints, behavioral pattern, etc.).

Different authentication methods exist, such as Single-Factor Authentication (SFA),

2FA and Multi-Factor Authentication (MFA). This would mean that as the factors

increase, the security will be improved to give data more protection. This research

will focus on 2FA to balance security and usability. We will enhance security by incor-

porating additional mechanisms, including ML, zero trust, and SIDS, to strengthen

security further and safeguard sensitive information. Significantly minimize the risk

of security breaches in IoMT devices.

2.6 Intrusion Detection System (IDS)

It is an active security component that monitors and inspects system or network

traffic to detect vulnerabilities and threats. IDS is always vigilant for user informa-

tion, network, and service traffic to detect unauthorized access and extend integrity,
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confidentiality, and availability (CIA) to information systems. IDS plays a pivotal

role in network security, especially in IoMT, as it helps prevent and detect different

classes of known attacks [27].

In general, IDS can be categorized in two ways, as illustrated in Figure 2.3:

Figure 2.3: Intrusion Detection Methodologies

• Classification by methodology.

• Classification based on the platform being monitored.

IDS can be classified as anomaly-based and signature-based detection. Anomaly-

based detection learns normal behavior and alerts when deviating, which has the

capability to detect zero-day attacks. It is difficult for it to accommodate changes

and tends to produce high false positives. In contrast, signature-based detection

compares events to known attack signatures called SIDS, with higher accuracy and

fewer false positives, but cannot detect unknown attacks [28]. In our proposed model,

we used SIDS when training the model on the cloud to determine the specific intru-
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sion at the data content level.

In IoMT, ambulance-based emergency medical services rely on IoMT devices to

monitor patients’ vital signs and transmit real-time data to hospitals. However,

these systems face security threats like DoS/DDoS attacks, which can disrupt data

transmission and delay ambulance vehicles.

Study [29] classifies cyber-attacks on intelligent vehicles, including ambulances,

into two main types: in-vehicle threats targeting onboard systems like devices patient

data, and network threats. This research adopts that classification in the context of

ambulances, focusing on two threat levels: data content and network communication

level. This layered approach supports the proposed system’s ability to detect cyber

threats and secure real-time transmission of vital signs at two levels.

2.7 Machine Learning

Organizations are increasingly turning to Artificial Intelligence (AI) to withstand

emerging cybersecurity threats, technological problems, lack of resources, and in-

creasing system strength [35]. ML, which is a branch of AI, enables machines to be

trained on data without explicit programming. Active ML is effective for complex

problems that classical solutions find challenging and fits new data nicely. From re-

search, it is shown that ML in Intrusion Detection System (IDS) can effectively detect

zero-day attacks and vulnerabilities, while rule-based IDS can detect known attacks.

Current work highlights the requirement for feature selection and pre-processing to
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improve attack detection. Four categories of ML types illustrated in Figure 2.4 can

be utilized to solve EMS security issues [30], [31].

Figure 2.4: Overview of Machine Learning Types

• Supervised Learning: This detects the known attacks, which have labeled data.

• Unsupervised Learning: It identifies anomalies from normal behavior without

labels.

• Semi-Supervised Learning: Combines both to handle limited labeled data.
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• Reinforcement: Models are based on reward or penalty (positive/negative).

The figure illustrates an overview of the main categories of ML. The highlighted

path in blue represents the focus of this research, specifically supervised learning

with discrete outputs, such as classification tasks. Specifically, this work addresses

multi-class classification, where the output can belong to more than two categories.

The selected ML models for this task include DT, RF, and KNN.

2.8 ML Models Used

This section provides an overview of the ML models employed in this research, briefly

discussing their major mechanisms . The models DT, RF, and KNN were selected as

a result of their impressive performance in classification, low computational overhead,

and real-time decision-making capability, which are appropriate in IoMT environ-

ments.

2.8.1 Decision Tree

Decision Tree is a supervised learning algorithm that is used for classification and

regression; it builds a tree-like decision model based on feature values. It is an easy

structure to understand and follow. Some decision tree algorithms are also used in

user behavior analytics and cybersecurity analytics [31].

The working principle of a decision tree is as follows [31]:

1. Starting at the root node, where the model selects a feature to evaluate.

2. At each internal decision node, a specific attribute of the input instance is
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checked.

3. The model follows the branch corresponding to the observed value of that

attribute.

4. This decision-making process is repeated recursively through the tree

5. When a leaf node is reached, it provides the final prediction (class label), and

the process is rule-based and hierarchical, which makes the model interpretable

and easy to trace.

Splitting criteria are based on impurity measures that evaluate how effectively a

feature separates the classes at each node. The two most common metrics are [31]:

1. Gini Impurity: The Gini impurity Gini(E) measures the probability of incor-

rectly classifying a randomly chosen element if it was labeled according to the

class distribution in the node. It is calculated as shown in Equation (2.1) :

Gini(E) = 1−
c∑

i=1

p2i (2.1)

Where:

• E is the dataset at the current node

• c is the number of classes

• pi is the proportion of instances belonging to class i
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A lower Gini value indicates a purer node.

2. Entropy and Information Gain: Entropy measures the disorder or impurity

within a node. It is calculated as shown in Equation (2.2):

Entropy(S) = −
c∑

i=1

pi log2 pi (2.2)

Where:

• S is the dataset at the current node

• c is the number of classes

• pi is the proportion of instances of class i in the dataset

A lower entropy value indicates a purer node, while a higher entropy suggests

more class mixing.

Information gain quantifies the reduction in entropy after splitting the data on

a particular feature. It is calculated as shown in Equation (2.3):

Gain(S,A) = Entropy(S)−
∑

v∈V alues(A)

|Sv|
|S|
· Entropy(Sv) (2.3)

Where:

• A is the feature to split on

• V alues(A) is the set of all possible values of attribute A
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• Sv is the subset of dataset S for which feature A = v

• |S| is the total number of instances in the dataset

• |Sv| is the number of instances in subset Sv

The feature with the highest information gain is selected for splitting at the

node.

The following are advantages and limitations of the DT model [32]:

Advantages of Decision Tree

• The DT model is efficient and easy to interpret. It requires minimal data

preprocessing, as it can handle missing values and both numerical and categor-

ical data. It also offers logarithmic prediction cost and supports multi-output

problems.

Limitations of Decision Tree

• DT can easily overfit the data by creating complex trees that do not generalize

well. It is also unstable to little changes at the data, leading to different tree

structures. Its predictions are piecewise constant, limiting extrapolation, and

some patterns like XOR are difficult for DT to represent effectively.

2.8.2 Random Forest

Random Forest Model: It is a parallel ensemble classification learning algorithm that

builds multiple decision trees using bootstrap samples and features and combines
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their outputs to improve accuracy and reduce overfitting, which has three main

parameters [31],[33]:

1. Node size.

2. Number of trees.

3. Number of features sampled.

Figure 2.5 illustrates an example of RF consisting of multiple DT. The working

principle of an RF is as follows [33]:

• Ensemble Model: RF is an ensemble learning model, which means it builds

multiple decision trees and combines their predictions to produce a final output.

• Bootstrap sampling: Every tree is trained on a random subset of the training

data with replacement; this is called a bootstrap sample.

• Out-of-Bag (OOB) data: About one-third of the data are not included in each

bootstrap sample and are used later for internal cross-validation.

• Feature bagging: At each node split instead of using all features, a random

subset of features is selected, which increases diversity between trees.

• Parallel training: The decision trees are all independent and in parallel, which

speeds up training and helps avoid the overfitting.

• Prediction process:

– Classification tasks: The final output is based on majority voting.
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Figure 2.5: An example of RF consisting of multiple DT [31]

– Regression tasks: The final output is the average of all tree predictions.

– Final evaluation: The OOB samples are used to estimate model accuracy

without needing a separate validation set.

The following are advantages and limitations of the Random Forest model [33]:

Advantages of Random Forest

• It also offers logarithmic prediction cost, supports multi-output problems. An

RF model can reduce the risk of overfitting because it combines several un-

correlated trees and averages the outputs, which lowers the variance and leads

to improved generalization. It is flexible; it handles both classification and

regression tasks with good accuracy and can deal with missing data. RF also

provides a simple way to measure feature importance using Mean Decrease in
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Impurity (MDI) and Mean Decrease in Accuracy (MDA)methods.

Limitations of Random Forest

• Time-consuming: Because the RF model can handle large data sets, it can

be provide more accurate predictions but can be slow to process data as it is

computing data for each individual DT.

• It’s a more complex prediction compared with DT and requires more resources

to store the data.

2.8.3 K-Nearest Neighbors

It is a supervised ML model that can be used for classification or regression problems;

the classification depends on the proximity of individual data points, working on the

assumption that all similar points can exist near one another [34].

The working mechanism of a K-Nearest Neighbors is as follows [34]:

• Storing the training data: In this model, there is no need for traditional train-

ing; instead of that, it stores the training dataset and performs all computations

at the time of prediction.

• Select the number of neighbors (k): The programmer or user should determine

the value of K; the smaller value of K could be sensitive to noise, rather than

the larger value of K, which can reduce the sensitivity of the model.

• Calculate the distance between the new input and all training samples: There

are many equations based on similarity measures used to determine how close
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each training sample is to the new data point. The two most commonly used

equations:

1. Euclidean Distance: It is the most common distance measure, which

measures the straight-line distance between two different points in a multi-

dimensional space. The Euclidean Distance for x and m is defined in

equation (2.4).

d(x,m) =

√√√√ n∑
i=1

(xi −mi)2 (2.4)

Where:

– x and m: Two data points to compare.

– xi and mi: The ith feature values of x and m, respectively.

– n: The total number of features.

– d(x,m): The Euclidean distance between the points x and m.

This equation is the most common distance metric that is used in the

KNN model. It measures the straight-line distance between two different

points in a multi-dimensional space.

2. Manhattan Distance: This is another commonly used measure of dis-

tance, which measures the absolute difference between two points. The

Manhattan Distance for x and y is defined in equation (2.5).

d(x, y) =
n∑

i=1

|xi − yi| (2.5)
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Where:

– d(x, y): The Manhattan distance between the two data points x and

y.

– |xi − yi|: The absolute difference between the ith feature values of x

and y.

– n: The total number of features (dimensions).

The following are advantages and limitations of the K-Nearest Neighborst model [34]:

The advantages

• Easy to apply: Due to the ease and efficiency of the algorithm, it is one of the

first classifiers that a new data scientist would learn.

• Highly adaptable: Since KNN stores the entire training dataset in memory, it

can easily incorporate new training samples without retraining, allowing it to

adapt to new information quickly.

• Little parameters used: The only parameters required by KNN are the k pa-

rameter and a distance measure, which are fewer than other machine learning

algorithms.

The limitations

• KNN suffers from high memory usage and slower performance since it stores

all training data and computes predictions at runtime. It also faces the curse

of dimensionality, where high feature counts reduce accuracy, and is prone to
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overfitting with small k values or underfitting with large ones, making proper

k selection essential.

2.9 Summary

This chapter gives an introduction to the architecture of the IoMT systems in general,

explains the concept of attack models, and demonstrates that attacks can target

different parts of the IoMT system inside the ambulance, including devices, networks,

and data transmission.

Also explains the integration of various technologies in the EMS system, including

ZTM, 2FA, and SIDS, to detect the specific attacks: DDoS at the networks and

injection into data content after analays their behavior.

Additionally, a brief overview of ML models used in the thesis and an explanation

of the advantages and limitations of each one: DT, RF, and KNN.



Chapter 3

Literature Review

In this chapter, we present a literature review related to the core of the work, divided

into four categories: cybersecurity for mobile medical environments, cybersecurity

for static medical environments, multi-layered security models, and edge-deployed

lightweight security models for IoMT. The comparisons are based on different as-

pects close to the work.

In a recent comprehensive review, the authors in [4] examined the growing field

of IoMV and highlighted its specific security and privacy challenges. The study

pointed out that, despite the increasing use of smart mobile healthcare systems like

ambulances, the research focused on securing these environments is still limited. It

reviewed several types of possible attacks on IoMV systems, such as DoS attacks, data

manipulation, and unauthorized access. The authors emphasized the need for new

security frameworks that support real-time threat detection, lightweight encryption,

36
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and multi-layered access control. They also called for further research into integrating

technologies like IDS, ML, and authentication mechanisms to build more proactive

and adaptive security solutions. These findings closely align with the direction of

this thesis, which proposes a real-time, multi-layered security framework specifically

designed for EMS environments.

The four categories each present a group of related previous studies. Some studies

may appear in more than one category but are analyzed from different comparative

perspectives in each case.

3.1 Cybersecurity for Mobile Medical Environments

This category contains a collection of studies, some of which are recent, on the secu-

rity of vehicles in general, which are connected to the internet, including ambulances.

3.1.1 Employing the Beamforming Technique to Enhance the Medical

Ambulance Performance, IoMT

The researchers in this paper [36] aimed to improve the operation of medical ambu-

lances in real-time and healthy safety areas through the utilization of beamforming

technology in 5G communication networks. Key agreement protocols were incorpo-

rated into the utilization of 4G/LTE or 5G as access technologies to protect data

transfer from cyber threats. The study did not address the specific steps that must

be followed in the event of a health cyberattack, nor did it sufficiently focus on the

protection and security of the transferred medical data. The analysis and detection

of attacks, which is the primary focus of this thesis, is not addressed in the refer-

enced system, meaning it cannot determine whether a breach or data tampering has
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occurred.

3.1.2 Smart Ambulance for Emergency Cases to be Reported to Hospi-

tals at the Earliest using Deep Learning Algorithms and Blockchain-

based Distributed Health Record Transactions for Smart Cities

The authors of the paper [38] proposed a smart ambulance system for emergency

cases in smart cities, integrating deep learning algorithms and blockchain-enabled

distributed health. The deep learning algorithms were used to predict patient in-

juries, and blockchain technology ensured security, privacy, and health data integrity

during transmission. The article covers the real-time emergency case transmission

via a blockchain-secured channel to provide integrity of data during transmission.

But in this case, if the medical device itself is hacked or cloned, the medical data

issued by it will be transferred as is.

3.1.3 A Modular In-Vehicle C-ITS Architecture for Sensor Data Collec-

tion, Vehicular Communications and Cloud Connectivity

The study [37] introduced an entire system to collect sensor data from smartphones

and vehicles and transmit them to the cloud using Message Queuing Telemetry Trans-

port (MQTT), but the security concerns of the communication are not discussed. The

focus was on the architecture and data transmission in the context of an Internet

of Vehicles (IoV) environment, without focusing on important issues such as data

protection, attack detection, or preserving the integrity of communication. In con-

trast, our study builds on such systems by incorporating security mechanisms and

intelligent detection techniques specifically tailored for smart ambulances and IoMT
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environments operating within the IoV system.

3.1.4 Smart Ambulance with Patient Health Monitoring

The study in paper [9] describes an intelligent ambulance system using IoT tech-

nology to monitor vital signs and transmit real-time data to the hospital. It also

improves traffic flow by remotely controlling traffic lights. The system reduces re-

sponse time and aids doctors in making quicker, more accurate medical decisions.

The security tools in this paper, which could be used to transfer critical patient data

through this ambulance system, were not addressed.

Table 3.1 presents a classification and comparison of four selected studies related

to cybersecurity in mobile healthcare environments. The table highlights differences

in their main ideas, datasets, security tools, methodologies, and results. As shown,

these studies did not focus on real-time threat detection, but instead applied protec-

tion mechanisms such as blockchain and security protocols.
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Table 3.1: Cybersecurity for Mobile Medical Environments Summary

Ref Year Main Ideas Dataset Used
Security Tools/ Ap-

proaches
Methodology Results

[36] 2025

Improve the performance of

medical ambulances in real-

time using the beamforming

technique of 5G. Integration

of IoMT and telemedicine to

reduce data transmission la-

tency and enhance patient

care.

No real dataset;

simulation only

5G key agreement pro-

tocols; Low-power se-

cure transmission; Neu-

ral networks to secure

multimedia; communi-

cation protections be-

tween vehicles

Simulated smart ambu-

lance system with 3D-

beamforming, 5G, V2X

across urban/rural sce-

narios. Antenna and

mobility modeled in

28GHz mmWave band.

Faster data trans-

mission; Better

ambulance–hospital

coordination; Improved

patient tracking; Less

communication delay

[38] 2024

Proposes a Smart Ambu-

lance system for early emer-

gency case reporting using

deep learning and blockchain

to support distributed health

record transactions in smart

cities.

Not specified

Blockchain-based au-

thentication; Privacy

preservation; Data

integrity

Deep Learning (CNN

and LSTM) for emer-

gency detection;

Blockchain for secure

medical data handling

and transaction valida-

tion

Improved emergency

reporting time and

more reliable medical

data exchange via

blockchain integration

[37] 2023

Proposes a modular in-

vehicle C-ITS system to

collect sensor data from

OBD-II and smartphones,

and transmit it to the cloud

for real-time road condition

monitoring in IoV environ-

ments.

Real-world data

from sensors

collected during

road tests in

Portugal

Not addressed. Fo-

cused on system archi-

tecture and data com-

munication.

Hardware prototype

using Carloop and

RedBear Duo; real

traffic tests with CAN

and smartphone sen-

sors; data transmitted

via MQTT to cloud;

reverse engineering

used for parameter

detection.

Successfully collected

and transmitted sensor

data; enabled real-time

monitoring of road

conditions; improved

awareness of environ-

mental and driving

context.

[9] 2020

Proposes an IoT-based smart

ambulance system integrat-

ing patient health monitoring

and traffic signal control to

improve emergency response.

Real-time sensor

data collected

using tempera-

ture and heart

rate sensors

during testing;

results shown on

LCD and sent to

server; includes

example test

cases.

Not addressed

Implementation using

biomedical sensors,

joystick-controlled

signaling, microcon-

trollers, and ESP8266

Wi-Fi module; data

sent to a 24/7 hospital

web interface.

Enabled early com-

munication of patient

condition to hospi-

tals and traffic signal

control; improved

emergency response

time and hospital

readiness.
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3.2 Cybersecurity for Static Medical Environments

This category contains a collection of studies, wich use security tools at static envi-

ronments, like hospitals and homes, to protect patient data or IoMT devices or the

networks.

3.2.1 Intelligent two-phase dual authentication framework for Internet

of Medical Things

In this paper [41], a two-phase dual authentication protocol is proposed for enhanced

security in IoMT static environments. It uses Elliptic Curve Diffie-Hellman Elliptic

Curve Diffie-Hellman (ECDH) for fast key exchange during the registration process

and AES-GCM encryption for real-time data safety. The simulation results show sig-

nificant improvement over state-of-the-art methods, reducing encryption/decryption

time, computational cost, and latency. The model has strong defenses against dif-

ferent attacks, such as man-in-the-middle, replay, and brute force attacks, ensuring

the confidentiality and integrity of medical data.

3.2.2 Continuous and Mutual Lightweight Authentication for Zero-Trust

Architecture-Based Security Framework in Cloud-Edge Computing-

Based Healthcare 4.0

In the paper [6], they propose a lightweight continuous mutual authentication pro-

tocol based on ZTA for Device-to-device (D2D) and Device-to-Edge (D2E) com-

munication security in healthcare 4.0 systems: Hash-based Message Authentica-

tion Code (HMAC), while Edge-to-Cloud (E2C) used Elliptic Curve Cryptography-

Advanced Encryption Standard (ECC-AES) for authentication and Identity-Based
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Access Control (IBAC) for authorization access. Compared to this work, they work

on ZTM based on authentication; in contrast, we used ZTM based on behavior anal-

ysis. Our method trains ML models in the cloud to address limited resources for this

system and then deploys them at the edge for real-time detection with high-security

performance.

3.2.3 ZTCloudGuard: Zero Trust Context-Aware Access Management

Framework to Avoid Medical Errors in the Era of Generative AI

and Cloud-Based Health Information Ecosystems

The authors at the paper [39] proposed a zero-trust access control system designed

for static healthcare environments such as hospitals and cloud-based platforms. The

main objective was to reduce medical errors caused by authenticated users or AI-

assisted decisions by integrating security tools like authentication, authorization,

encryption, and logging alongside pre-trained machine learning models for semantic

and syntactic data analysis. The system achieved good effectiveness, indicating how

it can reduce medical errors in cloud-based healthcare systems. In contrast, our

proposed system applies ZTM at the edge, specifically within mobile and sensitive

environments such as ambulances, enabling real-time data processing and securing

critical patient information before it reaches the hospital, thereby enhancing the

protection of vital signs during transit.
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3.2.4 Optimized Intrusion Detection for IoMT Networks with Tree-Based

Machine Learning and Filter-Based Feature Selection

An optimized real-time detection IDS for network traffic features at IoMT systems

was proposed [40] using tree-based machine learning classifiers and filter-based fea-

ture selection techniques. The proposed model is used for monitoring and identifying

unauthorized or malicious activities within medical devices and networks. The pa-

per was based on the CICIDS2017 dataset, showing an accuracy of 98.79% and a

very low false alarm rate of 0.007. Thus, the model was proposed in terms of less

computational complexity, and detection precision was foreseen as very strong, with

much potential for ensuring security within IoMT environments. However, while

their model detects unauthorized activities via network traffic features, our system

adds medical data analysis to detect spoofing attacks on compromised devices. This

dual-layer approach enables distinguishing cyberattacks from real medical issues in

critical, mobile IoMT settings like ambulances.

Table 3.2 presents a classification and comparison of four selected studies related

to cybersecurity in static healthcare environments. The table highlights differences

in their objectives, areas focus, use of AI/ML, tools used, and detection time. As is

clear, most studies have focused on applying security to static healthcare environ-

ments like hospitals and have been applied at more than one level. This contrasts

with the previous group of studies in mobile healthcare environments such as ambu-

lances, where relevant research remains limited.
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Table 3.2: Comparison of four selected studies related to cybersecurity in static
healthcare environments

Ref Year Study Objective Focus Use ML/AI Environment Tools Used
Detection

Type

[41] 2025

Enhance the security

of communication in

IoMT and protect

sensitive medical data

transmitted

Data and Net-

work
No Hospital

- ECDH for reg-

istration phase

- AES-GCM for

data encryption

Real-Time

[6] 2024

Proposes ZTA-based

lightweight framework

with continuous mu-

tual authentication

for D2D and D2E

communications, and

IBAC for secure E2C

access control.

Data transmis-

sions among:

Device, edge,

and cloud

No Hospital

ZTM based

continuous

authentica-

tion strategy:

HMAC, IBAC

and ECC-AES

Real-Time

[39] 2024

Reduce medical errors

caused by authenti-

cated users or AI as-

sisted decision.

Cloud ecosys-

tem, including

users, devices,

and output data

AI Cloud

Zero-trust access

control, encryp-

tion, and logging

Pre-trained

[40] 2024

Monitoring and iden-

tifying unauthorized

or malicious activities

within medical devices

and networks

Medical devices

and networks
ML Hospital

IDS with tree-

based machine

learning clas-

sifiers, and

filter-based fea-

ture selection

techniques

Real-Time

3.3 Multi-Layered Security Models

Multi-layered security models need to apply multiple security mechanisms across

many layers of the system structure, including the network, data, user, and device.
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This approach enhances overall resilience by ensuring that when one layer is breached,

there are others that remain protected. Studies under this category typically combine

tools like encryption, authentication, and access control across these layers in an effort

to provide comprehensive protection.

3.3.1 Secure Latency-Aware Task Offloading Using Federated Learning

and Zero Trust in Edge Computing for IoMT

In this paper [43], a multi layered IoMT security framework called Trust and Latency-

aware Task Offloading (TLTO) involving ZTM integrated with Federated Learn-

ing (FL) is proposed in this work to ensure robust privacy and security in the de-

centralized IoMT static environment. The architecture includes layered protection

across the device, communication, edge, authentication, and cloud levels. It employs

lightweight authentication at the device layer and enables secure, latency-aware task

offloading.

3.3.2 Intelligent Two-Phase Dual Authentication Framework for Internet

of Medical Things

The authors [41] proposed a two-stage authentication framework in this study em-

ploys security at multiple levels. They apply ECDH to secure the network layer

through safe key exchange, while AES-GCM encryption protects the data layer by

ensuring confidentiality and integrity. At the application layer, they use a two-phase

dual authentication mechanism that is implemented to continuously verify the device

and user.
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3.3.3 Optimized Intrusion Detection for IoMT Networks with Tree-Based

Machine Learning and Filter-Based Feature Selection

The model [40] optimized real-time detection IDS for network traffic features at IoMT

systems. This proposed model is used for monitoring and identifying unauthorized or

malicious activities within medical devices and networks. This dual-layered approach

enhances overall IoMT system security by balancing local efficiency with global threat

detection.

3.3.4 Multi-layer security scheme for implantable medical devices

In this paper [42] the proposed solution offers an multi-layer security model for

Implantable Medical Devices (IMDs) with an electrocardiogram (ECG)-based au-

thentication system. The design safeguards three crucial layers: Data, network, and

application, while keeping functionality lightweight for compliant IMDs with limited

resources. It boasts a significant up to 99.99% accuracy rate in identifying authorized

users, indicating high reliability as well as efficiency. While most existing solutions

target static or hospital environments, there is limited research addressing multi-

layer security for mobile environments.

Table 3.3 summarize comparison of previous studies in healthcare system gen-

erally static or mobile which focus on multilayer security models include: layer of

application, dataset used, attack focus ,environment, and the result and evaluation.
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Table 3.3: Multi-Layered Security Models Summary

Ref Year Layer of Application Dataset Used
Deployment Loca-

tion
Attacks Focus Results

[43] 2025
Multi level Device, Edge de-

vice, Network
Not Specified Hospital

Identity spoofing,

MITM, Sybil attacks

- Higher task success rate

- Improved energy effi-

ciency

- Strong protection

against unauthorized

access.

[41] 2025 Network, Data, Application Not Specified Hospital
MITM, Replay, Brute

Force

The performance im-

provements include a

45% reduction in encryp-

tion/decryption time,

a 45.38% decrease in

computational cost, and

a 28.42% drop in latency

compared to existing

methods.

[40] 2024 Device and Network
CICIDS2017

dataset
Hospital

DDoS, Brute Force,

DoS, Web Attack,

Infiltration, Botnet,

and Port Scan.

The model reached s

98.79% accuracy and a

low false alarm rate 0.007,

indicating highly effec-

tive intrusion detection at

both device and network

levels.

[42] 2020
Multi level layered (Network,

Data, Application)
ECG Data Hospital Not Specified

The model demonstrated

high accuracy, achieving

up to 99.99% in identify-

ing authorized personnel,

even with a limited num-

ber of coefficients
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3.4 Edge-Deployed Lightweight Security Models for IoMT

Recent studies show that IoT systems in healthcare need simple data collection and

visualization. They are now becoming intelligent systems capable of analyzing data

and making the medical decisions. This is founded on AI and ML, which are often

run in the cloud. However, relying entirely on cloud computing introduces issues

such as delays in response times, internet dependency, and data privacy concerns.

To alleviate these limitations, recent approaches utilize edge and fog computing to

move decision-making close to the data source. This improves response time and

system performance, especially in time-sensitive for medical applications [44].

This category contains some studies that deploy the security models at the edge

computing node.

3.4.1 Secure Latency-Aware Task Offloading Using Federated Learning

and Zero Trust in Edge Computing for IoMT

The emphasis of this paper [43] is on edge computing for the processing of time-

sensitive medical operations. The proposed TLTO model enables secure and effi-

cient task execution across resource-constrained edge nodes. Achieved by leveraging

lightweight cryptographic methods, the framework minimizes latency while preserv-

ing data privacy.
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3.4.2 A Hybrid Fog-Edge Computing Architecture for Real-Time Health

monitoring in IoMT systems with optimized latency and threat

resilience

In this study [45], the authors proposed a hybrid fog-edge computing which de-

signed for real-time health monitoring in IoMT systems. The targets of the model

are to reduce latency and ensure greater data security for patients by processing

critical health data close to the source using lightweight machine learning models

and multi-layer encryption. Latency was reduced by 70% and threat identification

was significantly faster compared to cloud-based systems. Although the study was

done using statical environments like hospitals and homes, its design and findings

are suitable for comparison with mobile medical environments, such as ambulance.

3.4.3 An Effective Training Scheme for Deep Neural Network in Edge

Computing Enabled Internet of Medical Things (IoMT) Systems

In paper [46], they proposed an effective training scheme for deep neural networks

DNN within edge-computing-enabled IoMT systems. The proposed model aimed at

enhancing real-time disease diagnosis by processing the patients’ data locally at the

edge, hence enhancing latency and preserving privacy. The solution recognizes the

potential of edge-based intelligent processing for efficient, timely, and secure medical

decision-making.

Table 3.4 presents comparason between 3 studies in the healthcare system sector

focussing on edge/edge-fog deployments due to the latency and privacy issues at

the cloud. Also, the internet dependency, these studies show the importance of this
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mechanism and how it reduces the latency and makes the decision-making in real

time close to the data source, which appears a reason to apply our work at the edge.

Table 3.4: Edge-Deployed Lightweight Security Models for IoMT Summary
Ref Year Motivation Method Advantages Disadvantages Results

[43] 2025

IoMT demands low-latency

and secure processing, and

cloud reliance may create

privacy and delay concerns.

Therefore, edge offloading

is vital for time sensitive

healthcare operations.

A TLTO frame-

work designed to

secure real-time

task offloading

in IoMT using a

combination of

FL and ZTA.

Low Latency, Privacy-

Preserving, Real-Time

Response

Edge environments

face security and trust

issues, especially when

offloading tasks to

potentially untrusted

nodes.

- Higher task success rate

- Improved energy effi-

ciency

- Strong protection

against unauthorized

access.

[45] 2025

Cloud-based IoMT systems

face high latency and secu-

rity risks, making real-time

processing essential for crit-

ical medical situations.

Hybrid Edge–Fog

model with real-

time anomaly

detection using

lightweight ML

(DT, One-Class

SVM), then eval-

uated simulation

tools (Fogify,

NS-3).

latency reduction and

energy savings also fast

security threat detec-

tion (30ms)

Requires constant

maintenance and

model updates and

high infrastructure cost

Security threats are de-

tected in 30 ms, and there

is 99.5% health anomaly

detection accuracy, as

well as 30% improvement

in energy efficiency.

[46] 2020

It proposes using Edge AI to

overcome high latency, pri-

vacy risks, and high resource

at the cloud and improve

smart healthcare efficiency.

It involves col-

lecting vital signs

from IoMT de-

vices and process-

ing them locally

at the edge using

lightweight neural

networks.

Reduced latency, im-

proved diagnostic ac-

curacy, and lower en-

ergy and bandwidth

consumption. It also

enhances privacy by

processing data locally

without relying on the

cloud.

Resources are limited,

which restricts the size

and complexity of neu-

ral network models.

Edge neural networks

were 94% accurate in

the detection of medical

conditions, with a 40%

faster response time than

cloud processing. Data

privacy was above 90%

since data wasn’t sent to

a central server.
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3.5 Literature Review Conclusion

While the reviewed literature gives valuable insights into securing IoMT systems

environments, only a limited number of studies have addressed mobile healthcare

environments, such as ambulances. A recent study emphasized the lack of adequate

security mechanisms in these dynamic environments lack optimal security measures

to explore solutions tailored for such use cases. Moreover, a few works have high-

lighted the importance of applying multi-level security strategies, targeting device,

network, and device layers, to strengthen system resilience. Additionally, several re-

search efforts have justified the need for edge-level processing to ensure low-latency,

real-time analysis, especially in time-critical scenarios, which we apply it in this the-

sis to detect the threat before reach the hospital and take action on real time. In

response to these all challenges, this thesis proposes a comprehensive multi-layer se-

curity framwork which combines ZTM, IDS, ML, and 2FA at the mobile environment,

implemented across the network level and data level.



Chapter 4

Proposed System Architecture and

Model

This chapter presents a proposed system design for implementing security in mobile

medical systems, with a specific focus on ambulances. The system uses multiple

security components: ZTM, 2FA, SIDS, and ML will be used. Both network behavior

and data transmission will be analyzed to detect real-time security threats at the edge

node that can threaten the system before reaching the hospital, specifically DDoS

attacks at the network level and spoofing or injection of patient data, with a specific

focus on vital sign.

ZTM: Applies never trust, always verify, so it monitors the behavior of either the

network or the transmitted data within the mobile medical system, and upon detect-

ing specific threats, it triggers an isolation mechanism either for the compromised

IoMT device or for the ambulance’s network interface.
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2FA: For user access to IoMT devices in the ambulance (paramedics).

SIDS: To determine the attack threshold at data content level.

ML: Classify data and distinguish between attacks, medical issues, and normal

cases.

The following sections present design considerations, the system architecture,

components, and proposed model to identify and respond to these threats effectively

in real-time:

4.1 Design Considerations

The design of our proposed framework model was done by several considerations,

which are:

• Real-time Response: The ambulance works in time-sensitive environments,

so the system must take the decision rapidly without relying on cloud interac-

tion.

• Limited Edge Resources: Due to limited computational capabilities in am-

bulances or at the IoMT devices themselves, pretrained ML models are de-

ployed to the edge for lightweight real-time inference.

• Mobile and Unstable Connectivity: Since ambulances often operate in ar-

eas with weak or intermittent internet access, secure authentication and attack

detection must occur locally.

• Sensitivity Data: Because of sensitivity of patient data, the system must

ensure strong protection against both network-level attacks like DDoS and
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data-level attacks like injection or spoofing.

• Behavior-based Monitoring: As part of the ZTM, the system continuously

analyzes both content behavior like abnormal or spoofed patient readings and

network traffic like unusual traffic patterns indicating DDoS attacks. This

behavior-based analysis is essential for triggering automatic actions such as

isolating compromised IoMT devices or the ambulance’s network interface, and

alerting security before the data reaches the hospital.

4.2 Proposed System Architecture

This section presents proposed system architecture, which consists of three main

layers as illustrates in Figure 4.1:
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Figure 4.1: Overview of Proposed System Architecture

• Devices: IoMT devices

• Edge nodes: Ambulances, so each ambulance in the system represents an edge

node.

• Cloud: Which represents the hospital.

4.3 System Components and Assumptions

This section presents the system components and assumptions for the proposed

model. The system components and assumptions are as follows:
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(A) Mobile healthcare environment system, which is an ambulance. Each ambu-

lance is modeled as an edge node in the system. The total number of ambulance

nodes is represented as shown in Equation (4.1):

M =
n∑

i=1

Ni (4.1)

Where:

• M is the total number of ambulance nodes in the system

• Ni is the i-th ambulance node

• n is the total number of ambulances in the system

According to the ZTM principle of being in isolated zones, we assume each

ambulance operates within an independent network segment. This logical sep-

aration facilitates temporary isolation from external communication upon the

detection of an attack.

(B) Each ambulance consists of users, which in this case are paramedics, and IoMT

devices. We assume the paramedics are allowed to use the devices, and they

can have read-only access to the medical devices (least privilege according to

one of ZTM principle), but they are not trusted by default. They must pass 2FA

to access the medical devices inside the ambulance, as shown in Equation (4.2):

Accessdevice(u) =


1, if 2FA(u) = True

0, Otherwise
(4.2)
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Where:

• Accessdevice(u): Indicates whether the user u is able to access the medical

device.

• u: A user attempting to access the device.

• 2FA(u): The result of entering the 2FA for user u.

• 1: The access is accepted.

• 0: The access is denied.

To realize secure access control within the ambulance scenario, we assume that

users use a 2FA mechanism that combines biometric authentication like facial

recognition with a Personal Identification Number (PIN). Although it’s sim-

ple, it remains relevant in today’s evolving cybersecurity landscape, especially

when layered with biometric authentication. The combined approach entails

immediate and secure authentication without resorting to external connectiv-

ity, and is best suited to the mobile and time-sensitive healthcare environment

[48].

Also, the five main IoMT devices are: Heart rate monitor, respiratory rate mon-

itor, temperature sensor, pulse oximeter, and blood pressure monitor. Techni-

cal issues may arise with the medical devices used.

(C) We consider the data transmission from the ambulance to the hospitals net-

work to be secure, utilizing trusted security technologies such as encryption.
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Specifically, protocols such as Transport Layer Security (TLS) are employed

to ensure the confidentiality and integrity of the data while in transit, avoid-

ing any data interception and poisoning attacks. This is because, in previous

studies, secure data transmission protocols utilizing symmetric encryption have

been successfully applied to ensure the data security of the Internet of Medical

Things environment, which protects the data from any kind of attacks during

data transmission and storage [78]. However, to avoid any kind of injection

attacks, which can be performed at the data source level, we need to con-

sider other types of mitigation techniques. The principle of the ZTM “Never

trust, always verify”, assumes that channels or connections and devices can be

vulnerable to attacks even if they are secured.

(D) Patient data transmission, in this system, refers to the transmission of vital

signs collected from the patient in real time under the dataset name Human

Vital Sign from the Kaggle site [49]. These vital signs include: Heart Rate

(HR), Respiratory Rate (RR), body temperature, Oxygen Saturation (SpO2),

Systolic Blood Pressure (SBP), and Diastolic Blood Pressure (DBP).

The description of the dataset from the site taken [49] is:

• Respiratory Rate (RR): considered abnormal if it exceeds 20 breaths per

minute or drops below 12.

• Body Temperature: classified as abnormal when it rises above 37.5°C or

falls below 36.0°C.
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• Oxygen Saturation (SpO2): marked as abnormal if it is lower than 95%.

• Systolic Blood Pressure (SBP): considered abnormal when it is higher

than 140 mmHg or below 110 mmHg.

• Diastolic Blood Pressure (DBP): considered abnormal when it exceeds 90

mmHg or falls below 70 mmHg.

The final classification decision normal or medical issue determined by evalu-

ating all monitored vital signs collectively.

Remaining assumptions:

• It is assumed that the training process was conducted in the cloud due to

the limited computational capabilities at the edge, and the trained model is

deployed to the edge for real-time inference.

• The devices that may be subject to attacks include the heart rate monitor,

respiratory rate monitor, and temperature sensor.

• If an attacker gains access to the specific device, the attacker can propagate to

other components, thus affecting decision-making.

• It is assumed that upon detecting an attack coming from a specific IoMT

device, the device is temporarily isolated from their network while continuing

to operate locally at the ambulance for the paramedics to access its readings,

thereby protecting the rest of the system without disabling the device itself.

• The system is assumed to be exposed to two types of attacks:
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1. Network-level attacks, such as DDoS attacks.

2. Data-level attacks that involve injecting patient data, either by compro-

mising the device itself or by falsifying the data during its transmission,

or due to technical issues existing at the devices.

• Other attacks, either network-level or data-level attacks, can be integrated and

implemented in the training model; however, for proof of concept purposes only,

DDoS at the network level and injection data level attacks are considered in

this work.

4.4 Attack Model

4.4.1 Network-Level Attacks

The attackers are external DDoS networks, as shown in Figure 4.2, and the attacker’s

goal was to launch a DDoS attack at the network level to disrupt the transmission

of vital signs between IoMT devices and the hospital. The success of such an attack

can delay or prevent the arrival of critical health data, leading to incorrect or delayed

medical decisions. Additionally, the attacker may use this disruption as a distraction

to perform other malicious actions, such as injecting falsified data into the system.

In some cases, the attack may be carried out with the intent to blackmail the medical

institution, threatening further disruption unless certain demands are met. The entry

point is an insecure network or unencrypted MQTT messages, and it cannot access

the cloud directly [50],[51].
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Figure 4.2: Attack Threat in EMS System

DDoS Identification for Enabling Network Isolation

In this thesis, the objective was not to develop a novel classification algorithm for

network-level attacks but to distinguish DDoS attacks from other types of attacks

at the dataset used using known behavioral characteristics. According to studies

[52],[53],[54] and the features exist in the dataset used, inter arrival time which is

one of the important feature in DDoS attack is should be short and retain less than

one This distinction was necessary to enable network isolation through the ZTM

when a DDoS attack is detected. The classification depend on specific traffic fea-

tures commonly associated with DDoS behavior:

- Extremely short time intervals between packets (frame.time.delta, tcp.tim.delta)

- Use of a specific MQTT message type (mqtt.msgtype = 3)

- Low Quality of Service values (mqtt.qos ≤ 1)

- TCP push flag enabled (tcp.flags.push = 1)
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- Low values of the MQTT retain flag (mqtt.retain ≤ 1)

This classification was applied to records originally labeled as Attack in the

dataset, and its purpose was purely functional to support the implementation of

network-level isolation without focusing on the classification process itself. The DDoS

extraction rules are tuned to the dataset used in this study, so they may vary on

different capture types and not generalize to other datasets.

4.4.2 Data Content-Level Attacks:

Because data is valuable, it often becomes a primary target for hackers. As part of

the system assumptions, we considered the possibility of data content-level attacks,

where an attacker could inject or modify vital sign readings after compromising the

device with malicious code to threaten the patient then mislead the medical team by

affecting the decision-making [21]. The readings that exceed the maximum thresholds

occur only in rare cases, and such increases are accompanied by any abnormal or

simultaneous changes in the remaining readings. In the absence of a physiological

explanation, this is classified as an attack, such as a body temperature exceeding 43 C

and showing logical inconsistency with other vital sign readings, may indicate either

device malfunction or malicious data manipulation. To handle this, the proposed

system uses predefined medical thresholds to help detect such abnormal values, it

used just to generate a simple simulation attacks but ML learn from all vital signs

reading. The detailed simulation and how the ML model was trained to recognize

these attacks will be explained in Chapter 5. The external attacker’s goal is to falsify

and distort medical data to mislead medical staff into making incorrect decisions or
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re-examining the patient upon arrival, thereby delaying treatment, especially if the

intent is to harm the patient. Sometimes, the attacker may have broader objectives,

such as blackmailing the institution in exchange for not disrupting the system. The

attacker gains access just by compromising device firmware, replacing a legitimate

device with a spoofed one, or modifying data during wireless transmission. The

success of an attack is measured by checking the data content at the ambulance

(edge). If values classified as abnormal exceed the predefined thresholds and absence

of a physiological explanation, this indicates that the data have been tampered, and

the attacker succeeded in breaching the system.

4.5 ML Workflow and Integration

• The use of ML in this work is justified by the nature of the dataset and the

complexity some times of the decision-making process in smart ambulance envi-

ronments.The vital signs dataset was obtained from Kaggle site [49], where it is

clearly described as suitable for training ML models, and it has also been used

for ML training in Study [77]. In our work, we added synthetic attack data and

1,500 critical medical issue cases. Due to overlaps between certain cases, as will

be explained in the next chapter like a temperature of 45 C reported in Study

[79] as a serious medical condition, such values in our study may indicate either

device malfunction or an attack or medical issue. Here, ML plays a key role

in learning from all available readings and accurately distinguishing between

these cases. As for the network dataset on a network level [55], it has also been

used in previous studies but only for binary classification, such as Study [56].
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Although threshold-based rules can detect simple out-of-range values, they fail

to capture multi-IoMT reading correlations (such as temperature, heart rate,

respiratory rate, oxygen saturation, and blood pressure), non-linear interac-

tions, and overlapping patterns between Normal, Medical Issue, and Attack

states.

• The attacks may originate from one, two, or three devices, creating a multivari-

ate classification problem that cannot be reliably solved using rule-based logic

alone. ML allows us to evaluate model performance using different metrics like

accuracy, recall and FPR, also compare classifiers such as RF and DT, and

identify the best model for the data. It also provides flexibility to expand the

system in the future by adding new devices or introducing new attack types

• At the data content level, ML models such as DT, RF, KNN, SVM, and NB

were first trained to classify the data into attack, medical issue, or normal.

Based on this initial classification, the ZTM-based rule module determined

the final action (isolate and alert security, continue transmission, or alert the

medical crew) according to trust score calculated.

• At the network level, a rule-based approach was initially applied to generate

a classification column with labels such as DDoS, other attacks, and normal

traffic as illustrated before, ML models such as DT, RF, KNN, and SVM used

to describe the idea as description analysis to aply ZTM in the future work.

4.6 Integrating ZTM

At the data content level we applied ZTM as follows:
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• Applying 2FA before the paramedics access the IoMT devices with the least

privilege, which means they cannot override the reading.

• Every ambulance (node) in an isolated segment.

• Isolate the IoMT device from which the malicious data come temporally.
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4.7 Proposed Model

The proposed model consists of two stages: A training stage in the cloud as illustrates

in figure 4.3 and a testing stage at the edge node (ambulance). The proposed system

model focuses on integrating multiple security components: ZTM, 2FA, SIDS, and

ML to detect threats in real time at the edge node for both the network and data

content levels after analyzing their behavior and then taking specific actions.
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Figure 4.3: Proposed System Model
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The vital signs of the patient will be collected at the ambulance by paramedics

after performing 2FA to access the devices. The proposed model works on a two-

level/step. The first check at the network level is for DDoS attacks; if one is detected,

the system will alert security and then isolate the network interface of the ambulance

temporarily. If the network is normal, the process moves to check at the second step

the data content: distinguish between abnormal due to medical issues or due to

an attack, depending on the reading numbers, and take the appropriate action to

isolate the compromised device from which the reading comes or alert the medical

crew, else at the network level any abnormal activity that does not belong to DDoS

is categorized as ’Other attacks’ so the system will triger the security.

These steps can be summarized in Algorithm 1 and 2

Algorithm 1 Network-Level After 2FA
1: Precondition: Paramedic successfully logged in through 2FA
2: Input: Network traffic features
3: Output: Network status (Normal / DDoS Attack / Other Attack)
4: Apply ML model to classify network traffic
5: if Classification = DDoS Attack then
6: Alert security team
7: Isolate external network interface
8: else if Classification = Other Attack then
9: Alert security team

10: else
11: Proceed to Data-Level analysis
12: end if
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Algorithm 2 Data-Content Level with ZTM
Input: Vital signs, ML pred, thresholds, conf_high, conf_medium

2: Output: isolate device, isolate and alert security team, transit to medical unit,
transmit the readings to hospital and monitor
for each patient record do

4: Compute score_trust = (number of vitals exceeding threshold) / (total number
of devices)

Predict class with ML model → pred
6: if pred = ”Medical Issue” then

ZTM_Action = transit_to_medical_unit
8: else if pred = ”Attack” then

if score_trust ≥ conf_high then
10: ZTM_Action = isolate_device

else if score_trust ≥ conf_medium then
12: ZTM_Action = isolate_and_alert ▷ Re-read vitals once before

deciding to isolate
else

14: ZTM_Action = alert_security_team
end if

16: else
ZTM_Action = Transmit the readings to hospital and monitor

18: end if
end for
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4.7.1 Testing Stage at the Edge

Figure 4.4: Pretrained Security Model Deployed at the Edge for Ambulance System

After training the ML models in the cloud, the trained model will be deployed at

the edge, that is mean on all ambulances, to enable real-time decision-making and

and then apply response action.



Chapter 5

Security Model Simulation and

Results

In this chapter, we will present the simulation used to implement the proposed secu-

rity model in the EMS system, which builds upon the assumptions and system design

that were introduced in chapter 4. The model enhances security through 2FA, de-

tects real-time threats using SIDS and ML, and applies appropriate actions through

ZTM. As a result, the system can distinguish between a medical issue, cyberattack

and normal in specific cases while ensuring the protection of the patient’s health

data. The model will be evaluated using performance metrics and will be explained

in detail, in addition to comparing the work with previous studies.
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5.1 Simulation Environment and Tools

This section discusses the simulation environment and tools that are used to im-

plement the proposed framework model. It covers the hardware and software en-

vironment, development tools, and ML and real-time detection support libraries.

Datasets, both healthcare network traffic and vital signs, are discussed along with

preprocessing steps. Finally, how synthetic attacks are inserted into the data.

5.1.1 Hardware Configuration

The experiments and simulations in this thesis were conducted using a Dell Latitude

E6440 laptop. The device is equipped with an Intel® Core™ i7-4600M CPU running

at 2.90 GHz, 4 GB of RAM, and a 64-bit Windows 10 Pro operating system (Build

19045). All simulations and implementations were executed under this hardware

environment.

5.1.2 Software Tools and Libraries

All simulations, data processing, and machine learning experiments were imple-

mented using the Python programming language (version 3.9). The experiments

were conducted using Visual Studio as the primary development environment. The

implementation relied on several scientific and machine learning libraries, including

NumPy, Pandas, and Matplotlib for data manipulation and visualization; Scikit-

learn for building and evaluating classification models.
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5.1.3 Dataset Description and Preprocessing

In this thesis, we used two separate datasets: One for the content of the data (vital

signs) and the other for the network traffic related to the vital signs. This separa-

tion is because, to the best of our knowledge, no publicly available dataset exists

that combines both types (vital sign content and its corresponding network traffic).

Therefore, we used two distinct but thematically related datasets to simulate and

analyze both content-level and network-level behaviors.

Dataset of Vital Sign Readings

• The name of dataset is Human Vital Sign Dataset, from the Kaggle website,

200,000 rows [49].

• The original dataset contains 16 features, including patient identifiers, times-

tamps, and various vital signs. However, for the purpose of risk classification,

only 7 key features were selected based on calculate the correlation between

them: heart rate, respiratory rate, body temperature, oxygen saturation, sys-

tolic blood pressure, diastolic blood pressure, and derived BMI, which is the

difference between height and weight. The simple case senario attack was

added to the dataset to simulate an injection attack.

• Figure 5.1 illustrates the preprocessing for the data before starting the training.

The dataset used in this study is a supervised learning dataset, where it is

labeled as either normal or abnormal based on medical readings, then we added

the synthetic data and simple noise percent. The classification was performed

using medical values, as detailed in Chapter 4, which considers vital signs such
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as heart rate, respiratory rate, temperature, oxygen saturation, blood pressure

and BMI.

Figure 5.1: Data Preprocssing

5.1.4 Attack Injection Simulation

A simulation attack generation method was used to train the ML model to detect

data-level spoofing attacks or injections. We simulated the attacks as the simplest

possible scenario to enable us to proceed with the work, since the required dataset

was not available to the best of our knowledge. We search for healthcare problems
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and spoofed or injected data.

• A total of 81,621 attack instances were synthetically generated.

• Medical issue cases were added to the dataset to increase the overlap with

attack instances. Specifically, 1,500 cases of medical issues were incorporated,

resulting in a new total dataset of 283,120 records.

• The dataset was split into two parts: 70% was used for training the ML model,

and the remaining 30% was reserved for testing. This split is consistent with

the partitioning used in most previous studies. Various training/testing ratios

were also experimented with, and the 70/30 split was found to yield the best

performance for the models in this study.

• This was achieved by injecting randomly generated extreme values that exceed

predefined medical thresholds for selected vital signs, including heart rate,

respiratory rate, and body temperature, as illustrated in Equation (5.1).

• The thresholds were chosen according to well-known medical ranges for vital

signs. For healthy adults, the normal HR is about 60–100 bpm, the normal RR

is 12–20 breaths per minute, and normal body temperature is around 36.5–37.3

°C [47]. Readings higher than 150 bpm, 35 breaths per minute, or 43 °C are

far above what is normally seen, even in most medical emergencies,exceeding

these threshold values may indicate the presence of an injection attack or a

technical issue. In rare cases, it could also correspond to an actual medical

issue. ML models are employed to distinguish between these scenarios, where
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the absence of physiological consistency across all readings serves as a strong

indicator of an injection attack.

D(i) =



Attack, if ((HR > 150) ∨ (RR > 35)

∨ (Temp > 43◦C)) ∧ readings are physiologically inconsistent

Medical Issue, if (HR > 100) ∨ (RR > 20)

∨ (Temp > 37.3◦C) ∧ readings are physiologically consistent

Normal, if (HR ≤ 100) ∧ (RR ≤ 20) ∧ (Temp ≤ 37.3◦C)
(5.1)

Where:

– i – Represents an abnormal case

– D(i) – Decision function that classifies the abnormal case as either an

Attack or a Medical Issue.

– HR – Heart Rate (beats per minute)

– RR – Respiratory Rate (breaths per minute)

– Temp – Body Temperature (in Celsius)

This attack is generated to simulate how the system responds to manipulated vital

signs. Although some of the injected values may overlap with readings typically

associated with medical issues, the remaining vital signs provide enough context for

the ML model to distinguish between medical issues and attack scenarios to build
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the basic model and then in future integrate other IoMT devices or attacks.

Healthcare Network Traffic Dataset

• The name of dataset is ICU Healthcare Security Dataset, 188,695 rows, with

network features [55].

• Includes four attack types: MQTT DDoS, MQTT Publish Flood, Brute Force,

and SlowITE.

• It is mainly labeled as normal or attack traffic. Our focus was on DDoS attacks,

and we classified the data into three classes: normal, DDoS, and other attacks,

as explained before. This label enables network isolation through the ZTM

when a DDoS attack is detected.

• The DDoS class is defined based on known characteristics as explained in Chap-

ter 4. This dataset was chosen because it includes network features used in

transmitting vital signs, which makes it suitable for the context of this work.

5.2 Simulation Flow

To simulate the proposed model we apply these steps in both the network level and

the data level:

1. System Initialization and Authentication

• Each ambulance consists of paramedics and IoMT devices, and they

should implement 2FA to access the medical devices.

• Collecting vital signs from IoMT devices and sending them to the edge

node, then to the hospital (cloud).
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• Connections and devices can be vulnerable to attacks even if they are

secured according to the ZTM principle: ’Never trust, always verify’. So

we examine both the data and the network levels, focusing on two types

of attacks and preventing them from causing harm to the patient through

the application of temporary isolation.

2. Training and Testing

At the network dataset: 70% was used for training the ML model and the

remaining 30% was reserved for testing according to other study splits. At the

data content level: 70% was used to train the ML model and the remaining

30% was reserved for testing after experimenting with multiple split ratios, this

configuration achieved the best performance.

3. Machine Learning Models

ML was used to predict and classify traffic into three categories: attack, nor-

mal, and medical issue. at the data content level. The predicted result is

then compared with the calculated trust score to verify the patient’s condi-

tion before taking further action, such as temporary isolation, continuing data

transmission, or alerting the medical or security team. Several ML models

were evaluated. The best performance was achieved using DT at the network

level, and DT, RF, and KNN at the data level.

4. ZTM

Apply it to isolate a compromised IoMT device from their network or isolate the

ambulance network interface after analyzing both the content and the network
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behavior.

5. The programming simulation: implemented using the Python language, with

several libraries previously mentioned.

6. Response and Logging:

If no attack is detected, normal data will transmit to the hospital dashboard

for medical decision-making. If an attack is detected at data content level, it

will compare with the trust score to take the response; the details are logged

for forensic analysis.

5.3 Evaluation

Although the proposed system was evaluated through simulation and ML–based de-

tection metrics and memory usage, this approach aligns with current recommenda-

tions in the field. According to [4], the IoMV remains a developing area with limited

real-world testbeds or standardized evaluation frameworks. The authors emphasize

the role of AI-driven techniques in handling cybersecurity threats across network

and data layers. Hence, the evaluation strategy in this thesis relies on synthetic

data generation and widely used performance metrics, consistent with the evolving

methodologies in IoMV research.

5.3.1 Evaluation Environment

Dell Latitude E6440 laptop. The device is equipped with an Intel® Core™ i7-4600M

CPU running at 2.90 GHz, 4 GB of RAM, and a 64-bit Windows 10 Pro operating

system (Build 19045). All simulations and implementations were executed under this
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hardware environment.

5.4 Descriptive Analysis

In this section, we present a descriptive analysis on a two datasets used in the thesis.

The focus will be on the vital signs dataset at the data content level. The network

dataset, being preprocessed, was reclassified to focus on DDoS attacks and apply the

ZTM approach in the future.

5.4.1 Descriptive Analysis of the Network Dataset

• Dataset Overview

The name of dataset is ICU Healthcare Security Dataset from the Kaggle site

[55], with 188,695 records, with 54 network features. Includes four attack types:

MQTT DDoS, MQTT Publish Flood, Brute Force, and SlowITE. labeled as

normal or attack traffic, we use it because, up to our knowledge, this is the

most sutable dataset exist contain network features for the vital signs taken

from multiple IoMT devices and has DDoS attacks.

Feature Selection

This dataset contains nearly 54 features; however, only 10 were used, following

the approach of a previous study [56] after analyzing and selecting the most

relevant features which are:

- frame.time.delta, tcp.time.delta, tcp.flags.ack, tcp.flags.push, tcp.flags.reset,

mqtt.hdrflags, mqtt.msgtype, mqtt.qos, mqtt.retain, mqtt.ver.
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• Data Preprocessing and Reclassification

The dataset contains 4 main attacks: DDoS, MQTT Publish Flood, Brute

Force, and SlowITE We classified the data into three classes: normal, DDoS,

and other attacks to focus only on DDoS according to the general characteris-

tics explained in the previous chapter.

• Analysis of Dataset Charts

The following Figure 5.2 illustrates the percentage distribution of samples in

the dataset at the network level [55]. The dataset was reclassified into three

categories, as described on pages 55–56: DDoS, Normal, and Other Attacks.

Figure 5.2: Pie Chart of Network Traffic Sample Proportions: Normal, Other At-
tacks, and DDoS
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The pie chart shows the relative proportion of each class. Normal traffic rep-

resents the largest share at 57.5% (108,568 samples), followed by other attack

types at 34.7% (56,455 samples), while DDoS accounts for approximately 7.8%

(14,671 samples). This distribution highlights that healthcare environments

are targeted by DDoS attacks, emphasizing the need to focus on detecting and

mitigating such threats.

5.4.2 Descriptive Analysis of the Vital Signs Dataset

• Dataset Overview

The name of the dataset is Human Vital Sign Dataset [49], from the Kaggle

website, 200,000 records. Contains 16 features, including patient identifiers,

timestamps, and various vital signs. A total of 81,620 attack instances were

synthetically generated as described in the previous chapter and 1500 case of

medical issues was added to become the new dataset with 283,120 records.

• Data Preprocessing

During the data preprocessing step, the dataset was cleaned by addressing

missing values and removing duplicates. After cleaning, a correlation analysis

was performed to explore the relationships between features and assist in se-

lecting the most relevant attributes for modeling, data was split at the patient

level, with training and testing sets strictly separated. Features were checked

to ensure no overlap with labels or future information, confirming the absence

of data leakage.

• Feature Selection
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The number of key features was selected based on calculating the correlation

between them are: heart rate, respiratory rate, body temperature, oxygen

saturation, systolic blood pressure, diastolic blood pressure, and derived BMI,

which is the difference between height and weight, and timestamp.

• Analysis of Dataset Chart

Figure 5.3 illustrates the percentage distribution of each class in the dataset

at the data content level. The dataset is divided into three classes: Normal,

Medical Issue, and Attack. Based on the original Kaggle dataset [49], the

data were modified by adding simple attack scenarios.In order to improve the

realism of the dataset and create class overlap between attack and medical issue

scenarios, 1,500 additional medical issue samples have been generated based on

a clinically documented patient case as reported in literature [79]. Physiological

readings from the reference case have been used to synthesize similar data,

thus creating diversity and ensuring the robustness of model evaluation under

adverse classification conditions. and 1,500 medical issue cases to enhance class

representation.
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Figure 5.3: Pie Chart of Vital Signs Sample Proportions: Medical Issue, Normal,
and Attack

The proportion of attack data added to the original dataset was adjusted to

be balanced with the other classes, similar to study [57], which used a dataset

in the healthcare system domain where attack data represented 42.5% of the

total samples, in order to improve the performance of the machine learning

model. Medical issues (37.7%), normal cases (33.5%), and attacks (28.8%).

The pie chart illustrates the relative proportion of each class in the dataset,

providing an overview of class distribution, highlighting that medical issues
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form the largest portion of the dataset, followed by normal cases, while attacks

constitute the smallest share.

The Figure 5.4 illustrates the distribution of heart rate and respiratory rate

values categorized into normal and abnormal cases. The histograms show the

frequency of samples within each vital sign range, with colors representing:

green for Normal, blue for Medical Issue, dark red for Attack (This IoMT /

Data Injection): Meaning the attack originates from the same IoMT device (HR

on the left chart, RR on the right chart), and yellow for Attack from (Other

IoMT), indicating an attack targeting another IoMT device (respiratory rate

or body temperature on the left chart, and heart rate or body temperature on

the right chart).

Figure 5.4: Distribution of Heart Rate and Respiratory Rate by normal and abnormal
Types, Normal, Medical Issue, and Attack Cases
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The Figure 5.5 also illustrates the distribution of body temperature values

categorized into normal and abnormal cases. Colors represent: green for Nor-

mal, blue for Medical Issue, dark red for Attack (This IoMT / Data Injection)

:Meaning the attack originates from the same IoMT device measuring body

temperature, and yellow for Attack (Other IoMT), indicating an attack target-

ing another IoMT device such as heart rate or respiratory rate. So this is why

we use ML, because the abnormality is due to many reasons, and we need to

analyze it.

Figure 5.5: Distribution of Body Temperature by Normal and Abnormal Type, Nor-
mal, Medical issue, and Attack Cases
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5.5 Performance of ML Classifier

Because we work on two-levels analysis as described before the performance will

be in a two stage, the first at the network level and the second on a data content

level with foucus on data content. The proposed model was evaluated using overall

accuracy, Recall, Precision, F1-score, False Positive, False Negative, Training Time,

and Testing Time, and Memory Usage.

5.5.1 The Performance Metrics used

The evaluation of the proposed ML model aligns with the current recommendation

in study [4], which will be conducted on two levels. At the network level, the focus

will be on assessing the efficiency of ML models in classifying the case at the 2 levels.

The appropriate action under the ZTM, including isolating the network interface of

the ambulance, checking data content, and alerting security. At the data content

level, the evaluation will proceed in two stages: First, testing the classification of

vital signs and abnormal patterns and comparing the overall accuracy of ML models

to find the best model and second after integrating ZTM with ML predict result after

classifiying to take the propriate next action comparative with ZTM. The following

standard metrics were used a macro average for: Accuracy, Precision, Recall,

F1-score, and FPR, FNR for each class, ROC-AUC, MCC, Cohen’s Kappa,

Time detection, and Memory usage.

• Accuracy: Represents the overall proportion of correctly classified instances

among all tested cases [67], defined as the following Equation 5.2
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Accuracy =
TP + TN

TP + TN + FP + FN
(5.2)

Where:

TP = True Positives.

TN = True Negatives.

FP = False Positives.

FN = False Negatives.

• Macro averaged precision, recall, F1-score.

- Precision [66]: It measures the reliability of positive predictions. Calculate

number of True Positives TP , False Positives FP, and False Negatives FN for

each class then calculate then calculate the precision as illustrated in Equa-

tion 5.3

Precision =
TP

TP + FP
(5.3)

Where:

TP = True Positives.

FP = False Positives.

- Average precision [66] then calculated as illustrated in Equation 5.4
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Precisionmacro =
Precisionclass A + Precisionclass B + · · ·+ Precisionclass N

N

(5.4)

Where:

N = Number of classes.

• Recall: It measures the ability of the model to correctly identify all actual

positive cases [67].

Recall = TP

TP + FN
(5.5)

Where:

TP = True Positives.

FN = False Negatives.

- Average recall [66] then calculated in Equation 5.6

Recallmacro =
Recallclass A + Recallclass B + · · ·+ Recallclass N

N
(5.6)

• F1-score [67]: is the harmonic mean of Precision and Recall, providing a single

metric that balances the trade-off between false positives and false negatives.
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F1 = 2× Precision× Recall
Precision+ Recall (5.7)

- Averaged F1 [65] is calculated by first computing the F1 score for each class,

then taking the simple (arithmetic) average of these scores as illustrates in

Equation Equation 5.8

F1macro =
1

N

N∑
i=1

F1i =
1

N

N∑
i=1

2PiRi

Pi +Ri

(5.8)

Where:

– N : Number of classes.

– F1i: F1-score of class i.

– Pi: Precision of class i.

– Ri: Recall of class i.

• False False Positive rate (FPR) identifies the proportion of negatives classified

as positive. Minimizing FPR is important to avoid false alarms in emergency

systems [67].

FPR =
FP

FP + TN
(5.9)

Where:

FP = False Positives.
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TN = True Negatives.

• FNR a correctly predicted negative outcome [68]. In healthcare and cyber-

attack detection, a low FNR is critical to ensure that no critical events are

missed.

FNR =
FN

FN + TP
(5.10)

Where:

FN = False Negatives.

TP = True Positives.

• Cohen’s Kappa: It measures the agreement between the predictions made by

the classifier and true labels, after adjusting for the element of chance that

may exist in the data. It performs particularly well on imbalanced data sets.

Cohen’s Kappa is equal to one when there is a full agreement, zero when it is

random, and - 1 when there is a full disagreement [67].

• Matthews’ correlation coefficient(MCC): MCC measures the correlation be-

tween true and predicted labels, with +1 for perfect, 0 for random, and - 1 for

completely wrong predictions [69].

• ROC AUC (OVR): To apply ROC curves and ROC AUC to multiclass prob-



5.5. Performance of ML Classifier 92

lems, OvR (One vs Rest) is used; one class is treated as positive and all other

classes are as negative. This converts the multiclass problem into a binary ,

allowing the use of standard binary metrics [70].

• Memory Usage: Is the amount of memory space taken up by a system or a

program, and it is a key measure to study the efficiency of algorithms. Because

the main concern in the EMS environment is the real-time implementation of

ML models at the edge, therefore, memory usage was measured during the

testing phase to evaluate the feasibility of deploying the models on edge devices.

5.5.2 The Performance Results

5.5.3 Network Level

In this subsection, the performance analysis could be applied after reclassifyed the

dataset to highlight DDoS attacks, and applying ZTM depends on the trust score

calculated to take the next suitable action to isolate the network interface of the

ambulance in the EMS system temporarily as a descriptive idea after an attack

is detected. The focus will be on the vital signs dataset, as the network dataset

was already prepared and only reclassified to highlight DDoS attacks and apply

the ZTM approach after an attack is detected. Figure 5.6 illustrates the overall

accuracy comparison of ML model’s in predicting the case into DDoS, Normal, and

Other attack.Since DDoS instances represent only 7.8% of the dataset, the classes

are imbalanced; therefore, additional evaluation metrics are required.
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Figure 5.6: Overall accuracy comparison of ML models in predicting the case into
DDoS, Normal, and Other attack

The highest accuracy was achieved by DT(99.64%), followed by KNeighbors

(99.57%), RF(99.11%), AdaBoost, Logistic Regression (LR), and GaussianNB.

That means we will depend on these three models when applying ZTM to apply

the actions in extended experement or future work, including isolating the network

interface, checking data content, alerting security upon detecting other attacks, and

continuing data transmission.

The following Table 5.1 presents the best performance of different ML models

using macro-averaged accuracy, precision recall, F1-score,
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Table 5.1: Performance comparison of different machine learning models

Model Accuracy Precision Recall F1-score
DT 99.64 99.77 99.68 99.73
KNN 99.57 99.64 99.60 99.62
RF 99.11 99.17 98.52 98.84
AdaBoost 98.98 99.26 98.44 98.84
LR 94.41 93.51 94.96 94.09
NB 87.19 93.47 87.79 88.99

The FPR and FNR were computed for each class to analyze false positives and

false negatives in the multi-class setting, while the F1-score was calculated as it re-

flects the balance between precision and recall, these metrics were computed at the

optimal configuration for each DT, RF and KNN ML models as illustrated in Tables

5.2, 5.3, and 5.4.

Table 5.2: FPR, FNR and F1- Score per each class in DT machine learning model

Class F1-score FPR FNR
DDoS Attack Class 99.94 0.00007 0.00114

Normal Class 99.7 0.00588 0.00166
Other Attacks Class 99.5 0.00157 0.00713

Table 5.3: FPR, FNR and F1- Score per each class in RF machine learning model

Class F1-score FPR FNR
DDoS Attack Class 98.35 0.00046 0.02719

Normal Class 99.45 0.01019 0.00351
Other Attacks Class 98.73 0.0063 0.01361

The results obtained confirmed that the DT model has the highest classification

level effectiveness with the highest F1-scores and lowest FPR and FNR values com-
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Table 5.4: FPR, FNR and F1- Score per each class in KNN machine learning model

Class F1-score FPR FNR
DDoS Attack Class 99.84 0.00015 0.00137

Normal Class 99.64 0.00646 0.00234
Other Attacks Class 99.38 0.0022 0.00825

pared to other classes. For example, in terms of dealing with DDoS attack classes,

DT clearly fares better than other models. Moreover, in terms of error rate, KNN

model results are slightly higher than DT, RF model has higher values in terms of

FNR.

ROC AUC (OVR)

The ROC AUC (OVR) scores are good for all three models: DT 99.97%, RF 99.96%,

and KNN 99.95% in multi-class. So we also used other metrics like MCC and Kappa

to better evaluate the models, especially for any class imbalances.

Cohen’s Kappa and MCC

The three models perform very well. For DT, MCC is 99.3% and Kappa is 99.34%;

for RF, MCC and Kappa are 98.3%; and for KNN, MCC and Kappa are 99.2%.

Along with the high ROC AUC scores, these metrics give a clearer view of how the

models handle classes.

Time Detection

Detection time refers to the time required by ML models to identify an event, which

in this dataset corresponds to one of three classes: DDoS attack, Normal, or Other
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attack. Figure 5.7 illustrates the detection time which achieved by different ML

models. Among the evaluated models, Logistic Regression and DT achieved the

fastest detection time of 0.0156 s, while KNN required the longest time, 8.7418 s

because it is a lazy learning algorithm that computes distances to all training samples

for each new instance

Figure 5.7: Detection Time Required by Different ML Models for Classifying Events
(DDoS, Normal, Other attack)

Summary

The system’s performance was initially evaluated at the network level, with a partic-

ular focus on DDoS attacks. Subsequently, the ZTM was applied, and the system’s

accuracy in making appropriate decisions based on network analysis was assessed.

The DT model achieved the highest accuracy 99.64 %, For the network-level evalu-
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ation before applying the action.

5.5.4 Data Content Level (Vital Signs)

This section focuses on the data content level, given its importance and sensitivity.

The target column was generated using a rule-based approach to establish a ground

truth, based on the vital sign thresholds described in the previous chapter, then used

as input to the machine learning models to train the models and simulate accuracy,

and evaluate the system’s performance and efficiency.

Performance Measures

The following Figure 5.8 illustrates the best overall accuracy achieved to classify each

case as: Normal, Attack, and Medical issues after balancing each model.

Figure 5.8: The Best Classification overall Accuracy was Achieved for the three Cases
(Normal, Attack, and Medical Issues) Using Multiple ML Models
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The best three models overall accuracy achieved: Decision Tree 98.096%, fol-

lowed Random Forest 98.01% and KNN 97.724%. The Naïve Bayes model achieved

91.703%, while the Linear SVM performed relatively lower with 75.248% accuracy.

Model Parameters Adjustment

To achieve these results, the hyperparameters of the top three performing models

were fine-tuned and balanced as follows:

• Decision Tree

In this model, different values of the parameters Max Depth and Random State

were tested as shown in table 5.5 to determine the best reading. The best ac-

curacy was achieved at a depth of 5, reaching 98.096%.

Table 5.5: Decision Tree parameter settings and macro-accuracy results

Max Depth Random State Accuracy(%) Precision Recall F1-score
2 20 61.021 48.74 57.67 49.21
3 50 89.081 90.526 87.506 87.559
4 50 89.54 89.60 89.50 89.55
5 70 98.095 98.385 97.803 98.039
5 100 98.096 98.386 97.804 98.040
5 120 98.095 98.385 97.803 98.039
5 130 98.095 98.385 97.803 98.039
5 140 98.095 98.385 97.803 98.039
5 150 98.096 98.386 97.804 98.040
5 170 98.095 98.385 97.803 98.039

The FPR and FNR were computed for each class to analyze false positives and
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false negatives in the multi-class setting, while the F1-score was calculated as it

reflects the balance between precision and recall, these metrics were computed

at the optimal configuration with max depth = 5 and random state = 100,

where the model achieved an accuracy of 98.096% as shown in table 5.6.

Table 5.6: Performance Metrics per Class

Class F1-score FPR FNR
Attack Class 96.543 0.00026 0.06532

Medical Issue Class 97.5 0.03020 0.00056
Normal Class 99.996 0.00004 0.00002

The results indicate strong classification performance across all classes, with

particularly low false positive and false negative rates, demonstrating the ro-

bustness of the model in the multi-class setting.

• Random Forest

In the RF model, different parameter values were tested to get best perfor-

mance as illustrated in table 5.7. The main parameters adjusted were: Max-

imum depth, the number of trees nestimators, and the random state. Af-

ter experimentation, the best readings were obtained with (max_depth) = 3,

(n_estimators) = 40, and the (random_state) = 35, achieving an accuracy

of 98.010%. These results demonstrate that a relatively shallow depth with a

moderate number of estimators is good for achieving high performance. The

detailed parameter settings and outcomes are summarized in Chapter 2.
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Table 5.7: Random Forest parameter settings and macro-accuracy results

max_depth n_estimators random_state Acc (%) Precision Recall F1-score

2 20 35 77.966 86.397 80.489 83.6

3 18 35 90.474 92.441 91.564 90.964

3 20 35 90.559 92.537 91.639 91.062

3 25 35 90.532 92.507 91.617 91.03

3 30 35 97.869 97.936 98.112 97.973

3 40 35 98.010 98.093 98.238 98.119

3 50 35 97.986 98.068 98.216 98.094

4 20 35 95.670 96.18 96.165 95.94

4 21 35 90.791 92.804 91.846 91.328

Class-wise F1-score, FPR, and FNR were reported under the optimal configu-

ration with max depth = 3, n-estimators = 40, and random state = 35 where

the model achieved an accuracy of 98.01% as shown in table 5.8.

Table 5.8: Performance Metrics per Class

Class F1-score FPR FNR
Attack Class 99.73 0.00210 0.0004

Medical Issue Class 97.287 0.0008 0.0527
Normal Class 97.33 0.0276 0.00011

Although the DT model achieved a higher overall accuracy of 98.096% com-

pared to the RF model’s 98.01%, the ensemble approach demonstrates compet-

itive F1-scores and generally lower FPR and FNR across most classes, indicat-

ing a more balanced performance in handling FPR and FNR in the multi-class

scenario.
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• K-Nearest Neighbors

The table 5.9 shows the performance results of the KNN model depending on

the choice of kneighbors While K =7 achieved high overall accuracy 97.724%.

Increasing the K value may oversmooth the decision boundary, reducing the

model’s sensitivity to local patterns and increasing bias (underfitting), so we

limited to a maximum of 7.

Table 5.9: Impact of varying n_neighbors on the performance of the KNN model

K_neighbors Accuracy Precision Recall F1-score
1 92.069 92.142 92.273 92.202
2 91.782 92.166 92.043 91.821
3 96.328 96.375 96.546 96.454
4 96.819 97.043 96.941 96.971
5 97.369 97.497 97.535 97.516
6 97.535 97.711 97.649 97.675
7 97.724 97.849 97.875 97.861

For each class F1-score, FPR, and FNR were reported under the optimal con-

figuration with K = 7 where the model achieved an accuracy of 97.724% as

shown in table 5.10.

Table 5.10: Performance Metrics per Class

Class F1-score FPR FNR
Attack Class 99.90 0.0001 0.00004

Medical Issue Class 96.97 0.01618 0.03352
Normal Class 96.62 0.01895 0.03021

KNN achieves good F1-scores, particularly for the Attack class, its FPR and

FNR values are generally higher for the Medical Issue and Normal classes
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compared to the DT and RF models, indicating slightly less robust handling

of false positives and false negatives in the multi-class scenario.

Note: To evaluate the stability of the models and to confirm the reliability of

the results, we performed 5-Fold Cross-Validation on the data in the training sets.

The following Figure 5.9 compares the test set accuracy of each model with its

cross-validation accuracy, reflects a more robust performance estimation, indicating

acceptable generalization and minimal overfitting.

Figure 5.9: Comparison of Test Set Accuracy and 5-Fold Cross-Validation Accuracy
for all ML models

ROC AUC (OVR)

At the data level, ROC AUC (OVR) AUC is very good for all models: 99.7% for

DT, 99.9% for RF, and 99.82% for KNN. This shows that the models can predict
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the classes accurately.

Cohen’s Kappa and MCC

At the data level, the models show strong performance. DT, MCC is 97.17% and

Cohen’s Kappa is 97.12%; for RF, MCC is 97.055% and Cohen’s Kappa is 97.002%;

and for KNN, both MCC and Cohen’s Kappa are 96.56%. These metrics, together

with ROC AUC, give a clear view of how well the models capture the relationships

between classes.

Detection Time

The detection time is considered one of the most important evaluation criteria in

this study, as it has been established as a key standard based on previous studies,

as explained. Considering the relatively lightweight models used and the dataset

size (281,620 records with a limited number of features), the training and detection

times remained low and showed only slight variations between the models, which

is reasonable and consistent with the efficiency of such models. The following Fig-

ure 5.10 illustrates a comparison between multiple machine learning models in terms

of accuracy and detection time (seconds).
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Figure 5.10: Comparison of Detection Time Across Various ML Models

The green bars represent the model’s accuracy, and the red bars represent the

detection time:

• DT: Achieved an accuracy of 98.10% with the little detection time 0.0233

second.

• RF: Showed 98.01% accuracy but required more time 0.1248 second.

• KNN: Achieved accuracy 97.72% but consumed the highest detection time

11.842 second, making it less efficient for real-time.

• NB: Achieved 91.7% accuracy with a moderate detection time 0.0469 second.

DT demonstrated the best balance between high accuracy and low detection time,

making it the most suitable model for real-time detection scenarios. However, al-
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though KNN required more processing time.

Memory Usage

At the network level, memory usage was measured while applying ZTM to isolate the

ambulance’s network interface. At the data level, memory usage was also evaluated

when applying ZTM to isolate a compromised IoMT device.

Memory usage was measured while applying the model (test) on the edge node;

it means the memory usage while applying the classification. Table 5.11 shows the

evaluation at data content level. DT and RF consumed the least resources, mak-

ing them the most suitable for real-time deployment in resource-constrained EMS

environments.

Table 5.11: The memory usage of different ML models at the Data content Level

ML model Memory Usage (MB)

DT 6.48

RF 6.94

KNN 23.84

NB 13.89

5.5.5 Performance Evaluation and Results of Applying ZTM at Data

Content

The performance of the ZTM in this work is evaluated after the integrated ML model

result is predicted with the trust score calculated as explained in Ch4 according to
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the principle ’Never trust, always verify’ before taking the appropriate action, like

isolating the compromised device, alerting security, or continue transmit the data to

the hospital.

Performance Measure

After training deferent ML models on a dataset used specially at data content level

(vital signs) which has three cases: attack, medical issue, and normal we compare

the predicted result with the calculated trust score for each row for nearly 85,000

samples to provide astaticly representative performance results to reduce the FPR

in decision-making. Table below 5.12 demonstrates the accuracy, FPR, execuion

time, and memory usage of decision-making after integrate the results of each ML

model with ZTM.

Table 5.12: ZTM-Integrated ML Model Performance Comparison

ML Model Acc FPR Execution Time (sec) Memory Usage (MB)

DT 98.096 0.00008 5.9677 41.594

RF 98.01 0.00094 9.854 44.887

KNN 97.73 0.00002 13.7 53.121

• DT classifier: The integration of the ZTM with the DT classifier achieved a

decision accuracy of 98.01%, with an almost negligible FPR of 0.00008. The

overall accuracy remained unchanged because the DT at depth 5 had already

achieved a very low FPR. To evaluate the effect of ZTM further, we applied it
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to DT models trained at different depths, as illustrated in Figure 5.11.

Figure 5.11: Performance Comparison of the Decision Tree Classifier at Different
Depths after Integrating ZTM

As illustrated, integrating ZTM significantly improved the DT classifier’s per-

formance: at depth 2, accuracy increased from 61.02% to 89.84%, while at

depth 4, it rose from 89.08% to 95.34%.

• RF classifier:Integrating the ZTM with the RF classifier achieved a decision

accuracy of 98.01% with a low FPR of 0.00094. Since the FPR was already very

small, the effect of ZTM on this model was not clearly observable. Therefore,

we evaluated the impact of ZTM by training RF models with different numbers

of estimators and depths. The differences were minimal; for instance, at depth
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2 with 20 estimators, the accuracy increased slightly from 77.97% to 77.99%.

• KNN classifier:Integrating this ML model with the ZTM resulted in a slight

increase in accuracy, from 97.72% to 97.73%, with a nearly zero FPR of 0.00002.

This highlights the role of ZTM in enhancing the model’s reliability, even when

the improvement in accuracy is minimal. Figure 5.12 ilustrates these results.

Figure 5.12: Performance comparison after integrating ZTM with ML classifiers,
demonstrating enhanced decision accuracy and lower FPR

So applying ZTM improved security decisions over the original ML model by

integrating trust levels in isolation and response.
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5.5.6 Extended Experiment: Integrating the “Trust” Feature in Training

the ML Models

To study the impact of introducing ZTM during the model training and simulation

process, an additional experiment that included a new feature, Trust, was conducted.

This feature was assigned a value of 1 if any vital sign reading exceeded the predefined

threshold and 0 otherwise, as illustrated in the Algorithm 3 below. Then, this feature

was included in the training of ML models as explained in Chapter 5, to assess its

impact on model performance.

Algorithm 3 Compute Trust Feature for Each Row
1: Input: Vital Signs reading
2: Thresholds:
3: Heart Rate > 150
4: Respiratory Rate > 35
5: Body Temperature > 43
6: Output: Dataset with new column Trust
7: for each row in Dataset do
8: count ← 0
9: if row[’Heart Rate’] > 150 then count ← count + 1

10: end if
11: if row[’Respiratory Rate’] > 35 then count ← count + 1
12: end if
13: if row[’Body Temperature’] > 43 then count ← count + 1
14: end if
15: trust ← count ▷ 0 if none, 1-3 otherwise
16: Add trust to current row
17: end for

The results were as follows:

• The results showed that the performance did not change for KNN and SVM

in view of the fact that they showed identical results before and after adding
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the Trust feature.

• The improvement was observed in the RF and DT models:

- RF model: The accuracy improved significantly for lower numbers of esti-

mators and maximum depths up to 3, as illustrated in Figure 5.13. Prior to

adding the Trust feature, the model achieved accuracies ranging from 90.42%

to 90.55% for 10–14 estimators. After including the Trust feature, the accuracy

increased substantially, reaching 98.01% to 99.88% at 40 estimators.

Figure 5.13: Performance Comparison of the RF Model Before and After Adding the
Trust Feature

- For the Decision Tree (DT), when the maximum depth was set to 3, the accu-
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racy increased from 75.67% to 90.79% with the addition of the Trust feature.

At higher depths of 4 and 5, the accuracy further improved after including the

Trust feature, reaching 98.096%, as illustrated in Figure 5.14, thereby surpass-

ing the previous results and approaching near-perfect performance.

Figure 5.14: Performance Comparison of the DT Model Before and After Adding
the Trust Feature

In general, this extended experiment shows that the proposed Trust-based fea-

ture can enhance the learning capability of tree-based models under constrained

configurations by providing one more indicator on the reliability of the data.
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5.6 Comparison with Related Work

In this section, we compare our proposed model with previous studies.

5.6.1 Comparison with IoMT Review Literature

The reviewed study [81] provides a comprehensive and systematic overview of IoMT,

its evolution, and role in enabling Smart Healthcare Systems through integrated

devices, sensors, and software platforms. The paper discusses on a wide scale the

integration of ML and AI techniques for the analysis of medical data, early dis-

ease diagnosis, predictive healthcare, and remote patient monitoring by presenting

the employment of Random Forest, SVM, CNN, and ResNet models that represent

the most useful applications-keeping in view COVID-19 diagnosis, medical image

diagnosis, and elderly patient monitoring. In addition, the review emphases major

challenges regarding data security, privacy, ethical concerns, and issues related to

interoperability, scalability, and energy efficiency, together with a review of existing

techniques and strategies for IoMT systems security and optimization of resources.

However, the review paper does not propose or discuss the practical implementation

or experimental frameworks of these theoretical insights. However, as a review paper,

it does not present an implemented system or experimental evaluation. In contrast,

our study focuses on a practical IoMT-based framework for secure ambulance-to-

hospital patient data transmission, incorporating ML-based classification with Zero

Trust security mechanism. Another study [83] on Cyberattack detection in IoMT

using ML Techniques, proposes a comprehensive review on ML technology-based

cyberattack detection in IoMT environments. This study focuses on existing algo-
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rithms, datasets, issues, and gaps. The major differences with our work are that,

while we proposed and implemented the effectiveness of a comprehensive integrated

security framework using ML, ZTM, IDS, 2FA and medical data validation, this

study did not propose any new algorithm or empirical testing on datasets. This

study mainly focuses on binary form attack detection methods and gaps related to

datasets, feasibility, and resource efficient models. Our study covers these lacunas by

implementing multiclass classification, attack, normal, and medical issue, by lever-

aging IoMT relevant datasets, and proposing a real-time architecture suitable for

edge environments. In addition, the reviewed work considers IoMT security from a

primarily network-centric point of view, whereas our contribution extends the notion

of security to data integrity, trust enforcement, and clinical decision support, hence

making it more holistic and application oriented for IoMT cybersecurity.

5.6.2 Comparison with Studies Implementing ZTM in Healthcare

We compare our work with previous ZTM applications in healthcare systems to iden-

tify similarities, differences, and improvements. The two studies compared are [6]

and [39], the key difference between our proposed model and these studis that our

work focus on aplying ZTM on an mobile environment like ambulance by continu-

ously monitoring both the data content and network traffic behavior to isolate any

compromised IoMT device based on suspicious data behavior, while also isolating

(as a concept) the ambulance’s network interface in case of DDoS attack detected

to contain threats at their source before they reach the hospital. Study [6] applied

ZTM by a continuous authentication strategy, and the other study [39] focused on

reducing medical errors by managing access in the cloud. Our study focuses on the
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security of ambulance device data during transit and the detection of cyberattacks

and distinguishing between attacks and medical issues. Accordingly, the two studies

are complementary, as the former addresses the post-data arrival phase in the cloud,

while our study addresses the real-time transmission phase. The table below 5.13

shows a summary comparison between these studies.
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Table 5.13: Comparison between ZTCloudGuard and Our Study

Aspect Our Study Study [39] Study [6]

Focus Real-time protection of IoMT

data in ambulances during

transmission to hospitals. De-

pending on the behavior analy-

sis of the network, with a focus

on the data content level.

Aiming to reduce the medical

errors by managing access in

the cloud of the healthcare sys-

tem using ZTM and a context-

aware framework.

A lightweight

continuous and

mutual authenti-

cation framework

for IoMT to

ensure secure

communication

and device au-

thentication

Healthcare Environ-

ment

Mobile (ambulance) Static Static

AI or ML used ML AI No

Dataset used Human Vital Sign Dataset

with synthetic data, and ICU

Healthcare Security Dataset

Synthetic dataset -

Evaluation Metrics Accuracy, Precision, F1-score,

Recall, FPR, FNR, Time de-

tection, memory usage, AUC,

MCC and Cohen’s Kappa.

F1-score, Precision, Recall Computation

cost, Communi-

cation overhead,

Authentication

delay, Energy

consumption

ZTM Application Lo-

cation

ZTM is applied at the edge

(ambulance): Network seg-

mentation, least privilege on

use of IoMT devices and iso-

late the compromised device.

Cloud-based healthcare system

for access management

Applied at the

IoMT D2D and

D2E communica-

tion level

Result High accuracy nearly 98% with

very short detection time, en-

abling real-time classification

of normal, medical issues, and

attacks at the data content

level and the FPR decreased

to nearly zero when compared

with the trust score of the re-

sponse action.

F1-score 93.5%, effective in

preventing medical errors in

cloud access management

The framework

showed low com-

putational cost,

low communica-

tion overhead,

and fast authen-

tication time,

making it suit-

able for IoMT

environments.
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5.6.3 Comparison with studies using the same dataset

At the network level:The study [55] used the same dataset (ICU Healthcare Se-

curity Dataset) as our work. However, while their study considered only two classes:

attack and normal, our study analyzed three cases: DDoS attack, other attacks, and

normal. In our experiments, the best overall accuracy was achieved by DT 99.65%

and KNN 99.57%, with MCC values of 99.97 for DT and 99.2 for KNN. In contrast,

the aim of the study in [55] was to distinguish between attack and normal only,

achieving an accuracy of 99.51% with RF and AUC = 1.

At the Data Content level:The study [77], a recent work from 2025, used the

Human Vital Sign Dataset from Kaggle to train and evaluate their ML models, re-

porting an accuracy of 99.0% for predicting patient health conditions, demonstrating

strong generalization. In comparison, our study achieved 98.096% accuracy with DT,

and integrating ZTM further enhanced security and robustness in IoMT systems.

5.6.4 Comparison with Other Datasets

Comparison Our Dataset with the WUSTL-EHMS-2020 Dataset

The WUSTL-EHMS-2020 dataset [58] was constructed by Washington University

in St. Louis (WUSTL) researchers on a real-world testbed (EHMS), which is the

nearest one to our dataset worked on. The dataset includes 16,318 records, with

14,272 of them being normal records and 2,046 of them being attack records. The

dataset consists of two feature sets: network features and vital sign features. The

attacks in the dataset include spoofing attacks, data injection attacks, and MitM

attacks. This dataset is labeled only as normal or attack. Before applying to ML,
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the dataset was preprocessed, cleaned, and the features were chosen.

In contrast our dataset at the data content level used is: Human Vital Sign Dataset

from the Kaggle site [49] with vital signs features and synthetic attack simulation,

ICU Healthcare Security Dataset from the Kaggle site [55], too, with network features

and labeled to normal or attacks including DDoS attacks, while our dataset is labeled

as normal, attack, or medical issue, and is separated from the network features for

two main reasons. First, we did not find a comprehensive dataset that includes

DDoS attacks, vital signs, and network features. Second, we aimed to apply ZTM

to the network in order to temporarily isolate ambulances or IoMT devices when a

data attack is detected, since it would be difficult to determine whether the detected

abnormality originates from a network attack like DDoS or from a genuine medical

issue related to the patient.

5.6.5 Comparison with Existing Hybrid Fog-Edge Approaches in IoMT

Security

This study [45], which was explained in the literature under the section: Edge-

Deployed Lightweight Security Models for IoMT. The referenced study aims to pro-

tect patient data and reduce latency by adopting a hybrid fog–edge–cloud architec-

ture, where machine learning models are trained in the cloud, vital signs are collected

and preprocessed at the edge, and the inference is executed in the fog. In contrast,

our study deploys the trained model directly at the edge to enable real-time deci-

sion making. Also, our work emphasizes proactive alerting of medical staff whenever

abnormal readings indicating a potential health issue are detected. Unlike the ref-

erenced study, we also utilized two separate datasets to cover both vital signs and
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network-level attack scenarios, thereby providing a broader evaluation of IoMT se-

curity and reliability. The table below 5.14 shows a summary of the comparison

between the two studies.
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Table 5.14: Comparison between Hybrid Fog-Edge Study and Our Study

Aspect Hybrid Fog-Edge Study Our Study

The aim of the study To solve 2 main issues: To min-

imize latency by applying Hy-

brid Fog-Edge computing, and se-

cure patient data by an encryp-

tion mechanism.

To develop a real-time lightweight

framework that includes ML,

SIDS, ZTM, and 2FA to de-

tect threats (DDoS and data in-

jection) at both network and

data levels, apply isolation mech-

anisms, and ensure security in

EMS environments.

Dataset IoT-health dataset from the Kag-

gle site with 250,000 records fo-

cusing on vital signs and anomaly

detection.

Human Vital Sign Dataset with

synthetic data for the data con-

tent level, and ICU Healthcare

Security Dataset for the network

level.

Classification Scheme Binary classification: normal vs.

anomaly.

Multi-class classification: normal,

medical issue, attack at data

level.

Threat Model Focus on general security is-

sues: unauthorized access, spoof-

ing, data breaches.

Explicitly addresses DDoS and

data injection attacks in IoMT

systems.

Methodology The proposed hybrid fog-edge ar-

chitecture with 3 layers: Edge

for collecting and processing vital

signs, fog for the execution, and

cloud for training ML models.

Integrating ML with ZTM to se-

cure IoMT syesem, ML to train

and classify the case while ZTM

to apply the isolation for compro-

mised device.

Results Reduced latency by 70% com-

pared to cloud and improved en-

ergy efficiency by 30%.

High accuracy nearly 98% with

very short detection time, en-

abling real-time classification of

normal, medical issues, and at-

tacks at data content.
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5.6.6 Comparison with Related Machine Learning-Based Works

There are several studies that applied machine learning approaches to intrusion de-

tection at network or data content in healthcare services. The paper relying on

an ELM-based approach in [82] deals with binary data DDoS intrusion detection

in IoMT. The architecture has been optimized to limit computational cost and is

appropriate for implementation at the fog level. However, in that context, aspects

of trust enforcement, data validation in healthcare services, and multi-layer security

measures were neglected. Another study presented in [80] work on multi-class intru-

sion detection in a regular network using traditional machine learning classifiers like

SVM and NB during experiments employing the NSL-KDD data set as illusstrates

on Table 5.15. The study was confined to providing just intrusion detection without

dealing with data content in healthcare services. The focus of our work is to provide

data content level security in healthcare IoMT services through integration of ML

with an overall ZTM-based security architecture.
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Table 5.15: Comparison with Related Machine Learning-Based Works

Aspect Our Study Study [82] Study [80]

The aim of the study Real-time attack detection in

patient data transmission from

ambulances to hospitals based

on network behavior analysis

and data content inspection.

This study proposes using an

ELM classifier to detect DDoS

attacks in IoMT systems, aim-

ing for fast and accurate de-

tection with low resource con-

sumption and real-time deploy-

ment at the fog level.

This study aims

to improve IDS

accuracy and

reduce misclas-

sification rates

in general net-

work intrusion

detection envi-

ronments.

Dataset used Human Vital Sign Dataset

with synthetic data and ICU

Healthcare Security Dataset.

CICIoMT 2024 dataset with

476,150 records.

NSL-KDD

dataset.

ML models used DT, RF, KNN, NB, and SVM

classifiers.

Extreme Learning Machine

classifier.

SVM classifier.

Binary or multiclass

classification

Multiclass. Binary (DDoS attack, Nor-

mal).

Multiclass.

Result High accuracy of nearly 98%

with very short detection time,

enabling real-time classifica-

tion of normal, medical issues,

and attacks at the data con-

tent level, with near-zero FPR

after trust-based response inte-

gration.

94.87% accuracy using the

ELM classifier for IoMT traf-

fic detection.

Best accuracy of

97.28% using the

SVM classifier.

5.7 Summary

The proposed framework was partially implemented at the network level, imple-

mented and completely evaluated in this chapter at the data content level. In the

experiments, it was observed that the integration of ZTM, SIDS, ML, and 2FA sup-

ported real-time response and detection against injection attacks. At the data level,
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ML models successfully classified among medical issues, normal situations, and cy-

berattacks. Metrics including: accuracy, precision, recall, detection time, and mem-

ory usage confirmed the efficiency of the DT, RF, and KNN models and rendered

them most suitable for edge deployment in the case of classification, then integrated

with ZTM to isolate the compromised device. In summary, the results confirm the

feasibility of the suggested lightweight security framework in EMS environments.



Chapter 6

Conclusion and Future Work

6.1 Future Work and Limitations

Although our proposed model demonstrates that the work operates at both the

data content and network levels, there are several future directions to improve it. In

particular, the application was simulation-based, and we faced several limitations. To

the best of our knowledge, there is no suitable dataset that simultaneously includes

IoMT-derived vital signs and network features with specific attacks such as DDoS

and injection attacks.

Furthermore, because the work was simulation-based, applying ZTM depended

on the level compromised by attacks. Therefore, we generated synthetic attacks

on vital signs to simulate a data content-level dataset. This limitation suggests a

future direction: creating a dataset that includes all relevant features and additional

types of attacks, such as MitM, to facilitate further improvements and integrate

other IoMT devices, as we explained before the target is to build the framework and

123
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further develop it because we use ML to be adaptable. Additionally, we aim to apply

this framework in real-world scenarios. The focus in this work was primarily on data

content, with less emphasis on network-level simulation, as described in Chapter 4.

Therefore, future work could involve a deeper exploration of the network level to

enhance the model further. We are planning to use AI to alert management to the

response action.

6.2 Conclusion

In this thesis, we proposed a lightweight ML model for mobile environments, fo-

cusing on real-time processing at the edge in EMS, to simulate that we use: ZTM,

2FA, and SIDS. The target of this work is to continuously monitor both the network

traffic behavior level and the data content behavior level. The primary focus was

on the data content behavior level, where the system identifies whether an abnor-

mality corresponds to an attack at a specific threshold or indicates a medical issue.

Based on this, the system either triggers a security response or alerts the medical

crew. Additionally, threats are isolated to prevent further impact before the data

reaches the hospital, following the ZTM principle of ’Never trust, always verify.’In

this context, the IoMT device from which the reading originates can be isolated from

its network interface to contain the threat. At the network behavior level, the ap-

proach was considered as a descriptive idea, since it represents the first step before

shifting to data content analysis. The focus was on detecting DDoS attacks, which

indicate an external threat; once detected, the network interface of the ambulance

was temporarily isolated after triggering the security response. Through simulation,
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we demonstrated the effectiveness of the proposed system and aligned our work with

recommendations from previous studies.

6.3 Recommendation

Based on our simulation results, we recommend that EMS, including their healthcare

providers, integrate this lightweight model and deploy it on-board ambulances. It

may be combined with security tools such as SIDS, 2FA, and ZTM alongside ML

to potentially reduce possible threats affecting the security of EMS, especially pa-

tient data and to build adaptable framework to integrate another kinds of device or

attack. We recommend implementing such a framework on multiple levels, as also

suggested by other studies, and continuously training and updating the models to

cover additional types of attacks. Finally, we believe that interventions for awareness

and training for healthcare providers could increase the effectiveness of the system.
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Table A.1: Training Dataset Used at Data Content Level

Patient ID Heart Rate Respiratory Rate Body Temperature Oxygen Saturation Systolic BP Diastolic BP Derived BMI Risk Category Abnormal Type Trust Score

2900070 188 43 37.702 98 151 80 24.644 Abnormal Medical Issue 0.2

2900071 178 39 36.0 97 140 80 29.696 Abnormal Medical Issue 0.2

2900072 164 43 36.03 95 158 81 24.001 Abnormal Medical Issue 0.2

152147 73 15 36.8 95.52 110 80 25.768 Normal Normal 0

2900074 157 31 36.72 99 156 80 23.818 Abnormal Medical Issue 0.1

2900075 170 41 36.77 99 144 82 28.152 Abnormal Medical Issue 0.2

2900076 188 35 37.12 99 142 79 25.877 Abnormal Medical Issue 0.1

2900077 168 40 36.38 98 141 80 25.882 Abnormal Medical Issue 0.2

2900078 172 30 36.42 99 142 81 29.390 Abnormal Medical Issue 0.1

2900079 160 32 36.96 95 147 81 29.145 Abnormal Medical Issue 0.1

2900080 160 34 37.50 99 155 82 24.940 Abnormal Medical Issue 0.1

2900081 173 33 37.23 96 145 79 24.234 Abnormal Medical Issue 0.1

2900082 185 32 36.59 99 152 82 28.654 Abnormal Medical Issue 0.1

2900083 189 39 36.86 98 155 79 29.0518 Abnormal Medical Issue 0.2

2900084 173 42 36.34 96 155 81 26.533 Abnormal Medical Issue 0.2

2900085 152 34 36.14 95 142 82 27.140 Abnormal Medical Issue 0.1

2900086 171 40 37.56 95 152 81 24.565 Abnormal Medical Issue 0.2

2900087 151 37 36.53 97 153 81 28.324 Abnormal Medical Issue 0.2

2900088 173 40 36.35 96 147 79 27.158 Abnormal Medical Issue 0.2

2900089 193 45 37.38 97 151 82 26.270 Abnormal Medical Issue 0.2

2900090 179 33 37.23 96 160 82 23.205 Abnormal Medical Issue 0.1

2900091 187 30 37.266 96 147 81 29.120 Abnormal Medical Issue 0.1

2900092 151 40 36.45 98 160 81 27.0436 Abnormal Medical Issue 0.2

2900093 170 36 36.46 97 148 79 24.1218 Abnormal Medical Issue 0.2

2900094 182 37 36.44 98 140 82 26.9810 Abnormal Medical Issue 0.2

2900095 161 32 36.34 96 145 80 27.472 Abnormal Medical Issue 0.1

2900096 171 35 37.31 95 158 81 26.423 Abnormal Medical Issue 0.1

2900097 193 31 37.69 96 150 80 27.753 Abnormal Medical Issue 0.1

220314 82 15 44.49 95.47 121 90 21.27 Abnormal Attack 0.1

220315 66 44 37.27 96.41 130 81 22.38 Abnormal Attack 0.1

220316 72 57 37.35 95.01 122 74 21.84 Abnormal Attack 0.1

220317 68 44 36.7 97.95 125 89 20.82 Abnormal Attack 0.1

220318 172 18 37.1 95.96 128 72 25.43 Abnormal Attack 0.1

220319 172 17 37.08 98.92 126 90 22.81 Abnormal Attack 0.1

220320 74 18 44.09 95.92 123 85 25.04 Abnormal Attack 0.1

220321 100 14 44.1 98.35 138 74 27.15 Abnormal Attack 0.1

220322 92 59 37.42 95.19 110 85 19.38 Abnormal Attack 0.1

220323 166 18 37.12 98.62 111 90 22.21 Abnormal Attack 0.1

220324 64 47 37.32 95.42 139 73 23.28 Abnormal Attack 0.1

220325 91 12 43.16 96.86 117 87 21.89 Abnormal Attack 0.1

220326 94 55 36.74 95.05 119 87 24.96 Abnormal Attack 0.1

220327 182 20 36.84 96.71 135 88 27.67 Abnormal Attack 0.1

220328 153 14 36.99 95.9 128 84 23.84 Abnormal Attack 0.1

220329 98 36 36.54 97.7 125 88 25.57 Abnormal Attack 0.1

220330 71 14 44.58 98.54 136 89 26.89 Abnormal Attack 0.1

220331 182 15 36.6 97.13 134 71 23.94 Abnormal Attack 0.1

220332 73 36 36.81 95.77 133 88 27.43 Abnormal Attack 0.1

220333 180 16 36.58 95.51 112 87 27.63 Abnormal Attack 0.1

220334 184 19 36.8 96.46 134 77 27.86 Abnormal Attack 0.1

220335 150.0 37.04 43.84 98.83 110 77 19.29 Abnormal Attack 0.3

200573 150.31 38.9 44.71 98.62 132 83 21.64 Abnormal Attack 0.3

220337 86 56 37.42 98.55 116 79 28.63 Abnormal Attack 0.1

220338 66 56 36.83 97.96 117 87 22.63 Abnormal Attack 0.1

220339 68 12 43.65 95.82 139 78 25.96 Abnormal Attack 0.1

220340 73 16 43.57 95.5 120 76 21.18 Abnormal Attack 0.1

220341 176 15 37.13 96.13 117 72 25.31 Abnormal Attack 0.1

220342 100 20 43.2 97.85 130 84 24.51 Abnormal Attack 0.1
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