
(Steganography) 

2009 

Class ~'~~ 
t' 4 



sl ca' le 

II 



JSYI Call 

2 ::i...ci~\ 1.1 

3 : t..,_µ1 wl~i 1.2 

% '1.3 4 ·: : t..,µ1 ~\ . 

4 :4-i.u\.J..lll ~ 1.4 

4 ···································································· =~~)'\ ~ C;:!.Jbl.5 

8 Steganography 1.5.1 

12 Cryptography 1.5.2 

21 :W _,:i.JI ~\:'ill\ 1.6 

21 :~\ ~..) 1.7 

23 ::i...ci~l 2.1 

24 =~l.i:..)'I ,.iJb c~.2 

25 : (Least Significant Bit (LSB)) ~ }ii ¼.;bll c~.2.1 

29 :~WI ¼.;bll C~ 2.2.2 

31 :~\ ¼.;bll C~ 2.2.3 

cl'l) Cail)l 

34 :i...i~\ 3.1 

V 



35 :.:iJ•J&)I w4,lb:l.J I 3.2 

35 :.:iyi;&JII ~ w4,lb:l.J I 3.3 

36 :rU:ull .bJ.,;..!iJ jJ:!9 3.4 

37 :<.SJ~I ~l_)~.7 

40 :~jll op\ 4.lJ~ 3.8 

ell daill 

44 : :4..<i.li.JI 4.1 

45 =rt.Ml w'-:J..b.:i..i 4.2 

53 :(Context Diagram) rl..l:a.i.ll c.S~ kb;, 4.3 

54 : (Data Flow Diagram(DFD)) wu~I &..\J bk.; 4.4 

56 :4..<i.li.JI 5.1 

57 :(Flowchart) w~I ..J:l-'-'l ~ 5.2 

57 ~ :i)}il ¼.):Jl w~I ..J:l-'-'l ~ 5.2.1 

58 :A..lj\!il\ ~ . Ln w~I = , , .. r:: 2 2 
F 5-u1 7 429 a2.24'.. .4 

60 ..............6.%3%663.3..3..334633....,,, 3@lll @5± loll callell _yr hhs» 5,2.3 

62 :rl.l::i.lll w~IJ ~ 5.3 

64 :rl..l:a.i.ll ~ 4.b:.. 5.4 

VI 



66 :.:l...o.li.JI 6.1 

67 4444434%3·3%3%333%33%33333833883%883s%3%%33%3s·%<·sssssssss tz ala.ill_9 alas l _as@ 6.2 

67 ......%.6%66363636434334363343%333633463334633%3643%36%3636%3%3%. 1l 9y @shall gass 6.2.1 

68 ~ : ¥,:JI ¼_;.6.ll ~.2.2 

70 : ~e-JI ¼.;.6.ll ~.2.3 

76 :J,o\S:ill ~ 6.3 

79 :rl.l:&.ill ~ 6.4 

79 :rll:i.lll J~ ~ 6.5 

ell cl-aill 

81 :.:l...o~I 7.1 

82 :¼_;b JS.~ ~\:ij 7.2 

82 :r.).J'il ¼_;.6.lI7.2.1 

84 :~WI ¼_;.6.ll 7.2.2 

88 · · · · · · · · · · · · · · · · · · · · · · · · · · · · • • · · · · · · · · · · · • • .. · · · · · · · · · · · · · · :~I ¼.,;hll 7.2.3 

90 : ~til.117.3 

90 :u~_jlll 7.4 

92 :~I _,.JI 

VII 



J 1h11 Wl.9 .., . 

37 ~~I .Jj~I (3. 1 ) JJ.l;JI 

38.......%-663.6363%363%3636334636343,63663%3633%33%36%%363%%%%,44.5.4494_) eullfll (3.3) le) 

39 ~.J:!pl ~1.5.:i.ll (3.4) J.J..l;JI 

40 ~ I • >~11 · ·- 11~~,1 (3 7) J · 11 ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• .d J J• • ., , '--8:!J~ • ..,~ 

42...........6...6.6.......... (Gant Chart)-\ell 5le+¥ 8fs±ls 2lill calf (3.9 ) Jse) 

VIII 



2 -~11 ' W.."I .ti.i .L · '' (1 1) ~I ••••• ••••••••••••••••••••••••••••••••••••••••••• r'.l.i.l 'F ~ f ,~ ~_J-1 O_J~ • 

5 ~l_,b.i :i.h,... ly, ulo_,l,,..J I ~W..J ¼.;b ( 1.2) J<a 

6........,6666.363..336,6333.%633.633.6.3....... la shall clksY 09Slll &i±ls (13) Sall 

7 ulo _,1,,..J I ~ W.. '/ '?y.JI ~I ¼.;b ( 1 .4) ~I 

9 ~WI~\ ~..l ~i (1.5) J<al 

10...........,66,466,6666333.6366%3%..%.... zall Ji @,$Lall All3 @La9I 59 3all (l.6) Stll 

10..........%,66366666663366666........ At,ll A2ll • ae «r a6y @La9 $93all (lZ) &Sall 

12..... . .. .. ~I ( 1 .8) Jst 

13 ~I~ (1.9) sl 

14 J-"'4)1 y'u5. (1.10)~1 

16 ~yl..lll ~o__;i.!i (1.11) ~I 

16 ~ ofa (1.12) J<l 

17 ~~YI ~I ~ 1....9_,_;:i..l l ul)fa J~ ( 1 .13) Js.al 

18 Monoalphabetic ¼.;b (1.14) ~I 

19 Vigen ere ¼.;b ( 1 .15) J<l 

20 ~W..)'I_, ~I ~ ~.J\iJI (1.16) Jsa 

30 XOR~~-':!~ (2.1) ~I 

31 Palette JI~~ ~:(2.2) ~I 

32.............6........66............Stretch the Palette l 3'5593--·:(2.3)U£.2l0 

IX 



53 (Context Diagram)rl.1:all l c.sfa- ~ (4.1 )~' 

54 (D t Fl D. ) ~ UL.JI ~ . .lJ ~ (4 2) . IC' •.I\ ...... .. .. a a ow Iagram 1.-J ~· & . ~ 

57 ~}JI ¾!_>kll c) Hide lael clall _y ~ (5.1)UK.a 

57..................63.6......39 @4£ Al i Extract @a) cl±lll ya hAhas, (5.2)UK.al)l 

58 ¥WI ¼_>kll c) Hide~ w~I ~~ (5.3) Js:a 

59............6............. All @s± hall i Extract @la) all) y hshas» (5.4) J£all 

60 ~WI ¼_>kll ~ Hide ~ w~I ~ ~ (5.5) J<. 

61 ¥WI ¾l_>kll ~ Extract ~ w~I ~ ~ ( 5.6) J<.at 

62. .. . . y\.i;.'i/l ULl (5.7) ~I 

63 ~':JI o_;_,....JI ~~j ULl (5.8) J<.au 

63 4..ll..i)l-Uab.ll o_;~I 4-S~j ULl (5.9) ~I 

67 t).i ulS I~ c::tiWI ul.o JG,..Jj ~ (6.1) ~I 

67............6.....6633.63..6.63................ lli.st 4y sf @la_l lls.sf ass (6.2) J£al 

68 4J:.,I~ yl.i;.)'I JlyJI o.J.,-31 JG,..Jj ~ (6.3) Js.al 

69 ; o_;~I JG,..JI ~ (6.4)~1 

70 l.i:.J.i u\S l~J c::~ ~ (6.5)~1 

70 l.i:._).i u.WI u\S I.~\ c::ti.WI ~ (6.6)~1 

71 o_;_,....J I Jl;.JI ~ (6.7)~1 

72............................,633......y3al a 3S eats Isl La_ll ls.al ass (6.8) 5.all 

73 4..ll..i)I JG,...:il ~ (6.9)~1 

X 



73 ~\ JS.JJ4 c..::.ul:..l.o.11 JL:...:il (6.1 O)JS.JJI 

74 ~\ ~4 ~lb\rl le (6.11)J<.al 

75 ~I ~4 ~Li)\ c!:\~I ~ c..::.ul:..l.4 (6.12)~1 

76 "Ulbl .:ilyJI ua,lll F-':! (6.13)~1 

77 "WU:>.'/~ djt...aj ~ F-':! (6.14)~' 

78 - - _,, · .. _:I\ 1 • - I - .ui · (6 l 5)JS.JJI .......................................... O.)~ '-,)"' U""""" ~ ~ ~ ~J:! • 

79 ~l~I ~ <Jill ua,lll ~-':! (6. l 6)JS,JJI 

82.............................. LSB{8 Bit}rI~4 ~lb)'I ~.J J:19 ~I :i..i.J~ (7.1) JS.SJ! 

83........................ [SB(8Bit)ls±±al /bisyI sys Jf 33-3 cs' 5336 (7.2) JSall 

83.............6...6......... LSB(8 Bit) 4ssity 265y1 -93 # @9la3 533% (Z. 3) JS.al 

83............................. LSB{8 Bit)rI~4 ylb'jl ~.J ~ :i..i)..i 11.J~ (7. 4) JS,JJI 

87..................46Bl 445 y4 4041l4 /Lisy} says @ Grayscale s9% (7.13) J<.:J 

Xl 



87...............6............441 @526 4la5al zlisy as l# #gl% 633a (7.14) JS.al 

88 4.11W\ ~..;bll r>'-~.:..:i..i4 ~W..)'I ~.J J.i! ~I J.j.J~ (7.15) ~I 

88.....................480Bl/ 5£ A 4la61A4 2isyl ass # 3l3 c! 533-% (7.16) JS.all 

89 ~WI ¼_>hll rl,~.:..:~ 14 ~ti:..)'\ ~_, J,i! Grayscale o_J__,....,:i (7.17) ~I 

89 ~I ¼.):JI r'\~4 ~lb.)'\ ~.J J,i! J.j_,l..i o.J__,....,:i (7.18) ~I 

90 ~WI ¼.):JI r>1-~.ui4 o.J__,....,:i j.:..\J o.J__,....,:i ~W..J (7.19) ~I 

XII 



JY "l 

4-A.llAll 1.1 

~I.J~I ~ 1.4 

W jl.JI ~1.::ull 1. 6 

~I 0;.) 1.7 



: 4.4.ll,o.)\ 1.1 

, 
he 96l »ll ±±» 

~ (YIAWI u.fal ~ i:-1.i:..)'I ~ W_Ja,;! La~_, ,wl...a_,k.JI i:-1.i:..j ~i Wi:,~ l1,. <.)..a 

.1# J;1! ~~_, ~ ~j wlfa ~ ~_,.., ~ wla_,k.JI i:-1.i:..J r1c. r~l! ,~I J;1! 

~ r,~I 4:1~1 wl.11....a:JI I.J'4 ~~I ~ wla_,h...JI i:-1.i:..1 _1,.. ?;.I.J\,:j ~ .. :. >:·:11 , , .. F 2"" " 7 3'28! ala? 

2 



~ Stego ~ c),a ~.JA ~.J ~_;c,'/1 ~I i)J .tJS.11 J,...:, I ~~ ~ Steganography 

. 
·(\9»5) 553-al =skas lsl 3i5 ,43e .4 

~ t# ~l ~J ~l ~_;ll ~ s lfiall lei U.<I ~~'/I ~ ~ o.1.illl .5 

.~_,lb.JI ~I ~_;ll ~ Jy..=ll.d..!L..i)l 

3 



, 
~J ~6..ll r'_,lc. .JP. .J_,b:l.aJ W;!.b..J ,r:)....u'jl r'~ I~ r,1.l! ~ w'--4_,1-11 ~lhJ ~ 

,~I .J_,.L§ ~ ~~ J.:...ll_, r'~I _fo. LJ-'l-'IWI c.:,.)ll c). c.:,~l.b/jl r'~I Lo.S 

c:\0l5a!> l iy s? 79 ia] Ry ylsl/ $5yt@ll lee es Ci; ca! gs-al lEsy3 

-.J~I ~ljj J:!fa c.:,c. ~l...i)I ~_,~I 

4 



.L:! ..>= ~I AJL...)1 ~_, ~I ~1_,.b.\'l ~ J.J_,11 0-4 -b:!_;,!, u.4 J,..,y,.ll r-.J9-:. jj ,()#fall 

J_, IO .., 11 _;bill ~ ~1_,h,..il ~ ~ ('~ ~~ ~I (' ~ \..a.llc- J ,J _,b ~ lA jlbj 

hsy @sh l Clo a-ia ys es df »hyl a35ll9 cc,rsllall @ball a+ '® 

ftl ~ t>b ~j fi: "Pershing Sails from Nyr June I " :~\:ill ~I i:-lbl .llc- ~ - . 

"Apparently, neutral's protest is thoroughly discounted and ignored. Isman hard 
hit. B]ockade i~sue affect pretext f,2r e,mbargo O!, bi products, ejecting S.!1![ets a!_d 

v~getable ojls." 2 

Steganography and History of Cryptography 1 

5 



µ w_;--=Jl ~ ~Wl wyJIJ 'Y,=>-YI w~I ~WI~ JJYI wyJl ~ u4 ~_;b 

:,6llS @as+ s8 LS ...1ifs9 <_ysYI 

Plain: ABCDEFGIDJKL1\1NOPQRSTUVWXYZ 

Cipher: ZYXWVUTSRQPONMLKJIHGFEDCBA 

.NLMVB 

,w J.l J~w .J--A J ')II <)l..fa ~ J9 F .JA ~ .ta~\ ~I w~ c.s~J 0A J 

~~ c.s ~ JL.,Sj ')/ ysy le yiso ~ i)J ~ o .J~ J ~ ~ o .J4'- w J.l Jfi.:!Wl J. 

U:a_,:J.o .J--#- ~ ~ ~ i)J ~y:,. ~ ~I ~,~) o.J_,.all ~ 01 ~ ,o.l✓.-JI 

-15S 99Sl el151ale lfiaall lf » \®3 +sl 6 Os 3= l@±s Lats ,a5 J cil all 

6 



, 
.wl.a_,h.Jl ~ ~Ls.:.J c)s:. J~ ~I t:4 rfo ~ ~W..)'I r:J. ~ r~I_, 

. : : ~- 

; 

Steganography and History of Cryptography 3 

7 



, 

: ~ '-4 0 .J~I J;.\.l wl..a _,1.-11 y IJ.=,. '/ ~ ~ J.;hll 

.( Steganography ) ~ly:._J,i~I ~_;b • 

.(Cryptography) ~l...>'-.AY..fill ~_;b • 

Steganography 1. 5 .1 

Steganography l @;l -l1±1ly clll >lis! 5ls < 

Least Significant Bit(LSB) .1 

i tall, s&,al J#yl Bit l le 6;Al ss le usS:s ®al JEyl Bit JI @%5% 

w__W \ c)c J:i~I ~ )l3 (!:)-~I 04 LJ ,4-,jtb.J -llyJI wl..a..,l.,,..J4 J~ ul..JI 04 c,;_bl..i.JI 01',.J 

,:_,l.ui.iJ ,./'l ~ "}I .ui .lStill t"° ul.JI ~ wl..a__,1-1 1 Ytb.H ~ ,.fa}i\ ~ 11'._, ~~ ~ 

8 



cs ·3 e»li5 ,ill 9-al) Ciila ,i gl±±"id ate 52liS NS] A6)all sa8 y5Si3 

Lr-° ~.wl ~ i;ll ~I wt.il.J4 .d..;!~ w.fo 4-ii L.6 ,~I wlfll 0-4 ~.wl ~_, 4b 

.Ail56 , ol 5,aYl 

:(Watermarks) ¥WI w~l .2 

: c)l:ill 

Information 

To embecl 
Original clata 

Encoder r---.....i Channel i---_..Decoder 
Information 

_ __._• Processed clata 

Retrte,1ec1 

:(0_;41\J;ll) ~yJI ¥WI ~I .1 

0-4 ~..►.. ~ 4,lY ¥yJI .Ji:.~, 0-4 o_,i _fol (oy,,~1) ~yJI ¥WI ~, ~ 

L.l_,k >-+ _,i L.l_,k w.fo J L.iJ ~I_, ~ ~ ~ .~:i::. ~I 04_, ~\II o.J~I 

.Ala/ 593-a @&a gle till gs ciisl c» layle/ 693all » &sl9 &stao ,hii! 

9 



ya} 

. . i 
. ! 
~ 

' 
-~ 

I. .j 

l . 
i 
! 

~.l.11 J:! ~WI ~I_, ~)'l 0.1..,,...JI (1.6) ~l 

' _,: f-'.1-: :.· ;, _::/;St, . 

"«. 
:.~ ... " 

./' : 

~Wl ~l t-4 ~~ ~ ~Yl 0.1..,,...Jl (1.7) ~l 

. (key 

:~Wl ~ Attacks Jl tl) 

:Jitter Attack .1 

10 



. "jitter" 4-b,...I ~ 

:Additive Noise .2 

Watermark detection csliy\ >69 ,is 69-al l y,#5 A@la!y re\gall ,6) zs ls gs 

, , • ~.. .. > _,zrg]] • ,·...,.._.. A, - 'O.J - -'I _j pixel JS 0~ ,Process •"-fi..)A ..);C- ~ ~ ~..,....... U"" .....--- '-11-' ~ '-.? 

:Linear Filtering . 3 

: (Fingerprints) ~ _,_;s.l)'I w~l.3 

s:>0= ls Asal sis 35552ls]s ' 5;h Ce ·Al 56= elgl sill ye.l 3s5 

·"'5 A csll ~ w,,a ~ u ... ?J ~ _,i c.f~ ri .J ~ 

~ ~ .:i. • :ll .,~ ~ 0-4_, ,~I J_,.hll wlj :U_p...J I :UL..i)I LJ.4 1:..):1 ~ ,(160 bit 

11 



~ uLl _,J_, cay lS bags ~L.i)I c} ~ ',$1 ~ ljJ_, ~~ 4::1c. wpl., ~'ii .tll.i)I 

.LoW ~ ~ c)J ~ ~1_, (bit) 

-~J JjWI ( Public Key) rWl ctiWl r1~4 ":/J \+i.;Ll ~ 

Cryptography 1.5.2 

. . 
_ 4:!y:._, I~~ _)....:JI r~ ulS ~,"_)....:JI"~ y,.I ~ u5,I_, ¼yJI WI cJA ~i ~I 

.&.all3 agl 2ludl gle Ayall cipher si ,yl @y s5is) Ag Asal 

_;i&.JI u-:,.111 

Cioher text Plaintext 

± (1.8) Js.A 

12 



~~j)tp, 

CJ ;.u.11 .--1\ 
~ L-( Plain text Cioher text L--_;__----~ L.,_ ___. L------ 

.;.Ui.JI '-""'111 

:,lll5 yi.till A,yLd A5\% As; l) yi.till el# 493 
,Dall gail) 

~I i;ili ( 1.9) JS.Jill 

uyJI '-i--'L.,y u~ JS~ Arab US~~ 'f'~I I~ ~.J:1 ~ ~__, 

:,2tilts cl; sill 

A=B 

R=S 

A=B 

B=C 

(Cryptography) ~I c.i;b ~ ❖

: ( Coding) _»a Jill .1 

~ ~ r~ <"'1 ~ ~.J ,~I tl_,li r.).c, 4:!I~ ~ ~ ~ r.).c, rf-)lu ~I I)~ 

t.Jlll_, ~ J6_;'jl ~ ~ u4 u-=ituYI .llc ~ .l:i~)'1.., '4:!J'-'I .d.il t~ 0-a ~ w ~~.., 

13 



colalsll y ~ y~I I~ t..j~J ,Codebook j_,.o)I y~ ,yk. ~ Lo .»4.Jill ~ »iYI 

Computer 

Explode 

Lion Al 

Run 

Davwr 

En,;,,rny 

Attack 

4Jyi)I y\:iS (1. lO)JS..tl l 

,es • Word ± li) La Ass 8 {ls L» lS Codeword ,+ » @al5 yd.ti el@l; 

syi.ti es Sall » sS Cs 6_it» &al6 glliy Al6 JS l J3-) 15 A4a sS5 9 

Code f'u) 4i.a ~.l....J ... ~I~~ ,la .u.i .1-., _,. 1!• , - •.C'.t - • . \ -~ ~ ~~ ~ u-'J ~,.., Caul lgsl s! ,'is 

. Number 

Classical cryptography 4 

14 



~ ~1~1 c9Ji.JI uws..ll ~ u-1c, ti~ ~ i~ .;#, ~ j~)I y\.JS uY .J 

~.fal4 ½-W.>4 c.:,..,.._5.;i ~~ ,~ lj.J..>- uWSll ~ c.:,fo c.:,~YI ~ ~.J ,Jw.J'JI ~ 

.(One Part-Code)~ I~ _»o_fall Y~.J , ... l~.J ~ f3.J ~~ w..? Js; <)~.J ~~I 

J§i Wb A wy,..11 c.:,i wyy ,uy J~)I o~ y.,iS r,~I ~~ ~ ~ .JA LaS CJS.l 

U.t. J '-ii (Two Part-Code) c)j .. ~I~~~ ,I.Aly.,6 ~ w'i.Jb.JI CJ.a J.ili:.J Z w_;.::JI CJ.a 

~ ~ ~ ~ 'i. I~ .J ~I ~ c..5 y..i ¼fa. y'.j .>4 _j..l y\.JS .J , ~ y\.JS .l;>. .J:! 

.J}il ½-lts.11 

c).HUS ~l ~t:...l..i ,(Two Part-Code) r-1~1 ~ Jb ~.J ,~_;bll .llc. y~I 1,4.l .l:a\.fu)'I 

~~I .J1/Jr:-'/I ~ 1;..YI t"° ,~ ~ Jjl....i)I J4twil.J JL..i.JJ IJ'"Jkl,111 ~ w_;.k JS~ 

.i.:i.i~ c)l :iJ~)'4 ,.u.o ~ ~ ~i '-ii .l;>..J:! 'i. .ui ~bll.J ft'il w_;bll c)J y~I JL..i.JJ ~ 

._j..'il w_;hll c)J L&JL.JJ.J ~ J.i~I.J ~ o~.l;>, w~ ~lw:aj CJ.a 

: Caesar~ r, fa .2 

Sl54 ? Sl9 \ihlay y6 s s,Sa\Sll _i.till zJgil g.bl sl Cy ceSS 

~ 3 0~ ~b f".J) ,o~ u..? ~~ u..? Js; J.i~ r-fa wi ~ ,4..k4. ~Li.II cpl 

J~I c.:,~ ll ..... 9 J ,_µ..JI ~I t) JJYI u_;.:JI f" 0.fi:.J '~~I u,-:ull t"° (~ o_fa.t 

·5s=) ill &%4l 

s) <i9sly )&a#,@ swYl# ±YW <isl/ <sell ls Jle ss 

=~tll JS..!J4 C:-1'4-"° .JA LiS ,(o.)IJ ~ u-1c, ufo 

15 

I 



5 4-i 'bll · · - ,li :; .,;Ll ( 1.11) J<al 7) Oil 

! 

a b C d e f g h I j k I m n 0 p q r s t u V w X y z 
Q R s T u V w X y ... A B r D F r- G 'H I q I/ 

L M N 0 p L ,.. p J I\ » •. Ls 
ii 

. . . llWNMl . . - ,, - .. .. ··- - . - . - 

6 Y4 :;__µ (1.12) JS..,!JI 

FIRE MISSILE ,3l ! 4 : UBa 

< ls ·Jes l-eYl galls+eis=l 415 ii gls $it,ll Ci3el -a, gy 

5 &Li»d Sols fblock d&t J- &±JI J] -1l@ @al&ll · :? U--0 (.)~ ~ ~ .J (S'- ~ (.)"'""""" ~ • ~ 

ILUHPL VVLO H :45 al 

Cola shall yl e,A5S 6 

16 

I 



..fa1.JI ~I c) ~ rP ,>,r- ,_>-4 op _y.,&l ~~'JI JJl,'ill 4.9:!.P ("1,.:..-; .. ,1 fi= 

Ewy,. .JA ~~)'I WI~ i.)fo _;s.'-11 w_p-11 J ~j ,~I ~ 1.).fa ft'll wy,-11 ~., 

1JS5 A<'9l itall gall # <isl1 9Sy s@ »say (49lil) ill @! Ca S) 

(,! . 
~ 10- 
g 

:, 
f,._\ ,, 
d 6- 

~- i:; 2 - :J c., ·1 - 
5- c, ...... ~-:"':W.:,-~~~~~~~LU-1.LlU1ilJU1 LUW=iilCWDJ 
~ I - ~ JKLMNOPORSTUVWXYZ 

L..:;Hi:-r 

', yl6 91 541li es9sJ €J5$5 Jes (1.13) JS.I 

: Monoalphabetic ¼.;b .3 

17 

I 



Plain @/ya 99l 
% 

{a f h j k I m n 0 p q r s t LI V w X y 2 
b C d e g I 

y A u 0 i R G z wL [ II V 0 F I B ; w p a s C X H T M ! 
i\ ) r 

Key J also)l 
; 

- -, ........ - . -~ ...... ' ···- - ..... , .... .. , .. , . ·- ... ~ ~- . ·-- 
-- -- .. .. .... .. ., . . ' - .. 

Monoalphabetic8 ¼!~ (1.14) JLlll 

• ! Ashe+y s?ls $, "helloahmad' ,+ (plaintext) @»_ll L% @lay yi.ti] : Ui, 

eie"e) a J Ally Ce (5ll de) s) «llsy s As h = sy (plain) es=­ 

l c' Jc'e a+)! ls 59 F es> 3A5 ls+el illiy la iils e 389 Kill 

.(JFSSHDJCDQ) .Jk>J Cipher text 

: Monoalphabetic cl is s 

S 5) ss Ji s) 54 sis Jal All 444l gs ,,b.asyl Jylsil l As± ls 

l ls (yit 1l Als sl =a zii= &4% &sl5} gle ls\tel La cis» @laYl 5i.all gs es= 

03 Su0Sly gal ls! ,3l Abs» ,# sl ,,#ls gar ellis gsSy l ee) As;hall so yids 
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: Vigenere ~_;b .4 

.0al s Cle(key) z<ill JS) ) ­ 

.(<3ll «Sa6 liy Ce S de) al·Yl gall » (key) <liiell s+ = 

. 
0±SA s% c=2. b==l a=0 :3, 

el±s1 ly we are discovered save yourself • (plaintext) All/ Alla_ll by) :lie 

:c.,;'14 r.JAJ (key deceptive) <ill 

Key: deceptivedeceptivedeceptive 

Plaintext: wearediscoveredsaveyourself 
, 

d e C € p t I V ~ d e f' 2 o t I V e d e r e p t I V e ... I, I,,, \, 
' 

w e a r e d I s C 0 V e r e d s a V e y 0 u r s e I f 
z I C V T w Q N G R z G V T w A V z H C Q y G L M G J ! t 

r."rt' "7"" • ,• l '1' .,•, .~ , ' \ w\#l •, •• H ·.,-,,,., ·: "" 'E>?""> ®® » . . • ••••--:• ', • ,,,., .. , ••-v• H 1,1 ,H, '; H ... •·,' •-••; • •t .......... 0 0 " 0 -~-. ,• - .. 

Vigenere9 ¼_;b (1.15) ~I 

·loll cal Jss ale (key) <iall -+ ­ 

'i e (key) <{ileis>·9lrslei=ls hall call » cie dS se3 ­ 
'-i-'~ e+e .;tllLl_, ,Z=d+w w . i i Z . Y:.. c..J '-i uy:.. Y.J 25 = 3+22 r.;_,l..u:J d+w 

.I e> 585 8 = 4+4 

19 
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ZICVTWQNGRZGVTWA VZHCQYGLMGJ u,alll ~ lA~ ~J 

:Vigenere ofa y..S 

. (key) C ~I !.J.G .iJ ti jl _,.JI w yJI -stall aill = ~ 'JI ()4,ill 

: Cryptography JI J Steganography JI ~ J.ftll 

la_l 35es ssh1g ,ss <alaglll lH5 3es? ls9 Ads ,ho yS: C) gall) ,51all 

< ·sl»ell is lee' c' uSe,5al c# yi.till ,i LI Ysl 4 isl has) sys e; 

<®)_ e±ail 3ls lal9 .18_ydi9 @a shall s8 al_Se) Saal Cs s54fa ye 5_yicia laiSl9 4is » 

.l,ix5 3sf rl..l:..i.ll cJlfol ~ ~ wfiJiii'il\ ~ JWc.)'I _,A 'c.jJ! 4.::b r\J;.j ~ll:J 

Cryptography 

Plain text 
'---. 
~ Cipher text ,..-- 

Key 

Steganographv secret message-.. E »/-) >" . __ .\..:..,,., - !-;.tego message 
cover image--· 

[JOH 1998] 10 
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:A25 51ll a\ill 1.6 

:el) < 1 7 '-':..fa • 
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«ill 2.1 



:&a±ia ) 2.1 

,. l_..;.;yll ~ J_,_J, O.>c .;JU.~ , _;_,...,ll J;.lo wt.. },,-JI • t;;.j UC c,b;'; I .:,.. .lJ.i.ll -"> __. 

23 



, , . le:' >. I,... , _ - ll . I.I'. , , 
, , , :.iJ . J:a.l.:i ~ .JA r-:9 ~ c.s- o .J.,,..,.. ~ ~ 

,3Byte u-- w~I Pixel iJi.a:i "4 JS., ~ 

:~ w; ( Red, Green, Blue) RGB w\_,ll 0-4 u) ~ Byte ~ ~ ~ 

Pixel C✓
11111000 11001001 00000011 

(248)3-=! (201)5 

&3'c ·5ya , 4'Yi &,ii al53a&3' cs RGB <lea 90sf 

t~ u-- .)_,..a-JI rl.:i:..:L..,..,I Ub c.r-9 t-i •i!.JW 28=256 .iJ 0) JS 0µ 8bit_bitmap 

·i!.J~ 224 = 16777216 .iJ 0) JS 0µ 24bit_bitmap 

"Attacker" JI~ u-- oL:w~l ~ 1.- .~ ufo (Transfer, Upload) -=J Ji 

[JOH 1998] 11 

24 



:(Least Significant Bit (LSB 8 Bit)) ~}JI 4>;!_;1,ll c:Y:. 2.2.1 

ByteJ\ ,.1_,_; r'\,l Binary JI rUSlll ,)) r' ASCII r\J.lll ,)) .J\...)I J.,-""° ~ ._.,,_;l,11 ,:,,. ,.; 

0.5 45,4ll 935 cs Lg±y XOR Jc3 \4tis] ll @Lall c Bytel 6s\SJ zliial , 

553al =X Cle y65 Js69 Y 4454¥ sis is Pixel 'S » Bit 5J le l4@l] 9 5it, 

: (9657852)e:tiWI r-1~4 (abcdef)A.16)1 ~W:..'I ~ 

abc= 011000010110001001100011 

def=0ll00l00 011001101 01100110 

9657852=10010011 0101110111111100 

Result abc XOR 9657852=01100001 01100010 01100011 

XOR 

10010011 0101110111111100 

11111110 0011111110011111 

<cil 3/1 ! cs' <il » J3al 0La 9J gyY 

Result def XOR 9657852= 01100100 011001101 01100110 

XOR 

10010011 01011101 11111100 

111101110011100010011010 

25 



11111110 00111111 10011111 11110111 00111000 
Encrypted message- 

10011010 

g 

(Binary 01001001), (Ascii =73) ~ ~ ~ 
11 1 11 

u~ ~W,..'j ~ 

:141ls La#,+3593-el a 8 Pixel ) E'i' 

11000101 10011010 00001010 

11000101 10011010 00001010 
Pixel (1) 

Pixel (2) 

Pixel (3) 

Pixel (4) 

Pixel (5) 

Pixel(6) 

Pixel (7) 

Pixel (8) 

11000101 10011010 00001010 

11000101 10011010 00001010 

11000101 10011010 00001010 

11000101 10011010 00001010 

11000101 10011010 00001010 

11000101 10011010 00001010 

·,-! s (01001001)I eye e\bis] y3 

:AL a9I 

11000101 10011010 00001011 
PixelJI ~ ,(6 0) ~- _11 • 11011 . - " er 383Bit 'i9ii,y s 

. · 1100010110011010 00001010 
~ V"~L........ll Pixel JI ~ ,(S 0) .. _,.JI . 11 11 - ·' • +'0' 38324Bf Bit J ;: : (..):!..).:i..l~ ■

:4l%91 $936l 

11000101 10011010 0000101!! 

26 



.. _,.JI . "l" .JAJ t-]1)1 Bit JI 0:lfa fy • 
· (.)'l-'IL:JI PixelJI ~ ,( 4,0) ~ i.r 
r : U,..o \ti o .Jy--oll 

11000101 10011010 0000101! 

• ) .... I\ ~ "0" .JA.J (Yl-4WI Bit JI 0:lfa M • 
~ ~1)1 PixelJI ~ ,(3,o (::9.r - · 

- :&laYl53-al 

11000101 10011010 0000101!! 

. . (2 0) J_,.JI ~ "0" .JA.J (J'lj\.....JI Bit JI 0:lfa fy ~ • 
~ l!wlill Pixel JI ~ ' , c..- - 

:AL,Al 533--al 

11000101 10011010 0000101!! 

~ ~LJll Pixel JI~ ,(1,0) c-9..,.JI ~ "1" .JA.J ~UI Bit JI 0:lfa ty • 

:AL2391 $ 33al 

11000101 10011010 0000101! 

li.J~I c) J}ll Pixel JI~ ,(0,0) ~yJI <) "0" .JA.J <Yl\::ill Bit JI 0:lfa fy • 

:AL -9I 

11000101 10011010 0000101!! 

: (0 0) .. · ·11 • • ' t;9_y,,, ~ .:i~_,.JI Pixel JI . .J .!.l.i • • .... Li b. .. I .. • 
',?- .. ~ ~ t . JJ-'-'l tl:! 

11000101 10011010 00001010 

"0" B' - 1 •• • .JA .J It _ji.l ~ill 

27 



JI . . . . .. .. \...i t b.fal M • 
: (l,0) ~_,.JI J .lfe_,.JI Pixel i.r .u;iy,..i ~ · .. 

1100010110011010 0000101 

."l" .JAJ Bit y;.1 ~w 

:(2,0) #3! 2# 938.34Pixel lg# 4955le <lb {» " 
11000101 10011010 0000101!! 

."0" .JAJ Bit y;.1 ~w 

: (3,0) t9.,.JI J .lfeyll Pixel JI J <U:!fa ~ Li t ~fa\ fi: • 
11000101 10011010 0000101!! 

."0" .JAJ Bit _y;.1 ~W 

:(4,0) i± 35a.Pixel l# 49S15la ls Sl ) " 
11000101 10011010 00001011 

."1" .JA.J Bit _y;.1 ~W 

:(5,0) #3+35A39Pixel l #49Si5a -ls Sal 4y " 

11000101 10011010 0000101!! 

."0" .JA.J Bit _p.1 ~W 

: (6,0) c9_,JI J .l~_,JI Pixel JI ls-9 o..i:!fa..:; Li tb. .. I .. • 
- I • .J-1-'-'l M 

l l000l0l 10011010 0000101!! 

· "0" .JA J Bit y.-1 ~W 

: (7,0) t9_,.JI <.,! .l~_,.JI Pixel JI . .J ~ · · .... Lo b. .. I .. 
~ .. .,.r"-1~ t . .J-1-'-'l(""'Y. 

11000101 10011010 0000101 

.'1" A3 Bit 5J sla 
(Ascii =73) ~J J,i~I ~ (01001001) ~lwi)I 6. .. 

C'-J o+ ·\4eyl a) 9 

28 



1.'.\.bl JI _;.JI .Ul.ui )I ~ .1 
~, _L ~n \.bl ~I 04 ~l:il4J ,JJ.l:>-o "I!- • • "-1:l..,... 'UI.M .J i:, • • • 

:. J,all &] ,ls51l ,9 .2 
~L..i)l JJ~I ~I~ Lossless tJJ LJA ' 

.all'» zgl fas s &is all °4,41 @lll Ce &·ls» s 

I __ 11, __ 11 ~I~ ~lwl-9 4l.lll olc.l_;.a ~ ,3 
~I'"'-;! ~Lui )I ~J J _;- fl .J~ .J , ' 

.,\Gs5J zall -ss A050s· 4,19 

:(Least Significant Bit (LSB 24 Bit)) ~~I ~_;hll r...,Ji 2.2.2 

0~ t_,_J ':Pt 04 wLo .J~J ,24 bit_bitmap t~ 04 °.J_,...a .J\l:...j ~L..i.J YW:."j 

~ ~ ,1+,W..J JlyJI ~L.i)I .JIJi.=.1 ~ ~~J .~I_, J.,..i_;.JI ~~Ju.JI ctii.JI wLo 

~ XOR (.)AC-J ctiWI w1.o u-a J}ll ByteJI Oyl.) ~l.i.J4_, ~L..i)I u-o J}il ByteJI Oyl) 

u....1a J_,b 01.S 1~µ ~IJ YW..)'I JlyJI 2 Pixel ~ A.AWi ~,AJ <) f'~ ~\lll ~IJ, 

~L..i)I ~ ctii.JI wLo w f~J ,cl:'.ii.JI uk )fo. ('~ 4J1,g ~L...i)I cJ'° ~i rill.JI 

)LJ ~L...... .J J_».J: ~ l~j_., ~)I ~J J.,-.a_,ll U'4 J~ Y.J:,. u_;b <.ii~';/~ ~I 

~i YW..)'I oJ_P,, wj\.S J..,bi cuw1 u1.i 0ts ws_., .~~ 1 uk J 'ii '--I . ~ 1 . ..c:. 
I_. ..?. ~ , ~ ~ /.)A ~ 

· 4,:,~ JI _;.JI ~L..i y! Byte ~ ~ ~I fl~ .Jfa J 

12 Implementation of Improved Stegano ra . . 
Communication 9 ph,c Technique for 24-bit Bitmap Images in 

29 



Key File 
Message 

XOR13 ~ ~~ ~ (2.1) ~I 

3-A9 531, 9 a13 5,3La91 @0la_ll c» Ys# Lelis] r9 sis All3 gsS] XOR 4ls » ill ] 

.:i~'J4 ~Ll:..)'I ~ ~ ,(~}JI ~_;hi\ c) ~y ~ lAS)4,jli=.J .:i\yJI ~)\ ~ 

o.l-:1~ ~ '-I~\ Pixel JI c) Byte JS u.o Bit ~I ~ J:i~4 ~m 0~J ,LSB(24Bit)~ 

.55l) ill ,l .:iWc. '14 Pixel JI c.:,_,l ~ ~ i;tll~__, ,XOR ~ 04 ~ull ~ c)4 

J.._..,yJ\ 0:H "---;le. ~I cti.JI wlo -l;!~ ~ U.OJ ,.UL..i)\ \+l=-.1~ ~~I ;;.Jy..::JI wlo -l:!~ 

~ i.fa, I.A~_, .u_,l dJy-J ~I Pixel JI t9.JA ~ ~ .i.l.a Byte JI ;;~I..} ~ ~I_, 

41 439 33aiall y# gasdll le# » &is.all All] ls-esl e3a .1 

c!i !SY 215llys ,<all yitiy ,y sill zii,ll cl» ,Jss,0 

-cl:ii.JI uk .:iY?-~ 'JJ :UL..i)I 

.>-:C- 4:k- yiLlJI Ebl1 ufi:! ;; _;/J5. • l.,li Y . . 
- - w - w.fo: ~I ;;.J~I ~ .2 

-~ 4ll..i.) .:l_F.i,.J c.; ~\ ~ '.'.)lj •• 
- .~~)'I ~ ~I_, 

30 
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... < ~, _yAll oJ__?. u,.o Jli:i .2 
~y.ill .d.lL.i )I ~Lo __,k.A ~ tii.J ~ La~ .)::':""' · 0

.) • 

.All-ll 52 l y all @,calss glsl) 

.2\54yF 3? 533al as gl _355 .3 

:aall A45All < 3y3 2.2.3 

~L..:::a..- .iw ,Byte JI u-a fa.I .le. ~W:..'/ ~ts~ Palette JI ~ oJyj ~I 

. Palette JI~~ ~:(2.2) JS,..!JI 

~ ~ lil.lJ.11 · ~ • · i..r • ufi:! New Palette ~Wu4 e-fa Palette JI ~~ ~ J:J 
J.Jj\'I LJ_,ll ~ ~.J ~\'I Palett JI · p· 

• e u.a IXel JS 1:i..G ~m ~_, .~:JI Palette JI 
½J.) ~I wj\S l~I Loi ,New Palette J · . 

I i..r o.l_,.;i. _J.Q u..,s:i I • <\j ~ . -: ':'.II • •11!' 1-l! ,w ~ • • _J_) ~ '-1.l~ _. I , 

31 



u,l New PaletteJ\.} ,.,.._,. u) JS}~_, ,New Palette ~I ~_, :i.;;..,J ~ 

J_,_.N\ uP ,11i ... u-'--'w... u),. u,m 1:,,. ufa.J i,,,.) ,J;)11 u.,m l....al J.a.., -u. YJ) 

ll) L..I ,New Palette JI .,....J ,_J.,,'il u_,lll ,) 4,it;;.I ("i <l)! (0) 4-)\;;,) ,!_;,JI ;;JL.._;11 l...,; 

~I oi...A ~J ,AjL.;-JI ,Jj}I i_) 4,jW..I ~ .i..iµ (1) ~IJ.:.J J\yll a.i)I ~ Gj\,S 

.Stretch Palette 

Stretch the Palette~ ~Jl O.J~:(2.3)JS.JJII 

~I 4.iL...a"w - I p 1 Y: 51sls Palette 3yes e le-» u5SF slis! 1 gill &la_ll zl5±a] las ! 

w.ilS \j}-9 .~ ~~)'I f-3 ~I 2 Pixel 0:H 4.iWI - ~ . > s#?ss»sill,s4ls's/#sill key dl el» 

53»l g3l &45 cs s! l ,(0)454150 7 s y3 ? : - "4 ,Js ~J.J Pixel JI 0-4 cJ.JJ<-JI i:.,;_,lll ~ 

. (l) ~I ~)I~ i:.,;µ ~J_) Pixel JI c,yi 
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ell) Jail 

~.li.o.113.1 



< 60l 3.1 

c_,.....i, ..,JJ 1.!L..;.)14 ,._µ.. ~ 'YiJ1;.,i1 .:.t,n,,.J1 c~, ......,, l"i"' J..oi!l 11'.,; 

"',__,JI i.__...1,,,, .6,_,..Lll, ,.,...;ill ~h r\l;ll\ .J'L..,. ..._i.>'J ,1J;J1;,11 .JJC- C:.L,ll,w\ 

.u§)I > r4-J1 ejJJJJ ~\.Jj-' ~l_,'.j J c9_,:WI u.a ~\ _;.bl:....JI ~_,'.j_, ,~jl...:us)'I 

34 



. - , • ~ ' ,._ w::. ~J i..::.,~ ~ i..::.,41b:i.JI 0A ~ ~ e-U:a.i.ll I~ ~ 
~_J,l r-.ia U_y,IJ ,~J _p- J , • . • 

:½1WI .b~I ~ 0-a ~~ 

-~~\ ~, 4 I,,,.. .) - • 

.Alla_ll gl5ly @all 533all yli51 .1 

-~ ~)I J;h j\yJI ul.JI ·I..S..a - &} -9 2051al3 zo) 9y065 .2 

. ~ bi.JI Lu:.\ 3 I,,,.. .) - • 

35 



:~_,ll _>:i;, i_::,l_,Jb'",JI 3.3 

: J-.11 ~ .1 

J,r,...! "ft ';1 J ,(Hide) lJ\., )I J., yl WI ,o.) u/'P.13 0" ~ _;4-, e-"t.; _Y.]I 1::.. • 

J••'i , .,11_, 
0
.J~ J:..l.l ~l....i.J ~w.J ()A J....,yJI ~~,(Extract) ~Lui.)I 

. o.J~I ()A ~L..i)I e;:I~~ r'_,i;i 

: -:. .. L".11 - I 2 ~~.,. 
r'U:a.lll p J,....aw.11 04 4.JlpJ 4.JI.J~ ~4 r'~I uLl ~ ~1)1 ufo 01 

·(z el 14) 
. ~ ~I ~l_»JI · ssysSi) 4ey<ill<l .2 

. 4-i~I _, ..>.1.,bill J:U r-1.l:ull 0~ J .3 
36 



"'I ~ ~ ~ ~~I A.J~I .J.)6.JI ~ 3.1 r9.J JJ~I ±u? @ ilfill9 als.pl a6 0s?yr 
.~\)\ ~ 

EE; 5£52-l all l 
• •• ., ',.''•, •• '-':••·:. I : 1•_:• • I 

$ 700 1 

$ 700 1 

4:1~\ .J.)l..a,J \ (3.1 ) J_,.l;J\ 

.(700$ * 3= 2100$) 

37 
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- 
·,. . . 

cl3cal 3l ,\»ill 3al 
. UJSjll , 

·.-'• . '·• ' 
. . - 

1000 $ 
Dual-Core 2.16 GHz:~ y-.,...u6. j~ 

1024 l\t1B : ~ 0 _fil-l 

160 G :-e: eh-· ce3 

DVD_ Writer :CD _ROM 

~y, 17 :ULli 

.$ lis cilia Rs s! 

10 $ 512 ivffi Flash Memory 

1010 $ < 3+e ll 

4\Kl) .··:: .. , 
• I• • •, ·,',",-',.': .:•_, •, • 

156 $ 
~. . ' .. ··- 

' .-:. ·•' 

Microsoft Windows XP Professional 

265 $ Microsoft office 2007 

180 $ Microsoft Visio 2007 

38 $ Microsoft Visual Studio.Net 2005 

639$ 

~.);Ill ~~I (3.3) J.J~I 

38 
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. _·. tJ:~·41~- .·: .. ~?'·-~'- .... ·• : 1,1iJ;il< .• _ ... _ .. _J·_. _·.~--~--~ .. -.:_ :•_;- __ ~-. :_:·'._. __ .>, .. :_.:_:··· _· .. ~·?~~\ ~-u·. 1· 
>a• •,· ., •• ·-:•·: ,\ ~· .. •:- .. ~ .... •• • • • 

639$ 
1010 $ 2800 $ 

4449 $ 

1,Dul { LG 6l/ 5st.A2l1 Zl±,&l] A3I<ll Ill J3ell a,g : &$l, 6y 3l. all .1 yw ,,. ,,.Y,:"-' .J ,,. ,,. ~- .J . ~ ..T,, ,,. ,,.J;f""' .J • 

350 $ .Pentium IV 1200 iv1Hz : ala 
.1 G: ~ o.fil::i 

.20 G.B :e: h- c 

.Aa9 15 :&3L% 

Personal Computer 

350 $ 

39 



A.al©J 

L~~---:-:-::+~--..:--156~-1-----=-M~i'crosoft Windows XP Professional . 156 $ 
156 $ 

Jell 
156 $ 

156 $ 350 $ 

4955 $ = 506 $ + 4449$ = ~Jli ·~•'ill ~I + ~..>.!~\ ~I 

40 



(Tasks) 34, 
.... •·•·· -. 

T2 

Tl T3 

3 

T2 T4 2 

T2,T3,T4 T5 1 

T5,T4,T3,T2 T6 4 

T6 T7 

T4,T6 TS 

Tl,T2,T3,T4, 

T5,T6,T7,T8,T9 

T9 

.- 
®» r .> % , ,-. 

16 

(GANT CHART®;93hi) cllal _ya hi.») :tllasl) ya bl5» 3.9 

.X4As Jes 3le9y ,14l¥ e63ll &+ 55140 c63ll y 3.9 Use 

41 



-----i-------- 
¼.J1 

3 

- 

2 1 

\J:ull ~ ' (7 

U:..ill f 

i:5.24. .·.,. ,, 

,ill 

j:· ;,_: :,_·-~, .. _;. 

[[I [ [[ ] ] ]]] [{ [ gr Clea3 

(Gant Chart)r-~1 J~'; ~Ji.JI_, ~I d_,.11 (3.9 )J
3
~1 

r?:7.T.I 
~ eo es» [] 
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el) +­ 

l) cllAia cl'° 

~.li.JI 4.1 

:~\J;.il l w~ 4.2 

.~_,ll rl..l:a:JI w~ 4.2.1 

.~_,ll ..>P rl..l:a:JI w~ 4.2.2 

(Context Diagram) rl1:il11 <.S~ bb.;, a 4.3 

(Data Flow Diagram) uu~I Jsi'.i bb.; a 4.4 



:&a6,l 4.1 

' ~ • ' ' ,, 11 · .,,;,J; -11 '~I LL' ' ' -"I 1 · ~,,..,. ~.,,, ._ _,. Y-"-, ,, _,. ""' . ~ ~ ,.,..,.. ,. .,,; , 'rU.. 

. u'u4,;JI Jg~ ~ ~~ J ?l.l:i.i.ll 

44 
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:rll;:JI i.:i~ 4.2 

)JL..i)I ~.) ~ ~ ~~ ~I ~.)JI ~~ ¥.,ll 

~)I ~.) ¼_>b ~~ ~ ~ .w,y ~I ~.):JI ~~ ~_;.JI r~ ~_,ll 

.o.;.~I J:,.l.:i 

• ~ .)We. Y4 4JL.i)I ~.) JlyJI ¼.):JI ~.l.JI 

. rU:ull ~I_, 2al 

,o.J__,dl ~IJ ~.)JI ~1 <) o~I ¼_;hll ~~ wl:,..AJI 

)JL..i)I ~.)~\+;le- ~Ll: ~I ¼)=JI ~~ ~I 

-~~'i clAdl 

-~~ 'i ~I J,is.b • ~ . J.Y'l 

-~~ 'i iirl ssh ~ . J~ 

o~I ~_;bll ~~ . • . 
• • · f'-'9; rl (JAJ' t"~I ~I <.)c. J . 

- 

. J .,=.~ c...\...iyJI r--99:l c4ls}! 

. o .J~I ~l.:i .dJ1....i )\ • C? 
- 
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yll 5 ,,,all 39as5 ~_,JI .~1~ A.lw)I ~.) ..ll b.J .. 

~I ;; .J.,._all .l;!~ ~ yJI r'~ --- ~_,JI 
. ~I~ 4-lw)I ~..l .l;!.J:l - 

.~\71 ;;.J.y.all -- ~.l.JI 

- 
(Hide)~yJ4 ~WI ~1.,11 h\al) 

- 

.4-1=,.I~ U...i)I C::"°..l ..llyJI ;;.J~I ~y:. w4,.__p..JI 

. 4-1=,.I~ 4-ll...i )I ~..l ..ll yJI ;; .Jyall .l;!~ e ill 

. (Bitmap) ;;.Jyall t~ w4lki,JI 

-~~'i iiiull J,19 .b • .. • J.)'-1 

·s,,-# » iiiull .Al .b • .. • J.)'-1 

~)I ~..l ~_;b .l;!~ c) ~~~I ~_;bll ..l;!~ J,..iyJI r"~ isle}) 

o.J_,.-.11 .l:!~ e-.ii:., Hide~ ~WI ~l_,ll J)G.. lJ"IJ ,;;.J_,...JI J,:..b 

. Bitmap t.Ji lJ"I. 4kl~ -Ul....i)I ~..l ..l:!.>.! ~I 

46 

- 



~ 
..l ..ll _;.JI .:U\....i )I t ji .l:!~ ~_,JI ( · ,o_;r) ~ .cJA-1 

- 
- ~I AJ\....i)I tii _;lµ-4 ~_;-JI r~ ~.,II 

·ts I • _;_,..all ~l..l ~..l ~.J:! t.::.l...-J ~ .J"'ll I) , 

•ua.i .JI o_;~ 

.(li_;yA .Ji ua.i) AJL..i)I t.ii ~.lJI 

.(Hide)~_;-J4 ~l::JI 4;.1_,ll -+sl) 

-~~~ Cl _sl 

<.igl) . ~..l ..ll __;JI ~L..i )I tii ~~ c),4 J,..i yJI ~ 

-~~~ u41,b:WI 

.txt tY u,.o ~I u.WI ~I ~.b • • . J..)'o'l 

.Bitmap tY c),4 o_;_,dl 

-~~'}} iirl say h9­ 

~)I ~..l ¼Jb -l:~ ~ ~ ~ ~I ¼.;hll ~~ J.,.iyJI r~ cl:le)! 

<iJI ~L..i)I t~ .)~Hide~ ~WI ~l~I ~ (YI.J ,o_;~I J:,,,b 

. ~ uLi ) o .J~ u.il.S ~ 1.J-1-'l r, _;_~I J.:i.,1.:i ~.:i ~.>.l 

47 

- 



ti.JI ~I 4 ·C .J.. . . 

tiWI l.u=,.I ~_,JI • C .J .. 

- - . -u9W:il J ul.o .J~4 ~ yJI f' ~ ~_,JI 
.,ll . ~I JJ~)I ~~ J;.I 0A 

des f L,ell .. . u _;b (j I LJA .. 
ti.JI I" . fe ~ .i ~ ~ J-:i§. ~~c .l>\c.J .... u-4 .. 

· .0fl3 lall 

\:ii.JI ~.l.JI ·C 

. (Hide )J...i ..r-J4 ~l:Jl ~I )I -Ao) 

·<:;"°uj.!ll i)I e,\::ii.JI .dJ~I le sll 

)~I :i..ll..>i)I ~b ~i LJA C \.jiJ\ .J~I <ill 

· l9 ti.WI .. · fi: '-1 i.:,i colallssal · t .J C tS _JJ::,-A u .. 

.;.~ '-1 ~I J,ii.b ~ .. • J.}'Jl 

.;,~ 'i ;J.;;,l\ y hs 

~L....)I ~.:i ¼.;b .l;!Ai ~ 4-:lc, ~ ~I ¼_;.611 ~~ J,..i_>,JI f'~ clsle}! 

~ 1:UWI .J~ ,Hide~ ~WI ~l_,ll ~ (.J-QJ,o.J-.,..:JI J;:i.b 

-~U_;:11 ~ .UJ .... ~ ~ - --~ ...... 

48 

- 



. ~W..I ~ ~I t\L..i)I ~J 4¼.,11 - -- - ") ~)I c.Sfo- ~J ~.,II - %,,all l±lo (693+90° ~ ,0.) - - . ~~I Jl_;.JI ~)I c.Sfo- ~.WI 

\62l ·r 
- 

.(Hide)~_;.J4 :i....al:JI ~l~I -+cl 

.~ts.:..)'I ~ o.J.~I ~~ ~~_j..J\ 

.53all cl&ls @lo) s 5es slii] e.ill 

\:ii.JI J\j,.JI w41b:W\ ·C 

. '+il.i:.I JI .;-JI ~ )I J\i,.JI 

~I ~L..i)I ~ 0fa. ~ ~L..i)I c.S~ Jh.:i4 J...i.;-JI r~ J ~ ~IJ,i§.b • - • J..)1-l 

Bit _J\ J~ 0.<a J§I ~J Jl_>JI ~)I<} Bit ....11 JJc.) o.J..,.._J I ~ 04 

.(~':II o.J~\ <) ~ti.JI 

-~~';/ '±irl) ssw h3­ - . 
- 

~\-)\ ~J ¼->6 -1:l.l:.:i ~ ~ ~ ~I ~.)JI .ll~ ~_,JI - coll»] - - - . r~ 

~I ~l-)1 J:..-1:i ,Hide~ ~\.:JI ~l_,ll ~ <.J.4.J ,o.J..,.._JI J:.,b 

- ~lb.I , ~\ ~L.ia . . . , ~ 
~ )\ ~lb.I u.ci ~ rl . \:ii.JI ~Lb.I , u.ci J C J J;.J:! 

--- 

49 



y-all Lu:,.\ - 
)..lL..i)I 4b,1~ ~JAll oJ J., ~_,JI 

- .. ~, .. ~_,JI .AL l Lal5ly z@all 593al) 05'# a+ .32 

)..lL..i)I ~\~ ~JAll oJy,all ~.WI 

.(Extract)~ ~WI 4-?,l)I -oal 

.:iJ...il)I ~I~ ~.wl oJ~I c,fa2_p u4".ft.J\ 

.693al lglsly @all 593al) 10si Ca z5'5all CeSai call) 

.(Bitmap) oJ~I t~ u41,k:WI 

)JL..,)\ 4,1:,.. 1~ ~.wl o.J~ ~\ Jy--::aJ iiiull ~ .b > ., . Jj'-'l 

.4.ll.....,)\ ~I~ ~.wl o.J~ J:a'i111JI ~~ iiiull ~ .b > ., . Jj'-'l 

e::--~ ¾!J:i c) ~ ~Wc.;/1 ~ ~I ¾!):JI .l;~ J:s'i111cll r'~ Cale)eyl 

Extract~ ~WI ~l_,ll ~ u-aJ ,o.J~I c>\J u...i.)I 

.4.ll.....,)\ ¼I~ ~.wl o.J~I ~.A;! ,.6Jl..i_)l 

50 



.(Extract)fall; @.alsJ/ &gels) 2el 

51 



: 

I 

I 

• o .J_y-all (.)A ~,l.JI ~l....i)I <! I~\ .4 
!! 
I• 

.. ..wl l\L..i )I <! \~\ I: 

%3 ~~lc)-4~ • 0.) - 
«.0a9 <A1al4 isl esi» --------- ~J!l - w..wl o.J.,...=JI LJA - .. 

' 

0La_ gl5ly aa1all 593al --- - ~.lJI I' 
: 

.\.llc. ~I \:iia.11 I . .. C 

- : 1.b.'il &9 ~I.J cull -~ ~. ~ 

f-i ~I ~L...i)I <'ale s) .4yo ' 

i 

,o.J_,d\ J:-,lj ~J.JI ~\...ii)\ <!'.l~I <ill 

i .~L.u)I t.aJ=..1~ ~J.JI o.J~\ u4lkiJI 

.Auls 5#ill i.till zliia 

)JL.u)l lg.b.l~ ~J.JI o.Jy.o.11 j..?..J ~I J,i§.b ) .. . J.JA 

I 

~I J.,i_;.J\ · -ulc ~l~I LI14 j..?..J • • .., U:! .... 

.lAI~ c)c. ~I 0.Jj ~1....i)I <!'.l~I ~I .l.Ll.bJ) .. . 

4.!L..i)\ ~.) ~~ ~ ~ .)\..i:ic)ll ~ ~I ¾!.;bll ~.l::u.! J:1i• ,all r.J-9:! cl\»)! 

½~ I"~ 'Extract~ t._._w1 ~l_,ll ~ 0,o_, ,0.J~I ~b 

J.-.u_;.JI U:H ~ ~\ c:~I ~~.., ,tll...i)I ¼I~ c?J.JI o.J~I 

-~~\ ~L...)I e:ly:u...,'i J.•2'"1,11-i\\_, 

: 

! 
I 

52 
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. >:· ... 

cue! JS.all) ,tis9I &Le (6.11)J<.al 

. :(Extract)U..U.)I ~l_fo.wl ~ ~ 

74 



0 

• doc 

0 

j •' ••• -:-•.--•-~--•-~-•-•-•---•--R------- •' Kl:IY Fil.es· -- --------- - ------ 

iC?\i%affl.:;;;a;d5effii,gs\,Uh.,~;;di\Desido,\KeY:ixf:_ _c_,,C·,.~ •. , '.c, ~'.,~-- . , - ' ..... 

I 
! 

i- t Jo ! 
Hide Extract \ 

Add -:--.R_e_m_o_ve __ lr. 

·Message: 

·-·' .. . ·• •'.. · ... 
>' ... 

. I 

r . '.·.· · · - \:t::; .. '.··· · / 
. . . )\ ·::;:· :;··.\.{/.".' _· _c_lo_se___,J I 

cs--·ll £ally 0L ) cl±id ,L- 
.. ~.l.o (6.12)~1 

75 



:J,al.S:JI ~ 6.3 

what does GFFD stand for? Definition of Gross Failed Fuel 
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f acron 
+n the is{42g by the 

";$,l#is g;""}i --;,, zaross 
a. oict1ona ~·ct1onar onl1ne thefreeu1 

acronyms. I 
1 Detector Failed+Fue + 

I 

Fuel I 
I 

1 , ,1 . _ - 1, ••1 . .lJ ~ ~ ~ ~ 0,a ~bll oAI.J o.l::...fi r-Ll:illl ~~ w~ u-=,-9 ~ .lS..9 ,~~ U..9 . ..9 ~- • - 

. ~ y,. ~I rl.1:illl ~ 1 _►..1 ~ 1..1\ ~b ~ (::" l'"U:i..lll ~ r ~ JI 

:e-l.1:ull J.J;1S ~ 6.5 

~Ull ~I ~ ~.fi~ ~ c;JI ~4.\.b::wl r-lli.ill ~ 1..5.l.Q .d.!_.>- A.b. _;.JI o~ ~ ~ 

.wl,JblJ\ ~.., ~~ r-1..l:illl wi ~J J....:ifol ~ ~ ..9.) .dj~ ~I A.b.y ~ ()AJ ,~IJ 
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,_;_,J, c>--' ¼Jo J> ~ ~\:,J J , t,J.-1 J.l,;. .ii di$. .;,JI WIJA )11 ,.;.,,-, ~JJ tJµ 

tLJ;ll\ ~ t,.;L:. <J' .:..ti,,, ;JI .:,. l.o. _,...,. ,)) J.., _,:JI f' .!ll.l c)J ;_;w, )'L, '• t;;. )'I 
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:~}ii ¼.)JI 7.2.1 

-·-· . 

Latin: C\porers and Settings\fd\Desktop 

Size: 498 KB (510,354 bytes) 

Size oocisk: 500 KB (512,000bytes) 

Locatioo: 

<===i Size: 

C:\Dorunents ard SettingsVdo\Desktop 

498 KB (510,354 bytes) 

S'ize ondisk: 500 KB (512,000bytes) 

,.u_,i.a OJ..,._ll u.i\S ~1y..i :oJy..:JI ~_, wl.,li ~ ~WI ~ c.).G ~).kl\ ►
'+5u-5Ju/s -' ' 3l5 ee Y «ti 4stay-l, 93l 3 eel 

Pixel 

'-6»y Al cli Pixel JI ls 1 «,$ Bit 

11111000 11001001 00000011 

(248) ye1 (201)32;] 
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N :;.•. •• ~-;_• ':.,...: 0 ,:, ' 
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,.J ~ 4.j..,l.a O ..)~ ( 7. 4) JS_.hl\ 
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:Grayscale .J_,....JI ~ • 

¢::J 

fa, 

== 

~~\ ¼.;bll e-1~ .... il.~ ~lli.)11 ~_, J.i§ Grayscale "o.J~ (7.13) ~I 

■

87 



:~\:jj \ ¼.):JI 7.2.3 

+ e'\isy 4 «99 gs243 tlsll ls 3yGl5 aey Y &lay e' 3pl9 cc=el 

0½~ fi l?~I Pixel JI ~ Bit ~1 ~ ~W.)'I fl;!~ New PaletteJI 
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..... 

⇒f~, 
. ,.,, .. ,- 

~ Grayscale o .JyA (7 .17) ~I 
,J±Aly zlisy) 2;9 

~l.>-,J \ 
0
.J~I ~ o~yj ~j ~~~~Pixel Js UA -AIJ Bit~ J.i~I 
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. J):JI ~ ~ ~~I.JAJ ~I :U~.)l Uabll o.J~\ ~_,.i ~ ~b.J\ .3 

<.Ri :l_,-::,.~ ~I k 'i ~ ~)l llobll O.J.~I ~J 01_,li ~ ~6..JI .4 

... L\\ • • ... 
·9" :,s _Ar"? 

~ <l.:iJ:lSJ ,:l_,,_Ll\ w..fall i,slj 4l~J ~ ~I :Ul..i)I 0Ll ~ ~b..JI .5 

.s\isl <i» cAl» ,la5pale gys Jess ±\isyl &li 
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.(Authentication) lJL.,,)l c.,.,:;,,..J fo"ll wt.."lt ~ csk J..,Jt .3 

.40 5l5l3 7isl 

,.Jy-::JI ~l.:i ~ .......:::ii c.::.iill.a ~lb.I 1 ,. .\ :10U:ull · 1 
- JU.l,,;l .,'.j • • ., ., '1 ., .r- ~ , u--- '-" ..r-' ~yu ~ c.J .5 
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