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a b s t r a c t

A decentralized random algorithm for flow distribution in complex networks is proposed.
The aim is to maintain the maximum flowwhile satisfying the flow limits of the nodes and
links in the network. The algorithm is also used for flow redistribution after a failure in (or
attack on) a complex network to avoid a cascaded failure while maintaining the maximum
flow in the network. The proposed algorithm is based only on the information about the
closest neighbours of each node. A mathematically rigorous proof of convergence with
probability 1 of the proposed algorithm is provided.

© 2013 Elsevier B.V. All rights reserved.

1. Introduction

The maximum flow problem has been a classical research topic in the field of complex networks. Since Ford and Fulker-
son [1] introduced their augmenting paths algorithm in 1956, many algorithms have been developed to study and solve this
problem [2–10]. Applications of the maximum flow problem include the determination of the maximum steady-state flow
of petroleum products in pipelines, cars on roads, messages in telecommunication networks, and electricity in electrical
grids [11]. It is also used in computer vision problems [12] and World Wide Web analysis [13].

Several research works developed decentralized algorithms to solve themaximum flow problem. These algorithmswere
mainly decentralized versions of originally centralized algorithms. For example, Segall [14] proposed three algorithms based
on Refs. [1,2,15], Cheung [16] proposed an algorithm based on Ref. [1], and Awerbuch [17] proposed an algorithm based on
Ref. [18]. These algorithms assume that the network contains only one source and one sink. As a result the decentralized
versions are limited to single-source single-sink networks.
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In a typical centralized algorithm, multi-source multi-sink networks are transformed into a single-source single-sink
network and then the maximum flow is computed. Obviously, this transformation is not extendable to decentralized algo-
rithms. Although recent publications considered the maximum flow problem in multi-source multi-sink planer networks
without this transformation [12,19], the information regarding the status of all the nodes and the links in the network are
assumed to be readily available for a centralized system to apply the algorithm. On the contrary, the algorithm proposed in
this paper is natively decentralized and capable of handling multi-source multi-sink networks.

In addition, the flow in the network should be distributed such that themaximum capacities of the network elements are
not exceeded. Otherwise, the network would potentially be vulnerable to cascaded failures. Cascaded failures in complex
networks have been the subject of many studies [20,21] including, but not limited to, cascaded failures in urban traffic
networks [22–24] and power grids [25,26].

In electrical power distribution systems, for example, cascaded failures have been attracting the attention of researchers
due to the catastrophic impact they have on the networks [27–29]. A cascaded failure is initiated when a node or a link in
the complex network is lost due to a random failure or a targeted attack, and the flow passing through the lost node or link
is redistributed to other nodes and links in the network. If not executed properly, the redistribution may cause other nodes
and links to become overloaded and therefore disconnected from the network. This effect may propagate throughout the
network and the entire network may be affected [30].

Cascaded failures were the reason for large blackouts throughout the world (e.g. Refs. [31–34]). As a consequence, re-
searchers have been developing control algorithms for power flow redistribution with minimum load loss [35,30,36,37].
Typically, the maximum power flow that can be delivered to the loads is calculated by applying linear programming which
has been used since the 1970s [35,38–40,36]. However, similar to the maximum flow algorithms, linear programming re-
quires the status of all the nodes and the links in the network to be available for a centralized control system.

Switched networks [41,42] are another type of networks that are controlled by a single server that operates locally on
one node at a time, but the location of the server is a control variable that is determined using information from the entire
network represented by a hybrid dynamical system [43].

The new algorithm proposed in this paper to drive the flow distribution in a complex network aims to avoid cascaded
failure in the networkwhilemaintaining themaximum flow. The novel decentralized randomized control algorithm is based
on simple local control rules that are based only on information about the closest neighbours of each node in the network.
Unlike the algorithms discussed abovewhere a central controller is required, the proposed algorithm is implemented locally
at each node. As a result, the computational costs are reduced and less information needs to be transferred on the network.

In addition, the algorithm is directly applicable to multi-source multi-sink networks. Another advantage of the proposed
algorithm is that the flow values and capacities in the network can be real numbers and not limited to integer values.

The proposed algorithm is theoretically verified. In particular, this paper provides a mathematically rigorous proof of
convergence of the algorithmwith probability 1 for any initial flow distribution. The behaviour of the algorithm is described
by an absorbing Markov chain and the algorithm is shown to converge to one of the absorbing states. Markov chains with
absorbing states are already being used to model networks [44,45]. The randomized algorithm used in this paper is inspired
by the distributed random algorithm used in Ref. [46] for blanket coverage self-deployment of a network of mobile wireless
sensors.

The remainder of this paper is organized as follows: the flow redistribution problem addressed in this paper is formulated
in the next section alongwith two special cases. The proposed control algorithm is detailed in Section 3where the algorithm
is proved to converge to a solution with probability 1 and a summary of the simulation procedure is provided. Simulation
results are shown in Section 4, followed by the conclusion in Section 5.

2. Problem statement

Consider a complex network modelled by a graph G = (N , L) defined by a set N of n nodes connected by a set L of l
links. For a given time k, each node i ∈ N is associated with a finite real value Ni(k) that corresponds to the actual net flow
in the node and represents the flow supply or demand of the node. The node i is a source (supply) node if

0 < Ni(k) ≤ Nimax (1)

where Nimax is a predefined positive value representing the maximum capacity of the source node i to supply flow. The node
i is an intermediate (transshipment) node if

Ni(k) = 0. (2)

The node i is a sink (demand) node if

Nimin ≤ Ni(k) < 0 (3)

where Nimin is a predefined negative value representing the maximum capacity of the sink node i to demand flow.
Each link ⟨i, j⟩ ∈ L connecting the two nodes i and j is assigned a flow value Fi,j(k) that should not exceed a maximum

capacity

|Fi,j(k)| ≤ Fi,jmax; (4)
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otherwise the link will be overloaded and may be disconnected from the network. The two nodes i and j connected through
the link ⟨i, j⟩ communicate with each other at the discrete time instance k = 1, 2, . . . for the coordination of their operation.

The relationship between the nodes and the links in the network is represented by the n × l incidence matrix A. If the
direction of flow Fi,j(k) in the r th link ⟨i, j⟩ is assumed to be from node i to node j, then the r th column of the matrix A is all
zeros except for A(i, r) = 1 and A(j, r) = −1. A positive value of the flow Fi,j(k) indicates that the flow follows the assumed
direction whereas a negative value of the flow Fi,j(k) indicates that the flow is opposite to the assumed direction.

The mass balance constraint requires the net flow in a node to equal its supply or demand:

Ni(k) =

n
j=1

A(i, r)Fi,j(k) (5)

where r is the column in the matrix A corresponding to the link ⟨i, j⟩. In matrix form

N(k) = AF(k) (6)

whereA is the incidencematrix, F(k) is the vector of flow values in the links, andN(k) is the vector of the supply and demand
values of the nodes. It follows that the flow supplied by the source nodes equals the flow demanded by the sink nodes:

n
i=1

Ni(k) = 0. (7)

A random failure or an intentional attack on the network may cause one or more links to be disconnected. Moreover, the
failure or attack may target one or more nodes disconnecting those nodes and the links connecting them from the network.
In such cases it is important to redistribute the flow in the network such that themaximum flow is delivered from the source
nodes to the sink nodes and no links are overloaded. Otherwise overloaded links may fail and be disconnected, triggering a
cascaded failure in the entire network.

The goal of the proposed algorithm is to determine the flow values Fi,j(k) in the network such that flow delivery is
maximized with Eqs. (1)–(4) are satisfied. For a computerized controller to operate properly, a discretizing parameter d
is defined to be the smallest change in flow. Thus, the algorithm can increment or decrement the flow Fi,j(k) in the link ⟨i, j⟩
by multiples of d.

Assumption 1. The flow values Fi,j(k) and their maximum values in the links are multiples of the discretizing parameter d.

It follows from the constraint (5) and Assumption 1 that the supply and demand values of the nodes Ni(k) are also multiples
of the discretizing parameter d.

Lemma 1. For a complex network satisfying the node net flow limits (1), (2), (3), the link flow limits (4) and Assumption 1, there
exists a finite non-empty set of solutions that satisfy the constraint (5).

Proof. Assumption 1 along with the links’ maximum capacities (4) imply that the flow in each link in the network has a
finite set of values that can be assigned to it:

Fi,j(k) ∈ {−Fi,jmax, −Fi,jmax + d, −Fi,jmax + 2d, . . . ,−d, 0, d, . . . , Fi,jmax − d, Fi,jmax}. (8)

The number of elements in the set in (8) is 1 +
2
d Fi,jmax. Therefore, the number of solutions obtained from different combi-

nations of flow values has a theoretical upper limit of 
1 +

2
d
Fi,jmax


, ∀⟨i, j⟩ ∈ L. (9)

It follows that the number of solutions that satisfy the node and link flow limits and the mass balance constraint (5) is finite
and less than the theoretical upper limit (9). One solution that satisfies the node and link flow limits and the mass balance
constraint is the trivial no-flow solution when the flow in all the links is set to zero and no flow is supplied from the source
nodes to the sink nodes

Ni(k) = 0 ∀i = {1, 2, . . . , n}
Fi,j = 0 ∀i, j = {1, 2, . . . , n}.

(10)

Hence there is at least one solution that satisfies (4) and (5). �

The aim of the proposed algorithm is to converge to a solution F̄(k) such that

F̄(k) = argmax
F(k)

n
i=1

|Ni(k)| (11)

for all the solutions F(k) in the finite non-empty set of solutions that exists as stated by Lemma 1, where | · | denotes the
absolute value. Eq. (11) may have one unique solution or a finite number of solutions at which the maximum possible flow
is delivered from the source nodes to the sink nodes. The proposed algorithm will converge to one of these solutions.
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Lemma 2. Assuming that the intermediate nodes in the network are defined by (2) and that Assumption 1 holds, a complex
network satisfies the node net flow limits (1) and (3) if and only if it satisfies the link flow limits (4).
Proof. Consider a complex network that satisfies the link flow limits (4) but does not provide maximum capacities for its
sources and sinks. The maximum flow any source can supply or a sink can demand cannot exceed the total maximum flow
that can be delivered by the links of the network. Therefore, a theoretical maximum net flow in each source node and sink
node such that (1) and (3) are satisfied can be found as follows:

− Nmin = Nmax =

n
i,j=1

Fi,jmax . (12)

Also, consider a complex network that satisfies the node net flow limits (1), (2), (3) but does not have maximum flow
capacities in its links. The maximum flow in any link in the network cannot exceed the total maximum flow that can be
supplied by the source nodes in the network. Therefore, a theoretical maximum flow in each link such that (4) is satisfied
can be found as follows:

Fmax =

n
i=1

Nimax . � (13)

Lemma 2 implies that for a complex network that satisfies either the node net flow limits (1) and (3) or the link flow
limits (4), the other condition can be formulated and hence a finite non-empty set of solutions exists as stated in Lemma 1.

2.1. Special case: maximum possible flow

The classical maximum flow problem can be stated as a special case of the general problem described above. By virtue
of Lemma 2, the supply flow capacity limits of the source nodes (1) and the demand flow capacity limits of the sink nodes
(3) are removed. Then starting from an arbitrary initial condition (possibly the zero-flow condition) the proposed algorithm
is used to find the maximum flow that can be delivered to each sink node in the network considering the flow capacities of
the links (4).

2.2. Special case: constant flow supply/demand

Consider a complex network in which each source node i is required to maintain a constant supply capacity Nis > 0, and
each sink node i is required to maintain a constant demand capacity Nit < 0. The intermediate nodes in the network satisfy
(2). Then, starting from an arbitrary initial condition, the network is required to satisfyNi(k) → Nis , i is a source node;

Ni(k) → 0, i is an intermediate node;
Ni(k) → Nit , i is a sink node.

(14)

When (14) is satisfied, the network is at steady state with the flow supply from the source nodes and the flow demand by
the sink nodes are fixed and equal to the desired values Nis and Nit respectively.

If some links and/or nodes are disconnected from the network due to a random failure or an intentional attack, the flow
in the network will be disrupted and has to be redistributed such that the desired supply and demand values of the nodes
are restored. The proposed algorithm can achieve this by setting the maximum supply capacity of each source node i to
Nimax = Nis and the maximum demand capacity of each sink node i to Nimin = Nit . This is true because the maximum and
minimum of a constant function are equal to the constant value of the function.

Assuming that the flow capacities in the links (4) do not limit the delivery of the flow and from (7), the constant supply/
demand is achieved in the network when

n
i=1

Nimax +

n
i=1

Nimin = 0. (15)

3. The decentralized flow distribution algorithm

The goal of the proposed algorithm is to select the flow values in the links such that the flow supplied by the source nodes
to the sink nodes is maximized without overloading the links. The flow Fi,j(k) in each link is determined locally based on the
status of its end nodes.

The algorithm assigns a control variable Ui(k) for each node i ∈ N to represent the desired net flow in the node. The
desired net flow values Ui(0) are initialized to reflect the aim of maximizing the delivered flow as follows:

Ui(0) =

Nimax , Nimin = 0 and Nimax > 0;
0, Nimin = 0 and Nimax = 0;
Nimin , Nimin < 0 and Nimax = 0.

(16)
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This is equivalent to setting Ui(0) = Nimax +Nimin . Based on the desired and actual net flow values, the nodes in the network
are divided into two sets.

Definition 1. A node i is said to be a virtual source if its desired flow value is greater than or equal to its actual flow value.
The set of virtual source nodes S(k) is defined as

S(k) = {i : Ui(k) − Ni(k) ≥ 0}. (17)

The set of virtual source nodes includes actual source nodes that have not reached their maximum capacities, intermediate
nodes that have not previously tried to get more flow, and actual sink nodes that have reached their maximum capacities.
While actual source nodes supply additional flow into the network, intermediate and sink nodes pass extra incoming flow
they do not need to destination nodes in their neighbourhood.

Definition 2. A node i is said to be a virtual sink if its desired flow value is less than its actual flow value. The set of virtual
sink nodes T (k) is defined as

T (k) = {i : Ui(k) − Ni(k) < 0}. (18)

The set of virtual sink nodes includes actual sink nodes that have not reached theirmaximum capacities, intermediate nodes
that have previously tried to get more flow, and actual source nodes that have reached their maximum capacities. Actual
sink nodes demand flow from the network, whereas intermediate and source nodes request the flow to pass to destination
nodes in their neighbourhood.

Each virtual source node i ∈ S(k) tries to pass more flow to a neighbouring virtual sink node j ∈ T (k). The selection of
the destination node is random. Note that S(k) ∪ T (k) = N .

LetZi(k) be the set of nodes connected to the node i through non-overloaded links. Then the neighbourhood of i is defined
as

Zi(k) = {j : ∃⟨i, j⟩ ∈ L, A(i, r)Fi,j(k) < Fi,jmax} (19)

where r is the column in A corresponding to Fi,j. The utilization of the coefficient A(i, r) is to account for the fact that if the
flow direction is towards the node i, then producing an opposing flow out of the node reduces the flow in the link.

For each node i ∈ S(k) a neighbourhood of candidate destination nodes Ci(k) is defined such that each candidate node
is connected to the node i through a non-overloaded link:

Ci(k) = {j : j ∈ T (k) ∩ Zi(k)} ∪ {i}. (20)

This definition adds the node i to its neighbouring candidate destination nodes in order to avoid the situation where Ci(k)
is empty.

The proposed algorithm starts by enforcing the link flow limits (4). Any link flow value Fi,j(k) that exceeds its maximum
capacity is reduced to equal Fi,jmax .

The next step is to verify that the nodes in the network are not supposed to supply more flow than their maximum
capacities. If the net flow of a node Ni(k) is calculated to be greater than its maximum supply capacity Nimax , then the excess
outflow cannot be sustained and is reduced uniformly in all the links carrying the flow out of the node.

Then, the randomized algorithm is used to maximize the delivered flow from the source nodes to the sink nodes as
follows.

For each virtual source node i ∈ S(k) the set of neighbouring candidate nodes Ci(k) is found. Each node j ∈ Ci(k) is
assigned a weight wj

wj = −Njmin + 2, j ≠ i. (21)

The virtual source node i is assigned a weight wi = 1. This scheme gives the priority to actual sink nodes to be selected,
followed by other virtual sinks, and finally the virtual source node in consideration. The algorithm randomly selects a node
j ∈ Ci(k) to be the destination of the additional flow when available:

Select j ∈ Ci(k) with probability
wj

W
Fi,j(k + 1) = Fi,j(k) + dA(i, r)

(22)

where W is the sum of all weights W =


j wj including wi, r is the column in A corresponding to ⟨i, j⟩, and d is the
discretizing parameter satisfying Assumption 1. The desired flow of the node i is decremented by d to indicate the need of
more flow to pass into the node, and the destination of the extra flow is randomly selected from Ci(k). When the required
flow arrives to the node i, its desired flow value is incremented by d to indicate that the flow demand is satisfied and passed
to the selected destination through the link ⟨i, j⟩ by increasing its flow Fi,j(k). If the selected destination node is i itself, then
the flow in the network is not changed.

If the node i is an actual supply node that has not reached its maximum capacity, then the flow Fi,j(k) is changed
immediately according to (22). Otherwise, the desired net flow of the node Ui(k) is decremented by the value d to convert
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the node i into a virtual sink. Once additional flow is available the algorithm (22) is executed and the desired net flow of the
node Ui(k) is incremented by the value d to its original value and the node i is a virtual source again.

Finally, if the net flow of a node Ni(k) is calculated to be less than its minimum demand capacity Nimin and none of its
neighbouring nodes are virtual sink nodes, then the excess inflow is not needed and is reduced uniformly in all the links
carrying the flow into the node.

For a network where (4), (5) and Assumption 1 hold, the flow values Fi,j(k) in the links belong to the finite non-empty
set of solutions that exists as stated by Lemma 1. The algorithm aims to remove the virtual sink nodes from the set T (k)
by supplying the maximum flow from the source nodes to the sink nodes. Assuming that Ci(k) contains at least one virtual
sink node j ∈ T , the flow from i to j is increased such that the net flow in j becomes closer to its desired value:

Nj(k) → Uj(k), i ≠ j (23)

and the process continues until Nj(k) = Ui(k) at which the node j is removed from the set T (k) and added to the set S(k).

Theorem 1. Consider a complex network that satisfies the conditions of Lemma 1 and in which the flow behaves according to
the algorithm (22). Then with probability 1 there exists a time k0 ≥ 0 such that the solution satisfies (11) for all k > k0.

Proof. The proposed algorithm defines an absorbing Markov chain which has a finite number of states since the network
satisfies the conditions of Lemma 1. The absorbing Markov chain includes absorbing states that are impossible to leave.
These absorbing states are categorized into three groups.

The first group of absorbing states is reached when the net flow values of all the sink nodes in the network reach their
maximum capacities and no additional flow is required. The source nodes are supplying enough flow to the sink nodes and
the links are able to carry the required flow. Therefore, the set of virtual sinks is empty and all the nodes are virtual sources

S(k) = N , T (k) = ∅. (24)

In this case all the virtual sources do not have candidate destinations in their neighbourhoods

Ci(k) = {i}, ∀i ∈ S(k) (25)

and the probability for each node i to maintain its current net flow is wi
wi

=
1
1 = 1.

The second group of absorbing states is reachedwhen the source nodes reach theirmaximum capacities and the supplied
flow is not enough tomeet the demand of the sink nodes in the network. The set of virtual sources is empty and all the nodes
are virtual sinks

S(k) = ∅, T (k) = N . (26)

In this case there are no virtual source nodes to drive the algorithm, and the flow reaches a steady state.
The third group of absorbing states is reached when all the remaining source nodes have no paths to connect them to

a sink node due to the limit (4) and delivering additional flow to the sink nodes is not possible. In this case all the virtual
sources do not have candidate destinations in their neighbourhoods

Ci(k) = {i}, ∀i ∈ S(k) (27)

and the probability for each node i to maintain its current net flow is wi
wi

=
1
1 = 1.

In any of the previous states it is impossible to increase the flow in the network and hence the value of the existing flow
delivered to the sink nodes is maximum and the solution satisfies (11). �

4. Simulation results

Four simulation tests were executed to demonstrate the performance of the proposed algorithm when applied to the
general problem and its two special cases as described in Section 2. In the first simulation a network is started from zero
initial conditionswhere the flow in all the links is set to zero and the algorithm is allowed to increase the flow in the network
until reaching steady state. Once at steady state, a node in the network is disconnected along with the links attached to it
and the algorithm is used to redistribute the flow in the network to maximize the delivered flow to the sink nodes and in
the same time avoid a cascaded failure in the network. In the second simulation the flow capacity limits on the source and
sink nodes are removed, and the maximum possible flow in the network is found. In the third simulation the constant flow
supply/demand operation of a network is examined, and in the final simulation the rate of convergence is investigated.

4.1. General problem test

The proposed algorithmwas tested using the network shown in Fig. 1. The network contains eleven nodes of which three
are source nodes, three are sink nodes, and the remaining five are intermediate nodes. The nodes are connected by seventeen
links. The network and the maximum flow capacity of each link are shown in Fig. 1. The maximum flow supply and demand
values of the nodes are also shown.
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Fig. 1. Multi-source multi-sink network example.

Table 1
Steady-state node net flow: complete network.

Source node Flow supply Sink node Flow demand

S1 11 T5 −5
S2 5 T10 −8
S9 1 T11 −4

Table 2
Steady-state node net flow: node N8 removed.

Source node Flow supply Sink node Flow demand

S1 4.5 T5 −5
S2 4.5 T10 −2.5
S9 1 T11 −2.5

Table 3
Effect of the discretizing parameter.

Zero initial condition

d 0.1 0.125 0.25 0.5

Number of iterations 370 298 156 85
Standard deviation 23.5 21.4 15.2 13.5

Recovery

d 0.1 0.125 0.25 0.5

Number of iterations 20 16 8 3
Standard deviation 3.3 3.0 2.5 2.1

Selecting the discretizing parameter to equal d = 0.5 and starting from zero initial conditions, the algorithm converges
to the steady-state values shown in Table 1. In this case all the demands of the sink nodes are met.

Once the network has reached steady state as in Table 1, the node N8 is assumed to be targeted by a random failure or
an intentional attack and therefore disconnected from the network along with the links connecting it to the network. The
proposed algorithm is used to redistribute the flow in the network to maximize the delivered flow to the sink nodes and in
the same time avoid a cascaded failure in the network. The new steady-state values are shown in Table 2.

To show the effect of the discretizing parameter on the convergence speed of the algorithm, different values of d were
tested and the number of iterations for each discretizing parameter value is presented in Table 3. The effect of dwas tested
for both the complete network starting from the zero initial condition and themodified network following the disconnection
of node N8. The number of iterations is the average of 1000 runs of the algorithm for each case.

4.2. Maximum flow test

For the second test, themaximum supply and demand limits of the source and sink nodes are removed and themaximum
flow that can be delivered to each sink node in the network considering the flow capacities of the links is found andpresented
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Table 4
Maximum possible flow.

Sink node T5 T10 T11 Total

Maximum delivered flow (complete network) −10.5 −8 −4.5 −23
Maximum delivered flow (modified network) −10.5 −2.5 −2.5 −15.5

Fig. 2. Constant flow supply/demand network example.

in Table 4. As in the first test, the maximum possible flow that can be delivered to each sink node in the network is found
for two cases: the complete network as in Fig. 1, and the modified network when the node N8 is removed.

4.3. Constant flow supply/demand test

The constant flow supply/demand simulationwas performedusing the network shown in Fig. 2. The network is composed
of nine nodes of which three are source nodes, two are sink nodes, and the remaining four are intermediate nodes. The nodes
are connected by twelve links with the maximum flow capacity of each link is assumed to be 100. The network is required
to operate with constant flow supply from each source node and constant flow demand by each sink node with the values
as shown in Fig. 2.

Starting from the zero initial condition where the flow in the network is set to zero, the proposed algorithmwas allowed
to control the flow in the network. Steady state was reached and the flow supply and demand of the source and sink nodes
converged to the desired constant values. Then, the node N5 and the four links connected to it were disconnected from the
network. As a result, the flow in the network was disrupted and the proposed algorithmwas used to drive the network back
to steady state. Noting that the flow capacity limits of the links are not exceeded, the flow supply and demand of the source
and sink nodes converged back to the desired constant values. The dynamic behaviour of the source and sink nodes during
the recovery process is shown in Fig. 3.

The random nature of the proposed algorithm means that every simulation run generates a slightly different dynamic
response. This is demonstrated in Fig. 4 where the dynamic behaviour of the source node S2 obtained from four distinct
runs of the simulation test are shown.

In complex networks where the flow in the links is not directly assigned (e.g. in power transmission networks) the
transient dynamics may overload the links and trigger the cascaded failure [47]. The networks considered by this paper are
constructed such that the flow in each link can be directly assigned by the two nodes it connects. This allows the proposed
algorithm to prevent overloading the links when a disturbance affects the network.

The algorithm implementation gives priority tomaintaining the flow values in the links below theirmaximum capacities.
In fact, both the neighbourhood of a node iZi(k) and the neighbourhood of candidate destination nodes Ci(k) are defined
such that the connecting links are not overloaded. When a failure or attack occurs, the lost flow delivered to the sink nodes
is gradually recovered to ensure that the links are not overloaded. This behaviour can be seen in Figs. 3 and 4.

4.4. Rate of convergence vs number of nodes

Finding the rate of convergence for Markov chains is not an easy task. Researchers have investigated the convergence of
particular chains that satisfy specific conditions (e.g. Refs. [48,49]). Although the proposed algorithm is based on absorbing
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Fig. 3. Dynamic response of source and sink nodes.

Fig. 4. Different dynamic responses of the source node S2.

Table 5
Rate of convergence vs number of nodes for the network in Fig. 1.

Initial nodes: S1, N4, N8 and T10

Nodes 4 nodes +S2 +N3 +T5 +N6 +N7 +S9 +T11

Iterations 37 33 33 35 37 62 59 85

Markov chains, in this paper simulations are used to investigate the convergence of the proposed algorithm for growing
networks. The results show that the rate of convergence depends on several factors including the type of the added nodes
to the network and how they are connected.

In the first test, the network in Fig. 1 is used starting with the four nodes S1, N4, N8 and T10 and the number of iterations
for convergence is found. Then the other nodes in the network are added one node at a time and the number of iterations for
convergence is found after each addition. The results are shown in Table 5 and the number of iterations are for convergence
from zero initial conditions to steady-state.

The same test is repeated for the network in Fig. 2 and the results are shown in Table 6. An interesting observation is that
the iterations increase with the addition of nodes then decrease again. When the network consists of the three nodes S1, N3
and T7, the source S1 supplies a flow of 50 through N3 which is less than the flow value of 100 demanded by the sink T7.
The addition of the source S2 to the network almost doubles the number of iterations because the source S1 has to reach
its maximum capacity of 50 then the source S2 starts to supply another 40 to the sink T7. The addition of the nodes N4, N5
and N6 has no effect on the rate of convergence, whereas the addition of the source S8 makes supplying flow to the sink
T7 faster. Finally when the sink T9 is connected, it draws its flow in the same time as T7 and thus the number of iterations
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Table 6
Rate of convergence vs. the number of nodes for the network in Fig. 2.

Initial nodes: S1, N3, and T7

Nodes 3 nodes +S2 +N4 +N5 +N6 +S8 +T9

Iterations 128 236 239 222 227 127 124

Fig. 5. Rate of convergence vs. the number of nodes for randomly generated networks.

is not affected. This shows the complexity of finding a relation between the number of nodes in a network and the rate of
convergence.

In a third test a randomnetwork is generated by startingwith two nodes connected by one link. Then, at each time, a new
node is added to the network and connected by a link to a randomly selected existing node. The type and flow rating of the
new node is also randomwhereas the flow capacities of the links are equal. The network is allowed to grow until it consists
of 200 nodes and 201 links. The average number of iterations to converge from zero initial conditions to steady-state for six
different randomly growing networks are shown in Fig. 5.

5. Conclusion

A distributed flow redistribution algorithm for complex networks after a failure/attack was proposed. In addition, the
algorithm was used to find the maximum possible flow delivered to the sink nodes in the network, and also to maintain
a constant supply/demand operation of the network. The convergence with probability 1 of this algorithm with maximum
flow delivery was proved. Simulation results verified the performance of the algorithm.

Some improvements to this algorithm are to be investigated in future research. In particular, maximum flow algorithms
applied to multi-source multi-sink networks may lead to ‘‘unfair’’ flows as noticed by Megiddo [50]. While the proposed
algorithm is proven to converge to a solution at which themaximum possible flow is delivered from the source nodes to the
sink nodes, additional constraints may be added to the decentralized algorithm to achieve a fair solution.

The work of Megiddo [50] applies only to centralized networks. Extending centralized algorithms to decentralized
networks may not be the best idea. Future research will investigate the incorporation of rules within the proposed
decentralized algorithms to achieve a consensus among the nodes of the network in terms of their assigned flow values
compared to their flow capacities, hence providing the fairness in flow distribution. Flow consensus variables are to be
introduced for each node in the network and simple local rules for updating the consensus variables of each node based
on the average of its own value and the consensus variables’ values of its neighbours. This method was used in numerous
papers on control of multi-agent systems (see e.g. Refs. [51,52]) and has a potential to be applied to flow networks.
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