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Abstract

Patients who are at risk require that their cardiac health 1o be monitored frequently whether

they arc indeors or ouldoors so that emergency treatment is possible. Telemeadicing is widely
considered 10 be part of the inevitable firture of the modem practice of medicine, he paticent

monitoring part will be based on the new emerging standard 802 11ac. This lechnology is
based an MIMO and OFDM lechnique. It promises to provide Ghps dula rate, This high dam
rate should allow moenitering several patient simultancously. It should allow the possibility of

delivering high quality video signals to speeial rooms inside hospitals.

The system should be capable of measuring, processing, and (ransmitting vital parameters over
the hoespilul wirelzss network. The (G5M technology will be used for conneeting hospitals for
mnformation sharing. In this part, it is intended 10 design and implement a system (or unified
blood bank among Palestinian hospitels. 1 is intended to dusipn. implement and assess the

entire system in Palestinian Hospitals.

This allows efficient simullaneous monitoring of patients and slso stands behind the
importance of that dats communication hetween hospitals needed [or the purpose of ereating
unitied blood bank.
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1.1 Overview

n s praject. we aim ai investigating the potential of new cmerging wireless
technologics for real time tele-monitoring of patients as well as connecting hospirals
lor mformation sharing. The paticnt monitoring part will be based on the new
emerging standard 802.11uc. This technology is based on MIMO and OFDM
technique. It promises to provide Gbps data rate. This high data rate should allow
monitoring several palient simultanenusly, Tt should allow the possibility ol delivering
migh quality video signals to special rooms inside hospitals. The svstem should be
capable of measuring, processing, and transmitting vital paramelers over the hospital
wireless network. The GSM technology will be used for conueeting hospitals for
information sharing. In this part, it is intended to design und implement 8 system for
unified blood bank among Palestinian hospitals. Tt is intended o design. implement

and assess the entire system in Palestinian Hospitals.

Curtent monitoring of patient is based mosily on one-wav conununication: data
collected by sensors and are sent via gateway to a central server and made availahle to

health care personal.

The importance of this kind of project stands behind allowing efficient simulianeous

moniloring of patients and alse stands behind the importance of that data

communication between hospitals needed for the purpase of creating unificd blood
bank.




1.2 Project Motivation

fatienls wha are at risk require that their cardiac health to be monitored frequently
whether they are indoors or outdoors so that emergency treatment is possible,
Telemedicine is widely considered to be part of the inevitable fiture of the modem
practice of medicine. 1t is gaining more and more momentum as a new approach for
patients surveillance outside hospitals (homes) to encourage public safety, a ciliate
early diagnosis, trealmenl, and for increased convenience. Defined as the "use of
advanced Tele Communication technologies "to exchange the information about the
patient's health care status and provide health care services ueross is now currently
beimng used hy doctors, hospitals and other healtheare providers around the world with

conventional mode of treatment,

Telemedicine systems are already available to enable the doctor v monitor & patient
remotely for home care emergency applications. Nowadays, Wireless networking (s an
emerging technology that will allow different usars 1o access electronically, regardless
of their geographic topographv. The use of wireless communication between mohile
users has beecome increasingly popular due to the advancements in computer and
wireless technologies. Implementation ol wireless techaology in the existing heart rate
monitoring system eliminates the physical constraints inposed by hard-wired link and

allows users to conduct own check up at anviime anvwhere.

Maoreover, newer cellular access technologies, such as Fillh generation (5G3, and
athers provide much higher data transmission speeds (rates) than basic third
generation (303) GSM cellular system offering future lelémedicing solutions endless
choiees for high-end designs. These relatively new wircless technelogies are deploved
mastly in or around crowded high income metropolitan areas for our proposed

scheme.

Despite of the goud advantages for wireless communication system, there are some

challenges that mav affcct syvstem perfermance. |hese challenges mav come from the

3




surropnding environment. One ol the maost important challenges faces the wireless
communication system is data rate which is a very important consideration in dats
communication. Dala rate indicating how tast data can be sent in bits per second over

a channel. Data rate depends on three factors :
1) The bandwidth available.
2) The level of the signals.

3) The quality of the channel ( the level of noise ).

1.3 Projeet Objectives
I'he project objectives are summarized as :

Develop a tele-monitoring system for Palestinian Hospitals.

Investigate the potential of new B02.1lac MIMO-OTDM devices to support
monitoring health care scenarios.

Study the performance of B02.11ac networks in terms of coverage, data rate,
mulrimedia support for hospita! deployment and health care applications.

Design and implement a unified blood bank among Palestinian hospitals,

1.4 The main hypothesis
Are as fullowing ;

8021 kae technology will allow efficient simultaneous monitoring inside hospitals,
Tele-moenitering ol patients inside hospitals will simplify and enhance the services
provided by hospitals.

Unified bloed bank will enhance the ability of collaboration among hospitals as well

as accelerating the process of rescuing patients.




1.5 Project Phases
The projeet is orgamued around twa phases,

Phase one primarily involves the design and implementation of the monitoring
subsystern, while phase twao invelves the design and implementation of the connection
neiwork for the realization of the unified blood bank. In particular, the project is

composed of the following working packages

Phase one :
The objectives of phase one are :

= [Jesign of sensors and camera cireuits.
= Design of the interfacing cireuil between sensors and Wi-1'i modems,
+ [nstallation and conliguration ol the wireless Wi-Fi network.

+ [Installation and connection of the LOD for displaying reported measuréments.
Phase twa:
The ohjectives of phase two are :

+ Design and implementation of the connection (GSM network within hospitals.
* Design and implementation of the database for the realization of the unified blood

bank.

*  Testing and assessment of the entire system.




1.6 Related Work

Modern telemedicine started developing since the advent of telegraph. radio und
telephones and hias conlinued since. albeit at a very slow place and ar isalated places,
mainly exemplified by its use during American civil war. radio medical services for
scafarer’s by meritime nations and telegraphic transmission during the earlier part of

19th century,

I'ne previous project (lelemedicine system using GSM and WIFL Network) uses 2.5
G mebiles and WIFI fo transfer body temperature and BCG <ignal as SMS, Bul, the
data rate of 2.5 G is Y.6Kbps and 4G provides 1Gbps.the previous uses cellular phone

to ttansker dita.

Lhis leads to limited service that 2.5G provides. Further, The 2.3G itself provides

limited application support compared to 4G GSM |

The paper of [1] , a telemedicine system and mobile telemedicine svstem this paper
infraduces a telemedicine svstem design, which provides several common services
based on wireless communication technologies, The system includes the multifunction
portable measure eguipment design by using embedded system. the relisble
communication and customer scrvices design on the Smartphone terminal, powerful
database management design in the medical center, the direct interface design on the

Browser-server terniinal.

The paper of [2]. In this paper we consider the transmission of stored video from a
server 1o a clienl for medical applications such as, Tele-menitoring, W0 optimize
medical quality of service (m-QOS) and 1o examine how the client buffer space can be

used efficiently and eftecrively towards reducing the rate variability of the compressed

variahle hit rate (VBR) video,




The paper of [3], discusses Remote Patient Manitoring Within a Future 3G
Infrastructure and Abstract Svstems of wearahle or implantable medical devices
(IMD), sensor systems for monitoring and transmitting physiological recorded signals,
will in future health care services be used for purposes of remole monitoring. Today.
there exist several constraints, probably preventing the adoption of such services in
chinical routine work. Within a fulure 36 infrastructure, new possibilities will be
available due to improved addressing solutions and extended seeurity services in
addition to higher bandwidth in the wireless communication link, Thus 5G solutions
can represent a paradigm shifi regarding remote patient’s monitoring und tracking
possibilities. with enhancement in transmitting information between pati¢nls and
health care services. Some aspects of new possibilities arc highlighted in describing a

realistic scenario within a future 56 framework.

1.7 Time sehedule

S |
A AR B

entation

Tuble 1.1 Time schedule
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L8 Estimated Cost of Components.

Component ( [tem)

No. of items

Exact Cost

Camers | 300 %
Wi-Fi 802.11ac adaptors 2(758 for each ) 1508
802.11ac | 15308
Access point
Wires and connectors e 20%
SITM 300 GSM modem 2(300S for each ) 600%
Reparatory sensor I 208
Temperature sensor 1 108
LCD DISPLAY I 300%
Microcontroller ] 2508
POWER SUPPLY 1 10%
Total cost 11 1810% = 1281ID

Table 1.2 Estimated Cost of Components
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2.1 Telemedicine Concept.
2.1.1 Whaut is Telemedicine?

“The use ol advanced telecommunication and information technologies to exchange
health information and provide health care services across peographic. tme. social
and cultural barriers”, Telemedicing may be as simple as two health professionals
diseussing a case over the welephone, or as complex as using satellite wehnology and
video conferencing equipment to conduel a real-time consultation berween medical
specialists in two different countries. It can also involve the use of an unmanned robot

{ Wikipedia).

Concomitant advances in information technology and medical technology have led to
the inereasing focus. development and use ol telemedicing systems and services

around the world. particularly in developed countries. The goals of these systems are:

* Increase the secessibililty ol and o prolessionul caregivers,

& Increasze the quality and continuity of care to patients,

» Inecrzase the focus on preventive medicine through carly intervention.

* Reduce the averall cost of healtheare,

»  For edueation and trainmyg.

=  [or providing services o remote areas in case ol natural calamilies. disasters and

military and space operations, remote monitoring,

2.1.2 Telemedicine Vs Telehealth :

Telemedicine is frequently used interchangeably with tele-health in common usage;

howewer the two are not same. The table below summarizes the salient features of
both.




Tele-health Tele-medicine

Teleradinlogy Patient records

Selepathlogy Disease management intformation access
Telederiratology Remote monitoring

Tefepsyehiatry Paticnt compliance

“ocus on diseipline technology Pilling access

Table 2,1: Summurization of the salient features of Telemedicine and Telehealth

2.1.3 Primary Delivery Methods:

Telemedicine is practiced on the basis of two concepts: real time (synchronous) and

store-and-forward (asynchronous).

- Real Time Telemedicine (synchronous) is also referred (o as “two wav interactive
television (TATV)™, It can be as simple as telephone calls or as complex as
sophisticate  virlual reality (VR) robotic surgery or tele-suroeryv. In it
providers/patients at distant locations interact with each other using communication
technology in the form of audiovisual and wireless or microwave signals, Apart from
video-conferencing, peripheral sensing devices can alse be attached 1o the patient or
the cgquipment o aid in interactive examination, For example, tele-stethoscope to
manitor paticnts heartbeat or tele-oloscope Lo examine patients car. It can also be used
[or moenitoring of long term care patients or paticnls al their home. In fact, due to the
severe cost constraints, quality and conlinuity of care issues, mal-distribution of
phiysicians in different geographic regions and scarcity of the same, remote home care
of chronically ill paticnts and ol long term care patients, is the fastest emerging use of

lelemedicine. Specialties for which it is used most often are psvehiatry, internal

medicine, rehabilitation, cardiology, pediatrics, ohstettics and gvnecology, neurology.




Store and Forward (asynchronous) technology involves acquiting medical data
(images, hio-sighals) and (ransmilling Lhis data to a medical specialist lor
consultation, evaluation or other purposes. It does not require simultaneous
communication between both parties in real time. Tele-radiology and tele-
dermatology is the fastest emerging branch that use such kind of services. Overall
radiology, pathology and dermawlogy are most conducive for utilizing this

mechanism,

The abuve mentioned basic telemedicine rechnologies are utilized for providing

various services that spawns numerous specialtics and can be hroadly categorized as:

Tele-home Home [lealth Care
Tele-surgery,

Teleradiology.

General Telemedicine.
Teleradiology

1elemedicine Consulting,
leledermatology.

Emergency Telemedicine,
Telepathlogy.
Tele-moniloring.

Telesurzery.

2.1.4 Telemedivine Structure:

The telemedicine unit basicallv consists of four modules:

1- Biosignal Acquisition Module: for Biosignal scquisition through sensors and
neripheral devices

2- Digital Cumera: for digital image or video capturing

. wesine Tnil: comprised of compulers ol varving complexity
3- Processing Unil prised of pul [varying plexiy

4- Communication Module: Wi-Fi modems. wircless network, GSM  modems.

Internet. LAN. ete [4]. [53].]6] -




2.2 Wi-Fi 802.11ac

=.2.1 : Wi-Fi 802.11ac adapters

802.11ac is a set of wireless communications specifications proposad for networking.
For consumer  electronics, 802.11ac  will act as  an  evoluiion
from BO2.11g and 802.1 In, widely used for wireless networking in home and

CcOrporate NvIronments.

802.11ae products will be marketed towsards users who require 2 lot of bandwidth and
speed in their wireless networks, whether that's {or paming or streaming of high
definition content from the Interngt or anather source on the network. It s sometimes

called 5G Wi-Fi.

There is many types ol adaptors, but the type needed in our project is the Wil'i USB
Adaptor which has been desipned to connect vour notebook or desktop computer to
an 802, 11ac network to give vou lag-free |ID streatning ol multimedia or maximuam
throughput on wireless data transfers. This, of courss, is tremendously important for
those trving 1o wirelessly game or who just want the [astest speeds thal their network
can provide, Of course the biggest feature of the adapter is its ability to comaneet with
the Bast routers on the markel using 802,11 8¢ speeds. This doal-band adapler (unclions

cver 2.4GHz and 3. 0GHz frequency bands for speeds up o 1200 Mbps.

2.2.2 Wi-Fi 802.1 lac In terms of Speed, Reliability, and Quality.

To meet these prowing necds from the ever prowing proliferation of WiFi devices,
there 1% a new wireless standard under developmenl.

The new standard. known as 802.1lac. promises cxtraordinary improvements in

speed, reliability, and quality.

13




Speed

Ihe most powertul 802.11n devices cap oul today at a maximum link rate of 450
megabils per second at elose range, with declining performance as the range
increases, In contrust, the new 802.1 lac standard can achieve more than three times
the performance of the current standard. with speeds up to 1.335 G pabits per sacond.
What's more, B02.1 lac has the capability to maintain a higher level of perlormance at
any range, compared with its predecessors. This inercase in speed is achieved by
providing wider frequency bands, faster processing, and multiple antennas. Think of it
i terms of an automotive highway, where a transition is made from a highway with
four fanes Lo one with eight lanes, while simultaneously upgrading to & Ferrari on an
aulo-bahn highway with no speed limit. The result is faster traffic and significan Ly

reduced vongestion ta enable a decrease in overal] travel time,

The 3X speed improvement achieved by the new standurd means that the 450 M hps
performance from today's [astest 3 antenna B02. 1 1n deviee can be achieved by single
antenna 802.1lae device — with similar power consumption. This means that a typical
tablet with single antennz 802.11n 150Mbps WiFi can now support 450 Mbps with

802.11ac — without any increase in power conswmplion or decrease in battery lile.

IEEE B2 11n IEEE 802 11ac
| FreguervcyBang 24 CHz and BCH2 5 GHz enly
| =
Eha!_m__l ||I.'|r j‘.*ls Pn LII-I_. ..n'lll"f g._'. L-l.. El‘l HIH:
i 160 MHz astonal
1e 3 tetal
Epatial Strearrs | 1od ok :r chent
| EpIEER 1
MuftE-uses MR Me ES
Singte Stream (1xd] N .
o Ji 150 Mbos 450 Mag
Macimiim Clenl Data Rete : ;
Trreg Stream [3x3) 450 Mege 13 Ching

Makimiim Clignl Datz Rate

Table 2.2 : Feature Enhancement comparisan : 802,11n / 802.11ac
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Heliability

Speed s largely irrelevant if the connection lacks reliability. For example. most users
nave experienced the irritating video buffering during video plavback, which causes
frozen or jittery screens. By increasing the bandwidth capacity and improved
processing, 802.11ac enahles far more bandwidth 10 he available for conswmption hy
wireless devices, which helps avoid interference. and improves the speed for

demanding applications such as hi-definition video streaming.

I'he result is more effeclive coverage with fewer dead zones. Another feature that is
expected (o boost the reliability of the connection at required speed and range is the
much improved “beam forming” standard, which provides directional siznal
transmission and reeeption. Previous standards can only recvive and transmit
omnidirectional signals, which are subject to significant levels of interference, due o
the fact that the signals are transmitted indiscriminately in everv possible direction,
With beam [orming. there's an understanding of the relative location of the device.

und the signal is correspondingly strengthened in that direction.

Today's WiFi 802.11a¢ Beamforming Technology

Figure 2.1 : Toduy's Wi-Fi versus Beamforming Technology

Cuality

In addition fo its increased capacily and range, the 802.1 lac standard operates in the §

Gllz wireless spectrum, which is less prone 1o interference. Though more widespread
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0 usage (all BO211b and g devices operate exelusively in the 2.4 GHz spectrum). 2.4
Gtz only has three non-overlapping channels for transmission. which are erowdad
duc w the vast number of interfering devices, ncluding other WiFi access points,
microwave ovens, cordless phones, Bluctooth devices. and baby monitors. As a result,
ihe environment is noisy. which increascs interference and degrades performance. In
contrast, the 5 GHz channel is much cleaner with less interference. with 23 non-
overlapping channels 8 times more than what is available in the 2.4 CGHz Spectrum
= which makes it far more suitable for applications such as video streaming and

zaming. which are very sensitive to packel loss and delays.

A Lot Wk 0 502 W B

Worvigend e o g s s, e e on 461
Wi WUAN et v comly Ko b by g

Figure 2.2 : 2.4GHz Wi-Fi band versos 802.11ac Wi-Fi band

Key advantages of 802, 1 Tac over R02.1 In:

» Gigabil speed wireless with approximately 3 times the performance of 802.11n
* Better performance al any range with fewer dead spots

* More relizble connections lor media streaming with beam-forming

* More Wiki bandwidth on your mobile

« Only wtilizes the 5 GHz Band. which is less prone W intertarance

* Backward compatible 10 802.11 a & n. which also usc the 5 Gliz band.[7].

15




23 GSM technology ¢
221 Introduction;

The GSM standard was developed as a replacement lor [irst generation (1G) analog
cellular networks, and originally deseribed a  digital, circuit-switched network
optimized for full duplex voice telephony. This was expanded over time to include
data communications, first by circuit-switched transport, then packet data transporl
via GPRS (General Packet Radio Serviees) and EDGE (Fnhanced Data rates for GSM
Evolution or FGPRS).

Purther improvements were made when the 3GPP developed  third  generation

(3G UMTS standards followed by [ourth generation (4G)LTE Advanced standards.

2.3.2 Technical details:

he petwork 15 structured into a number of diserete sections:
Base Station Subsystem — the hase stations and their conrollers explained

Network and Switching Subsystem — the part of the network moest similar to a lixed

network, sometimes just called the "core network”

GPRS Core Network— the optional part which allows packet-based Interne

comnections

Operations support svstem (O88]) - network maintenance

Buse station subsvstem:

GSM is a cellular network, which means that cell phones connect to it by searching
for cells in the immediate vicinity, There are five different cell sizes in a GSM
network— maero, micro. Pico, lemto, and umbrella cells. The coverage area of sach
cell varies according to the implementation environment. Macro cells can be reparded
as cells where the hase stalion unlenna is installed on a mast or 2 building ahove

average roofiop level Micro cells are cells whose antenna height is under average
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moftop level; they are typically used in urban arcas. Pico cells are small cells whise
converage diameter 15 a few dozen meters; they are mainly used indoors, Femito cells
e cells designed for use in residential or small business environments and connect to
e service provider's network via a broadband internet connection. Umbrella cells ate
ssed o cover shadowed regions of smaller cells and fill in gaps in coverage between
those cells.

Cell horizomtal radius varies depending on antenna height. antenna oain, and
propagation conditions from a couple of hundred meters to several tens of kilometers.
Lhe longest distance the GSM specification supports in practical use is 35 kilometers
(Z2mi). There are also several implementations of the concepl of an extended
cell[10] where the cell radius could be double or even more, depending on the
antenna system, the rype of terrain. and the tming advanee. Indoor coverage is also
supported by GSM and may he achieved by using an indoor Pico ccll base station. or
an mdoor repeater with distributed indoor antennas fed through power splitters, 1o
deliver the radio signuls from an antenna outdoors (o the separate indoor distributed
anterna system. These are typically deployed when significant call eapacity is needed
indaers, like in shopping centers or airports. However, this is not a prerequisite, since
indoor coverage is also provided by in-huilding penetration of the radio signaly from

any nearby cell.

GSM carrier frequencies:

Into GSM frequency ranges for 26 and UMTS  frequency bands for 3G). with
most 2G GSM networks operating in the 900 M1z or 1800 MHz bands, Where these
binds were already allocated, the 850 MHz and 1900 Mllz bands were used instead
(for example in Canada and the United States). In rare cases the 400 and 450 MHz
Irequency bands are assigned in some countries because they were previously used Tor

first-generation systems.

Most 3G networks in Europe operale in the 2100 MHz frequency band. For more

intormation on worldwide GSM frequency usage, see GSM frequency hands,




Repardless of the frequency selected by an operator, it is divided into timeslots for
wdividual phones. ‘This allows eight full-rate or sixteen helf:rate speech channels
st rudio frequency, These cight radio tmeslots (or burst periods) are grouped into
2 TDMA frame. Hall-rute channels use alternate frames in the same timeslot, The
channel data rate for all8 channels is 270,833 Kbit's, and the frame duration is4.615
ms. The transmission power in the handsct is limited to a maximum of 2 walls

m GSM 830/900 and | walt in GSM 1800/1900,

Network switching subsystem (NSS) :

15 the component of aGSM system that carries out eall switching and mobility
management functions for mobile phones roaming on the network of base stations. It
s owned and deployed by mobile phone operators and allows mobile devices to
communicate with each other and telephones in the wider public switched telephone

network (PSTN).

The GPIIS core network:

15 the ceniral pat of the general packet mdio  service (GPRS) which
allows 26, 3G and WCDMA mobile networks o transmil [P packels to  external
networks  such as the Internet. The GPRS system is an inteprated part of
the GSM network switching subsystem

Operations support svstems ( OSS)

are computer systems used by telecommunications service providers. The term 088
most frequently describes "network systems" dealing with the telecom network itself,
supporting processes such as maintaining network inventory, provisioning services.
configuwring network ¢ompunents, and managing faults, The complementary
term, husiness support systems or BSS, is a newer term and typicallv refers to
“business systems™ dealing with cuslomers. supporting processes such as taking
orders, pracessing bills, and collecting payments. The two svstems together ate often

abbreviated OSS/BSS, BSS/OS8S or simply B/OSS.[8].
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2.4 OFDM and MIMO

24,1 MIMO concepts:

n radio, multiple-input and multiple-outpur, or MIMO is the use of multiple antennas
a1 both the transmitter and receiver W Improve communication performance.

MIMO technology has attracted attention in wireless communications, because it
offers signilicant increases in data throughput and link range withowt additional
mandwidth or increased transmit power. It ackieves this poal by spreading the same
otal transmil power over the antennas to achieve anamay eain that improves the
spectral efficiency (more bits per second per hertz of bandwidih) and/or 10 achieve
a diversity gain that improves the link religbihily (reduced fading). Because of these
propertics, MIMO is an important part of moedemn wireless communication standards
such as |[EEE B02.1 In (Wi-Fi). 4G.3GPP Long Term
Evolution. WiMAX and HSPA~

2,4.2 MIMO function:

MIMO  can be sub-divided info three main categonies, precoding, spatial
multiplexing or SM. and diversitv coding. Precoding is multi-stream beamforming. in
the narrowest definition. [n more general terms, it is considered to be all spatial
processing that oceurs at the ransmitier. Lo (single-stream) beamlonming. the same
signal is emitted [rom cacl of the transmit antennas with appropriate phass and gain
weighting such that the signal power is maximized al the receiver input. The benelits
of beamforming are 1o increase the received signal gain, by making signals emitted
from ditferent antennas add up constructively, and o reduce the multipath (ading
effeet. In ling-ol-sight propagation, beamforming results in a well defined directional
pattern. Towever, conventional beams are not & good analogy in cellular networks,
which are mainly characierized by multipath propagation. When the reeeiver has
multiple antennas, the transmit beamlirming cannot simultaneously maximize the
signal level at all of the receive antennas, and precoding with multiple streams is ofien
heneficial. Note that precoding requires knowledge of channel state information (CS1)

al the transmiiler and the receiver.
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Spatial multiplexing

sequires MIMO antenna configuration. In spatial multiplexing, a high rate signal is
split into multiple lower rate streams and each stream I3 transmilled from a different
FEnsmit antenna in the same frequency channel, 1 these signals arrive at the receiver
anienna array with sufficiently differemt spatial signatures and the receiver has
sccurate CS1, it can separaie these streams into (almost) parallel channels, Spatial
multiplexing 15 a very powerful techmique for increasing channel capacity at higher
signal-to-noise ratios (SNR). The maximum number of spatial streams is limited by
e lesser ol the number of antennas at the (ransmitter or receiver. Spatial
multiplexing can be used withoul CUS1 at the transmitter, but ¢an be combined
with precoding it CS1 is available. Spatial multiplexing can also be used for
simultaneous transmission to multiple receivers, known as space-division mulliple
access or multi-user MIMO, in which case €8] is required at the transmitter. The

scheduling of receivers with different spatial signatures allows good separsbilily,

Diversity Caoding techniques are used when there is nochannel knowledge at the
transmitter, In diversity methods. a single stream (unlike multiple streams in spatizl
mulliplexing) is transmitted. but the signal is coded using technigues called space-
time coding. The signal is emitted from sach of the trapsmit antennas with full or near
orthngonal coding. Diversity coding exploits the independent fading in the multiple
antenna links to enhance signal diversity, Because there is no channel knowledge,
there is no beamforming or array gain from diversity coding. Diversily coding can be
caombined with spatial multiplexing when some charnel knowledge is available at the

iransmitrer,

2.4.3 OFDM concepis:

Orthogonal Frequency-Division Multiple Access (OFDMA) 13 a multi-user version of
the popular orthogonal [tequenev-division mulliplexing (OFDM) digital madulation

scheme. Multiple aceess is achieved in OFDMA by assigning subsets of subcarriers 1o
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mdividual uwsers . Claimed advantages over OFDM with time-domain statistical

multiplexing:

Allows sinmultaneous low-data-rate transmission from several users.
Pulsed carvier can be aveided.

Lower maximum transmission power for low dala rate users,

Shorter delay, and constant delay.

Centention-based multiple access (collision avoidance) is simplified.
Further improves OFDM robustness to fading and interfercnce.

Combat narrow-band interlerence,

Orthogonality of Sub-Channel Carriers :

OFDM communications systems are oble fo more effectively utilize the frequency
spectrum through overlapping sub-carriers. These sub-carricrs are able to partially
overlap without interlering with adjacent sub-carriers because the maximum power of
cach sub-carrier corresponds directly with the minimum power of each adincent
channel. Below, we illustrate the frequency domain of an OFDM system araphically.
AS YOU can see from the figure, each sub-carrier is represented by a different peak, In
addition, the peak ol each sub-carrier corresponds directly with the zero crossing ol
all channels. Note that OFDM channels are different from band limited FDM
channels how they zpply a pulse-shaping filier, With VDM systems, a sine-shaped
pulse is applied in the time domain to shape each individual symbol and prevent ISI,
With OFDM systems, a sinc-shaped pulse is applied in the frequency domain of each

channel. As a result, ¢ach sub-carrier remains orthogonal to one another.

.o Frequency Domain (OFDM)

CTewre 7 CFOH sabeareters ortfogenad to one anotlier
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I ransmitter/Recciver Implementation
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Figure 2.4: OFDM Transmitter

I |
0at3 | Guardinterval Seridlio a jmrr-udulaﬂnn Paralelto o

ol parakel u Serl
|

Figure 2.5 : OFDM Recciver

Serial to Parullel Canversion:

In an OFDM syslem. each channel can be broken into various sub-carricrs. The use of
sub-carriers makes optimal use out of the frequency speetrum bul also requires
additional processing by the transmitter and receiver. This additional processing is
necessary to convert a serial bil stream into several parallel bit streams to be dividad
among the individual carriers. Once the bit streum has been divided among (he
individuz] sub-carricrs. cach sub-varrier is modulated as if il was an individual
channel before all channels are combined back together and transmitted as a whole.
The receiver performs the reverse process to divide the incoming signal inte
appropriale  sub-carriers  and  then demodulating  these individually before

reconstructing the original Bit stream.
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Maodulation wilth the Inverse FFT:

e madulation of data into a complex waveform occurs ut the Inverse Fast Fourier
Transform (IFFT) stage of the transmitter. Tlere, the modulation scheme can ha
chosen completely independently of the specific ¢hannel heing used and can be
chosen based on the channel requirements. In fact. it is possible for each individual
suB-carrier 1o use a different modulation scheme. The rule of the IPFT is to modulate

cach sub-channel onte the appropriate carrier.| 9]

2.5 Microcontrollers

2.5.1 : Definitions and features

As you probably already kaow, a computer consists of & Central Processing Unil
(CPLU), Read Only Memory (ROM). Random Access Mermory (RAM) and Input
Output (10) ports. The CPU takes instructions from the ROM and exccules therm,
Temporary data is stored in RAM, and 10 ports are used [or external communications.
A microcontroller is different to & microprocessor in that it has all these things on a
single chip. While internally these chips are very complex. the external interface can
actually be very simple — a fully functional microcontroller may be contained in a

chip that has as few as 8 pins.

Another delinition for microcontroller A microcontroller is designed for a verv
specific task to control a parlicular system and is used in automatically controlled

praducts and devices, such as automobile engine control.

There are muny types of microcontrollers. one of these tvpes is Arduino which
becomes one of the most popular microcontrollers , There are many different types
of Arduino microcanirellers which differ not only in design and features. hut also in

size and processing capabilities.
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There are many features that are common to all Arduino boards, making them very
versatile.  All Arduino bosrds are based around the ATMEGA AVR series
microcontrollers from ATMEL which feature both analog and digital pins. Arduino
alse created sofiware which is comparible with all Arduine microconirollers, The
sollware, also called “Arduine”™, can be used o program any of the Arduino
microcontrollers by selecting them from a drop-down menu. Being open soures, and
based around C, Arduine users are not necessarily restricted to this software, and can

use a variety of other sollware lo program the microcontrollers.

There are many microcontroller types and architectures dillerent in length of register

and instruction word, We can mention here the most known tvpes of microcontrollers:

* PIC (8-bil PIC16. I'IC18. 16-bit dsPICI5/PIC24) , Intel 8051 , MIPS | A'lMega .

There are many additional manufacrurers whe use the open-source schematics
provided by Arduino to make their own boards (cither identical to the eriginal. or with
varialions lo add to the functionality). For example, the most popular board, the
Digcimilla / Duemilanove (and now the Uno) has dovens of look-alike boards from

other suppliers which differ slightly (different LUSB port. color ete) from the original.

The main advantages of Arduino microcontrollers;

Inespensive - Arduine boards are relatively inexpensive compared w other
microcontrotler platforms.

Simple, clear programming environment - The Arduino programming cnvirorment
is casv-to-use for beginners, vet flexible enough for advanced users.

(pen source and extensible software - The Arduino software and is published as

apen source tools, available for extension by cxperienced programmers,




Open source and extensible hardware - The Arduino is based on Atmel's
ATMEGAS and ATMLEGA 168 microcontrollers.

1.5.1 : Some tvpes of microcontrollers

Here there are some of Arduino Lypes includes some details und pictures :

Arduinn Mega 1280 / 2560

The most recent addition to the Arduine lineup is the Arduing MTGA. This board is
physically larger than all the other boards and ofters significantly more digital and
analog pins. The MEGA uscs a different processor allowing greater program size und

e
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Figure 2.6 ;: Arduino Mega 1280 / 2560




Arduinne Nano / Nano Lite

Ihe last breadboard mountable Arduine is the Arduing Nano. This microcontroller
distinguishes irself from the others by having the USB to serial chip and connector
onboard, The Nano has 8 analog pins and 14 digital pins. [here are the ISCP headers
1o re-tlash the ATMega chip. There is also the Arduino Nano Lite which does not

nclude the downwiard lacing pin headers.

Figure 2.7 : Arduino Nano / Nano Lile

Arduing Fio

The Arduino Fio is a bit of a onc-oif board and is essentially an Arduinoe Mini with a

built-in LiPo chuarger and XBee headers.




Figure 2.8 : Arduino Fio

Arduino Ethernet / Ethernet PoE

The Arduine Lthernet is essentially a normal Arduino Uno where the ATMega8 chip
and USB plug arc changed (or an Tthernet port. The PoE (power over Ethemel)
version means you don’t need a separaic power supply (wall adapier for exanple).
although your router must also be Poll compatible, A similar sctup can be done using

a standard shield-compatible Arduino and an Ethetnet shield.

Figure 2.9 : Arduinn Ethernet / Fthernet PoE




16 : censors

A sensor is a converter that messures a physical guantily and converls il inlo a signal
which can be read by an observer or by an (today mostly electronic) instrument ,
whick responds to an input guantity by generating a functonally related outpul
wsually in the form of an clectrical or optical signal. A scnsor's sensitivity indicates
sow much the sensor's ourput changes when the measured quamtily changes, For

sccuracy, most sensors are calibrated against known standards.

Sensurs are used in everyday objects such as wuch-sensitive elevalor buttons (Lactile
sensor) and lamps which dim or brighten by touching the base. There are also
mmumerahle applications for sensors ol which maost people are neéver aware.
Applications  include cars, machines, aerospace, medicine, manufacturing and

robotics.

A good sensor obeys the lollowing rules:

Is sensitive 1o the measured property only
Is inscnsitive to anv other property likely to be encountered in its application

Does nol influence the measured propeny

Here, we need to use two lvpes ol sensors temperature and respiratory rate sensor . In
this project. temperature has been measured from the skin surface of the human body,
using the 1L.M33 temperature sensor which is shown in Figure 2.9,

The LM33 series are precision integrated-cireuit temperature sensors, whose output
vollage s lingarly proportional to the Celsiuvs (Centigrade) temperature,

Body temperature is a measure of the body's sbility to generate and get rid of heal.
The hody is very good al keeping (s temperature within a namrow, safe range in spite

ol large variations in temperatores ontside the body.




‘emperature measurement Jocations in the body . The body temperature can be
measured in many locations on the body. The skin surface. mouth. ear. armpit. and
seclum are the most commonly used places. Temperature <an also be measured on

vour forchead. In this project. the temperature 1s measured (rom Lhe skin surfhce.

The normal body temperature. Maost people think of a "normal” body temperature as
an oral temperature o 37 C. This 1s an average of normal body temperatures, The
temperature may actually be 1°F (0.6°C) or more above or below 37°C. The normal
sody temperature changes by as much as 0.6°C (1°F) throughout the day, depending
on how active you arc and the time of day. There are several types of sensors 1o

measure lhe lemperature, such as:

e

. Thermistors,

b

I he Thermocouple.

. LM35 sensors.

s

The main features of the LM35 temperature sensor are:

Calibrated directly in ® Celsius (Centigrade).

linear+ 10,0 mV/"C seale factar,

= (.57C sceuracy guarantee able (at 125°C).

Rated for full =557 to +130°C range.

Suitahle for remote applications.

Low cost due to waler-level trimming.

[

Operates trom 4 to 30 volts.
- Less than 60 pA current drain.

- Low impedance output, 0.1 W tor 1 mA load.

30




Figure 2.10: LM35 Temperature Sensor

2.7 Cameras

A camera is an optical instrument that records images that can be stored dircctly.
transmitted 1o another locarion. or both. These images may be still photographs or
moving images such a8 videos ormovies. The term camera comes from  Lhe

word camera obseura (Latin for "dark chamber”). an early mechanism for projecting

images.

There are many tvpes of digital cameras Broadly speaking Digital cameras can he
segregated mto two major 1ypes: Consumer and Digital Single Lens Reflex (DSLIL).
A third type, the Prosumer camera, usually offers all the leatures of the consumer

camera with some ol the features of the DSLE.

Digital Consumer Cameras

These are made as an all-in-one device. They typically have a fixed lens. and are often
londed with a lot of gimmicks to make them atiractive o the average cansumer.

» Digital Single Lens Reflex Cameras (Digital SLR)
[hgital SLR focuses or giving high manual control to the user, and when combined

with possibility to change lenses, gives a high degree of Nexihility to the user. Entry-
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=vel Digital SLRs usually have several different automatic modes (similar to
Lonsamer cametas) to make them less intimidating tor beginners. The high degree of
guality control and the array of high-quality optic lenses has & correspondingly huge
==whack: cost. A Digital SLR tends to cost u gaod deal. and 4 professional level
Digital SLR can be 10 to 20 times the cost of a Consumer camera.... belore adding

the cost of the lens.

Anather types of cameras are Wi-Fi cameras, A Wi-Fj di gital camera ollers users the
=bility 10 do things a bit more efficiently. In essence they provide some of the
conveniences of a camera phone with the higher quality images and phowgraphic

Features of standalorie digital cameras.

A Wi-Fi digital camera allows you to:

1= Download and save pictures W your computer wirelesslv, No card reader or USRB

cables neaded.

2- Transfer pictures to a compatible printer quickly and without wires or 4 com puter.

3- Wirelessly transler pictures to photo sharing sites,

+- Remote control of camera functions via computer in some instances.

The most critical thing necessury in order v use Wi-Fi digital camera will be o
network conneetion. A wireless home network or a hotspol should do. Buyers should
be sute to read the literature on the camera o understand exactly how that individual

device can connect and to which sites it will easily transfer photos wirclessly.
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System conceptual design
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21 Introduetion

in this chaprer we will describe our system main camponents  and the design
concepts. We will illustrate the general block diagram, system main componcnls,
Then describe in some details the inner blocks and circuits and how they are related o

other components,
3.1 Block Diagram

I hie system is comprised of the following entities:

sensors end camera cireuits, interlacing dircuit berween sensors and Wi-Fi modems.
the wireless Wi-Fi network. the computer for di splaying reporled measurements, the
connection GSM network within hospitals, the databese for the realication of the
unified blood bank.

1he figure 3.1 describes the general block diagram of the system |

:3 Camera | Interfacing Wi
= kmnﬂ_. i) Modem
[ — — 5
,-'""-{r_“r 1'-‘_‘1_ §
%{\ Wireless | Wl L
( netweork - j\

= Bl

lﬁ-ﬁ" nmdl.al LS

i General block diagram




321 Camera system :

Wit Digital o Accamspoint | | Wifi modem
ormHEra

—*‘ computer

Figure 3.2: The block diagram of Wi-Fi scenario

camera will capture pictures und videos and send them via Wi-Fi (ransmitter 1o a Wi-

Fi tlash that connected to a compuler.

3.2, 2 Sensor system ;

Temperslurg
o S - ————
it acontrakied Wi-A Asemin il b Mmedear
j tresmmifey ’> 4 | |
[ESTSRLAEY _f-'f
o
| computer |

Figure 3.3: Connection of temperature sensor and respiratory sensor

Both of sensors are used to take readings of the temperature and average paticnl

breath which is passed to microcontroller used for interfacing sensors and Wi-Iii

Transceivers and computer,

3.3 Svstem seenarios

The communication part of the project has two scenarios. The  first. explained in

Vigure 3.4, is inside the hospital. It uses Wi-Fi network which ¢onnects camera in the

room of the patient that will capture pictures and videos and send them via Wi-Fi
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somputer in the menitoring room. in the monitoring room of the hospital various
=asars are attached to the patient’s body, these sensers connected a microcontrollor
which acquires signuls from the sensors and performs cenain processing on them.
“hen the signals are transmitted by Wi-Fi o the moniloring room, moniloring s

sonstantly performed by reading signals every 15-25 minutcs.

T

' 5e second scenario, as shown in Figure 3. 6 based on GSM technology which is used
0 transmit inlormation data from a specific GSM modem located in the hospital A
for example. and connected to a microcontroller, The (i5M modem commumicates
with another GSM modem of hospital B, According to a specilic programming, an
SMS is produced to describe the blood type needed for patients, The transmission is
sust done if upnormal conditians are measured in one of connected hospitals, The
whole system operalion can be  described by the following flowcharts for each
seenario separutely. Figure 3.4 shows the Nowchart of the Wi-Fi scendrio while the

flow chart of GSM scenario can be shown in Figure 3.5 shows the block dingram,
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Figure 3.4 :Flow chart of Wi-Fi scenario
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blood

Figure 3.5: The block diagram of GSM scenario for blood bank




3.4 Bensors

T'wo sensors have been wsed to measure signals from the patient's body. Thesc are the
temperature and Respiratory rale sensors. In this section. we will discuss these sensors

and the components ol their eircuits,

341 Temperature Sensor Circuit

The temperature of the patient is measured by the LM35 temperature sensor, This
sensor is an integrated circuit that can be used to measure temperature with a digital
electrical output proportional to the temperatuee (in C%). In this project, LM35 is

directly connected to a microcontroller, as explained in Figure 3.6 below ;

Tempeiature
g }__.[ Nicrocontrolies

Figure 3.6 : Connection of temperature sensor

Patient

The reason for choosing LM33 temperature sensors stemis from the lollowing features
of this sensor:

I. The change in voltage value is lincar te heal. So it's easy to guarantee that the read
Values at various temperatures will be reasonable by knowing the voltage to heat ratio,

2. Low cost and availubility,
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Figure 3.7 shows the Components of 1,M35,

Pin3 ' ,/
Pin2=™"/
Pin1 ~

Figure 3.7; Components of LM35

The LM35 has 3 pins: pinl connected 1o ground, pin 2 (Vout) connected to be
connected Lo microcontroller. and pin? conneeted 10 35 valt. The scale faclor of LM35
15+ 10.0 mV/°C. So, at normal body temperature (37°C), the output voltage of this

senisor js 370 mV,

It is necessary to amplify the owtput signal of the transducer hefore applying it to the
controller. The amplification can be done by using a suitable operational amplifier
cireuil. Operational amplifiers can be used in fwo basic configurations to creare
amplifier circuits. One is the inverting amplificr where the cutput is the inverse or 180
degrees out of phase with the input. and the ather is the nen-inverting amplifer where
the owtput is in the same sense or in phase with the inpul. but in our project we
decided w use non-inverting amplificr Because it has guod characteristics like input

impedance is very high.

The oulput voltage of LM33 transducer is connected to the input terminal of the non-

mverting amplitier cireuil shown fipuire 3.8,
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Rt

ov
Figure 3.8 Basic non-inverting operational amplifier circuit.

Ihe values of the two resistors RI & R2 determine the gain of the operational

amplifier circuit according to the following equation.

Re=1 ¢ RZIRY (3.1)
Vout= 5V and Vin =280mV
Av=Vout /' Vin=35/380m —13.
S0, R2=12 KO and R1 = 1 kQ.

3.4.2 : Respiratory sensor circuit

Respiratory venlilation detection

I'he module for amplification ol ambient temperature is a signal conditioner. we can
detect the delerence between internal and ambienl temperature, then complete the

measurement of respiratory frequency by this selution as shown in Figure 2.9 ;

Tempezature | _ | Differeniial Band-Fejea 34 Amplifier
oAttty Amplifle: Filter

Retpiratory I'n_dc-mstible = Hysleeesis Differentlatos .
pulse MNutdivibrator Comparater

Bespimticnsigngl «— ¥

Figurc 3.9 Blok diagram of respiration measurement.
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Figurs 3.9 shows the block dizgram of respiratory measurement. A thermistor with
negative temperature coefficient is used as fhe lemperatire sensor. With a Wheatstone

bridge circuil, the change in voliage is amplified 2 times by a dillerential amplifier.

For the messurement of respiratory [requency, we use a diflerentiator circuit o
dilferentinte signal in arder to emphasize his slight changes. Through a hysteresis
comparator. a square wave is obtsined. After |, the square wave will trigger mono

stuble multi vibrator eircuit and the measurement of respiratory frequency is done,

Figure 3.10 shows Kit of respiratory sensor.

Figure 3.10 Kit of respiration measurement.

3.5 Arduino Microcontroller

The wholc system is built arvund the microconiroller. Thus we can consider il as the
centra! unit in the project. The microcontroller receives the medical signitls from the
Sensors circuils, and processes them. Tt takes the right decision of sending the signals
to the transccivers or not. This decision depends on the health starus of the pdlients
and normial predefined value.

We will use two microcontrollers: first is connected to the Wi-Fi transceiver in the

first scenario, as shown in Figure 3.11:




Sensors signals | Microcontroller Wi-Fi _‘
transceiver |

Figure 3.11 : Block Diagram of Microcontroller in Wi-Fi Scenario

Arduning Una:

it uses 8 bit microcontroller. 1t is o microcontroller board hused on the ATmega328,
It has 14 digital inpul/output pins (of which 6 ean be used as PWM outputs). 6 analog
mputs, 8 16 Mlz ccramic resonator, a USB conncetion. a power jack, an [CSP
header, and a reset button, Il contains cverything needed to support the
microcantreller; simply connect it to a computer with a USB cable or power it with a
AL-10-DC adapler or battery to gel started,

Shows Figure 3.12 of Arduino Uno:

Figure 3.12 : Arduine Uno
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Fower Pins:

‘5 hoard can operate on an external supply of 6 to 20 volis. I supplied with less than
V. however, the 3V pin may supply less than five volts and the board may be
wstable, IF using more than 12V, the voltage regulator may overheat and damage the
Soard, The recommended range is 7 to 12 volts,

= VIN. The input voliage to the Arduine board when it's using an extemal
power source (as oppesed o 5 volts from the USB connection or other
regulated power sourcelvou can supply volltage lhrough this pin. or, if
supplying voltage via the power jack, access il through this pin

e SV.This pin outputs a regulated 5V from the repulator on the hoard, The
board can be supplied with power either from the DC power jack (7 - 12V},
the USH connector (3V), or the VIN pin of the board (7-12V). Supplying
valtage via the SV or 3.3V pins bypasses the repulator, and can damage your
Board. We don't advise it

¢ 33V. A 33 voll supply generated by the on-board regulator. Maximum
current draw is 50 mA.

¢« GND. Ground pins.

» JOREF. This pin on the Arduine board provides the voliage reference with
which the microcontroller operates, A praperly configured shield can read the
IOREF pin vollage und select the appropriate power source or enable voltage
translaters on the outputs for working with the 5V or 3,3V,

Input und Cutput pins;

o  Secrial: 0 (RX) und 1 (TX). Used to receive (RX) and transmit (TX) TTT.
serial data. These pins are connected to the corresponding pins of the
ATmega8lJ2 USB-to-TTL Serial chip.

= External Interrupts: 2 and 3. These pins can be configured to trigger an
inferrupt on & low value, a rising or falling edge, ora change in value. See the
altach Interrupt ( ) function for details.

= PWM: 3, 5, 6. 9, 10, and 11. Provide 8-bit PWM output with the analog
Write ( ) function.

¢ SPI: 10 (88), 11 (MOSI), 12 (MIS0O}, 13 (SCK). These pins support SPI
communicaiion using the SPI library,

e LED: 13. There 1s a built-in LED cornected to digital pin 13, When the pin is
HIGH value, the LED is on, when the pin 1s LOW., it's off.

The Uno has 6 analog inputs, Iabeled A( through AS. each of which pravids
10 bits of resolution (i.e. 1024 different values). By default they measure from
ground to 5 volts, though is it possible to change the upper end of their range
using the AREF pin and the analog Refercnce ( ) function, Additionally, some
pins have specialized functionality:
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* IWI: A4 or SDA pin und A5 or SCL pin. Support I'WI communication
using the Wire library.

There are a couple of other pins on the board:

* AREFEF. Relerence volage for the analog inputs. Used with (analog Reference
().

* Reset. Bring this line LOW to reset the microcontroller, tvpically used to add
a reset bution 1o shields which block the one an the board.

16 Wi-Fi transceiver

The wireless transceiver is a device that eontains both ransmitter and receiver which
are combined in a common cireuitry. 1t transmits and receives duta wirclessly. In this
projeet, the ransceiver is connected to the microcontroller seriall y. It receives data
rom the microcontroller and then sends it wirelessly to a PC through an access point,
as shown in Figure 3.13 :

Access Point

Microcontrolles = \'\ ((.]) /‘/ {P:::I

Transceiver

Figure 3.13: Blok Diagram of Wi-Fi Transceiver Connection

The chosen wransceiver in this project is WiFly GSX 80211 b/pg Wireless LAN
Module.. It enables wireless connections to any embedded serial port and supports bi-
directional R8232 signaling at a rate of up w 921Khps. It is attached with ather
required components on #n inlegrated board called Wi-Fi shield. This shicld is an
Ardwino shicld which enables the Arduino microcontroller to corunect to 8021 b/
wireless networks. The [eatured companents of the shisld are a Roving Network's

RMN-131C wireless module and an SC1618750 SPl-to-UART chip. The §Pl-to-UART
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sndge is used to allow for faster transmission speed and to frec up the Arduino's
CART. As shown i Figure 3.20, the shield includes the RN-1310. SC16IS750 and
Seir supporting components, It includes a  vollage regulator confizsured to regulate
e Arduino's raw voltage to 3.3V, It is also includes 21l the parts nseded 1o interface

the Arduing with the Wireless LAN Muodule.

2 Rovirg Network's RN-131C

= i Aralag
==
— Inpul Fenis
Dhgital *h.:
10 Pins =
pOWer pins
000000000000 [falf
000000000000 =~
0000
0000
0000
0000
0000
0000
SCIBISTS0SPL 10UART

Figurc 3.14: Components of WiFly Shield

it is  Hlustrales the schematic diagram of the WiFly shicld by showing all of its

companents. U4 in the fipure is the voltage regulator.

Power is taken from the Vin pin of the Arduino, regulated to 3.3V, and provided to
both the EN-131C and the SCL6IS750. Communication with the WiFly Shield is

established over SP] using Arduino dipital pins 10-13 (CX. MOSIL MISO, SCLK

respectively).[14]




setwork using the wireless technology and unique mydlink™. By downleoading the
free myvdlink™ app it can monitor the network remolely. Plus, with the included

SharePPort™ Technology, accessing and sharing videos have been so easy,

caturcs
= 80211 ac wireless LAN for a compiete range of wireless compatibility
« 802,11 ac Smart Beam cnsurcs optimal wireless signal al corers of the building,
* Cigabit WAN and LAN ports for high-spead wired connections.
« USB pert to conneet storage drives and printers lor sharing.
= Multiple internal antennas with Wireless AC technology (o opiimize vour wireless
COVCIage.
= WPA & WPAZ wircless cnervption protects the nctwork from intruders.
« Wi-Fi Protected Setup {WPS) securely adds devices to vour network at the push of a

burton.[13]

Figure 3,15 : D Link ac Router




2.8 GSM Modem

A GSM modem is a specialized type of madem which accepts a SIM card. and
sperates over a subscription o a mobile operator. just like a mobile phone. From the
mobile operutor perspective, a GSM modem looks just like a mobile phone as shown

i figure 3,16

| computer ||__, @5M modem rbgyk{ GSM modem _; computer

—

Figure 3.16 GSM block disgram

. For allowing connection of hospitals.

3G modem support or can handle the (Hsupa) standard, and can support high speed

or data rate, Also it contain a (LISB) inlerface figure 3.17 show the ITsupa Modem,

This modem has the following features :

[] L'SE interlice.

B Based on Sim com module SIM3216E.
B With TCIVIP stack,

u WCDMAJ/LISDPA 900/2100M117.

GPRS class 12,

EDGE
[ class]2. vl S _".-.-:_-_ l
NN il L
2 o sl
A 'ih.u- o . R ; i
2206
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Figure 3.17 HSUPA Modem

3.8.1 5IM Card

A Subscriber [dentity Module (SIM) card is a portable memory chip used by all
GSM deviees, including phones and GSM/GPRS modems. These cards hold the
persenal information of the account holder, including his phone number, address
book, text messages, and other data, One ol the biggest advantages of SIM cards
is that they can easily be removed trom one mobile phone and used in any other
compatible phore to mike a call. This meuns that, if the user wants to buy a new
handset, he can activate il quickly hy inserting his old SIM card. 1he user's
phone number and personal information is carried on the card, so there's no need

ko do anything else to transfer this information.

30




Telemedicine Unit

29 Patient — doctor connectinn

catient-dactor canngction

*-

Base Unit

dactor f
— -

—
Data display

Data intarchange

| e
A mra - .
y Biosigrals Monitor
| acquire - cispiay) (acquire - dispiay) r
1
J Mair processing unit,
RE23 irtertace Byota control
Jser Commands
L [ User Commands
1 Main processing urit, o pr——
—
system control Local database, Ink
haspital Informalion
Svsiam
- . -Tk‘_\_"—l—__——/"_’/
Dats W TCRAP protoco! ' Data :
sendireceive + o sendirateive X

Using GS». satellite Links POTS
Nebaork connection '
Modem connzction

Mabtwork connection
Madem tonreston

£ L

Figure 3.18 Patient — doctor connection




Chapter Four

Hardware Design Implementation
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4.3 Sensors Interfacing
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4.5 Hardware Connections of Wi-Fi and GSM Scenarios
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=.1 Introduction

Affer viewing the general system design in the previous chapter, il i now time for
presenting the specific details of the connections and interfacing several components
@ each soenario. This chapter presents hardware details by pointing 1o each pin and

showing how it is combined with other pins in each device,

4.2 Interfacing Arduino Microcontroller
Arduing microcontroller s a central unit in this projecl it receives the medical
signals from the sensors cireuits, processes them and sending the resulls to the

[ranscervers,

The sensors circuits have been conneeted to Arduino via digital und analog pins on

the Arduine board which has 14 digital input/output pins and 6 analog mput ping,

Ihe transceivers have been connected o Arduino via SP1 and sesial pins. SP1 pins
are used to connect WiFly shield whereas the Serial pins are used to connect Wikly
shield.

As shown in Figure 4.1, 4 battery has been used ta power the Arduine. so we have
urned the switch on the Arduino board to the “Batc™ position. Then. a 9V battery has
been connected ta (Vin) and (GNT)) pins. but there is an internal regulator on the

Arduino board to regulate the inpul power to SV, because the Arduino operates at 5V,
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Battary o9 Vv

{il={=] GNT»

Ardainn Prao. .
=RESET
—qvVcc
= o

ot AN T
malin-o
7

Figure 4,1: Interfacing Arduino Microcontroller with s Battery

4.3 Sensors Interfacing

in this project. we have used two scnsors™ circuits 1o measure signals (rom the
patient's budy. These are the temperature sensor (LM35), and the respiratory  sensor

circuil.,

LM35 has three pins, Vin (input voltage pin), GND (ground pin), and Vout ( putput
voltage nin),

Connecting the LM335 to the Arduino is done through the serial data line from the
output voltage pin (Vout) to the ANALOG IN 0 pin on the Arduine board.

LM35 operates at 3V, So as to power the LM35. the mput voltage pin (Vin) in LM35
is connected o the voltage pin (Vee) in Arduine which in tum provides the
temperature senser with the right amoumt of power which equals 5 valt, as show

fieure 4.2,




Arduino Une
-RESET
-1Vee

=GND POWER
GHD

VIN

U2
LM35

VOuUT

VIN

L =S

Figure 4.2; LM35 Interfacing

Respiratory sensor interfacing  can be achieved by connecting the outpul pin that
provides the analog signal of his heart beats 10 one of arduine analog input pins 1-3

pins as shown in the figure below

Arduino Uno

—RESET
—Vee
—1¥cec AREF
=1GND POWER GND
GND 13
VIN 12
11
10
U3
Respiratory S
r =N -
VOUT;
VIN

Figure 4.3: Respiratory sensor Interfucing
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Hespiratory sensor has three pins, Vin (input voltage pin). GND ( ground pin). and

¥ out (output voltage pin),

Connecling Lhe Respiratory sensor Lo the Arduing is done through the serial data lina
from the output voltage pin (Vout) to the ANALOG IV | pin ol the Arduine Pro
Soard. Respiratory sensor operales al 5V, So 8s to power the Respiratory sensor | the
mput voltage pin (Vin) in sensor is connected 1o the voltage pin (Vee) in Arduino
which in turn provides the sensor with the tight amount of npower which equals 5 volt.

See figure 4.3 above.

4.4 Shields Interfacing

Shield can he plugged on the top of Arduino, and then welding can be done on the
pins of the shield that make the connection, In this project, two shields have been
used. One of them is Wikly shicld and the other is Cellulur shield.

Welding (Vin) and (GND) pins of Arduino with those of Willy shield to take
power from the Arduinn which is repulated 1o 3.3V in the case of Wikly Shield. On
the other hand at the Cellular shield. the same process of welding iz done, but the
power is regulated to 3.8V, This regulation process is done by internal regulators

existing on the shields.

As shown in figure 4.4, the connection with WiFly shield over SPI is made by using
Arduing digital pins 10-13 (U8, MOSL. MIS0, and SCLK respectively).




| 5 i
Arduine | WiFly Shield
~[FESET ‘i 'ﬁﬁ
f7ce Peiw
fiee L T e
~RDPOER G AL S
0 1 o 5
TIN 12 VN 1;,
1
1 10
DIGITAL |
fi
& 1 5
- l g 1
-7 AHELUE '
o 3
- |II' IE IIE"'
b R/ RY/

Figure 4.4: Interfacing WiFly Shicld
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5 Hardware Connections of Wi-Fi and GSM Scenarios

8= complele hardware connections and interfacing for the Wi-Fi scenario are showa
= Figure 4.6

Battery & ¥
Ven =41
3
! GND g L
1 LM 33 il —
i Brduint  ung | :
VIN fy bage, WiFly Shield
B g st
:;:c 3.3v
- e WE AREF~
[ TR i 3 i 8
— s i L
i 7Ty 12
11
10f=
5_
; DIGITAL7 r
3| Respiratory 8 &
RD E ch
T ] £ f
vIN = RIRLOE iy
1 1 £
1 4 T/
- R/

Figure 4.5: Complete connections of Wi-Fi Scenario
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4.5 Data Base

/" Primary Keys

Blood Bank
NSRS T M ofunits

Fareign Key

Figure 4.6: Hospitals Data Base
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Hospital 1D Name Phone No. Email
1 Aiahly | o T
2 Alia
3 Almezan . ol =

Table 4.1 : Ilospital Table

Type ID I'ype
1 A+
2 ' A-
3 B+ |
4 B- |
3 AB+ |
6 AB-
7 O+ b
8 Q-

Table 4.2 : Blood Type Table
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£.2 Arduino Programming

5.2 Sensors Progrumming

5.4 WiFly Shield Programming

5.5 Configuration of D-Link router

5.6 Receiving Data psing Lab View Software

2.7 Wamp Server Software { MYSQL. )




=1 Introduction

Software is an important part in any technological system, Operating and controlling

&0y component in this project requires software handling.

this chapter explains the required software with detailed steps und procedures af

Frogramiming every used compoenent in this priject.

1 should be noted thal most of the designed sysiem has been programmed using the

Arduine soltware which has controlled the microconirollers and the ransceivers,

3.2 Arduino Programming

Arduino software is the IDE processor. but can send the Arduino program (or
“sketch”) to the micro controller in the same board. The Arduing IDE is a cross-
platform application written in Java. and is derived from the IDE for the Processing
programming  |language and the Wirng project. It is designed to introduce
programming to artists and other neweomers unfamiliar with software development. It
ncludes a code editor with features such as syntax hishlighting. brace matehing, and
automatic indentation, and is also capable of compiling and uploading programs to the
board. As the Arduino sysicm is open source. anyone can purchase a blank micro

controller and put the boot loader on it or even write their own boot loader,

The Ardwno 1D comes with a C/C-+ library called "Wiring" (from the projeet of
the same name), which makes many common inputioutputl operations much easier.
Arduino programs are written in C/C-—, although users only nced define two
functions to make a runnable program:

Setup ( ) —a funetion run once at the start of a program that can inilialize sellings.

Laop ( ) — a function calicd repeatedly until the board powers off,

Currently, there are 22 IDE versions of sollware Arduino program, in this praject

version 21 has been used.
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Figure 5.1 shows the interface of Arduino program

AN cper B

by Hesz=ziann Blsrer,

Figure 5.1: Arduino Program Interface

Arduino Programming Steps :

- First Step: Sclecting Arduino Board

Selecting the entry in the Tools == Board >> menu that corresponds to the chosen
Arduino, We choose the Arduino Uno, as shown in Figure 5.2.

: i shmteh_maylile | Arduina 002
File Edit Sketch Tosls] Help
e Aute Funmel

archive Soglch
Fiw Ercading & Retoad

Eerial Monitor

amrdd B @ Acduna Une

pirs . Lrduines Duemilanove or Meao w/ ATmegadid
Frduma Deciemds, Duemitaneie or Mame o) ATmegal68
arduing bege 2560
Arduimo Megs (ATmegal F80;
#Ardaime [«Tini
#rduing FHo
Arduima BT w/ ATrmegal2s
Arduing BT wf ATrwegalés
LibFad Ardutne w' ATmeged28
L:F‘!.pl'd e e ﬂ.'lrnll_;.ﬂﬁﬂ
Lrduine Pre ae Pre Minl (53 55 M) w0 ATrmega3
Arduing Frc or Pro Mir [V, 16 ke w ATmecelS8
Arduma Fre or Pro Mini 0.3V 6 MHE) w/ ATmegas3s
Arduine Fro or Pro Mini 3.3%. 8 MMz w ATmegalts
Srelumme NG or glder v Tm:gﬂﬁﬁ

Burn Booticeder L

Arduine MG or alder v’ AT rmeqgnal

Figure 5.2: Seleet Arduinoe Uno Board
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- Necond Step: Selecting the Serial Port

Ihe board communicates with the compuler vin a USB interface, but with a serial

protocol. All this means is that we must seleet the correct serfal port number.

Selecting the serial deviee of the Arduine hoard (s from Tools = Serial Port menu.
As shown in Figure 5.3, COMSE serial port is selectad in this project.

To find out, Arduino board cen be disconnected and the menu should be re-opened:
the entry that disappears should be the Arduing board. Reconnect the hoard and seleet

that serial port.

Fie Edt Sketch (Tools Help iz =
.:'_:E { 5.". f D,| I Aute Format T
Furshrve Sketch

Fix Encoding & Reload

Serial Mondor Cirl=Shift-M .

Bogerd ]
Serial Pert 13 Lo !

7 |
Burm Boctiosder LY. oM

I TR

Figure 5.3: Selecting Serial Port

- T'hird Step: Saving the Program

Alter writing the code. saving is done by selecting File >> Save, show Fioure 5.4

BS
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Figurc 5.4 Saving the Program

- Porth Step: Compiling the Pragram

Compiling can be selected trom Sketch >> Verify/Compile, as shown in Figure 5.5.

Figure 5.5 Compiling the Program

- Fifih Step: Uploading the Program

Uploading is done by seleeting  File =% Upload to T/Q Board, as shown in Figure
5.6, After waiting a few seconds: we can see the RX and TX leds on the board

{lashing. If the upload is successful, the message "Done uploading." will appear in the

status bar.




Save
Save Al
IJ_p.Ir_-ld te Vs Beard el

Page Setup Ciri=Shilt- P
Prirg Ciri=P
Froferenses Crts Comma
[ Cul-G

Figure 5.6: Uploading the P'rogram

- Sixth Step: Displaying Result on Serial Monitor

Serial Monitor displavs serial data being sent [rom the Arduing board (USB or serial

board). 1t 15 also used to send data o the board.

Result on the Serial Monitor is displayed by selecting Teols == Scrial Monitor, as

shiown in Figure 5,7,

Fuﬁ'll:-ﬂtﬁl'lg & Reload

Serial Moritar rle S bA
Basrd ¥ 1
Gapink Bart ¥ E
Eum Bocticass: L

Figure 5.7 Displaving Serial Monitor

igure 5.8 shows the serial menitor on which the results are displayed to make sure

that the code works properiy:
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Arduing Libraries

Libraries are files writlen in C ar C++ (¢, .epp) which provide extra funchiomality lor
use in sketches, e.p. working with hardware or manipulating data. To use a library in a

sketeh, it can be selected from Sketch == Import Library, as shown in Figure 5.9.

Figure 5.8: Serial Monitor

L warbety_rreonDle | Sorclacne SIS

If the librarv does not exist, it must be installed lirst. To do so. the library should be

downlonded.

[Siatch| Trok Heln
Warify f Camipile [T 1]
Sep
trm et ey "

Shonsy Samtch Folde  CiS=-K
mdd Fila. ..

Figure 5.9: Adding Library
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=3 Sensors Programming:

5.3.1 Temperature Programming

| he resulted analog signal from the temperature sensor “LM35™ has been entered o
the Arduino microcontroller through analog Pin 0. To read this signal, analogRead( )
command shouvld be used. analogRead( ) quantze the analog voltage value between
and 5V (3000 mV) -which is resulted from the sensor- to convert il o a value between

land 1023,

The retumed value from the analopRead{ ) command must be multiplied by
(SO0 10240 1o retum the actual voltage value in millivolts. Then it must be divided
tv 10 to have a result in degrees Celsius, that is because the cutput of LM35 sensor
15 10 mV per degree Celsius. See Figure 5.10.

([ sketch_mayia | Arduino 0021 L= | O it

| Fite Ecit Sketch Took Help

CeaCo) [ (=] =] =E |2

Flaaft Cewmp? -
| in pim = A0 |
| void et i) [
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wersal.becn | 9ROK) 5

deIay fAO00O0Y 3

ik Bommaga e )

temp = sSnElofResad(pian)

tenp = (SO0 Eemp ) A (lO~1l024) )2
| frAacd.prige("Mhe TS L1 ') a |
Al led.printin [(temp ) 2 |
Sarial . .printi " The patlisnmt's CemparatilXs in dgﬁrees CElEius 1E:
Serlal,princin{Temp) ;
el myg (1LEOCHY &

Figure 3.10: Temperature Code
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531 Respiratury Sensor Programming

After pelting the analog signal of Respiratory Sensor , it has been processed and
malyzed by sending it to Arduine microcontroller through analog pin 1.
analoglead( ) command has been used 1o read the obtained signal from the Arduine

microcontroller,

To measure the breath rate, we take values that is larger than 2V and less than 8V;
Since the wanted value iz the peak of which has a maximum of 8V, and the unwanted
value is below 2V, therefore we should teke a value thal moderate hetween the upper

znd the lower values which has been chosen ta be 4V (threshold) .

T T = 5

|2 rhetsn may0la | Ardeine 0031
File EdRt Skeszh Tooks Help

=) &z E k) 2

| ane Bresth cate =92 = |

] ot PFAnml = ZF3
4 moy previouzedilliis = Q)
aiig INtarvyal - E0000:
Ernrigmed labndg GerrertMLL14s = O3 [

|| Tl sebtupl) {

Aerial o (BE007
{ |
L

=rin '|I'H'.|_I.[] 1
ifjousrentMillis - previguseMillis <€ intereal)
| { =
mrigred long currefelalids o milli8§)s -
Clovat wall = spalopHssdgPiml] |
wall]l = wall * .0 ¥ 1OZZ.0 2
| A2 jwall > 4.0)

{
[ Breath_reve-Ereath _rato + 1z
1
1| cciestmanny g
if feuceentliiliis - pzevivaseMillis » incerval)
I

previouwseMilliseourcenc™Mil 1=y
=rial.prantintboeath_ate) s

Figure 5.11 Code of Calculating the Breath Rate from Respiration Signal
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After that a counter has been built to count the number of breathes during 60 seconds

to produce the breath rale and then we gol the resull. See Figure 5.12.

Figure 5.12: Breath Rate result on serial monitor
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5.4 WikFly Shield Programming

Wikly shield has been programmed o make a TCP connection with a monitor PC by

using an access point as an intermediary between them.

The TCP/IP model (Transmission Contrel Protocol/Internet Protocol). or Internet
Prolocol Suile. describes o sel of general design puidelines and implementations of
specific networking protocols 1o enable computers W communicate over a network,
TCHIP provides end-ta-end connectivity specifving how data should be formatied.
addressed, wansmitted. routed and received al the destinarion. Protocols exist for a

variely of different types of communication services between computers.

FCP/AP protoeol is divided mto four layers:

_ Appheation Laver
— lransport Laver
_ Internet Laver

_ Link layer

Fach layer of this mode] corresponds to a single or multiple layers of the 051 model.
where each layer of the TCIVIP is responsible for the activities of the corresponding

layer in the OSI model, as shown ia Figure 5.16.

C51 Reference Maodel TCPIP
Figure 5,13; Layers of TCP/IP Model Compared with OS1 Model
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P protocol is responsible for the transfer of data packels from one computer @

snother, it sends each packet bagsed on destination address.

Ihe TCP protocol is responsible for checking the validity of data wanster from a
computer to the server computer because ol the potential loss of data during
IFETS T SS10T.

The TCP perform the checking by revealing the mistakes, and identifying the data lost
and then re-transmilling until the arrival of a full data correctly to the final

destination.

Steps for Programming WiFlv Shield

The WiFly GSX Seral Module from Roving Networks has a very simple serial
command interface. 1o access most of the features of the device, zll one needs to

connect is TH. RE. VOC. and ground.

I'he Wil'ly shield dees nol actually communicate with the uno using the UART, but
has a SCL6IST30 SPI-UART bridge that is more complicaled to deal with then simple
UART eommunication. but allows for a much hipher baud rate if one wants to

communicate with the WiFly at higher-than- 115200 baud speeds.

The first step of programming 15 adding the WiFly library in Arduine program hy

selecting sketeh == umport library =>WiFly, as shown in I'igure 5.17.
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Figure 5.14: Adding WiFly Lihrary

The second step is to initialize the SCIGISTS0 SPI-UART bridge chip in order to
transparently communicate with the WiFly through a terminal. We initialized the
SC16I5750 SPI-UART hridee chip hy writing a specific code in Arduino software.

see Flgure 3.18.
This code configures the SCI16IS750 to 9600 baud (the default rate of the WiFly),
enables the communication FIFO, and then tests the 8P1 communication hy writing to

ind then reading from the chip's "Serateh-Pad Register” (5PR).

This code 15 used for a WiFly shicld with a default ¢rystal freguency which is 14MHz,

but our WiFly shicld works on 12MHz, so we had to change the function:

struct SPI UART efp SPI Uart_config = {{x50,0x00.0%03.0x 10} ;

to struct SPI_UART cfe SP1_Uart_config — {(x60.0x00,0x03.0x 10}
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Figure 5.15; Initializing the SCI6I58750 SPI-UART Bridge

When adding the Wikly  library in Arduine soltware and initiabizing il the
SCLaIST50 SPI-UART bridee becomes ready without writing the specific code.
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Entering Command Mode

“ommands begin with a keyvword. and have optional additional parameters, generally
space delimited .Commands and options are case sensitive. Hex input data can be

spper or lower case. String lext data. such as SSID s also case sensitive.

Upon power up, the device will be in data mede. To enter command mode, exactly the
three characters $5% must be sent. The device will respond with CMD as shown in
Figure 5,19, While in command mode, the device will accept ASCII hyvtes as

commands T o exit command mode. send exit, The device will respond with “EXIT",

ATTerriing o Sanmect %S FPI DAY 2
Connmacred To FPI UANT |

Rsboosing

Envering commind mode.
Amta=Anmar Fawingl =han=i seda=HONT ¥ATLED
= ki)

9 aiaseod rekasces o wolbd v

Figure 5,16: Entering Command Mode

Parameters, such as the 881D, channel, IP address. Serial Port settings. and all ather
settings can be viewed and configured in command mode.

Note that, we can enter command mode in the svslem code.
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IP Parameters

The transceiver must have an [P address to be a part of any network, This IP could be
assigned manually vsing the (set 1I' address) command [ollowed by the wanted IP. For
the Willly GSX module. the chosen [P address was *192.168.0.1017. But for the PC,
IP* address has been set “192.168.0.100™ by (set [P host) command.

Port number for Wil'ly GSX module must be reconciled with the port number ol the
PC.

We have chosen the port number 20007 [or both by (set IP local port) command for
WiFly GSX module and (set IP remote_port) command for the PC. See Fipure 3.20.

ATTeEptisg to connect to SPI UART -

Ceomectsd to SFl TART !

FOIF E

A 4

REsbocting -
ﬁ;?::tn'llln

| |Entarieg cossmand rode.

ile rowing

'!-tt wikE to suthorizetion level 3

({1 chanwl

(E4T WiLFly DECF to: O

ECa s

dfwt WEFLy IF to: 15%3.168.0.330

NE FAILE

||Sex Baciup IP Ta: 195.168.0.23%1 -

| [ Autosorol Tienire v S600bad o

Figure 5.17: Assigning IP & Port Addresses

[he Dynamic Host Configuration Protocol (DHCPE) is an automatic configuration

protocol used on [P networks. DHCP client can be configured using the (set IP
DHCP) command, 11 this command was follewed by =07, then the DHCP clicnt is off.

and the tansceiver will use the stored static TP. If the command was followed by “17,




this means that the DHCP client is on and the transceiver will be given an [P address
and use the gateway address of the access point. In this project the (set IP DHCP 0)

has heen used as shown in Figure 5.21.

I || Sed_|

S5t TART poda: @ #
set Uact mode 2

AOE

22 2L

Bz wles CHIWEP) b5 3 B

et w g 3
T

< .ile

Sor NiFly SEOT we: O
#at ip &ndp 0

i

3. M

| Ratosrat Maiwandng . Mi0baxt |

Figure 5.18: Configuration of DHCP

UART Parameters

{zet nart mode) command iz used to establish TCP conneclion just when there 14 dala

1o send. that il the command was followed by *27. See Figure 5.22.

Figure 5.19: Set UART Mode

78




535 Configuration of D-LINK router

Steps of router Configuration:

- Laogin

Login is performed by typing the 1P address (192.168.0.1) in the address field of web

browser, as shown in Figure 5.24,

ih R i )

UARELESS

oyt I Bad ik

Figure 5.20: Login

- Wircless settings

The Wireless option. improving tunctionalily and performance [or wireless nelwork,

it helps make the AP an idzal solution for the wircless network.

There are six main menus on the lefimest column of the web-based management

pape: Status. Network, Wireless, DHCP, Wireless Settings and System 'Tools.




Afler a sugeessiul login by pressing login direclly withoul putting a password. we can

configure and manage the router. As shown in Figurs 521,

Subnet Mask
DHCF Server =

: 192 14801

Th:Se:ZEab:52:00

F5h% 2563550
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Wirelsss Hadia =
HAC address
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Cusst Zone Hetwork Hama @
{35107

Buesl Form Sscurly =

WEHH B AN

Erablea

78:84: 24200
BOZLIn onk
04T
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]
Drieah'zd
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DEab led

wlimk-puUast
Dringgdy et

VWireless Radio :
HMAC address
BOZ.11 Hode
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Channs]

TN T T 1]

WITNEL PSS LANS

Erablad
TE:542e40:52:0a
E0Z . 11ex onily
U/ An B

36

Figure 5.21: Wireless sctting Page

SSID (Ser Serviee Idemiifier) - Identifies the wireless network name. The created
namie should be up to 32 characters. We made sure all wireless points in the wireless

network with the same S581D. The defined SSID in this project is “real”™,

Channel - Determines the operating frequency to be used. Channel | has been selected
in this project. Or sometimes channel 11 i selected.

Mode - Sclects the desired wireless mode. The options are; 54 Mbps (802.11g) - Both
802.11g and 802.1 1n wireless stations can connect w the AP.

300Mbps (302.11n) - Only 802.11b wirgless stations can connect to the AP,

We chose made 300Mbps (802.11n) in our project.




- Sceurity Scttings

Selecting Network Wireless settings  >> Securitvy Settings and disable wireless

sceurity for the wireless network . See Figure 5.21 above.

. Wireless Statistics

Sclecting Wircless > Network Wireless Settings >> Status will enable view MAC
Addresy. Current Statues, Receivad Packets and Senl Packets for edach connecled

wircless station, Sce Figure 5.21 above,

- DHCP

DHCP  stands for Dynamic Host Conliguration Protocol. The DHCP Server will
automatically assign dvnamic IP addresses to the computers on the network, This
protocal simplifies nerwork management and allows new wireless devices W receive
[P addrosses aulomatically without the need to manuvally assipn new IP addresscs.

DYHCP Server has been set on “Dizable’” choice.

Now, after ninning the Arduine program and assign stafic ip address o Willly shield

It appears as a client connecied to rouler as seen in Figure 5,22

SUFIF EF PO LSS VA LU

Enalshe
Computer Name @ | |=] | heredsog (1mz. 10
IF Address @ |
HAC Address

Host Hama P Addrass HAL Address Expired Tima

Wi DS Tez 1680140 006 En A S ggmm""‘zl3 Howts

| mfs sEtteges | | Das'e Seye Sernecd |

Vigure 5.22 ;: WiFly Shield Appears as a client




3.6 Receiving Data hy Lab VIEW Software

Lab VIEW soltware 1s a platform und development enviromment for a wisual
programming lanpuape from National Instruments. The purpose of such programining
is aulomating the usage of processing and measuring equipment in any labaratory
setup. The graphical language is named "G". Lab VIEW is commonly used for data

acquisition, instrument control, and indusirizl automation.

Currently, there are many versions of software Tabh VIEW program, in this project

version 7.1 has been used. Figure 5.23 shows the Interface of Lab VIEW sollware.

Figure 5.23: Interface of Lab VIEW Softwure

The purpose of using Lab VIEW in this project is 1o communicate the Wi-Fi network
with the PC and roceive data from WiFly module. Then we need several hlocks for
displaying the received data on the I'C TCP open connection, TCP read and TCP

close connection, as shown in Figure 524




hi*:}ﬂflﬂ Browss Bomiew

[§]4 7 o [ appbemon ront <] 1]

Fignre 5.24: TCP Block Diagram

* I'CP Open Connection - o open & connection o g server. The address and Lhe porl

of the server must be specificd.

* TCP Read - to read results from the server.

#* TCP Close Congection - to ¢lose the connection ta the server.

The building of the previous blocks provides the following program intertace
Figure 5.25- in which the results are displayed:




Figure 3.25: Displaying the Results on the I'rogram Interface




3.7 Wamp Server Software ( MySQL )

Itis a wcb development platform on Windows allowing us to create dynamic web
appheations with Apache, PHP and MyS01.. Alongside, PhpMyAdmin allows us to
manage casily databases.

How to operate Wamp server ;

1- Start Wamp server manwager.

2- Startall services. As shown in figure 5.26.

Powered by n;as.ltﬂ

Localhost

E phpMyidmin

www directory

[£5 Apache "

= PHP r

T MySQL
Quick Admin

Start Al Services

Stop All Services
Restart All Services

WAMPSERVER 2.0

Put Online

Figure 5.26: Displaying the Wamp scrver starter page

3- Open web hrowser then put local host/PhpMyAdmin/ in the search location.
As shown in figure 5.27.
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Figure 5.27: "hpMyAdmin to create databases

4- Know create databasc as it needed to he, we create the following data base in
order to be programmed, We called it unifiedbloodbank . as shown in figure
2.28.
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Figure 5.28: PhpMyAdmin to create datahascs

- As shown, the database consists of five rows :

I- Applied row : to show us the published hospitals requests.
- Rloodbank row : shows ID) of each hospilal, 1D of hlond types and the number
of hlood units of each hospital.
3- Blood bype row @ shows the types of blood and there [D's.
4- Hospilal row : shows [1D's of hospitals, name of hospitals, their phone aumbers
and their emails.
5- Users row : shows the hospitals accounts and their passwords,

The following figures §.29,5.30,5.31,5.32 describe the upper details:
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Figure 5.30: Database Bloodbank row
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Figure 5.31: Databuse bloodlype row
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Figure 5.32 Database hospital row
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Chapter Six

Results And Performance

Chapter confents

6.1 Introduction.

6.2 Testing and Results of WiFly Shield.

6.3 Testing and Results for 802.11 ae, n. g technologies.

6.4 Testing and Results for two hospitals connected by GSM modems and also
using ADSL..

6.5 Testing and results of hive video streaming,
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6.1 Imtroduction.

The linal stage 1o complete the project is to test the systems to get results and measurs
the performance of our system. This chapter shows all tests and all results.

6.2 Testing and Results of Wil'ly Shield.

Checking and testing of the sensors and WiFly shield are illustrated in this section in
addition to the testing results.

f.2.1 Temperature Sensor Test

Temperatre sensor “LM25™ has been implemented and tested 1111 gives the results in
voits, After that the connecrion hetween [LM33 dand Arduwino microconireller has been
tesred. See Fipure 6.1,

Figure 6.1: Connection between LM33 and Arduino




The resulted voltage value was converted to a Celsius value by a certain process at the
Arduine microcontroller,

A test was performed in a room and the result 37.60 CF as it was expected. Figura 6.2
shows the result at the serial monitor of the Arduino program. The result was shown
sleady after a little time because the thermal sensor lakes certain time o give its final
output reselt.

Ths patisnt's Semperatuse is degress celaius 2 37.80 |
patisne's samparature in degrees celsius ds: 30.76

The patient's samperaturs in degtues celszus s 29_7%
sisnt's cempersture in degrees celsive is: J15_ 39

: patient s Tanperatusze in degoean calasiuy fs: 19,30
The patiant's —e=peratuzs in degiwes celsius is: J08.81

]

Figure 6.2: Result of LM35 Temperature Sensor

6.2.2 Respiratory Sensor Test

The Respiratory Sensor, shown in Figure 6.3, 1L is & complete module power supply
and [Respiration Kit were used and tested. then the owput was conneeted 1o the
Arduine micrecontreller to obtain the respiration rate which 1s shown in Figure 6.4,




lZreath rata is 111

Figure 6.4: Breath Rate result

The normal result of respiration rate 5 between 15-17 breath per minute and this
results have been gorten during tests 11,12.16.17and 15. And the above figure shows

an example of these tests.




6.2.3 Lab View Testing

The data and the results of the sensors needed to be wansferred using wifi networks
from accass point to laprop, and this was implemented and tested successfully, The
figure 6.5 shows the implementation and figure 6.6 shows the result,

Figure 6.5 WiFly, Arduino and Sensors connections
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Figure 6.6: Results displayved on laptop screen




6.3 Results for 802,11 ac, n. g 4nd performance comparisons

While tools to measure network performance, Iperf was originally developed by
NLANRMAST as a modern alternative for measuring 1TCP and UDP bandwidth

perlormance.
Iperf features :

¢ TP
Veasure bandwidth
Report MSS/MTII size and observed read sizes. (Max. Transmission
Unit / Max. Scgment Size)
= Support for TCP window size via sockel butfers,
Multi-threaded if threads or Win32 threads are available. Client and
server can have multiple simultancous connections.
« UUDP
Client can eraate LIDP streams of specified bandwidth.
Measure packet loss
- Measure delay jitter
Multicast capable
Vulti-threaded if threads are available. Client and server can have
multiple simultaneous connections. (This doesn't work in Windows.)

In order to aecomplish the Iperl wests we nead firstly o open the lperf program that
must be found in € disk in Users of computer from CMD (Black Secreen) using this
command iperl.exe.

Then, we nead 1o make a UDP server to make UDD conncction between server and a
client nade. The following example tests a single UDP connection between two nodes
on port 12345, As shown in ligure 6.7.

= " L
i O \Windows\systerdd\omd eve - iped s U p 12343 = | B il

n b1, Y - N
jeaft Corpurat in. #RllL pights reserved.

¥i] Loptians]
" for move infariaation.

- . L et ol ot 3

Figure 6.7 Iperf UDP Server




- This test was performed in twa ways and the results was nearly same .

1- The first test on 802,11 ac¢ technelogy @ 8U2.11ac test this test performed in
two ways and the result was nearly sume as shown in figure 6.8 and 6.9.

The result om the first one was as fallowing :

LIRS
il Freme Caeoms Sognimg W6008 3 PerfoamiECn

‘Wi-Fi Interface. —

Interface Mama enl

MAC Addrass B&el:563002 e
| Nerwark Name diink=50Hz=5204
Active PHY Mode B02.1lac

Securlty WPAZ Persgnal
BSSID Fa:54:2e:dbi52:0a
Coumry Cade us

RS -50 dBm

Moise -87 dBm

Aats 780 Mbps
Channel 36 {5 GH2)
Channel Widh B} MHZ
Bluetomth = i
Fower State on

Pajred Device Count o

Primary IPv4 Interface end

IPvd Address 152.168.0.100
IPvd Router 19216501
Primary IPvE Interface -

[PvE Address -

IPvE Router -

DNS Server 10.2.0.8

Figure 6,8 802.11a¢ numerical resules
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The Tperf test result shown in figure 6,10 :

Client connecting Lo
g i

[ ID] Interua
41 H.H-IB.8 pac
41 Sent 2HHHUHEL d
21 HAKNIMG: did n

— 172.168.8.164 —u

15 -t 38 b 186G

= o

P

192.168.0.184. UDP port 12345

onnecbad wit
Banduwidth
Bl Ahicnrcec

port GHFLY

Bytas

atagrame
oL epeceive Ack nf Tast datagean after 18 Cries.

2- The second lest on 80211 n technology @ B02.11n test this test performed 1n
b ways and the result was nearly same as shown in fipure 6,11 and 6.12,
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Figure 6.10 Iperf 802.11 uc {5 GHz) result
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Iperf result was as shown in ligure 6.13:

B CiWindowseratemd UMD

v E 3 ipierf = 192 168 H 1WA —u —-p 1E

HDP purl

tﬂ (default>

el Y55 Y. ponnacEed |||1h 1921688108 porL 123495
sler Bandwidth

HBytez 128 rhitsssec

21 Hrl:i-l-lmn' did not peceive ark of last dalagran after 10 Leicse.

» 192.15E.0. 100 =u —p 12345 - A.A1 ~h 2580
ing to 19Z2.16A.B.188, UDF poer 12345
datagrong
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11 Incal 1 WL AL Hﬁl et 595968 cumnected with 152 1Lrﬂ B.18A port 12345
[ [D] Intexrval Trancier 151 idth
[ 31 WB.U- B.W sac 156 KDutes 11% Hbitz/3ec

31 Sent IHY datagrams

I
Bl 31 UARNING: did oot receive . i dakagran afinr 10 Lris.

Coniizepssyousel )

Figure 6.13 1perf 802.11 v (2.4GHz) resalt
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3- The third test on 802,11 g techoology 1 802.11 ¢ test this test performed in two
ways and the resull was nearly same as shown in figure 6,14 and 6.1 5.
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Figure 6.14 802.11 g (2.4CHz) numerieal results
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Iperf result was as shown in figure 6.16:

‘lient cannecting to 192.168.0,168, VUP port 12345
ending 1478 hyte datageans .
0P huffer size: b4.6 Kbyte Cdefault)

S e s 5 S N S 0 SN P s e e . N S S s, s S S

3] Tncal 192.168.8.181 poet 5718 connected with 192.168.0,100 part 12345

D7 Interval Trancfer  Bandyidth

11 8.8 8.8 sec 7.4 KBytes 371 Nbits/sec

1] Sent 48 datagrans .

7] URRNING: d1d not eecedve ack of last datagram after 16 tries.

\sers\yousef >,

Figure 6.16 Iperf 802.11 g (2.4GHz) result




We can summarized the above results in the table 6.1 as following:

CDMparison
Iperl’ Second test Output BSS1 | Output Noise
test(Mbps) {Mbps) (dBm) (dlm)
Technology
ROZ 11z K1& 780 =30 52
20211 n S 145 48 -0
RO201 e 37 54 -34 -2

Table 6.1 Summarization of 802.11 technologies results




6.4 Testing and Results for two hospitals connected by GSV madems

We connect the two hospital in this project using GSM modems, in this way we use a
public IP address 195.3.191 .26 to be assigned to the Server computer and then clients

aceess this server using this public IP address.

First step needed 1o be done is to assign the public TP address o the server computer,

as shown in Figure 6,14,
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Figure 6.17 Assigning II' address to server computer

Note @ H0.10.75.34 TP address is the private 1P address needed (o be statically

assigned to server computer,

After assipning IP address to need Lo reach this server by the client ¢omputer

(hospital) this was tested and Figure 6.15 shows that client reached that server.
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Figure 6.18 Client (hospital) reaches the Server login Page -

After thar the client hospital need to login using 1it's Email address and it's Password

stored and saved in database. As shown in Figure 6.16.

L A e S I - -

foraPuras =
- . F i

Trsified llnd Muark

Figure 6,19 Client Login into Login server page
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I'he next page shows 1) blank box it's accept numbers between 1 — 24 , each number
assigned in this box displays the hospital |, type of blood and the mumber of units of

this blood type in that hospital, Figure 6.17 shows that.

Yraare b the Cnified Bloed Bank Prg

i gl 1.5
.!.F_'. L1

Afmerm Bt |
W
s0an bt
gk b i o ol

Figure 6.20 General Page displayvs general information's

n order W demand [rorm other hospitals a certain amount and a specific tvpe of hlood

" to apply click here " must be pressed as shown above.

After pressing this link the page shown in Figure 6,18 appears.
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Figure 6.21 Demand's Page

I : represents the serial number of the request.

Hospital ID : represents the Larget hospital needed to request from.
Type of Bload [D : represents the type ol blood needed,

NoOMnits © represents the requested number of units.
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Afier sending this request to the target hospital a potification appears at larget

haspital, it the hospital apprave this request Published burton is selected. As shown in

Figure 6,19,

At Articles [Dedailes

NEW apptiol

o7 K e ppied

IFigure 6.22 Target hospital received a notification

Target hospital received a notification conlain the number ol unils needed, alter
selecting Published and pressing publish button the number of units of a specific type

of blocd approved by hospital will be subtracted in the database from number of

blood units of that hospital.




6.5 Testing and results of live video streaming,

[n this section of this chapter, wo show the steps that have been down in order o

display live video on laptop via wali camera.

- First step we connect the wifi camera with the laptop to know the ip address
that has heen granted or given by access point .

= Then, connect both wili camera and laptop on the same local netwark.

- (pen an internel browser. the scarch the ip address ol the wili camera.

- From Wireless selling chose e network that both laptop and wili camern

comnected with,

- Then video is displayed on laptop sereen. As shown in Figure 623,

Figure (.23 Result of video streaming testing
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CHAPTER SEVEN

RECOMMENDATIONS

These are some developmental recommendations for
moving forward !

-2

LIE

. Connecting Wi-Fi network with the internet to

monitor the patient s health fromhis home through
Wi- Fi,

. To implement more wireless communication

technologies other than GSM or Wi-II, such as
GPRS and satellite communication network.

. Expanding the system to measure other parameters
such as bloodpressure, EEG.ECG.the level of sugar
in the blood and other vital signals.

L e




. Communicate with the patient and direct instructions
by doctor from his home by using GSM modem .

. Displaying data and video on the same
displaydevice on LabView in the monitoring room.

. Using alarm device and connect it with the
microcontroller, it work when patientexposed for
risk.

. Employ some programs such as Skype to
communicate with the patient.




APPENDIX A

o “SPI-UART™ Initializing Code
« Code of “Wi-Ti™

« “Block Diagram of TCP/IP Receiver Program on
LabView”




“SPI-UART?” Initializing Code

=//include "WiFly.h"
#//include <SPLh<
7include <string.h> // Required for strlen ()

HSCTT6IST750 Registers
#detine THR Ox00 << 3
Adeline RHR Ox(00 << 3
irdefine IER Ox01 << 3
#define FCR 0x02 << 3
#define [IR Ox02 =<3
#define LCR Ox03 << 3
#deline MCR Ox04 =< 3
frdefine LSR O0x05 << 3
#define MSR 0x06 << 3
#define SPR Ox07 <=3
#define TXFIFO  0x08 << 3
ddefine RXTIFO 0Ox09<<3
#detine DLAB Ox80 =<3
#define [ODIR  Ox0A << 3
#define IOSTATE  0x(0B << 3
#define JOINTMSK 0x0C << 3
#deline IOCTRI. 0Ox0 << 3
#define EFCR Ox0F << 3
itdefine DLL 0x00 << 3
#define DLM 0x01 =<3
#define EFR Ox02 << 3
#detine XONI Ox04 << 3




“define XON2 Oxl5 <=3
=delme XOFFI Ox06 << 3
=define XOFF2  0Ox07 << 3

J/Arduino SPI pins
Zdefine CS 10
“define MOSI 11
“define MISO 12
#define SCK 13

JCommunication flags and variables
char incoming data ®
char TX Fifo Address = THR: -
charclr=10+¢
char polling =0 ¢ )

YSC1615750 Configuration Parameters
structSPI_UART cfe

i
char Divl.,DivM_ DataFormat. Flow ¢

i
i

structSPI UAR'I' cfeSPI Uart config } =
+ x60,0x00,0x03.0x10 ¢ A

|

void setup ()

]

/f Initialize SPI pins
pinMode(MOSI, OUTPUT ¢
pmMode(MISO, INPUT ¢(
pinMode( SCK,QUTPUT ¥ =3
pinMode(CS,OUTPUT ¥
digital Write(CS,HIGIH); //disable device

SPCR = (1=<SPE)|(1 <<MSTR) (1 <<SPR1)[(1<<SPRO ¢
clr=SPSR 4

clr=SPDR n
delay(10 3




serial.begin(9600 ¢(
Serial.printIn("n\r'\n'rWikly Shield Terminal Routine ("

/ Test SP1 communication

H(SP1_Uart_Init }(()
Serial.printIn("Bridge initialized successfully ("

{
else }
Serial.printIn("Could not initialize bridge, locking up.\n'\r ("
while(1 #(

d

f
i

void loop ()

y

/1 Poll for new data in SC1618750 Recieve bulfer
ifiSP1_Uart ReadByte(LSR) & 0x01 (

§
polling=1¢ ’
while(polling ( 3
\ E
|
if((SPI_Uarl ReadBvie(I.SR) & 0x01 (( =
} A
incoming data=8P1 Uart ReadByvic(RHR ¢ :_
Serial.print{incoming data,BYTE ¥(
{
else 3
!
polling=0 ¢
{ T
!
{ -

i Otherwise, send chars from terminal to SC1618730
else if(Serial.available (()

} L

incoming data = Serial.read ()




select §()

spi_transfer(0x00): // Transmil command
spi_transter{incoming_data &(

deselect ()

i

d

char SPI_Uarl_Init(void (

/nitialize SC1618750

i
char data=0¢

SPI Uart WriteByte(LCR,0x80); // 0x80 1o program baudrate

SPI Uart WriteByte(DLL,SPI Uart_config.DivL.); #0x60 = 9600
with Xtal = 12.288MHz
SPI Uart WriteByvte(DLM.SPI Uart contig.DivM ¢(
SP1 Uart WriteByte(LCR, OxBF); // access EFR register
SPI Uart WriteByte(EFR, SPI_Uarl config.Flow); // cnable
enhanced registers
- SPI_Uart_WriteByte(LCR, SPI_Uart_contig.DataFormat); // 8 data
bit, 1 stop bit, no parity
SPI Uart WriteByte(FCR, 0x06); // reset TXFIFO, reset RXFIFO,
non FIFO modc
SPI Uart WriteByte(FCR, 0x01); // enable FIFO mode

/" Perform read/write test Lo check if UART is working

SPI_Uart WriteByte(SPR,'H *('

data = SPl Uart ReadByte(SPR ¥(

if(data=="H }('

return | #

1

else }
return O ¢

d
/

SPI_Uart_WriteByte(char address, char data (
rite byte (o register address on SC161S750)

0}

| < =I5 3|




ong int length ¢

char senddata[2 ¢|

senddata[0] = address ¢

senddata[ 1] = data ¢

select ¢()

‘ength = SPI._ Write(senddata, 2 ¥(

deselect ¢()

long intSP1 Write(char® sreptr, long int length (
'Send entire string to SC1615750

i
]

for(long inti=0:1 < length; 1 (+—
spi transfer(sreptr[i ¢([

|

return length ¢

1
]

void SPI Uart WritcArray(char *data, long infNumBuytes ( -
//Send entire string to THR of SC1618750
j
long int length ¢ =
select ¥()
length = SPI Write(&TX Fifo Address,1 ¥(
while(NumBytes> 16) // Split array into 16 character chunks
1
J
length — SP1_Write(data, 16 (
NumBvtes -= 16 ¢

data =16 C
{
length = SPT_Write{data, NumBytes :

deselect #() -

f
i

char SP1 Uart ReadByte(char address (
{/Read from SC16IS750 register



L]

char data

address = (address | 0x80 ¥

select §()
spi_transfer{address §(
data = spi_transfer(OxFF £(
deselect ¢()
return data ¢

]

|
void SPT_Uart printin{char *data (

Write string to SC1618750 followed by a carriage return
§
SPI Uart WritcArrav(data,strlen(data #((
SPI Uart WriteByte(THR, 0x0d ¥(

1

I
void SP1_Uart_print(char *data (

/[Write string to SC1618730, no carriage return
1

§
SPI Uart WriteArray(data.strien(data #((

i
char spi_transfer(volatile char data (

|

SPDR = data; /f Start the transmission

while (!(SPSR & (1<<SPIF))) // Wait for the end of the

tfransmission

1
1

|
return SPDR; /f return the received byte

{

void select{void (

}
digital Write(CS,LOW &(
\

void deseleet(vord (

§




digital Write(CS,HIGH $(
i

1

Code of *Wi-Fi"

/{include the WiFly code to communicate with SpiSerial;
#include <Client.h<

#include <ParscdStream.h<

#include <Server.h=

#include <SpiUart.h<

#include <Willly.h<

#include <WikFlyDevice.h<

#include < Spih=

long previousMillis = 0; /{ will store last time

long interval — 60000; // mterval (milliscconds (
unsigned long currentMillis = 0 ¢

float temp ¢

float val=0 ¢

mtBreath rate ¢

int Pin0 - 0 ¢

int Pinl=2 ¢

const char AUTH LEVEL || ="0¢"

f/const char auth phrase[] = "mohammad*”

const char SSID [] = "real "

const char DHCP [] = "0"; /O=static (DHCP disabled (
const char WIFLY TP []="192.168.0.101 "

const char UART MODE [[="2 "

const char WIFLY PORT [] ="2000 "

const char PC 1P []="192.168.0.100 ¢"

const char PC_PORT [] = "2000 "




const char NETMASK [] = "2358.255.255.0 "
const char CHANNEL []="11 ¢"

‘displays on terminal everything in SPI Serial buffer
void readFromWifly }()

delay(100 (

while(SpiSerial.available() > 0 } (
Serial.print(SpiSerial.read(), BYTE ¥(

]
Serial.print("\n ("
delay(100 ¢(

f

1

void setup § ()
Serial.begin(9600 &(
SpiSerial.begint() .

//Exit command modc il we haven't already

SpiSerial.printin (") i
SpiScrial.printIn("exit (" 3
readFromWifly ()

//Tnter command mode \
SpiSerial.print ¢("$88")
delay(100 &(

//Rebool to get device into known state
SpiSerial.println("rcboot ("
readFromWitly ¢()

delay(3000 (

//Enter command mode
Serial.printIn("nEntering command mode ¢(".
SpiSerial.print ¢("$335")

read FromWifly ¢()

delay(300 ¥(




//Set authorization level to <auth level=
SpiSerial.print("set wlanauth ("
SpiSerial.printin(AUTH LEVEIL $i
readFromWifly £()

delay(300¢(

//SpiSerial.prini("sel wlan phrases(”
/ISpiSerial.printin{auth phrasc(
NreadFromWiflve()

//set UART mode to make TCP/1I* connection
spiSerial.print("set uart mode ("
spiSerial.printin{f UART MODE *(
readFromWifly ¢()

delay(500 &

//Set wlan channel to 11
SpiSerial.print("set wlan channel ("
SpiSerial printin(CITANNEL (
readFromWifly ()

delay(300 ¢«

/!disable DHCP
SpiSerial.print("set ipdhep ("
SpiSerial.printin( DHCP ¥(
readFromWifly ()

delav(500 ¢

/fsel WiFly IP Address
SpiSerial. print("set ip address ("
SpiSerial.printin( WIFLY _IP ¥
rcadFromWifly ()

delay(500#(

/fset WiFly remote port
SpiSerial.print("set iplocal port #("




SpiSerial. printin( WIFLY _PORT ¢
readFromWifly $()
delay(500 &

'set PC IP Address
SpiSerial print("set ip host ¢("
SpiSerial printin(PC_IP ¥(
readlFromWilly ()
delay(500 4

/Set PC remote port
SpiSerial.print("sel ipremote_port *("
SpiSerial.printin(PC_PORT #(
readFromWitly #()

delay(300

/fset Netmask Address
SpiSerial.print("set ipnetmask ("
SpiSerial. printin(NETMASK #(
readlFromWifly ¢()

delay(500 ¥

{/Join wifi network <ssid<
SpiSerial. Tush &)
SpiSerial.print("join ("
SpiSerial.printin(SSID (
delay(5000 ¢
readFromWiftly ()

/isave contig
SpiSerial.println("save ("

Hfexat from command mode
SpiSerial_println("exit s("
readFromWilly t()

!




void loop ()
§
temp = analogRead(Pin0 b
temp = (500.0 * 1emp)/1024.0 ¢
Breath rate—0 ¢
ifl currentMillis - previousMillis< interval (

I
J

unsigned long currentMillis = millis £()
float vall = analogRead(Pinl ¢(
vall=vall*5.0/1023.0

iffvall = 4.0 (

i

Breath rate=Breath rate+1 ¢
delay(3000¢(
it{currentMillis - previousMillis> interval (
i
previousMillis = currentMillis ¢
Serial.println(Breath_rate ¢(
i
d
/ilitemp < 36.4temp > 37.8 )//)&Breath_rate<15 Breath _rate>18 (
SpiSerial.print("temprature is ("
SpiSerial.printin(temps(
//SpiSerial_printIn("deg C ("
SpiSerial.print("Breath rate 1s ("
SpiSerial.print(Breath_rate (

{/ else i{temp=<36 4jtemp=>37.8 (

/f SpiSerial print(" I'emprature is (" :
// SpiSerial.print(temp 4(




‘else iff Breath_rate>15|Breath_rate>18 (
SpiSerial.print("Breath rate is {(":
SpiSerial.print(Breath rate £(
i/
| e
delay(430000 «(
mterval=310000:s




“Block Diagram of TCP/IP Receiver Program (LabView)
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APPENDIX B

DATA SHEETS

Temperature Sensor** M35
Arduine®Uno* Microcontroller
“WiFly GSX* 802.11G Module
“*GSM Modem*

Iy




“LM35* Temperature Sensor Datasheet

&Nﬂ!fﬂﬂu! Semiconductor

LM35

Movember 2000

Precision Centigrade Temperature Sensors

General Description

The LM35 ssres are precisim imegraled-crcut famparaiurs
sendcrs, whoee sulput vollags is linearly properbonal © e
Celzlys [Cenborade) lemperaturg. Tha LM3E thus has an
sdvaniapa suvar linsar teroparanrs sensors cabibrated n
" Kelhin, & the ussr 3 not required (o subliacl & kege
constant vollags Fam i autput 5 oblaln canvaniant Cant-
grace scaing. The LAM3S dome nol regue sy exisrnal
caliberatian of IEnming 1o provide typlcal stegracies of £14'C
at room temparaiure and $3°C aver 2 fall ~E& fo +150°C
temperstee range. Low cost & essured by timuming and
calibration al the wafar level The LIM3ISs lew sutput imped-
anee, lmaar autput ard precizs inharem calibration mahe
inlerfacng to readoul of contral crcultry especiafly easy, It
can be used with sogle power sappies of with piue and
minus supples. A= i draws anty B0 pA Trom s supply, Lhas
va~y law sall-heating less than 0.1'C in #iill . The LMIS 8
rated 1o operate over & ~35° 1o 1500 femperature mnge,
while the LMISE &= rated for 3 =40" fo +110°C rangs (-0
i improved securacy ), The LM3S serms s svalable pack

agad in hemelc TO-46 tomstr packages, whie the
LMIRG, LMIGCA. aed LM3IBED are alsn avalabla in fhe
plastic TOLUT tronsmdor packege The LMISD s also sve-
eb¥e inan Blead surface mount =mall patline pachage and a
plastis TOWII0 packags.

Features

Calbrated dirsetly in * Celmu (Cenligrade)
Lingar + 0.0 mV"C scale Tactor

a8'C acouracy gaaranteeahle (ar +35'0)
Rated for kil 25" o =150°C fange
Suitatis for ramoke spphcatons

Lo g0t due to walerlgvel timming
Ciparates from 4 m 33 valts

Less an 60 ud curenl drom

Loswr sebiheatng. D.00"C m stll ar
Monlinearity oniy 14°C ypecal

Low imgsdances cutput, G.1 42 for 1 maload

Typical Applications

'
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Absolute Maximum Ratings (=

devicea ore required,
Office!

If WilitaryiAerospace

plense contact the National somiconductor Sales
Distributors for availabllity and specifications.
Supply Voltage +I5V 1o =0 2V
Cutput Voltage +6V to —1.0V
CrAput Current 1 m&
Storage Temp.,
TO-4E Package, =60'C 10 #180°C
FC-82 Package, =B0°C 1o +150°C
§0-8 Package, -65°C o =160'C
TO-220 Package —£6°C to #150°C
Lead Tamp:
TO-45 Package.
[Seldznng, 10 saconds) 300'C
Electrical Characteristics
(Netes 1, 6)
LM25A LM35CA
Parameter Conditions | Tested } Dasign I Tested | Design | Unkts
Typical |  Limit Limit | Typical | Limit Limit | (Mox)
{Note 4) | (MNote 5) (Note 4) | (Nete B
Berlirasy T .=425C 02 e 032 & 'C
{Mote T) T.7=10°C 3 £03 1.0 L
TisTaax €04 4 B £04 1.0 G
T 2 hum £04 #10 +04 £15 ‘G
Naontinaarity v g e 20,18 015 0.5 0.3 &
{Nete 8)
Sersor Gan T S TasThax =10.0 =539, +10.0 +9.9, mvVIrC
[verage Skope) +10.1 101
Laad Regquiaton T . =#28°C 04 +£140 204 10 miind
(Note 3} D2l <1 mA TansT S Tiaan f0.5 $3.0 205 230 | mWima
Line Regulation T.=405C £0.01 +0.05 001 +005 P
(Mote 3) 4V 30V 002 £0.1 *o.02 10.1 myvN
Qrearent Current W g=+5V, +25°C g 67 56 &7 pd
{Mote 9) W =45V 105 13 91 114 A
W =+30V 425'C 552 66 2 E8 ul
V o= +30V 1055 133 51.5 116 o
Change of dvegsaly, +28°C 0.2 1.0 02 ¢ pd
Quisscent Curent AW 430V 0.5 20 0.5 20 A
{Nete 3}
Temperalure +.34 0.5 +),38 +0.5 HAST
Cosfficient of
Suissrent Cirent
Winimum Temperaturs | In cirewt of *15 +20 +1.5 20 C
for Rated Accuracy Figure 1. 1,20
Long Tem Subility T =T foF 10.08 008 i
1000 hours >




Arduino*“Uno® Microcontroller Data shees

Digital Ground
Digital 1/O Pins (2-12)

Serial Out (TX)
Serial In {KX)

Analop Reterence Fin
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In-Circuit
Serial Programmer

ATmegad2B
Microcantroller
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External Power Supply

J
Reset Pin Analag In
3 3 Volt Power Fin Pirs (0-5) L]
5 Volt Power Pin Voltage In
Ground Pins
Iy
Overvicw
The Arduino Uno is a microcontroller board based on
the ATmega328 (datasheet). It has 14 digital input/output pins .
(of which 6 can be used as PWM outputs), 6 analog inputs, a
16 MHz ceramic resonator, a USB connection, a power jack, an
ICSP header, and a reset button. It contains everything needed to



support the microcontroller; simply connect it to a computer

with a LUSB cable or power it with a AC-10-DC adapter or

battery to get started.

The Uno differs from all preceding boards in that it does not use
the FTDT USB-to-serial driver chip. Instead, it features

the Atmegal6U2 (Atmega8LI2 up to version R2) programmed as
a LISB-to-serial converter.

Revision 2 of the Uno board has a resistor pulling the 8UU2 HWB ‘
line to ground, making it easier to put into DFU mode,

Ievision 3 of the board has the lollowing new features; ‘

« 1.0 pinoul: added SDA and SCL pins that are near to the AREF pin
and two other new pins placed near (o the RESET pin, the [OREF that
allow the shields to adapt to the voltage provided from the board. In
future, shields will be compatible with both the board that uses the
AVR, which operates with 5V and with the Arduino Due that operates
with 3.3V, The sccond one is a not connected pin, that is reserved for
future purposes.

« Stronger RESLET circuit,

« Atmega 16U2 replace the 812,

"Uno" means one in Italian and is named Lo mark the upcoming

release of Arduino 1.0. The Uno and version 1.0 will be the ;
reference versions of Arduino, moving forward. The Uno is the

latest in a series of USB Arduino boards, and the reference

maodel lor the Arduino platform; lor a comparison with previous

versions, see the index of Arduino boards.




Summary

Microcontroller
Operating Voltage

Input Voltage
(recommended)

[nput Voltage (limits)
Digital 1/O Pins
Analog Input Pins

DC Cuarrent per [/O
Pin

DC Current for 3.3V
Pin

Flash Memory

SRAM
EEPROM
Clock Speed

ATmega328

5V
7-12V

6-20V
14 (of which 6 provide PWM output)
6

40 mA

30 mA

32 KB (ATmega328) ot which 0.5
KB used by bootloader

2 KB (ATmega328)

1 KB (ATmega32g)

16 MHz

Schematic & Reference Design

EAGLE files; arduino-uno-Rev3-reference-design.zip (NOTE:

works with Fagle 6.0 and newer)

Schematic: arduine-uno-Rev3-schematic.pdf




Note: The Arduino reference design can use an AtmegaS, 168,
or 328, Current models use an ATmega328, but an Atmcgas is
shown in the schematic for relerence. The pin configuration is
identical on all three processors.

Power

The Arduino Uno can be powered via the USB connection or
with an external power supply. The powcer source is selected
automatically,

External (non-USB) power can come either from an AC-to-DC
adapter (wall-wart) or battery. The adapter ¢an be connected by
plugging a 2. Imm center-positive plug into the board's power
jack. Leads from a battery can be inserted in the Gnd and Vin
pin headers of the POWER connector,

L'he board can operate on an external supply of 6 to 20 volts. If
supplicd with less than 7V, however, the 5V pin may supply less
than five volts and the board may be unstable. If using more than
12V, the voliage regulator may overheat and damage the hoard.
The recommended range is 7 to 12 volis.

The power pins are as follows:

- VIN. The input voltage to the Arduino board when it's using an
external power source (as opposed to 5 volts from the USB connection
or other regulated power source). You can supply voltage through this
pin, or, it supplving voltage via the power jack, access il through this
pin.

« SV.This pin outputs a regulated 5V from the regulator on the board.
The board can be supplied with power cither from the DC power jack
(7 - 12V), the USB connector (3V), or the VIN pin ol the board (7-
12V). Supplying vollage via the 3V or 3.3V pins bypasses the
regulator, and can damage your board. We don't advise it.




» 3V3. A 3.3 volt supply gencerated by the on-board regulator.
Maximum current draw is 50 mA,

« GND. Ground pins.

« IOREF. This pin on the Arduino board provides the voltage reference
with which the microcontroller operates. A properly conligured shield
can rcad the IOREF pin voltage and select the apprapriate power

source or cnable voltage translators on the outputs for working with ,
the 3V or 3.3V,

Memory

The ATmega32® has 32 KB (with 0.5 KB used for the
bootloader). It also has 2 KB of SRAM and 1 KB of EEPROM
(which can be read and written with the EEPROM library).

Input and Quiput

Each of the 14 digital pins on the Uno can be used as an input or
output, using pinMode(), digital Wrile(),

anddigitalRead() functions. They operate at 5 volts, Each pin can

provide or receive a maximum of 40 mA and has an internal
pull-up resistor (disconnceted by default) of 20-30 kOhms. In

addition, some pins have specialized functions:

« Serial; 0 (RX) and 1 (1X). Used to receive (RX) and transmit ( I'X)
TTL secrial data, These pins are connected to the corresponding pins of
the ATmegaB81/2 UUSB-to-TTL Serial chip.

« DExternal Interrupts: 2 and 3. These pins can be configured to trigger
an interrupt on a low value, a rising or falling edge, or a change in
value. See the attachInterrupt() function for details.

« PWM:3,5,6,9, 10, and 11. Provide 8-bit PWM output with
the analogWrite() lunction.

- JPI: 10 (88), 11 (MOSI), 12 (MISO), 13 (SCK). These pins supporl
SPI communication using the SP1 library.




« LED: 13, There is a built-in LED connected to digital pin 13, When
the pin is HIGH value, the LED is on, when the pin is LOW, it's off,

The Uno has 6 analog inputs, labeled A0 through AS, each of
which provide 10 bits ol resolution (i.e. 1024 different values).
By default they measure from ground to 5 volts, though is it
possible to change the upper end of their range using the AREF
pin and the analogReference() function. Additionally, some pins
have specialized functionality:

« TWI: A4 or SDA pin and A3 or SCL pin. Support TWI
communication using the Wire library.

There are a couple of other pins on the board:

» AREF. Reference voltage for the analog inputs. Used
with analogReterence().

« Reset. Bring this line LOW to reset the microcontroller. Typically
used to add a reset button to shields which block the one on the board.

See also the mapping between Arduino pins and ATmeza328

ports. The mapping for the Atmega8, 168, and 328 is identical.

Communication

The Arduino Uno has a number of facilitics for communicating
with a computer. another Arduino, or other microcontrollers.
The ATmega328 provides UART TTL (5V) serial
communication, which is available on digital pins 0 (RX) and 1
(TX). An ATmegal6U2 on the board channels this serial
communication over USB and appears as a virtual com port to
software on the computer, The '16U2 firmware uses the standard

USB COM drivers, and no external driver is needed.




However, on Windows, a .inf file is reguired The Arduino
software includes a serial monitor which allows simple textual
data to be sen! Lo and from the Arduino board. The 8X and

TX L.LEDs on the board will flash when data is being transmitied

via the USB-to-scrial chip and USB connection to the computer

(but not for serial communication on pins 0 and 1).

A SoftwareSerial library allows for serial communication on any

of the Uno's digital pins.
The A'l mega328 also supports 12C (TWI) and 5P1
communication. The Arduino software includes a Wire library to

simplify use of the 12C bus; see the documentation for details.

For SPI communication. use the SPI library.

Programming

The Arduino Uno can be programmed with the Arduino software
(download). Sclect "Arduino Uno from the Tools = Board menu
(according to the microcontroller on your board). For details, see
the reference and tutorials.
The ATmega328 on the Arduino Uno comes preburned with
3 a bootloader that allows you to upload new code to it without the
use of an cxternal hardware programmer. It communicates using

the original STK300 protocol (reference, C header files).

You can also bypass the bootloader and program the

microcontroller through the ICSP (In-Circuit Serial

Programming) header; see these instructions for details.

The ATmegal 6U2 (or 8U2 in the rev] and rev2 boards)
firmware source code is available . The ATmegal6U2/8U2 is
loaded with a DFU bootloader. which can be activated by:



. On Revl boards: connecting the solder jumper on the back of the
board (ncar the map of Italy) and then resetting the 82

« On Rev2 or later boards: there is a resistor that pulling the SU2'1602
HWB line to ground, making it casier to put into DFU made

You can then use Atmel's FLIP software (Windows) or the DEL

programmer (Mac OS X and Linux) to load a new firmware. Or
you can use the ISP header with an external programmer
(overwriting the DFU bootloader). Sec this user-contributed

tutorial for more information.

Automatic (Software) Reset

Rather than requiring a physical press ol the reset button before
an upload, the Arduino Uno is designed in a way that allows it to
be reset by software running on a conneeted computer. One of
the hardware flow control lines (DTR) of theATmega8U2/16U2
is connected Lo the reset line of the ATmega328 viaa 100
nanofarad capacitor. When this line is asserted (taken low), the
reset line drops long enough to reset the chip. The Arduino
software uses this capability to allow you to upload code by
simply pressing the upload button in the Arduino environment.

| This means that the bootloader can have a shorter timgout, as the
lowering of DTR can be well-coordinated with the start of the
upload.
This setup has other implications. When the Uno is connected to
either a computer runming Mac OS X or Linux, it resets each
time a connection is made to it from software (via UUSB). For the
following hall=second or so, the bootloader is running on the
Uno. While it is programmed to ignore malformed data (i.e.

anything besides an upload of new code), it will intercept the




first few bytes of data sent to the board afier a connection is
opened, If a sketch running on the board receives one-time
configuration or other data when it first starts, make sure that the
software with which it communicates waits a sccond after
opening the connection and before sending this data.

The Uno contains a trace that can be cut to disable the auto-resel.
The pads on either side of the trace can be soldered togcether to
re-enable it. It's labeled "RESET-EN". You may also be able to
disable the aulo-reset by connecting a 1 1{) ohm resistor from 5V

to the reset line; see this forum thread for details.

USB Overcurrent Protection

The Arduino Uno has a resettable polyfuse that protects your
computer's USB ports from shorts and overcurrent. Although
most computers provide their own intemal protection, the fuse
provides an extra layer of protection. If more than 300 mA is
applied to the 1JSB port, the fuse will automatically break the

connection until the short or averload is removed.

Physical Characteristics

The maximum length and width of the Uno PCB are 2.7 and 2. |
inches respectively, with the USB connector and power jack
extending beyond the former dimension. Four screw holes allow
the board to be attached to a surface or case. Note that the
distance between digital pins 7 and 8 is 160 mil (0.16"), not an

even multiple of the 100 mil spacing of the other pins.
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2. Hardware Interface

See the specific module data sheets on the Roving Networks website for hardware specifications, and layo
informanon.

2.1. Power
There are two options for powering the RN-131G module directly.
DC SUPPLY:
Apply 3.3 VDC power to VBATT (pin 20), and VA.3IN (pin 21).
Tie 3.3VREG-IN (pin I18) 10 GROUND,
Leave 3.3V-REG-OUT (Pin I7) floating/no connect.
BATTERY:
Apply battery = 2.0 10 3.3V 10 VBATT (pin 20).

Leave V33N pin 21 lloaing/no connect.
Tie pin 17 10 pan 1R, (This enables the on board baltery boost 3.3V swilcher),

There 15 a built-in brownout monitar which will shut down the chip when the voltage drops below 2.0 VD
WARNING: Do NOT exceed the voltuge ratings damage to the module will result.
#1: The Sensor npuis SENSD-T are extremely sensitive to over voltage. Under no conditions shou
these pins be driven above 1.2VDC, Placing any voltage above this will permanently damage the

radio module and render it useless.

#2: Placing SVDC or any voltage above 3.3Vdc into the VDD pins of the module will permanently
damags the radio module,

#3: Placing 3.3Vdc into the PIO's while they are s2t as outputs will permanently damage the
module. The failure maode is a short across GND and VCC,

2.2. Reset

Reset is active LOW and is optionalfdoss not need (o be connected,  The reset pin is 3.2V tolerant and ha:
an internal pull up of 108K to the VBATT.

2.3 UART

Connect a4 common ground when using the external TX, RX inpuls

For a 3 wire DB-9 interface (connect TX, BRX, GND only)
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Factary default is hardware flow control disabled; CTS and RTS are 0ot reguired,

PIY <m0 pot 5.0 VI tolerant. H esing 2 5.0 VDO circuil, mput, PIO and WART iBpu pins réquie o
reastor divider. A suggestion s 10 use a 10K resistor fn series with 20K resistor 10 ground

2.4, Status Indictors

Pl 4, 5 and 6 are active hizh and can be cornectad 10 external LEDS 1o provide pervark, connection aid
daty seatms,

: PIOGRed LED  PiOS=Yellow LED  PiO4=Green LED |
ON solid | Connacted over TCP
Fast Blink Ner Associnted RaTx dataransfer | Mo IF address
Stow blink i TP adidress OK
UFF | Assoniiend -
3. Configuration

3.1, Entering Command Maode

Upen power up, the device will be in data mode. To eater command meode. exactly the thaee charuclops 333
must b sent, The device will respand with CMI

While in onmmand mode, the device will acc2pt ASCIT bytes as commands.
Tooexit commiand mode, send extt<cra, The device will respond with “EXTT”

Parumeters, such as the SSTD, channel, IP sddress, Serial Pons settings, and all other settings can be viewed
and confignred m command mode.

ASCI ehiaracters can be sent through o terminl emulslor connectad to the UART or via Telnel 'When
using the UART communications sefings showld match the settings used when RN-111 g connects, fo
example; the defuult is 9600 baudrare, § bits, No Parity, | siop bit, and hardware flow contol disabled

s TeraTenm a8 your terminal emulator, Please DO NOT e HyperTerminal as it s known to have issues
with onr peaducts, TeraTerm can be downloaded from our website!

Tupe $3% on in the termingl emulator. You should see “CMD” remmed to you. This will verify that your
cable and comm. seetings are correcl. Most valid commands will eetum an “AOK", response, and invalid
ones will retwrn an “ERR™ deseription.

Toexit command moda, type eslitaers,

*——_.—__
____ﬁd
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NOTE: You can enter comuand mode focally over the UART interface at any tme when not connecied,
and also when connected if the appropriate setiings ame enabled

Remote configuration using ADHOU mode

Using adhoc mode (o configare the device elnunates the need for the module i be assocrated with a
network sccess point. In adhor mode the module creates it own “on demand” petwork that veu can
connect o via vour compuger like you would 1o any other metwork.

Toeniblz adhoc mode via hardware set PIOY fagh (3.3V) at power up. On the RN-134 PIO3 s on the 1
jumper block. When the module powers up with PLO9 set high, the WiFly module creates an adhoc
network with the followmng

SSID WiFly-GSX-XX where XX is the final reeo bvtes of the devices MAC addess
Channel: |
[HCP: OFF

1P athdrass 6925411
Metmask: 25325500

With the ahoc jumper in place the sbove setfings override the current saved configuration setfings,

:n.'qum* i s plmm O s I.e_w Nole: l.une.lft} the W L[‘]!r iJII|} llj‘.l[“ﬂ* OPEN mm]e for u.re.mng awdhose
nafwiorks,

NOTE: It may take a couple of mintes for Auto IP i Windows 0 assign an 1P sddiess and connedt to the
nerwork. You ean check IP addeass of your Windows computer by nning the ipeowig command in the
command window, I conmected, this command witl show vou the [P addiess and et mask for vour

cOmpulaL.

The P address assignad by Auto [P most be on the subaet 169.254.x.y atherwise the WiFiy GSX module
will ot be sccessible,

NOTE: If vour maching has both a wirsless and wirad interface hardwane vou will n2ed o disable the wized
LAN mierface hardware belors connecting to (he adhoc network. [fthe wired LAN is enabled the computer
will assign an [P address thatis not on the same subnet as the WiFly modulz.

Once connzcted and you have 3 good TP address, 2net ito the WiFly maodule o port 2000
felnet 169.254.1,1 2000
You should see the response “*HELLD*"

You can now enter command mode and configure the module,
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4. WiFly Command Reference

4.1, Command Syntax

Cormands bezin with a keyword, and have oplional additional parametess, generally space deliptied
Commands .md uptions are case sensitive, Hex input data cun be epper or lower case String text data. such
a5 SSID is also cose sepsitive.

The first command is fully decoded and must be complete, Other command parameters can be shoged by
using only the first characier

Far examale,

sl marl baidrate 152060 35 vaid,
sebwart b L5300 s also valid,

setm b 115200 is also valid, however,
& art haudrate 115200 s NOT vald.

Numibers can be entered a5 gither decimal. (like 115200 ghove) or HEX, Toenter HEX, use Musvalues,
For examplz, the HEX value FF would be entered os (XFF.

4.2, Command Organization
Commands fall into § peseral categanes:

BET COMMANDS Tohe effect immediately, permune atly (save comemund ksued|
GET COMMANDS Retieve the pernently stetsd informaton for display 1o pser.
STATLS COMMANDS Sz whal is going on with the intorface, IP stams, ot

ACTEHON COMMANDS Perferm uetbon sych as sean, connest, disconnest, cic

FILE [0 COMMANDS Upsrude, Tosud uid save configuration, fekere fkes. v,

NOTE: You must save any changes made or the module will load the previous settings upen rebool or
porkarup.

l
\l
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When the systemn boots, all confi guration data is loaded into RAM vanables from the Rle called “config”
The set commands actally only modily the RAM copy of variables in the system. o general, the TP,
WELAN and UART settings peed a save and reboot o take 2ffect, since they operate at boot up time.  For
example vou only assoctie, st the chanpel and get your ip address opce at power up.

Most of the other commands take effect immedistely Iike the COMM sellings and timers, This ullows
temporary change of parameters “on the Iy to lest leatures, mimmizes power usage and sives on (lash re-
write eveles

Oice wll conhiguration s complele, the user must sive the seitings using the save conpmand 10 store the
configuration data, athenwise it will not take effect upon reboot or reset. Multipla configurations can he
stored by using the save <fllename> command, and (hese configurations can be Inaded using the load
<Milemiies comend

5. SET Commands

These commands begin with*set™. There are 6 major vilegories.

Adhye controls the adhee paramaters

Broademst contrals the hroadeast hellafheartheat UDP massage

COMM communication s dats iransfr, tmers, matching characters
TINS DNS host and domain

FTP FTP host addeess and logun information

r TP =ettings

Oiplion optonal and nol frequenty used parameters

15 systoin satungs such as slepp and wake mmers

Time liner server Seinges

UVART serial pont semtings =uch as bondrate ond paniy

WLAN wireless inferface settings, sich as ssid, chan, and secunity options

5.1. Adhoc Parameters
sed anlliw beacan <imss sels the adhoc beacon interval in milliseconds. Defaultis 100
sed adhoc probe <nnmes sels the pdhoc poohe Hmeoit in seconds, Delaalt 1 60, This is the: momber

of seconds waiting for probe responses before declaring "ADHOC is los™
and disabling the network intedface

5.2, Broadcast Parameters

sel broadeast address <addr> sers the address to which the UDP helloheartbeal message 15 sent. The
default address is 255255 255,235
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set broadeast interval <value> sets the interval 9l which the hellotheartbeat UDE message is sent
Inferval is specified in seconds. The value is a mask that is compared oa
[ree running seconds counter. For example if interval = 057, a packet will
be sl every & seconds. The munamom interval value is | fevery 2
seconds) and max value i Oxi (every 256 seconds), Setting the interval
vaiue 1o zero disables sanding UDP broadcast messages, The default
interval is 7

stl hroadenst port <part= sete fhe port number (0 which the TDE helloenbeut messige is s,
The default port is 55555,

5.3, COMM Parameters

sel coanim > =char= sels character vsed toenter command mode, Typically vscd when “$587 15
a possible dita string. Detault s ', Care should be taken when selting
(hiis 40 gt the new character as oove this selting is saved every
subsequent reboat will ignore “$55" and look for “<chars<char-<char>",

sel comm close <string: sels the ASUL string that is sent 1o the local UART when the TCP port is
closed, 18 e string s desired, wse 0 45 the <string> parmmeter. Max stang
kength is 32 charscters. Default is *CLOS*

set eomm open <strings sets the string that is senl to the local UART when the TCP pont is opened.
It pes string 16 dacirad, usa 0 as the =strings paraneter. M string kagth
= 32 characters. Defaull iy "OPEN*

sel eomm e ke sirjigs sels the shring thial 38 seal 10 e wemot: TOP client when the TCP pott is
openad. 1T no string bs desired, wse D o (he =siings parameter, Max siring
[ength s 32 eharpeters Detanlt s *HELLO”

s¢l romm Idle <seess sots the Idle Timer Valoe. This 15 the number of seconde with fo transmit
or receive data bafore the commaction is closed automatically. Default is 0,
mever disconnect on idle,

set comm match <values sels match character. An [P packzt will be s2ot each tume the match
chamcter appears in the dato. Valoe 15 entered fs the decimal (13 or hiex
(Oxd) of the of the ASCH character. Default s O, disabled. The match
character is one of three ways to control TOPIP pucket forwarding. The
nthers are si72 and timer,  For more information see section 100 ] on
System Timers and Aute Connect Timers and section 104 oa UART
Receiver

set camm size <valioes sets the Mush size. An TP packet will be sent ¢ach ime "value”™ byies ire
received, Defaultis 64 byies. You shiould ser ths valee 10 the largest
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possible setting to mavimize TCHIP performemce. Muximum value =
L4200 an O6EK) by hes

NOTE: This value i set awcomatioolly when il bandrate is sed, inoon

artemyn tooprismze the Ik & is assomed thar bigher bandrotes equates
per e dodea ciel henee thee sl iize dv ineresed

Flush size 1s one of three wave 1o control TCPIP packet lorearding. The
otbers ame match character and bmer. For more information see seclion
104 on UART Receiver,

st comim e <nont sets the flush timer. An TP paiket will be sent if no additional bytes are
received for "num” milhseconds, Num is ope milliseconds intervals. 1 1s
the minimum value, Default is 10 (10 milliseconds). Setting this value to )
will disabla forwardmg based on the fash nmer.

Flush timer is on2 of threz ways to control TCP/IP packet forearding.

The others are match characler and size. For more information see section
101 on System Timers and Anto Conmect Timers

=4, DNS Parameters

sel dns address <addr> sets the 1P address of the DNS sever. This is auio-set when using DHCP,
and needs to be set in STATIC IP or Auto-IP modes.

sel dns pame =sirings 5218 the name of the host for TCIIP connactions.

sl dus backup <sirings sets the nune of the backup host [ur TCPAP connections.

5.5 FTP Parameters

sef fp flename <flles sats the name of the file transferred when issuing the “Hpu™ or “ftp g"
conumands,

sl ftp addr <addr= sets the fp server [P address.

sel fip remote <port> sels the fip server mmole port aumber (defavliis 21)

sel [1p ey < pames sefs the fip nser name [or kccessang the FTP sarver.

sel [tp pass <pass> sels the Itp password for aocessing the FTP server.
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5.6, 1P Parameters

sel ip address <addr- sets the IP address of the WiFly GSX module. 1Y DHCP & tomed cn, the
IP adkdress s assigned and overwntien during association with the aceass
poat, TP addresses are =" delimued. Note this is different from the RN-
LIk module which i space debmied’

Evample: “setipa 10202017

sel ip backup <addrs sets asecondary host P address. [T the primary host 1P s not reachable
the module will trv the secondary TP address 1f sel.

sel ip dehip evalues enable/dhisable DHCP mude. 1N enabled, the TP address, gateway, netmask,
and DINS server are requesiad and st upon &ssociation with access point
Any cuerent [P values are overwrilten,

MHCP Cache miode gan reduce the tme il takes the module o wake from
deep sleep thus saving power In cache mode, the bease time is chevkad
and if pot enpired, the module uses the previoas [P settings. 1f the lease
has axpired the midule will atiempt (o associated and use DHCP to get lh
IP settings, DHCP cachad IP addrass does not survive a power cvele or

]
Mudy Pridmenl e
(i DHCP OFF. use stored static [P address
] DHOP OM, oot [P addrass and gatewity from AP
1 A=l caperally used with Adhoc nesworks
4 DHCP cuche mode, Uses previous [P address of
e leuse 15 not expired (lease surviees reboot)
+ Reservied for e use
sl i Mas <valoes Set TCPIP functions. Value is o bt mapped repister.  Defauln = %7,
Bit e -
0 TCP conmection status, See nole below i
1 Bypass Magle algorithm and use TCP_NODELAY
2 | TCP retry enabled { 42 total )
3 | UDP RETRY (attempts ety if no ACK from
- UDP)
4 DINS host address caching enablad
3 ARP lable cochune enabled
& LDP zulo pairine emihled
7 Add B bie timestamp o UDP af TCP packels

L — e
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NOTE: When the link o an asgociated Lo an access point is lost whle a
TCP cannection 18 achive, the TCP connection can b jefi in humg!
inconsistznt stale. In sorme eases, the TUP connection will sot recover. In
version 2.20 and Fater, if the Tink to the access poinl is regained within 60
saeands, the TOP conmaction will survive,

With version 2,20 we have changed the operation of bitd m the “ip Hugs™
register. Previously this bt spacified the TCP copy fametion, but controls
the TCP socker function while associsted on o network.
*  T0hit 0 is set (defaudt) TCP conpections are kept open when the
connection to the access point is [ost
o [Fbit{ is cleared (hy setting “set ip Noegs Ox6" forexample ) then
when the connection o the aocess pount is lost and TCP 15
connectsd, the connection will be clossd.

el Ip gateway <oaddrs sels the gateway [P address, If DHCP is turned on, the galeway IP address
i assian and everwritien during associulion with the access point

sed ip host <addrs sely the remote bost IP address, This command is usad for making
connections from the WiFly module wo a TOIVIP server al the 1P wddress
<addr>

sel ip kicalport <nonr sefs the-local poet rmber,

sel ip netmask < values sets the pework mask [F DHCP 15 mmed on, the pet mask s asion und

overwrten during sassociation with the access pomt,

sed Ip protucs] <valogs sels the 1P protocol.  Value is a bit mapped seiting. To connect o the
WiFly GSX module oviy TEPIP sech as Telnet the device must have the
use the TCP Server protacol / bit 2 set. To aceept both TCP and UDP use
viliee = 3 (hil | and bt 2 <et)

Bit Pesiticn Profocol

a UpP

1 TCP Server & Clieat (Defaulr)

Sacure tonly eeeive packets with 1P acddress

x
= malches 1he store host 1P)
3 | TCP Client oniv

4 | HTTP client mxbe

selip remote <valoes sels the remote host poa nrmbey
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NOTE: e to anissue in the UART hardware, the UART does nof suppart even or odd parity.

511 WLAN Parameters

sel wlan auth <valoes Sets the authentication mode. Not needed unless using auto join mode 2
ce. sl wilan join 2

Note: During asseciation the WiFly module interrogates the Access Neint
| and amomatically selects the suthentication moda,

The current release of Wifly firmw are supponts these security modes:
= WEP- 128 (open inode only, NOT shared mode)

= WPAZ-PSK (AES only)

= WPA-PSKE (TKIP only)

* WPA-PSK mixed mode (some APs, not all ure supported)

Value Authentication Mode
1 Oypen (D fault)
( l WEP.| 2§
p. WPAI =
i Mixed WPA | & WPALPSE
4 WPAZ-PSE
3 Mol Used
h Adhoc, Joun any Adhoc netwark

set w lan channel <values sats the wlan channel, 1-13 is the valid re ange for @ fixed channel. 1£0 is
sel then stan is performed, using the ssid, for all the channgls set in the
channel misk.

setwhnext_aptenna <0, 1> determines which antenna is active, use 0 for chip antenna, 1 lor UF L
conpector. Default =0, Only one antenna is active at a time and the
module must be powar cycled afier switching the antnna

setwlan join <values sete the policy for antomatically joiringfascociating with network access
points. This policy is used when the module powers up, including wake

| 2
up fram the sleap timer.

Value Policy
. 4] Marwal. do not try (o join auomatcally
1 Try to jown the access poinl thal mutches the stonad

351D, passkey und channel. Channal can he set tn
il far scanmng, (Defaulty
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sil whan hide <, 1=

sel whan Key <values

cel wlan linkmon <valies

- Joan ANY access point with security matching the
stoeed aulhenticabon mode. This ignores the stored
551D und searches for the access point with the
stroguarest syl The channels searchad can be
limited by gatting the chagre] imask,

3 Reserved — Nat used

4 Craate an Adhoc netwik, using stored SS1D. 1P
address and netmask. Channel MUST be set.
DHCP should b O {static TPy or et to Auto- [P with
this podicy, (unless ancther Adhoc device can act as
DHCF sanvar)

Thae policy is aften used instead of the hardware
jumper o creal 4 custom Adhoc petwork

Hides the WEP key and WPA passphrise, When set, displaving the wlan
settings shows 4444 for these fields. To unhide the passplimse or
passkey, re-enter the Key of passphrase vsing the set wlan key or set wlan
passphrase command. Defaul = 0, don’t lude.

sets the 128 bit WEF key, H vou ae vsing WPA or WPA2 you should
entar a pass phrase with the set wlan passphase command. Key must be
EXACTLY 13 bytes (26 ASCH churs). Data 5 expected in HEX formai,
A" ghould MOT ke usad here

Example: “setw k | 122334556677 §809AABBCCDD”
Hex digits > @ can be either upper or lower case,

The Wifly GSX oaly supports “open” kev misle, 128 bit keys for WEP,
WEP-125, charad mode is not supported as it is known W be easily
compromised and has been depracated from the WiF standurds.

sets the link monitor imeoul threshold. 1f et to | or mor, WiFly will
scan once par second for the AP it is associated with, The value is the
threshold of failed scans befors the WiFly declares “Al s Lost™, de-
authenticutes. The WiFly will retry the assocuarion bazad o the join
policy vartable. A valoe of 5 is recommanded, as some AP will not
abwavs espond (o probes, Default 1s O (disabled). Withew this feane,
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thera s no way 10 detect an AP is no Jonger prescnt until i1 hecomss
svailable again (1 ever),

sed wlan mask evaloes sety the whin changel mask vsed for scanning chanpels wiih the aviojoin
policy 1 or 2, gsad when tha channe] i€ &t o 0, Valu is o bit-map whene
bat O = channed 1. Input for this command can be eateted in decimal o
bex if prefoed with O, Defaul value is 0x TFFF (all channels)

sef wihan nuim <vialues sets the defoult WEP key to use, 14 is the vahid range.
Example : “selw n 2" s2ls the defalt kevto 1

sel wlan phrase <sirings sels Uwe passphruse [or WPA and WPAD secunty modes, |64 chars. The
passphrase can e alpha and numeed, and s used along with the 551D to
oenerate o unique 32 byvte Pre-shared kev (PSK), which is then hashed into
i 256 bit number, Changing either the SSID oc this valoe re-calculaes
and stoges the PSEL

I exactly 64 chirs are andered, it is assnmed that this eniry s already an .
ASCH HEX representation of the 32 byte PSK and the value is simply
gtormd

For passphrases that contain spaces use the replaceimznl characier §
instead of spaces. Forexample “my pass word” wonld ba enwered
“mySpassiwont”, The replacement character cun be chonged nsing the
optional commind seb opl replace <chars,

Example : “set w p password™ sels the phrass,
sel wlan rate <values £215 the wireless daca cile. Lowenng the Faee increnses the effective range

of the WiFly-G3X module. The value entered is mapped according to tha
following table

Valoe Wireless Thata Hale

] | Mbitvsec

] 2 Mbitsec

."1 5.5 Mbut/ser

3 [ 1 Mhitfsec
4.7 Inwalad

] & Mbil/sac

i O hfbdlfsec

10 173 Mbstfsee

11 I8 Mbitfses

12 24 Mbit'sec (datault)

e
——— e = ——
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ael lime display the time server UDP address amd port nuniber.
oot whan display the ssid, chen, and other wlan seitmgs.
opt nart display the UART seitings
ver return the software releuse version

7. Status Commands
These commands begin with “show”, and they raturn the comrent values of variables in the systeny In s
cases, for exumple 1P addresses, the current valves are received frum the network, and mav not match

stored values,

show hattery  Displays current hattery voltage, (only valid for Roving batiery powered produst like
RN-370 andd temperature sansors)

show connection  Displays connection staws in this HEX format: 8XYZ

I5it 1316 9.1 7 fi
lowation
Function | fixed | channel | DNS tound | DNS server | Authen | Assecc TCP status

4 i3

LF 1]

Value & I-13 I=resolved | 1= = OK 1=0K (= Rdle,
coatacwed 1=Connected
1= NOIP

4= Connecting

show o Displays 10 pin levals siatus in this HEX format 8ABC
Example: show | returns 8103 indicates pins 0, 1 and 9 high level.

show nel <p=  Displavs cumrent aatwork status, pssociation, autheatication, ¢t Optional parameter
displays only the MAC addsess of the AP currently associated.

shiow sl Dhrsplavs current bast received signal strength.
slwow  stats Displays curment atanislics, packet s/ couaters, eic
shomw Lime Displays aumber of seconds since last powerup or rebool

show q <0-7>  Display the value of the an analog interface pin from 0 o 7. The value returned will
the formar Sxxxxy where xxxxx is volage in micrmvoelss sampled on the channel v

request with the 8 in front as a start marker,
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rehial

sean <timis < P>

time

ping v pings the storad host IP address, the host TP address can be s2t
with the set ip hiost <addre command

ping i pings a known Intemet server al www.neelum.com by first
resolving the DRL (proves that DNS s working and proves the device has
intermer connectivity).

ping 0 wrminates @ ping commant

fovves & reboot of the devica (similar o power cyel2)

Perfonms an aclive probe scan of adeess points on &l 13 channels. Returns
MAC address, signal strength, S5[D name, secunly mode.

D fanlt scan time is 200ms / chinnel = about 3 seconds,

time is an apticnal parameter, this is the time in ms per channel
Forexample, “scan 30" reduces (e lotal scan e down to about |
second.  This comunand also works in Adhoc mode. If the optzonal P
parameter 18 entered, the module will perform a passive scan, and list all
APs that ar2 ge2n |n passive mode

Sets the Real tme clock by synchronizing with the thme server specified
with the time server parameters (see section 3.9) This command sends 2
UDP time server request packet

9, File 10O Commands

del snames> <muns

load <pames

Is

Vs

SAVE <Rl

bool Image <noms

Mp gel <names

[ip npdale <names>

Deletes o fike. Optional <numz will overnide the name and use the sector
number shown in the “15™ command

Reads in a new config file.

Displays the files in the system

Saves the configuration to “eonfig™ (the default file).
Savas the configuration dats o a new file name
Makes file <num> the new hoot image

Retrieves a file from the remote FTP server.  If <name> not specifiad, the
stared flp hilename i$ used,

Deletes the hackup image, retrizves new image and updates the bool
image




“GSM Modem*™ Data Sheet

Introduction

The ZTE USB modem is a multi-mode USB modem, working in
HSUPA/HSDPA/'WCDMA/EDGE! GPRS/GSM networks. With
USB interface connecting Lo a laptop or a desktop PC, it
integrates the functionality of a modem and a mobile phone
(SMS), and combines maobile communication with Internct
perlectly. It supports data and SMS services through the mobile
phone network, enabling you to communicate anytime and
anywhere. Specification The following table shows the
specification of vour device.

Specification

=HSDPA/UMTS R50, 2100MTz
>GSM/GPRS/EDGE B30/900/1800/1900 MHz
>HSDPA DL 7.2Mbps

=UMTS DL/UL 384K bps

=USB 2.0 Interface

>Microsoft Windows and MAC OS compatible
>Compact size 75 x 26 x 10 mm

>Weight 21g

>Idle current approx 100mA, Max 450mA
>Maximum Emitted Power 250mW in 3G, 2W in GSM
=12 month warranty

* Actual speeds will be less. Speeds may vary due to congestion,
distance from the cell, local conditions, hardware. software and
other laclors.

Hardware Installation




1. Put finger on the bottom finger grip, and then lift the front
cover of

the modem to release and remove,

Notes:

Do not open the ront cover rudely so as to avoid the damage of
the front cover.

2. Insert the SIM/USIM card into the SIM/USIM card slot,
Insert the SIM/USIM card with the metal contact area facing
downwards into the slot, and then

push SIM/USIM card as far as possible.

3. Inserl the microSD card into the microSD card slot.
Notes:This modem only supports microSD card.
Insert vour microSD card into the microSD card slot.

4. Put the front cover of the modem flatly upon the body of
modem. Dircct

the front cover towards the locking catches on the sides of the
modem

and push the front cover of the modem to lock the front cover
into its

place,

5. Connect the Modem to your laptop or desktop PC.

Notes: microSD is a trademark of SD Card Association.

Plug the USB connector into your computer’s USB port and
make sure that it is tightly inserted.

[0 The OS automatically deteets and recognizes new hardware
and starts the installation wizard,
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