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Abstract

unportant element in many computer security services and applications is the use of
=weaographic algorithms and tools. this project provides interactive simulator leaming

== sonmient for ervptography tools and alporithms,

s project gives an overview of ervptographic tools and algorithms, then for each tvpe of
ks, introduces, sumulates example of the most important standardized algorithms in common
=< data encryption standard (DES) as example of symmetric encrvplion algorithms, R8A as

™

swsmple of asymmetric encryption algorithms, SHA_1 as cxample of hash function.
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1.1 Overview

Interest in education in computer security and related topies  has been
growing ot a dramatic rate in recent years. This interest has heen encouraged by

a number of factors. two of which stand oulifs)

|. As information svstems. dafabases, and internet based distributed
systems and communication have become pervasive in the world,
coupled with the incremsed inlensily and sophistication of
sccurity related attacks, organizations now recognize the need for a
comprehensive security strategy, This strutegy encompasses the use of
specialized hardware and sofiware and twained personal to meet that

need.

-

Computer security education, often termed information security
education or informalion assurance education has emerged as 4 national
goal in many countrics with national defense and homeland security

implication,

Accordingly, this project gives an overview for ome of the most
seonant clement in many compuicr securily services and applications which is
ewpeographic algorithms and tools, and provides inferactive simulalor learning

srsament for cryptopraphic tools and algorithms,

Problem Statement

Securily is becoming an everyday concern for a wide range of
clectronic systems that manipulate, commmunicate, and store sonsitive and
orivate data, also to face the increased sophistication of security related
sizacks. g lot of technical areas of computer security have been developing,
many of this technical measures rely heavily on encryption and other types of

crvptographic algorithms and lools.




This project applies bloom’s taxonomy of learning domains to provide
interactive simulator leaming envirdnment for eryprtographic tools and
algonithms, For each type of wols and algorithms. introduces and simulates
example of the most important standardized aloorithms in common use, us o

way of learning for student and interested people.

his project using program languages and multimedia program Silverlight
o show and understand how this algorithms work. in addilion to interact with

algorithms to find new or similar algorithms.

Project Objectives

T seosect has the following objectives:

Mentifying some of the security wols and algorithms.

2 Using simulntion to show and understand haw  the security
algorithms work.
& 5. Designing interactive environment for cevplographic tools and
i algorithms, 1o use with face to lace leaming or sclf reading
1 material.
4 Making the tool inexpensive or freely available.

: Review

There is an overwhelming amount of material, including books, papers,
SEINC resourves, on compiter security, in this scclion mentiongd the
wscful reading and web sites that having and analvzing topics that

B8 %0 eoyptographic algorithms and tools, as:




Cryptography and network security: principles and practice, William

Stalling, which coverage cryptographic algorithms in greater detail.

Applied cryplography, Schneier, is valuable reference work, it
containg deseription ol virtually every cryptographic algorithms and

protocol in use up to the time of the book’s publication.

Privacy and authentication: an introduction o cryplography. by

Niffie, w, and Hellman. M.

An cxamples of web sites:

|, www.cryplographycode.com | provides wseful collection of
soflware.
wWww.cryptocorner.com , Simon  singh’s web  site, contains
Lots of good information, plus interactive tonls for learning

about eryptography.

The importance of this project that it doesn’t conline on the transfer of the
semciples and techniques, but in applying bloom’s taxonomy with all it's educational

Soemains (knowledge, attiwde, skills) to provide inleraclive simulator learning

ssvironment for eryptographic tools and algorithms .

Time Plan

The time plan views the stages of designing and implementing the project.
Table 1.1 and Table 1.2 show the tasks scheduled for the first and second

semesters,




First semester

Table 1.1 Schedule Table.

We=ks

Se=usd semester

e 1 2 Schedule Tahle.
T L




& Estimated Cost

This section lists the overall cost of the project, the cost includes the

sofbware cost, and the human recourses budeet.

Software costs:

sxludes the costs of software used to implement the project. Table 1.3 shows
o= co1s,

Tanke 1.3 Software Cost.
2 SMicrosoft Visual Stadio. NET 2010 52
r Wehsites 100
Total cost 5102

L7  Risk Management

The implementation ol any project may face some risks during each stage
of the project . This section illustrates what are the risks expected to face the

project and what are the solutions for these risks.

L7101 Expected Risks

Software Risks:

= Lndesirable and unexpeciad soltware errors.
Human Risks:

# An illness during the stages of the project.

# Lack of training on fools.




1.7.2 Risk Avoidance

the lollowing strategies will be taken fo avoid risks mentioned in the previous
section :
# Ordering the tools in early time, and training on il

» Good estimation of the project requirements and costs.

1%  Report Roadmap

This report consists of six chapters, the following is a brief

description of the topics that are coversd in each chapter.

Chapter One : Introduction

Demonstrales un overview about the project, project requirements. vhjectives,
“me plan, estimated costs and risk management.
Chapter Two: Theoretical Background

Focuses on theories and materials that are related to the project.

Chapter Three : Design Coneepts

This chapter describes praject objectives in details, introduces the design options,

shows Lhe general block diagram.
Chapter four : Software System Design

Ihis chapter presents project software in more details, it presents design
seooms  and tools that used in this project.  and the elasses that founded in this

peat

Chapter five: Implementation and Testing

s chapter indicates how implement and testing parts of system to achieve the
gais of the project.




Chapier six : Conclusions and Recommendations

This chapter describes the conclusions that conclude from this project, and

meoemmendations and future work.
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2.1 Introduction

In this chapter we will focus on theories and materials that are related to the project,
since this project acts a leaming environment for cryptographic tools and algomthms,
e second section will introduce the bloom’s taxenomy in leaning domains that will
% followed in this projeet. and it's probably considered one of the most widely
wolied in use today, so in this section we will define the domains of cducational
seswities that identified by Bloom, and the major categories in each domain, that this

et aims to artains them in it's learming environment.

The third section in this chapter will telk about cryptogruphic algorithms and
Sl which acts the subject of this project, so this section will introduce the hasic
woes of crypography algorithms, and for each type of aigorithms will define
Ssmmples of the most important standardized algorithms in common use, that will be
Smmmis=cd next.

Simes this project provides interactive simulator learning environment, it prefers to
seltimedia as common tools for interactive leaming, so the final section of this
= wiks ahout using multimedia in education. and the types of media mto the

e environment, dlso the benefits of using multimedia in education.

's taxonomy of learning:

B 1956 Benjamin Bloom headed u committee of educational psychelogist who

o8 2 classification of levels of intellectual behavior impartan! in learing, this

st identified three domains of educational activities:[1)

Cagmnive: mental skills (Knowledge)
| ASective: growth in feeling or emotional areas (Attitude)
. Pewsomotor: manual or physical skills (Skills)

ek was produced by higher educational the words tend 1o be a little

we sormally use, so trainers often refer to these three categories as KSA




(Knowledge, Skills, and Attitude), this taxonomy of learning can be thought of as
“The goals of the learming process”.

The committee also produced an claborate compilation for the cognitive and
sifective domains, but none for the psvchomotor domain, their explanation for this
over sight was that they have little experience in teaching manual skills.

Bloom’s taxonomy divides the cognitive and affective domuin into subdivisions

sarting from the simplest behavior to the most complex, the divisions outlined are not
atsolute and there are other sysiems and hierarchies thal have been devised in the
scucational and training world, however, Bloom's taxonomy is easily understood and

s probably the most widely applied one in use today.

=1 cognitive domain

The cognitive domain involves knowledge and the development of intellectual
s Bloom identified six levels of the cognitive domain, starting from the simplest
Semaior to the most complex, the categories can be thought of as degrees of
WSculnes, thar is the first one must he mastered hetore the next one can take place.n

T8 major categorias are:

~ Kkmowledge: Recall data or information.

= Comprehension (understanding): Undermstand the meaning. lranslation,
mierpolation, and interpretation of instructiens and problems.

A Application: Use a concapt in 4 new situation or unprompied use ol an
abstraction.
Amalysis: Separates material or coneepis inlo component parts so that its
erganizational structure may be understood.
Semthesis: Builds a structure or pattern from diverse elements. Put parts
Sogsther to form a whole, with ¢emphasis on crealing a ncw meaning or
S|acTare.
Evaluation: Make judgments about the value of ideas or materials.




High arder

Evaluabon
Synthests
Analyss

/ Application

/ Understinding | Lower order

}-.Tﬂ}‘-\'lﬂ-dﬁ y | Thinking skills

Figure 2.1 levels of copnitive domain in Bloom’s taxonaomy

i Thinking skills

SN SUISLAIIU]

2.2.2 Affective domain

The affective domain includes the manner in which we deal with things
emotionally, such as feeling, values, appreciation: motivation. and atiilude.
£ve major categories are defined in affective domain, they arc listed below

Soen the simplest behavior o the most complex.g)

1. Receiving Phenomena: Awareness, willingness to hear, selected

attention.

Jd

Responding to Phenomena: Active participation on the part of the

learners, attends and reacts to a particular phenomenon.

3 Valuing; The worth or value a person attaches to a particular
object. phenomenon, or behavior.

4 Organization;: Organizes values into priorities by conirasting

different values, resolving conflicts between them, and creating an

unigue value system.

L]

Internalizing values (characterization): Has a value system (hat

controls their behaviar.



-

'\‘_\‘
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Responding

Rec

Figure 2.2 levels of AlTechive domain in Bloom’s taxenomy

2.2.3 Psychomotor demain

As mentioned carlier, the committes did not produce a compilation for the
psvchomotor domain model. bul other have as Simpson’s version, that we
lk about,

The psychomotor domain includes physical movement, coordination, and
wse of the motor skill areas. development of these skills requires practice
ed is measured in terms of speed, precision, distance, procedures, or
wohmigues in execution., the seven major categories are listed from the
s=mplest behavior to the most complex.(z}

Perception; The ability 1o use sensory cucs W guide motor aclivity.
Set: Readiness to act. I includes mental, physical. and emotional
SCis,

Guided Response: The early stages in learning a complex <kill that
includes imitation and trial and error.

Mechanism: This is the mtermediate stage in learning a complex
siall. .

Complex Overt Response: The skillful performance of molor acls

=t involve complex movement patterns.




6. Adaptation: Skills are well developed and the individual can modify

movement patterns o [it special requirements.

7. Origination: Creating new movement patlerns to fit a particular

situstion or specilic problen.

/
([

/ Adaptatmn
/ Complex Overt

response

f/ Mechanism

/ Guided Response \
.

/

‘ / Perception

SONNOLJIP BUISEAIOU]

Figure 2.3 levels of psychomotor domain in Simpson version
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As mentioned, the levels at the bottom are considered to be the casicst levels, so in
s fields of education there is focusing on the bottoms levels of educalion, that are

weall of information, comprehending information und applying information.

B this project will use bloom's taxonomy with all it’s educational domains

Seewledes, uttitude. skills), so planning and designing of this project sim 16 teach

s taxonony across most of it's levels, as will illustrate in details in chapler

when talking about intended learning outeome.

L ryprographic algorithms and tools

Security is not something that we want to have to pay for; it would be nice if we
% Bave to worry about protecting our data from disclosure, modification, or
from unauthorized individuals. but that is not the environment we find

it todayv, Instead, we have scen fhe cost of recovering from security

steadily rise along with the rise in the number of incidents themselves.

$%y vears ago, few peoplc had access to a compuler system or network, so
e them was « relatively easy matter. if you could secure the building that these
very larpe systems were housed in, you could secure the data and information
wored and processed. but now, personal computers are portable, making them
sweee difficult to secure physically, and are often connected to the Internet.

the data thev contain at much greater risk of attack or thefl, similarly, the
somputer user today is not as technically sophisticated as the typical computer

S0 sears ago. no longer arc computers reserved for use by scicntists and
aow. even children who are barely able to read can be taught to boot a

s win uccess to their own favorite games or educational software.

$s section will introduce an important glement in many computer security
s applications, which is cryprographic tools, but before it we will provide

of computer security and the objectives oliL.




Computer Security “The only real security that
f - Y & mEn fan

fave in this world is a reserve of

S5y sears ugn, computer security was mainly —HINRY TORD

Computer security s an ever-chunging issue,

|
|
|
4

s

mcermed with the physical devices that made -
W the computer, at the time, thess were the
“meh-value ftems that organizations could not atiord 1o lose.

Today, computer equipment is inexpensive compared to the value of the dat
processed by the computer, now the high-value item s not the machine, but the
sformation that it stores und provesses, this has fundamentally changed the focus of
ssmouter security from what it was in the early yeurs, today the data stored and

sessed by computers is almost always more valuable than the hardware.

Defining "computer security” is not trivial, the difficulty lies in developing u
sthon that s broad enough to be valid regardless of the system heing deseribed,
= specific enough o describe what security really is, in a generic sense, security is

s from risk ar danger”, so there is many meanings and related terms, one of

er Sccurity: The protection afforded 1o an uutomated information system in
% atisin the applicable objectives of preserving the integrity, availability and
mtiality of information system resources (includes hardware, soliware.

= information/data, and telecommunications). 1y

g “CIA" of Security:
Aimost from ils inception, the goal of computer seeurily has been threefold:
Stensiality, integrity. and availability—the “CIA™ of security.

purpose of confidentiality 1s to ensure that only those individuals who have
to view a piece of information may do so. No unauthorized individual
B =er Be able o view data they are not entitled to access.

=y is 4 related concept but deals with the generation and modification of
B ssthorized individuals should ever be able to create or change (or delete)




The goal of availability is to ensure that the data, or the system itsclf, is available

W use when the authorized nser wanls i,

As a result of the increased use of networks for commerce, two additional

sesunity goals have heen added to the original three in the CLA of sccurity;

Authentication allempts 10 ensure that an individual is who they claim to be. The
se=d for this in an online transaction is ohvious. Related o (his is nonrepudiation.
w&ch deals with the ability 1o verify that a message has been sent and received and

S e sender can be identified and verified.po

<31 Cryptographic Algorithms

Lrvplography is the science of encrypting, or hiding, information—something
peuple have sought to do sinee they began using language, although language
owed people lo communicate with one another, those in power attempled to hide

wioemation by controlli ng who was taught to read and write.

Eventually, more complicated methods of concealing information by shifting
smess around 1o make the text unreadable were developed, these complicated
Wethods are cryptographic algorithms, also known as ciphers, the word cipher comes

o the Arabic word sifr. Meaning emply or zZero. 4]

Cnvplography is a branch of mathematics based on the transformation of data,
snonally Cryptography is associuted only with keeping data secret however,
®edem cryptography provides an important tool for protecting information and is
WeC m many aspeets of computer security, for example. cryplography can help
sside data confidentiality, integrity. electronic signatures, and advanced user
ssScnticativn. although modern cryptography relies upon advanced mathematics,

e can reap its benefits without understanding its mathematical mnderpinnings. is)

Cryptography relies upon two basic components: an algorithm (or crvptagraphic
s=Sodology) and a key. in modern cryptographic systems, algorithms are complex
Weematical formulae and keys arc strings of bits, for two parties to communicate,

== must use the same algorithm (or algorithms that are designed to work together),
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B sieorithms stay the same in every implementation, but a different key is used
s which cnsures that even il someone knows the algorithm you use 1o protect
S he canmot break your security, following illustration shows a diagram of

sesion and decryption process and it8 parts.[i)

key
[,_ —
..'-'.J '-_‘_. L
L - R
i S -1
. - 2 - -
i
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emscryption and decryption proeess

2% emcryprion and decryplion process

Sesic tvpes of crvprography! symmelric sysiems (ulso called
ssymmetric systems (also called public key systems). and

Ssctions, each type is best suited for parlicular situations.(4)

facryption

. s the older and more simple method of encrypting
Bees of symmetric encryption is that both the sender and the
have previously obtained the same key, all symmetric

weon this shared secrel principle.d

 smpde diagram showing the process, a symumetric algorithm goes
Eerption from plaintext to ciphertext, this ciphertext message is,
o the message tecipient, who goes through the process 0
g the same key that was used to encrypl the message. Figure

% the algorithm, which are the same value in the case of
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figure 2.6 Layoutofa symmetric algarithm

Some of the more popular symmetric encryption algorithms in use woday are
DES, 3DES, AES, and IDEA, m this subsection introduces the most mporant
svmmelric encryption algorithms: Mata Encryption Standard (DES) which simualates
in this project, but before it, we will deline some of terms that used widely in

cryptographic ulgorithms.[3]

Piain text: this is the original message or data that is fed into the algorithm as
input.

Encryption  algorithm:  the encryption  algorithm  performs various
substitotions and transformations on the plaintext.

Key: it is also input to the encryption algorithms, the exact substitution and
transformations performed by the algorithm depend on the key.

Ciphertext; this is the scrambled message produced as output, it depends on

the plaintext and the key, for a given message, two different keys will
produce two different ciphariext.
Decrvption algorithm: this 1s essentially the encryption algorithm run in

reverse, it take the ciphertext and the key and produce the plaintext.

Dsta Encryption Standard (DES) :

The rmost widely used encryption scheme, it segments the input data into blocks
of 4 specified size, typically padding the last block to make it a multiple of the block

size required.




= #e case of DES. the block size is 64 bils, which means DES takes o 64-bit
s outputs 64 bits of cipheriext, {his process is repeated lor all 64-bit blocks in
message, DES uses a key length ol 56 bits. and all security rests within the key,

b wlporithin and key are used for both encryption and decryption. 3]

most basic level, DES performs & substittion and then a permutation

= of transposition) on the input. bused upon the key, this action is called a
o DFS performs this 16 times on cvery 64-bit Dlock. the algorithm goes siep
seaducing 64-hit blocks of ciphertext for each plaintext block, this is carried

P eniire message has bean encrypled with DES.13

esoeed. the same algorithm and key are used Lo deerypt and enerypt with

geds difference is that the sequence of key permutations is used in reverse

e scars thal DES has bhecn a cryptographic standard, a lot cryptanalysis
and while the algorithm has held up very well, some problems have
geeed for example mulliple successful allacks againgt DES algorithms
S sounds than 16, any DES algorithm with fewer than 16 rounds could
e efficiently with chosen plaintext than via a brute_force attack using

sptamalysis, with 16 rounds and not using a weak key. DES is

sare 20d. amazingly, has been for more than two decades.[3]

» Gerinated effort consisting of u supercomputer and 100,000 PCs over

—ade 1o break a 56-hit DES key, by atfempling more than 240 billion
¢ e eflori was able to retricve the key in less than a day, this
eredible resistance to cracking a 20-year-old algorithm. but it also

soee siringent algorithms are needed 1o protect dala today.4|

me Emcryption

f Semomon 1S N many Ways completely different from symmetric
Sl Boeh mre usced io keep data from heing seen by unauthorized

eryptography uses (wo keys instead of one, also it based om
s sather than on simple operations on bit patterns such as are
% sserypoon algorithms, it was invented by Diffie and Hellman in
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sevmmetric  cryptography is more commonly known as  public key

by 4]

e svstem uscs a pair of keys: a private key that is kept secret, and a public key
e be sont 1o anvone. the system’s seourity relies upon resistance 1o deducing

w given the other, and thus retrieving the plaintext from the ciphertext.

B Diffie-Hellman, elliptie curve cryptography (ECC). and LiGamal ure all
ssymmetric algorithms, we briefly introduce the RSA algarithm which will

i the second semester. (3|

B = one of the Sirst public key crvplosysiems ever invented, It can be used for
sotion and digital signatures. RSA is named afier its inventars, Ron Rivest,

e and Leonard Adleman, and was first published i 1977.53)

T slgorithm uses the product of two very large prime numbers and works on the
sede of difficulty in factoring such large numbers. it's best to choose large prime

ee that are from 100 10 200 dipits in length and are equal in length, these two

= will be P and Q. Randomly choose an encryption key, E, so thal £ is greater

L £ is less than P * (0, and £ must be odd. & must also be relatively prime to (/'

L — 1), then compute the deeryption key 0:j4]

D =E" med ((P—102 - 1))

# the encryption key and decryption key have been generated, the two
smbers can be discarded, but they should not be revealed. o snerypl &
% should be divided into blocks less than the product of P and Q. Then,
Ci = Mifmod(P Q)
sutput block of ciphertext matching the block length of the mpul
To decrypt a message, take ciphertext, C, and use this function:

Mi = CtPmod(P = @)
e second key retrieves the plaintext of the message.
§ & & smple function, but its security has withstood the test of more than 20
weaivsis. Considering the effectiveness of RSA's sceurity and the ability 1o
w5 why are symmetric encryption algorithms needed at all? The unswer is
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=t RSA in software can be 100 times slower than DI'S, and in hardware it can be
e clower. (]

See the security of RSA is based upon the supposed difficulty of lactoring
SRS, the main weaknesses are in the

large
implementations of the algorithms, until
===y RSA was a patented algorithm, but it was actual standard for many years.

23522 Hash Function Algorithms

Sash functions are commonly used encryption methods, a hashing function or
S|metion 15 a special mathematical funcrion that performs one-way encryption.
8 mecans that once the algorithm is processed, there is no feasible way to use the
L 5o retrieve the plaintext that was used o Lenerale 1. Also, ideally, there is
B S=ssble way to generate two different plaintexts that compute to the same hash
: ¥8= hash value is the output of the hashing algorithm for a specific input, (he
mon shows the one way nature of these functions.j4)

Hash function

figure 2.7 one way hash function

ases of hashing functions are to store computer passwords and to ensure

ssegnity, This is the primary purpose for which the algorithms were

W< idea is that hashing can produce a unique value that corresponds to the

But the hash value is also reproducihle by anvone else running the same

ssmnst the same data. So vou could hash a message 10 gel 4 message

we code (MAC), and the computational number of (he message would

= imtermediary has modified the message, this process works because

15 are typically public, and anyone can hush data using the specified

® = computationally simple to generie the hash. so it is simple to cheek
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e validity or integrity of something by matching the given hash to one that is locally

Emeraicd. 4

"here are two popular hash algorithms arc the Secure Hash Algorithm (SHA)
s=nes and Message Digest (MD) hash of varying versions (MD2, MD4. MDI5), i this
sSwection SHA | will be nroduced, to simulate in the secand semester,

SHA

secure ash Algorithm (SHA) refers 10 8 sot of fisgr hash algorithms. these
®esthms are included in the SHA standard Federal Information Processing
sendands (FIPS) 180-2, the individual standards are named SHA-1, SHA-256. SHA-
W= and SHA-312, the latter three variants are o¢casionally referred 1o collectively as

SHA-L, developed in 1993, was designed as the algorithm 1o be used for segure
SEsheng. it creatos message digests 160 bits long that can be ysed by the Digitu]
Se=ssure Algorithm (DSA), which can then compute the signature of the message.

SN s computationa llv simpler, as the message digest is typically much smaller than

e acmual message—smaller message, less waork.

SHA-1 works, ax do all hashing functions. by 4pplying 4 compression function ta
e S5 input. Tt accepts an input of up to 2°% bits or less and then compresses down
S Besh ol 160 bits, SHA-1 works in block mode. separating the data into words
S and then grouping the words into blocks,

T8¢ words are 32-bit strings converted to hex: grouped together as 16 words, they
S Bp a S12-bit block, If the datn that is input to SHA-1 ie not a multiple of 512,
W message is padded with zeros and an integer deseribing the original length of the
LSy

Umece the message has been formatted for processing, the actual hash can bhe
geme=sted, the 512-bit blocks are taken in order uniil the cntipe message has bean
Sesssed. the computation uses eighty 32-bit words Tabeled WO, w1, w2, ..., 79
WSes sent o two, five-word buffers. The first five-word butter's words are laheled 4
® = D E and the second five-word huffer's words are labeled H0, 41, H2, H3. and
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wese butiers are combined until all words have been processed through all
pcks of the message. and the entire message i then represented by the 1680-bit siring

HO Al H2 H3 H3 44

At one time, SHA-1 was one of the more secure hash functions, but it has beer
found to be vulnerahle to a eollision attack. thus. many security prafessionals are
suggesting that implementations of SHA-1 be moved to one of the other SHA
versions. These longer versions, SHA-256, SHA-384, and SHA-512. all have longer
hash resulls, making them more difficull w atack successfully, The added security
and resiztance to ottack m SHA-2 does require more processing power o compute the

hazh. |y

2.4 Using Multimedia In Education

The waorld in which we live is changing rapidly and the field of education is
experiencing these changes in particular as it applies o Media Services. The old duys
of an educational institution having an isolated audio-visual department are long
gonc! The growth in vse of mublimcdia within the education sector has accelerated in

recent years, and looks set for continued expansion in the future.js)

L'caching primarily requires access to leaming resources, which can support
goncepr development by learmers in a variety of ways to meet individual leamming
pecds, the development of multimedia techinologies for leaming offers new ways in

which leaming can tuke place in universities, schools. and the homes.

Definition: Multimedia combines five basic types of media into the leaming
environment: text, video, sound, praphics and animation. Muliimedia simply

combines these elements, thus providing a powerful new tool for educations)

A multimedia Learning environmenl mvolves a number of components ot
glements in order to enable leaming to take place. Hardware and software are only
part of the reguirement. As mentioned sarher, mulimedia learmning integraes [ive

tvpes of media to provide flexibility in expressing the creativity ol a learner .4
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& lext: our of all of the elements, rext has the most impact on the guality ol the

multimedia interaction. Generally, text provides the important information.

T'ext acts as the keystone tying all of the other media clements wgether. It is

well written text that makes a multimedia commumication wonderful.

= Sgund: Sound is used to provide emphasis or highlight a transition from one

page Lo another, Sound synchronized to sercen display, enables teachers to

present lots of information at once. This approach is used in a varicty of ways,

“Eno TSRS v Sl Sediew, S e seusdien T unen Raehy wln, v, oW,

cxplanation.

%+ Video: The representation of information by wusing the visualization

capabhilities of video can be immediate and powerful, video provides new and

exciting possibilities for the use of it in education, video help in placing a

theoretical concept into context, also video can be used to tell readers what to

do next, one of the musl compelling juslifications for video may be its

dramatie ability to elicit an emotional response from the learner, such a

reaction can provide a strong motivational to choose and persisl in a Lask. The

use of viden is appropriate to convey information about environments that

can be either dangerous or too costly to consider, or recreate, in real life.

Animation: s used to show changes in state over Hme, or to present

mformation slowly to learner so lhey have lime Lo assimilate it in smaller

nunks, Animations, when combined with user input, enable learners to view

different versions of change over Hme depending on different variables.

Animations are primarily used o demenstrate an idea or iostrate a coneept,

animations are based on drawings, that appear to move to illustrate a point.

sraphics: they provide the most creative possibilities for a learning session.

hey can be photographs, drawings, graphs. that are using different range of

solls: color, lorm, line, dimension, texture, visual Rhythm, and especiully

s=svinalion

seitimedia in education offers many benefits including:(s)

® Fwovide learners with opportunities o represent and express (heir prior

:
a=owledge




+ Allow learners to function as designers, using tools for analyzing the world,

accessing and interpreting information. organizing their personal knowledge,
and representing what they know 1o others.

Encourages deep reflective thinking .

There are multimedia program, that will be used in this project, which is

Silverlight program.
L wse Silverlight in education:

Microsoft Silverlight is a powerful tool for creating and delivering rich Internet
seolications and media experiemces, Silverlight introduces more than 40 new
festures, including dramatic video quality and performance improvements as well
= features that improve developer productivity, it is freely available and
sscported large number of all platfarms and browsers.

%= mentioned, Silverlight ercare ‘mich’ content that encourages active learning, it
< leamers to imteract with the problem they are trying to solve. integrated

son and sound creates leamning environment that is interesting and fumny, &

sastion of problem_solving and fun equals a good too] for leurning.
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3.1 Introduction

In a fime when both highly personal and classified information is lowing
through various public and privale networks, and a time when identity theft has
become more common., people are necessarily concerned about the security of data.
So individuals employ numerous techniques- such as passwords, firewalls, and
authentication- to guarantee the safety of the hardware, software, and data of their

campiler syslems,

While all of these techniques are impaortant probably the most important sceurity

procedurc in a public network is the use of encryplion, encryption is the basis for most

aspects of secure communication. Since encryption is such an important topic, it is

necessary that computer engineering and science students learn something about it.

However, since encryption algorithms are by necessity, extremely complex, and
sinee the core curriculum of most computer science programs is already packed full of
foundational computer science concepls, the question is how can the subject of

eneryptitn be incorporated into a computer science program?

While there are several courses where studying encryption is appropriate. the
problem of finding an casy meéthod to make these complex algorithms more
understandable is not as a simple. In class. instructors often use teaching aids of some
sort 1o help the students learn. The challenge encountered when designing a teaching
tool for encryption, however, is that most modem eneryption algorithms operate on
the bits of a message rather than the characlers in Lhe message, in additon (hese

algorithms are extremely complex.

These two factors imply that massive amounts of data must be shown 1o the
student in order to explain any particular alporithm, this generally requires the teacher
1o pick a small example to go over in class — therefore not allowing much repetition or
“what if analvsis” on the pant of the student. Due 1o the dvnamic nature of students’
guestions and the overwhelming amount of information that must be presented in

order 1o clfeetively deseribe an encryplion algorithm 1t is difficult o integrate

18




cncryption algorithms into the computer science curriculum. Therefore. this project
nrovides an interactive leaming tools that professors can use for demonstration

purposes and that students can use for gain purposes.

3.2 System Function:

Encryption algorithms are by necessity extremely complex, this project aims 1o
muke the encryption algorithms, more understandable for computer engineering and
computer science students, by providing new educational tool that provides
interaclive step by step demonstrations of the encryplion processes for various
algorithms. The main objectives of this project are:

» ldenlifying some of the security tools and algorithms.

» Using simulation to show and understand how the security algorithms work.

» Designing interactive environment for cryptographic tools and algorithms, to

use with face to face learning or self reading matenal,

» Making the tool inexpensive or [reely available.

3.3 Software Tools Used

In this project we need the following software tools w be used:

» Multimedia program, Silverlight tool, which is powerful and flexible tool ,
for creating rich applications and media, it will usc in this project 1o build

interactive animation for cryptography algorithms,

Using programming language Cif in Microsoft's Visual Studio Z010.NET.



3.4 System Analysis

Since this project acts pedagogical tool that provides inieractive step by step
demonstratons of the encryption processes for various cryptography algonthms and
tools, and as we mentioned, when this project will design. it aims to achieve all

domaing of Bloom's taxonomy. which arc Knowledge. Skills, and Attitude.

341 Intended Qutcomes

the intended oulcomes that we expecled that the leaner who will use this leaming

enviromment sains from this project are:

# In knowledge domain:

I. Identifying the basic types ol cryplography algorithms and tools.
2. List the most common algorithms in use for cach type.
3. Describe and explain these algonthms, and how them work.

4. Compare and Evaluate these algorithms,

» In attitnde domain:

l. ability to select the appropriate algorithms according to specific
situation.

2. Differentiate between these algorithms,

~ In skills domais:

1. Responding and interactive with the encryption algorithms and tools,

Practice and manipulate these algorithms.

b3

|

Using these algorithins in his er her life.

4. Building and construct a similar ar new algorithms.

342 Project Requirements:

I'o achigve these intended outcomes, the interactive learning environment that will

design in this project, should have several different requirement.
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1. It should have information about the cryptographic algorithms and
Jl. that deseribe thesc algorithms and how these work,

L

it should allow the user to select from & variety of algorithms.

13

the user should be able w define the encrypiion key when

appropriate,

4. The user should also be able to define the stning being encryvpted.

5. The user should be able 1o receive inleractive lulonng on more
difficult concepts within an algorithm including a step by step

explanation of the algorithm.

6. It should casily lend itsclf to being medilied 10 include other

algorithms this implies that all esgential ende be open souree.

7. The program should be inexpensive or free.

3.43 Use-Cascs Of Project

After we describe the requirements of the project, we will talk about the hasic use-
wases. that deseribe the interaction berween the user and the system, there are many

se-cases, and two actors, the system administrator and system user.

Ihe system administrator will design the simulator, so he will program, configure,

< the simulator, while the uscr of system interact with simulator functions, as run

&= simulator, choose specific algorithms, enter required information and request

wents to do

The following fipure depicts a preliminary usc-case diagram for the simulator, each

sse-case 1s represented by an oval.
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The following tables shows use-cases template for detailed deseription of use-cases.

Table 3.1 template for run the simulator use-Gase,

| Use-case: | Run the simulator.
Primary actor: System user, .
Cioal in context: To set the simulator to simulate some of :::‘ypm!;'ap]'tg;_!
algorithms when system user run the simulator. -
Preconditions: Simulator has boen programmed to simulate the algorithms, i
Scenario: TS}'SIEI‘H user: accesses simulator via internet.
2. System user: choose specilic algorithm.
- 4 —
| Exceptions: |. Simulator is not ready: system user checks the domain of
simulator.
2. Crvptography alzorithme are not chosen: system user
checks to choose the algorithm.
Priority: | Essential.
When available: First run.
Frequency of use: Always.
Channel to actor: Viu internet and software interfice. -
| Open issues: l. Is there possible to choose more than one ulgorithm at the |
game time?

Table 3.2 template for determine specific tack 1o perfiorm use-case.

Use-case - | Determine specific task 1o perform,
Primary actor; System user.
Cioal in context: I'o set the simulator to do ?,Em'.: tasks, that chosen by the
system user.
Praconditions: Simulator has been programmed to do specilic lasks.
| Scenario; | Svstem user: choose about specific algorithm,
~

2, Svstem user: ¢choose full encryption.

Lk

. Svstem user: choose step by step encryption.

Exceplions: l. System user docsn'l determine specilic task W do by the

simulator: system user should choose task o perform.




| Priority:

| Not essential.

When availahble:

When run the simulator.

r Frequency of use:

[ Always, (

Channel 1o getor:

‘ Via intérnet angd sollware interface.

| Open issues:

' 1. 18 there possible to chanse more than one task perform al ‘
the same thme" |

2, should the simulator perform additional task?
| |

Table 3.3 template for enter required infirmarion usa-case.

[ Use-cuse -

| - e .
FEnrer required information,

Primary actor:

(zoal in context:

System user. “
To set the simulator to simulate some of eryptography

algorithms . ’

Preconditions:

Simulator has becn programmed to require the needed

information, and manipulated with wrong information.

“Seenario: 1. System user: choose specific algorithm |
2. System user: enter the correct information.
3. System user: deal with messages hoxes, ‘
Exceplions: 1. the entered information is wrong: syﬁ:tem user reenter the |
correct information.
Priority: Fssential, must be implemented.
When available: First run.
Always,

‘ Frequency of use:

| Channel Lo actor:

Via internet and software interface.

" Open issues:

I, How much ume does the user system have (o enler the
mfermation from the first time enter the informarion?

2. Is there & way 1o correct the wrong information thal entered

by the syslem pser?
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Table 3.4 templare for programming the simulator use-case.

Llsg-case ;

Primary actor:

Programming the simulator.

System administrator,

Goal in context: To set the simulator to simulate some of crypiography
algorithms.

Precondilions: Prepareéd the sollware tools used. i

Scenario: | 1. System administrator: create the classes that have the
algorithm’s methods and members.
2. System administrator: create the user interface for that
algorithms

Priority: Fssential, must be implemented.

Channel to actor;

software topls |1se:1_(\_f'_.‘~_; Z0T0.NET).

Open issues:

1. 1s there another mechanisins and saftware tools can be

used to program the simulator?

Tuible 2.5 template for add new crvptography algorithims use-case,

Lise-case ;

Add new ervptography algorithms,

Primary aclor:

System administrator,

(oal in context:

lo set the simulator to simulate the most important

crypiography algonthms.

Precondirions:

Simulator has been programmed to make each algorithm a

separaie class, and separated from the user mierface.

Scenariv:

1. Systemn administrator: create the class that has the
algorithm’s methods and members

| 2. Systemy admunistrator: create the interface for that

algorithm.

Priority:

Fssential, must he implumf:nlcd.

When available:

When run the simulator.

Frequency of use:

Alwavs,

Charmel L actor:

Open issucs:

WVia software tools that used.

1. Is there possible o allow the system user to add new

cryptography algorithms?
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Table 3.6 template for reconfigure simulator fesmres use-case,

Tlse-case : [ Reconfigure simularor fealures, ___[

Pm aclor: _-F:}}'stcm administralor, ST AR il
| Goal in context: | To improve the simulator to support anothes features, |'F
)Trcmndju'uns: | Simulator has been programuned to be readilv modified and |

| make cach algonithm a separate elasz, and separated from |

{ | the user interface. |
i

Neenario; | 1. System administrator: reconligure the demonstration of
the algarithms.
2. Syswin sdministrator: reconligure any part ol user
interface,
Priarity: Nol essential. o
| When availablc: "When run the stmulator,
Frequency of use: Always. ]
Channel 10 actor: Via sofiware tools and software interface. ﬂ
Open issues: 1. Is mm-mssih]e to allow to the user svslem m|
l reconfigure simulator features?
|

Table 3.7 template for test the simulator yee-case.

Use-case - | Test the simulator,
" Pri mary actor: System administratoy.
Goal in context: 1o be sure that simulator run suceessfully and it achieve |
the expected goals.
" Preconditions: Simulator has been programmed to achicve the expected

goals, and it was used by users,

Scenano: L. System user: uscs the simulator, and answers a
collection of answers.
2. System administrator: test the written code and

analyses the answers of svstem users,

_Pn'cnm}-: I'ssential. must be implemented.
When available: After the simulator programmed and using by the users. |
Frequency of use: First run. o
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|
|

Channel o actor: | Via simulator and software interface.

Cpen 1ssues: . How can be sure from the corrcclness of user's

answered?

3.5 How System Work

lhis section talk about the mechanisms fhat will be followed to design the

simulator in order to uchieve the project functions with project requiremeants,

So to meet all of above specifications. this project provides tool that contains the
previous features, so when this simulator design, it designs cach algarithm a separate
class which contain the algorithm’s data members and methods, these classes created
i & separnte class library from the user interfice, to ensure the ease of add ing [uture

features,

After creating the class, then we create the interface for each algorithm. the
inlerface will be form-hused, this design will allow to inherit the forms appearance
from the other forms in order to create new form, also the user will contral progress
through the algorithm through the use of several butions lubeled with the steps that

will take place.

When the users use this simulator, many windows will appears, which will allow
the users to interactive with it, by several buttons labels with steps, this interactive
allowing the user to select the algorithms, define the encryption key, and define the
string being encrypted. so during the process of satting up the algorithm, the simulstor

checks all user input to ensure proper values are entered.

Since this project using Silverlight tool, the simulatar view demonstrations of
certain steps within the algorithm. for each demonstration the uppropriate graphical
and animation will use, all of the demonstrations, like the simulator, are user
interactive allowing the user to step through the demonsiration unti! completion of the

particular step.
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3.6 Summery

This project design an easily modifiable, interactive simulstor for teaching
encryption algorithms, this simulatar supports multiple algorithms, allows the user to
defing the encryption key when appropriate, allows the user to define the string and
the size of the string being encrypted, provides interactive demonstrations of
components within an  algorithm by using mukimedia program, and provides
infeructive step hy step explanations of the algorithms. furthermore, made the

simulator frecly available.
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Chapfer Four

Software System Design

4.1 Introduction
4.2 General Design Option

4.3 Software Detailed Description Of System Components
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4.1 Introduction

This chapter presents project software in more details, it presents design options
and Lools that used in this projecl. and mechanisms used to implement the project and

achieve the goal of it.

4.2 General Design Option

4.2.1 Software Application Options

Since this project acts interactive tool for learning some of encryption algorithms,
and 11 uses bloom’s taxenomy of leaming, so there ane many languages can use as

Java, Vb, C#, and many programs to support multimedia as Adobe flash. Silverli ght.

We prefer 1o use NLT cavironment w program this project, so we use Visual
studio Z010.NET which consider as one of famous tools that used to develop

applications in NET environment. we use C# language in Visual Studio 2010

* Programmer Reasons

I'he programmer of the system has a good background knowledge and
good experience that can help 1o install. configure and deal with Visual Smdio

2010'in a good way and use C# language rather than ather languages.

s lechnology Used

Lsing NET environment since it acts new technology ropresents basic 1o
develop applications that can connect syvstems and information and devices

and users in one and specialized frame,
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»  Tools Lised

Using Visual Studio 2010 which is a powerful soltware used w develop
many applications, and using Microsoft Silverlight since it can work in any

operating systems and any browsers and can work on it easily.

» Application Libraries and good user guide

Visual Siudio 2010 has a huge build-in libraries in it, and thev are open
source. 50 they can help the programmer for develop system in easilv way,
and also support user guide lile that help the programmers 1o use application

and mives them the necessarv assistant while PrOgramming process

4.2.2 Environment Application
This simulator can work as web application or deskiop application, since we

use Silverlight and Silverlight is weh application it will work as web

application.

4.2.3 Software Requirement Specification

This section describes the saftware program that used in this project

4.2.3.1 Visual Studio 2010.NET

Visual studia 2010 is a powerful integrated development envirorment (IDE) that
ensures quality code throughout the entire application life cycle from design (o
deployment. Whether developing applications for SharePoint. the web. Windows,

Windows Phone. and hevond
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To program this project in Visual studio 2010, need SOmME requirements 10 work

properly:
= Software requirement :

Visual studio 2010 can be installed on the tollowing operating svstems:

Windows XP, Windows Vista, Windows 7 Windows Server.

* Hardware requirement:

» Computer that bas a 1.6 GHz or faster processor,

= 1G(32bi1)or2G { 64 hit).

b

3B of available hard disk space.

As mentioned this project uses multimedia programs in leaming, and we
choose Silverlight program to perform this task, Visual studio 2010 is one of the

best tools that used to develop Silverlight,
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i T Sk
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b

Figure 4.1 Visual Stodio 20010 NET envipommen
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4.2.3.2 Microsoft Silverlight 4

Microsoft Silverlight is a powerful tool creating and delivering rich internet

applications (R1A) and media experiences on the web.

To use Silverlight in programming, one of tools which used to develop it should be
installed in our project use Visual Stwlio 2010, and Silverlight also need some

requirements to work properly:

= Silverlight 4 SDK ; which act the basic framework.
# Silverlight 4 tools for Visual Studio 2010

# Silverlight 4 toolkit.

In this section, deseribe how build Silverlight applications, and the fles that will
produce, as show in figure 4.2 we choose Silverlight application in Visual C# to boild

Silverhght application by using Visual Studio 201 0.NET.
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i
| etluged 1w T vt by il OB

Figure 42 Creation Silverlight application
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After we creation the application, twa prajects will praduce as shown in figure 4.3

in solution explorer, the two projects are:

¥ Silverlight application : which is Silverlight projecl.
~ Silverlight application. Web : which contains the web page. where Silverlight

works in it

solution Explarer

s P25
_a Salution ‘SiverightApplicationl’ (2 projects)
4 o SikverdightApplicationd
= Properhes
References
App.saml
) Appaambes
a4 = ManPagexami
=] MainPagesaml.ce
+ B SilverightApplicationl. Web
i Properies
=i References
i ChentBin
2] Sikverlight.js
—| SilverfightApplicetion] TestPage.asps
#| SilverfightApplication] TestP sz htmi
i3 Web.config

=
-

Figure 4.3 solution explorer in Silverlight

In web project there are two pages:

7 Silverhight application test page.aspx

= Silverlight application test page html
In Silverlight project there are many [liles, lwo of them are:

# App.xami: connected with it App.xaml.cs, which contain the code that will be

rin




» MainPagexuaml: connected with MainPage xaml.cs which acts the main form

for the application.
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Figurs 4.4 Microsoft Silverlight environmenl

4.3 Software Detailed Description Of System Components

This section describe the system design in more details, it describes the classes of
the project. and the methods and members of cach class

To achieve the most separation between code and GUL the majority of code is
written in separated classes and an instances ol these classes are created, the project

has four bazic classes,

1. DES class: it is responsible about simulaie DES algorithm,

2 RSA class: it is responsible about simulate RSA algorithm
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3. SHA | class: it is responsible about simulate SHA | algorithm.

4. pser interface class.

I'I"‘TJJ‘.?- IR e [,":'—"_‘._—.-:-:"_-__:_

R e e re-aﬂlaintut{]
pad _two_prime_num( ) rewd key()
wenerate private_public_key() conversion( )
ll:l_]‘tl‘flin“‘-!t( } create 16 subkeys( )
encrvption( ) ahout( ) encude 64bit datal )

decryption( ) how work( ) decryption DES()

: nw_cip?ertﬂt{) show_ciphertext( )
how_plaintexi( ) show _plaintext( )
hout{ ) about{ )

= r
"-..“_‘- /
-\H""‘-“_\H >
b
T
= | f;‘/

(Feedhaek():
Activate( )
Peactivate! )

Figure 4.5 design vlass for simulutor

4.3.1 Data Encryption Standard (DES) Algorithm

When user choose DES algorithm to be simulated by click on DES label, another
window will appear. asked user if he want only information about DES, ar if’ the user

want to do step by step encryptivn, or he want full encryplion.

If the user choose about DES, the system opened new window, that contain
information about DES algorithm. (his information included what DES. and how i

works, and the input and output of DES algonthm.
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The second choose for the user is choosing step by step encryption. when user

choose. he will internct with this algorithm, the system asked the user to enter the
plaintext ( the text that will be eneryption), and 10 enter the key that will used in

gneryplion process.

Then the process of encryption will start, step by step, every step appears along in
window, using graphics and animation to show how cvery siep doing, after encryption
finished, the ciphertext appears, and the svstem asked uvser if he wanl o do the

decryption, il user choose this choosing the same step will happened but in reverse.

The third choose is to choose full encryption, if user choose it, the system asked him

to enter the plaintext and Key, then the svstem shows the ciphertext.

4.3.2 RSA Algorithm

When user choose RSA algorithm to be simulated by click on RSA label, another
window will appear, asked user if he want only information about RS A, or if the user

want 1o do step by step encryption, or he want full encryption.

I the user choose about RSA, the sysiem opened new window, that contain
information about RSA algorithm, this information included what RSA. and how it
works, and how generale privale and public keys. and the input and output of RSA

algorithm.

The second choose for the user is choosing step by step encryption, when user
choose, he will interact with this algorithm, the sysiem asked the user to enter two
different prime numbers to show how peneration the private and public keys,

plaintext { the text that will be encryvption).

Then the process of encryption will starl, step by step, every step appears alone in
window, using graphics and animation to show how every step doing, atter encryption
finished, the ciphertext appears, and the system asked user if he want to do the

decryption. il user choose this choosing the decryprion will start




The third choose is to choose full encryption, if user choose it, the system asked
him to enter the plaintext and private key 10 do encryption. then the system shows the

cipheriext.

43.3 Secure Hash Algerithm 1 (SHA_1)

When user choose SHA 1 algorithm o be simulated by click on SHA 1 label,
another window will appea, asked user i’ he want only information about SHA. 1, or

if the user want to show how SHA_1 work.

If the user choose about SHA_1, the system opencd new window, that contain
‘nformation about SHA 1, this information included what SHA_L and how it works,

and the input and output of SHA_1,

The second choose for the user is choosing how SHA 1 work, if user choose this,
the system will not asked user to enler the message that will be hashed sinee it ver)
large reach 2" 64 bit and it performs very large number of process. it will show how

SHA 1 work step by siep on small data by using graphic and animation
4.3.4 User [nterface
We designed simple and easy user interface, as mentioned this projecl was

designed as web site, when user enter 1o this web sitc, three lubel will find, every one

of this label represent one of the algorithm that will be simulated in this system, which

that are « DES, RSA, SUA_1, figure 4.5 shows the label represent RSA algorthm.

ESSTA

Figure 4.6 RS A label
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'l'o choose one of algorithm, the user will click on the label that represent this

algorithm, then the processes will start, uscs message boxes dialog 10 imleractive with

user, 1o enter the required data, and to show il there any error happened.




Chapfter Five

Implementation and Testing

5.1 Introduction

5.2 Implementation And Testing Procedure
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5.1 Introduction

The whole testing stage will be described in this chapter. we test methods and
procedures that made to implement the project, and fest the oulcomes of simulator o

be sure if the project has achieved the expected poals.

5.2 Implementation And Testing Procedure

System testing is an important step in system implementation, 1 measures the

effectiveness ol the system belore introducing it to the users,

As mentioned the project simulate three of the most common  algonthms n
compuler security, this alyorithms are DES, BSA, SHA |, in project implementation
every alporithm build in separate class, and every one of algorithm has it's

programming, dats fnpul, ouleomes that dilTereal from another algorithm,

In testing stage, first test the methods and code that written to simulate the
algorithms. 1o be sure that gives a correct resull, we compare the given answers from
the simulator by the answers that notice from build-in library in visual studio
20010.NET called * system security.cryptography™ and notice the same answers, after
we lest the program and notice that run successtully, and since this project acts
learning environment, thal apply bleom’s taxonomy we test if this simulator actually

achieve this goals.

5.2.1 DES Implementation and Testing

The code that written for simulate DES algonthm runs successfully, the DES
simulator aceepted correct data, and deal with incorrect data. it asked user to inter
correct date again or sometimes ignore il then it process it step by step, first generate
Create 16 sub kevs. each of which is 48-bits long, second ncode each a4-hit hlock of

data, Kaally output the correct resalt as shown in fgure 5.1.
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DES Algorithm

plaintext:
0123456789ABCDE

ciphertext:

S8SE813540F0ARB405

Figurc 5.1 DES stmulator

5.2.2 RSA Implementation and Testing

The code that written for simulate RSA algorithm runs successlfully, the RSA
simulator accepted correct data. and deal with incorrect data. it asked user to inter
correct date again or sometimes ignore it, then it process it siep by step, first penerate
the private key and public kev, second encryption and decryption the data that user

enter to the simulator, finally output the correct result. figure 5.2 shows step of

generation private key and public key.
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Figure 5.2 RSA simulator

§2.3 SHA 1 Implementation and Testing

The code that written for simulate SHA 1 algorithm runs successfully, the SHA 1

simulator hoshed samples of data since il requires a large amount of data, . then it

process it step by step, lirst append padding bit, sccond proccss message in 512 hit

blocks, finally owput 312 bit message digest. ligure 5.3 shows step of append

padding and process massage in 312 bit blocks.
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Figure 5.3 SHA 1 simulator

524 Outeomes Testing

Since this project acts pedagogical wol that provides inieractive step by step
demonstrations of the encryption processes for various eryptography algorithms and
tools, and as we mentioned, when this project design, it aims (o achieve all domains

ot bloom’s axonomy, which are knowledge, skills, and attitude.

In this section we will test if the intended outcomes that we expected that the user
who will use this learning environment gmins rom this project sclually achieves all

domains of bloom’s taxonomy,

S0 this simulator was be showing for a proup of students in university, some of
them study computer enginecring or computer science, and some of them study
another specialization, some of stwudents who study computer engincering have a
background of this algorithms, aller they using this simulator, they answerad @ sum of

questions, which are:



Led

\:’

4

Do vou study al any lield of computer?

M Yes = Nu

Do you have any buckground about this algorithims(DES, RSA. SHA 177
g Yes ) NGO
[ test the intended outcomes in knowledge domain:
Can you identify the basic types of cryptography algorithms and wols?
o Yes o No
Cun you list the most common algorithms in usc for each type?
0 Yes o Nao
(an you deseribe and explain these algorithms, and how them work?
Yes - N

b L
Can vou compare and cvaluate these algorithms?

o Yes ~ No

To test the intended outcomes in attitude domain:

Can vou ahle to select the appropriste algorithms accerding to specific

situatian?

~ 1C8 ~ No

Can you differentiate between these algorithms?

! Yes () N

To test the intended outcomes in skills domain:

Can vou interactive with these encrvption algorithms ?

Yes No
O o _
Can vou practice and manipulate these algonthms!
3o [ £
Yes ... No
5= O

. Can you use these algorithms in your life?

) YCS 0 No

. Can you build and construct a similar or new algorithms?

¢y Yes o No

. Please mail me if vou find crrors, T will appreciate you much,

bavanihshishivahoo.com



Also since this project build as web site, the above questions written in web site, and

asked users 1o answered them, then the answers send 1o my email

Analysis the guestions:

After collected the guestions and answers, and analyses them, we [ind that 24

studenis answered these questions, from those students 16 students study computer
ir ]

engincering or compuler science, from those students only 7 students have

hackground for these algorithms, and % student study another specialization.

For the second collection of guestions (3 -4):
> 31 students answered they can identfy the hasic types ol cryprography
algorithms.
96 9% of students can identify the basic types of cryptography algorithms,

22 students answered they can list the most common algorithms in use for

v

each type.
92 % of students can list the most commion algorithms in use.
5 18 students answered they can describe and explain these algorithms. and how
them work.
4% 04 of students ean deseribe and explain these algorithms.

14 students answered they can compare and evaluate these algorithms

-

58 o of students can compare and evaluate these algorithms,

For ihe third collection of questions (7-8):
# |6 students answered (hey con 4ble to select the appropriate algorithms
according Lo specific situation.
&7 % of students can able 1o select the appropriale algorithms.
» 17 students answered they can differentiate between these algorithms.

71 84 of students ¢can differentiate between these algorithms

For the fourth collection of questions (9-12):
% 14 students answered they can iteractive with these coneryplion algorithms
58 % of students can interactive with these encryption algorithms.

# 11 students answered they can pructice and manipulate these algorithms.

46 % of students can praclice and manipulate these algorithms.

LN
L=1'




» 4 students answered they can usc these algorithms in his or her life.

17 % of students ¢an nse these algorithms in his or her lite.
# 1 students answered they can build and construct a similar or new algorithms.

4 Y% of students can build and construct a similar or new algorithms,

We notice that results affected by numbers of things, from this things, the
specialized of the leamer, and the leamer background, we nofice that if the vser stud)
compuier engineeting or computer science or he has background of this algonthms,
he will gain more information and interactive with simulator good rather than who
don’t study computer engineering or computer science, or he don't have background

of eryptography alporithms
We can conclude that the project applies knowledge domain and give good results.

also applies attilude domain for specific range and the results not had, but the project

suffers from weakness in apply skills domain, and the resulls was bad.
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Chapter Six

Calculation and Recommendations

6.1 Introduction
6.2 System Achievements
6.3 Real Learning Outcomes

6.4 Recommendations
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6.1 Introduction

The system of computer security algorithms simulator has achieved the main
objectives prepared to. It is now ready lo be used by the students and the intercsted

people, the main features that achieved are:

# The system Identifies some of the security tools and algorithms.
# Using multimedia programs in lcarning, w0 show and understand how the

security algorithms work,

v

Designing interactive environment for eryptographic tools and algorithms, to
use wilh lace (0 [ace learning or sell’ reading material,

7 Making the ol mexpensive or freely available.

6.2 System Achievements

Nearly all the goals of our system have been achieved. In this point the main

schievemenls ol the system are discussed and Lhe ways of achicving it

The project aims to  build learning environmenl for some of cryptography
algorithms, by applving bloem's taxonomy of learning, and using multimedia

programs.

T'o achieve this gosls, we build the project thal simulale the most common

algorithms in eryplography | we try (o apply the three domains of bloom™s taxenomy.

Tuo apply the knowledge domain, the simulator comtains information about every
alzorithm, so the user of svstem can identify this algorithm, how them work, compare

and evaluate these algorithm.

To apply the attitude domain, the simulator conlang three algorithms and every one
represents type of cryptography algorithm, so the user has the ability to choose any of

them, and ditferentiaie between them.




To apply the skill domain, the user interactive with the simulator hy responding with

these algorithms, and choose the data that hie like to encrypiion.

6.3 Real Learning Outcomes

After the implementation of the project we have an experl in the following points:
e Learning how lo build program that simulate some of cryplograpiy
algorthms.
« Learning how to use and program in visual studio 2010. NET, and program in
C# and xaml languages. and Silverlight 4
e Learning how to apply bloom’s faxonomy in learning.

¢ learning how using multimedia program in Jearning,

6.4 Recommendations

It is recommended to add the following ideas and features on this project:

% Add new cryptography algorithms (o the program.
5 This project make sollware simulator, bt another projects can make hardware

simulator by using PIC micrecontroller.
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