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Abstract

Our project take a path in technology improvement, it aimsto improve
communicationsin WLAN through better access point selection which depends on
RSS! and load.

We choose this project becauseit isnot traditional project such as controlling
something through internet or remote control. Besides, this project could be
developed through in the coming years.

Finally ,we got a model which could be generalize for all the studies.
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Chapter One

I ntroduction

1.1 Preface

In this chapter we describe the importance of wireless communications .We provide
asummary about the problem we are considering and some related works that have a

relationship to this problem.

1.2 Motivation

In the last few years there has been avery fast growing in communications, and wireless
communications technology is becoming one of the fastest growing technologies,
especialy in this century, 21% century .In other words wireless communications
technology now is becoming an important part of modern life ,from cellular telephone
systems to personal and local area networks. There are many projects and researchesin
the wireless communications field. All aim to make the communications simpler and

easier.

Due to the aforementioned reasons ,we have chosen a problem in wireless
communications ,specifically we focus on WLANS. Our project isin the field of Wireless
Local AreaNetworks(WLAN) technology .This technology iswidely popular. We
address the Problem of load control in WLANS. We aim to improve the communication
in WLAN through distribution of load among access points.

To achieve this ,we think that the current implementation of user —AP association doesn’t
provide the expected performance .Therefore ,we believe that a better performance can be
achieved if we consider the load on APs in the association process . This can be

performed either at the access point selection phase or while the network is operating.



1.3 Related works

In [1],the authors propose that the potential bandwidth between AP and end-host isan
important metric in the process of AP selection. They described a methodology for
estimating the potential bandwidth based on delays experienced by beacon frames from
an AP.

In[2] ,the authors propose a description of Virgil, an automatic access point discovery and
selection system. Unlike existing systems that select access points based entirely on
received signal strength ,Virgil scansfor all available APs at alocation, quickly
associates to each, and runs a battery of tests to estimate the quality of each AP’s

connection to the Internet.

1.4 Problem definition

Thetitle of our project isimproving communication in WLAN through better AP
selection. When an AP isvery loaded ,it might not be able to serve some usersin a good
way.

Load is defined in many ways ,it may be defined as the number of the active users
connecting to AP, or how much the AP will be busy(B) due to an interval time(T)
selected by the administrator as shown in the figure, therefore load isB/ T.

T
Figure1-1: Bdueto T

Thisisthe principle that we will follow. Load is not enough to solve the problem ,another
condition we will follow, Received Signal Strength Identification (RSSI )value or the
power level. Therefore the ideais that a user assess periodically its connection and move

to another AP that islessloaded and has more power than the current AP .



To get the solution, we must have a general background about wireless communications

technology .This background represents the difference between wired and wireless

networks and the architecture of wireless networks ,and we must have a clear picture

about WLAN thiswill be explained in the next chapter.

1.5 Timeplan

The following time plan shows the time scheduling in the first semester.

Week

Task

10

11

12

13

14

15

16

Selecting the project.

Collecting
information
Jiterature review and
related theory.

Requirement
analysis

Writing
documentation

Presentation

Table (1-1): First semester time plan




The following time plan shows the time scheduling in the second semester.

Week

Task

Installing fedora
(ubuntu) on
computers.

Installing other
programs (Madwifi ,
traffic, c++).

I mplement wireless
connection between
AP and computers by
netgear card

Software
programming

I mplement some
experiments

Writing
documentation

Pr esentation

Table(1-2): Second semester time plan




1.6 Finance study

The following table shows the hardware parts needed for the project and their cost.

Equipment Required quantity Cost per unit
L aptop 3 1000 $
Access point 2 50%
Netgear card 3 50%
Total cost 3250%

Table (1-3):hardwar e parts cost

1.7 Report contents

This documentation is divided into chapters ,and the following is a brief description for
each chapter:

Chapter One: Introduction

This chapter introduces a general idea about the project ,its important, related works

,problem definition, time plan and finance study of the project.

Chapter Two: Theoretical Background
This chapter provides a background on WLANSs(technology that we used).




Chapter Three: System Model
This chapter explains project scenario, software and components needed, and how they
relate.

Chapter Four: Experiments

This chapter provides the experiments that we executed for this project.

Chapter Five: System I mplementation
This chapter provides our worksin Linux system ,how to associate with an access point,

how to program in ¢ language

Chapter Six: Summary
This chapter provides the implementation of the project’s system, where we stopped

,what the future works of the project.
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Chapter Two

Theoretical Background
2.1 Preface

This chapter provides a background on WLANS. It explains the differences and the
similarities between wired and wireless LAN, the air link in WLAN between transmitter
and receiver ,the architecture of wireless networks, types of WLANS ,network services
,and the standards of WLAN (physical layer and MAC layer).

2.2 similarities and differences between wired and wirelessL AN

Wireless networks are designed to support the same standards and the same protocols as
wired networks support, but there are some differences between them .

These differences can be summarized as advantages and disadvantages of the wireless
Local AreaNetworks WLAN.

Advantages of WLAN

1. Hexibility: WLAN is very flexible within the reception area ,nodes can
communi cate without restrictions.

2. Planning: wireless ad-hoc networks don’t need previous planning ,but wired
networks need previous planning. In ad-hoc the devices follow the same
standard so they can communicate ,but in wired networks additiona cabling
with the plugs and probably interworking units (for example switch) have to
be provided ,in other words wired networks need wiring plans.

3. Design :wireless networks don’t have wires ,there is no wiring difficulties .

4. Robustness: wireless networks are more robust against disaster.

5. Cost: adding more devicesin wireless network will not increase cost.



Disadvantages of WLAN

1. Quality Of Service(QOS): wireless networks have less QOS. Wireless networks
have less bandwidth compared to wired networks

2. Safety and security: the protection of the transmission data in wireless networks
doesn’t exist or it may be less than it in wired networks. Wireless networks have

low safety and security.

2.3 Infrared versusradio transmission

WLANS can be set using one of the two different basic transmission technologies,
infrared light or the radio transmission .

Infrared technology uses a diffuse light . The advantages of this technology are its
simple, and cheap sender and receiver which are integrated in many mobile devices,
in addition to this infrared doesn’t need licenses.

The disadvantages of infrared technology are its low band width compared to other
LAN technologies ,and it is easily shielded. An example of thistechnology is
IrDA(Infrared Data Association) interface available any where.

Radio technology uses the license free ISM band at 2.4GHz .Its advantages arein its
coverage area .In radio technology , coverage areais large. Radio technology has very
limited license for frequency band and thisis a disadvantage of this technology. an

example of radio technology isWLAN in laptop .

2.4 The architectur e of wireess networks

The architecture of the wireless networks is divided into logical architecture and physical
architecture .

10



2.4.1 Logical Architecture

It isthe structure of the standards and the protocols that make a connection between
nodes(physical devices) and control data flowing between them.

This architecture is represented by the seven layers of Open Systems Interconnect(OSI)
network model ,and the protocols that operate in this model.

2.4.1.1 OSl network modé

The open systems interconnection model divides the application to application
connection into seven layers as shown in figure 2-1.

Application

Presentation

Session

Transport

Network

Datalink

Physical

Figure2-1: OSI layers
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There are some organizations that produce the standards of many layers such as Institute
of Electrical and Electronics Engineers(IEEE) .

Principally ,the logica architecture of a wireless network is determined by layer
two(Datalink layer) and layer one (physical layer).

Laver 2 Logical Link Control layer{L L)
Data Linlk Layer

Medinm Access Control layer{MVLAC)

Layer 1 o e :
Physical Layer Physical Iayer(PHY)
OSI modd layers |EEE 802.11 specifications

Figure 2-2:0Sl layersand |EEE 802.11 specifications

2.4.2 Physical architecture

It is represented by wirel ess networks topologies and hardware devices .
Wireless networks topol ogies:

1-Point to point connections: it has many situations:

a) peer to peer connections(ad-hoc connection).

12
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Figure 2-3: peer to peer connection

b)LAN wireless bridging.
A bridge can be used to connect networks (figure 2-4),it acts as the connection point to
the Wireless LAN.

A@e&s Point Access Point ™~ ~
(Bridge Mode) (Bridge Mode)

Figure 2-4: WL AN bridging
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c)Bluetooth.

It is an open wireless protocol for exchanging data over short distances (using short
length radio waves) from fixed and mobile devices(figure 2-5), creating personal area
network(PAN).

4/'Sm t phone
Lap top \
Tablet computer

Figure 2-5: Bluetooth connection

d)IrDA( Infrared Data Association )
The Infrared Data Association is a consortium of vendors that has defined low-cost IR
communications characterized by:

1.Directional point-to-point communications of up to one meter

2.115-Kbps and 4-Mbps connectivity

3.Walk-up ad hoc connectivity for LAN access, printer access, and portable computer

to portable computer communications

2-Star connection
This connection is shown in figure 2-6,the node at the center may beaWiMAX base

station ,WiFi access point, or Bluetooth master device.

14



Figure2-6: star connection
2.5 Typesof 802.11 WLANSs

WLAN networks have 3 basic components :
1- access point(AP):it isacontrol medium access that provides an interface
between a set of stations, known as Basic Service Set ,and the Distribution
System.
2- Station: any device that implement MAC and PHY layer of WLAN .
3- Distribution System(DS): A network component that connects the access
points and their associated BSSs to form an Extended Service Set(ESS).

There are two basic architectures of WLAN :

1-Ad-hoc networks aso called Independent Basic Service Set IBSS ,in this network the
station communicates directly with each other without connected to an access point as
shown in the figure below .The stations can only communicate if they can reach each
other physically ,if they are within each other's radio range.

In ad-hoc network the complexity is higher because every node has to implement

medium access mechanisms ,mechanisms to handle hidden node problem.

15



Figure 2-7: ad-hoc network

2- Infrastructure network also called Basic Service Set BSS. In this network the stations
communicate with each other through an access point as shown in figure below .The
design of this network is simpler than ad-hoc because most of the network functionality is
within the access point. Thistype is better than ad-hoc network it doesn't restrict the
distances between stations but stations should be within the coverage range of AP.

Lapiap

BSS oo

Figure 2-8: infrastructure networ k
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2.6 Network services

In WLAN networks there are a set of services which are devided into two groups ,the
station services and the distribution services.

Station services:
1-Authentication service: this service enables a receiving station to authenticate another
station prior to association. There are two types of this service:

a.open system authentication :this type has less security.

b.Shared key authentication: both stations have received a secret key.
2-Deauthentication service :prior to disassociation ,the station will deauthenticate from
the station that it intends to stop the communication with it.
3-Privacy service: this service enables data frames and shared key authentication frames
to be optionally encrypted before transmission .
4-MAC service dataunit delivery(MSDU): this service provides delivery of dataframes
from the MAC in one station to the MAC in one or more other stations.

Distribution services:

1- Association: this service enables a connection to be made between station and
access point.

2- Disassociation: the station disassociates when it |eaves the network.

3- Reassociation: this service allows the station to change its association from one
access point to another exists in the same extended basic service set(EBSS).

4- Distribution: this service alows the station to send frames to another station exist
in the same BSS or another within the EBSS.

5- Integration:this service is used to convert frame WLAN to framein wired LAN and vice

versa.

17



2.7 Discovering and joining a networ k

In order for the mobile station to communicate with other mobile stations in ad-hoc or
with AP ininfrastructure, the station must first find the stations or APs .The
discovering of the stations or APs can be achieved by scanning.

The scanning may be passive or active . In passive scanning(figure 2-9a) the station
listens to each channel for beacon frames ,this type of scanning allows the station to
find a BSS without consuming power ,but the time needed islarge.

Beacon frame that the AP sends includes basic information that the station needs to
know before joining the network. These information are the channel and SSID. SSID
is the human readable name for the network ,it is assigned by the administrator.

After completing the scanning ,the station has the needed information about the BSSs
inits range. In active scanning(figure 2-9b) the station triesto find BSSsin its range
this type allows the station to find BSS with a minimum time and large consuming
power . the station sends a frame which called probe request for each channel and
then APs send probe response frame that contains the same information the Beacon
contains. After scanning ,the stations will choose one of the BSSs to join with before
associating with it . joining means that the stations matches its parameter with the

received parameters from BSS.

18



Figure 2-9: (a) passive scanning and (b)active scanning

2.8 WLAN standards

The 802.11 standards cover two physical layers ,physical layer (PHY) and medium
access control layer(MAC).

DLC

Figure 2-10: |EEE 802.11 protocol architecture and management
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2.8.1 Physical layer ( PHY)

The physical layer can be interface between MAC layer and wireless medium by
transmitting and receiving frames. the PHY provide three sub layer ,

PLCP (Physical Layer Convergence Procedure) sub layer that controls the exchange
frame between the MAC and PHY .PMD (Physical Medium Dependent) sub layer that
can be control the transmitted frame, which in PHY uses signal carrier and spread
spectrum modulation. The PHY provide a carrier sense which back to the MAC to verify
the activity of the medium.

IEE802.11 provide three different PHY media
1-Direct Sequence Spread Spectrum(DSSS) PHY

The DSSS PMD takes binary data from PLCP protocol data unit and transform them into
RF signals, the PPDU frames consist of a PLCP preamble, PLC header and MAC
Protocol Data Unit (MPDU).the PLCP preamble is to acquire the incoming signal and
synchronize the demodulator and the PLC header it is contain information about MPDU,
and both are transmitted at IMHz , but MPDU can be sent at 1,2MHz.

Barker spreading method

It is aspreading sequence used in every STA in IEEE802.11. In the transmitter this
sequence will be (XOR) with information in the PPDU then the signal will be spread over
awider band width, each DSSS PHY channel has 22MHz of band width. this
technology uses asingle wide band channel ,and operate in the unlicensed 2.4 GHz ISM
band.

2-Frequency Hopping Spread Spectrum(FHSS)PHY

The FHSS PMD takes the binary information from PSDU (PLCP Service Data Unit)and

transform them into RF signal for wireless medium.

The PPDU frames contain of PLCP preamble and PLCP header ,and both are transmitted

at 1M bps.the PLCP preamble which is used to acquire the incoming signal and

synchronize the demodulator, and PLCP header contain information about PSDU .The

FHSS PMD can be controlled the channel hopping ,so it is transmit the PSDU by hopping

from channel to channel in random mode .the total available bandwidth is split into many
20



channels of smaller bandwidth plus guard spaces between the channels ,at the receiver
must be set at the same hopping code .A set of hopping codes that never use the same the
same frequencies at the same time it must orthogonal FHSS comes in two variant ,slow
and fast hopping.

In slow hopping ,the transmitter uses one frequency for several bit such as use frequency
F2 for transmitting the first three bit ,then the transmitter hops to the next frequency F3
and so on .the advantage of slow hopping system is cheaper and have relaxed tolerance
,but they are not immune to narrow band interferenceas  In fast hopping system :the
transmitter changes frequencies several time during the transmission of single bit so, the
transmitter and receiver should be synchronized but this system is better to overcome the
effect of narrow band interference and frequency selective fading .

3-Infrared (ID) PHY

IR uses visible light as the transmission media ,with wavelength 850-950 nm .1t depend
on line of line of sight or reflected of objects ,because it can’t pass through the wall as
DSSS and FHSS radio signal .IR PMD sub layer can control the data transmission over
medium ,which take binary information from the PSDU and transforms them into light
energy emissions for the wireless media.IR PLCP sub layer contains the PLCP preamble
,PLCP header and PSDU .The PLCP preamble has the incoming signal and synchronize
the modulator and the PL CP header contain information about PSDU and both are
transmitting at IMbps, but PSDU can send at 1,2Mbps.

21



2.8.2 Medium Access Control layer (MAC)

The MAC layer isimplemented in every station .

MAC layer has three basic functions:

1-1t provides data delivery service to the users of the MAC through frame exchange
protocol.

2- It controls access to the shared medium through two access mechanisms ,distributed
coordination function(DCF) and point coordination function(PCF).

3- protection the delivering data.

Frame exchange protocol
It is an access mechanism ,it is implemented by WLAN to make the source station to

know if the framethat it sent isreceived at the destination or not.

Frame exchange protocol includes two frames ,the first frame is the frame that the source
sends .When the destination receives this frame it sends acknowledgment to the source.
This acknowledgment is the second frame .

Some times the source doesn’t receive an acknowledgment due to errors in the first frame
.S0 ,the source try again to send its frame. This situation called retransmission of the

frame.

Hidden node problem

Every station in WLAN can’t be expected to communicate directly with every station
,therefore the hidden node problem resuilts.

This problem appear when there are more one station communicate with one destination,
these stations are unaware of each other. The following example, shown in figure 2-11,
will explain this problem.

There are three stations A,B and C. Each station has a coverage area ,it can communicate
with any station exists at this area.

Station A has only station B in its coverage area, and also C has only station B in its
coverage area, and station B has the both stations A and C in its coverage area . therefore
both stations A and C communicate with only station B, but B communicate with both A
and C. Cisahidden node for A and A isahidden node for C.

22



Station A sends a frame to station B ,station C can’t receive this frame so C would
unaware of the transmission coming from A to B .In the same time station C will send a

frame to B ,the result of the two transmissions will be a collision between the two frames.

Figure 2-11: Hidden node problem

To over come this problem , two frames are adding to the frame exchange protocol,
request to send (RTS) and clear to send (CTS).

The source(A) sends RTS to the destination(B) .when the destination receivesthis RTS it
sends CTSto the source .RTS and CTS are received by other stations(C) ,these frames
contain information that make other stations to delay any transmission of their own .
When the source receives CTS,,it will send its frame to the destination then the
destination sends acknowledgment.

Any failing in frame exchange protocol allows other stations that received RTS and CTS
to regain control of the medium and causes retransmission of frame by the source station,
collision will happen in this situation .

To avoid collision ,each frame has retry counters and timers to limit life time of the
frame.

23



2.8.2.1 The basic access mechanism in WLAN

The basic access mechanismsin WLAN s carrier sense multiple access with collision
avoidance (CSMA/CA) .

CSMA/CA depends on two types of carrier sensing:

1. Physical carrier sensing : this mechanism provided by the PHY . | n thistype the
station listen to the medium before beginning the transmission if it isidle or not
depending on timing intervals. If the medium is not idle the station will not begin its
transmission, if the station begins its transmission while the medium is not idle then

collision will happen .

2.Virtua carrier sensing : in WLAN ,MAC uses collision avoidance which implemented
using Network Allocation Vector(NAV) .NAV indicates the amount of time that remains
before the medium becomeidle.

Timing intervals:

In WLAN there are five timing intervals ,two intervals are determined by physical layer ,
the Short Interframe Space(SIFS) and time dlot.

The additional intervals depend on the previous intervals:

1.Priority Interframe space(PIFS) which equal to one SIFS plus one slot time..
2.Distributed Interframe space (DIFS) which equal to two SIFS plus two sots time.
3.Extended Interframe space (EIFS) which isthe largest interval timing .

DCF operation

If the physical carrier sense and virtual carrier sense indicate that the medium is not busy
for aninterval DIFS ,MAC begins transmission to the frame. If they indicate that the
medium is busy then MAC will select a contention window(random back off window)
and the retry counter will be increased ,figure 2-12.
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time

O — transmit frame

free
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frame —™ DIFS frame
i -
¥ time
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busy random backoff
defer acceas window

(b)

Figure 2-12: Basic access mechanism :(a) medium sensed free
(b)medium sensed busy

PCF operation

PCF is controlled by point coordinator(PC), which islocated in an AP .PC has a polling
list, every station requests PCF will be registered on the polling list by PC ,then PC will
polls these stations for traffic .

25



2.9 Framefor mat

2.9.1 General frame format

bytes 2 2 6 6 8 2 6 02312 4
frame duratlon/ | address | address | address sddress frame FCS
control |n] 1 2 3 control 4 bady

If- Header »
(a)
bite: 2 z 4 1 1 1 1 1 1 1 1
pratocal o frarm rrc e poWwWer  mMore
wersion Tepe: ebbtrpe DS Ds frap. retry mgt. dafa WEE R
(k)

Figure 2-13: MAC frameformat:(a)l EEE 802.11 frame for mat

(b)frame control field

The frame format has many fields ,each oneis explained as the following:

1-Frame control field is 16 bits ,it contains the following subfields:

Protocol version(2 bit): it is used to indicate the version of the current protocol.

Type( 2 bit):it isused to indicate if the frame function is control (01)or
management(00) or data(10).

Subtype: each type has many types, these types are indicated using subtype field
which has 4 bit .For example management frame has 0000 for association request and
0010 for reassociation request .

To DS(1 bit):it isused to indicate if the frame is sent from the station to an AP, in this
case the bit valueis 1.

From DS (1 bit):it isused to indicate if the frame is sent from an AP to the station, in

this case the bit valueis 1.
26



¥ Morefragments(1 bit ): it isused to indicate if the frame is not the last fragment of
data.
¥ Retry (1 bit): it isused to indicate if the frameis transmitted for the first timeor itis
retransmitted.
¥ Power management(1 bit): it is used to indicate the mode of the station after the frame
transmitted successfully .If it is O then the station isin active mode ,if it is 1 then the
station isin power save mode.
» Moredata(l bit): if thisbit is 1 then thereis at |east one frame buffered at the AP for
the station, if it is O then thereis no frame buffered .
¥ WEP(1 bit):it isused to indicate if the security mechanism is applied or not.
¥ Order(1 bit): itisused if thishitis 1 ,the received frame will be processed in restrict
order.
2- Duration/ID : itslength is 16 bit it has updating information for NAV. the station used this
information to retrieve the frames that are buffered at the AP.
3-Address 1. itslength is 6 bit. It is the address of the MAC that transmitted the frame
through the wireless medium, so it is called the transmitter address (TA).
4- Address 2: it has 6 bit length .1t is the address of the MAC that received the frame ,for this
reason it is called the receiver address (RA).
5- Address 3: it isalso 6 bit length. It is called the source address, because it point to the
MAC that originated the frame.
6- Address 4: it has 6 bit length .it is the address of the destination that the frameis sent to,so
it is called the destination address.
7-Sequence control: it includes two subfields ,4-bit fragment number and 12-bit sequence
number.
8- frame body: this field contains the information specific to the management frame .Its
lengthis variable
9- Frame check sequence(FCYS): it contains the results of applying the CCIT CRC-32
polynomial® on the header and frame bodly.

LeM)=XE s X A X2 X2 X X+ X+ X+ X+ X+ X+ X+ X2+ x+1
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2.9.2 Special control packets

The specia control packets are:
1- Request To Send(RTS): RTS frame format” is shown in figure 2-14(a).
2- Clear To Send(CTS): CTS frame format is shown in figure 2-14 (b).
3- Acknowledgment(ACK): ACK frame format is shown in figure 2-14(c)

brte 2 2 6 B 4
frame | 4 oratien | RA TA FGS
control

(@)
Itz i 2 [ 4
framsa .
cantrol duration RA ‘ FCE ‘
(b)
i 2 2 B 4
frame .
coritiol duration RA FC3
(c)

Figure 2-14: (a) RT S frame for mat
(b)CTS frame for mat
(c) ACK frameformat

! all subfields are described in the previous section
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2.10 Some enhancements of WLAN

P 802.11a alowsfor datarate 54Mbps and 5GHz band and use orthogonal frequency
division multiplexing ,which use multiple carrier signal at different frequencies and send
some bit on each frequency ,but its suffers problems with coverage because it utilizes the
five GHz band ,so its covers small area ,and another problem in 802.11a devices which
share the same spectrum to radar and satellite communication system ,also some
countries require to mechanism for operation dynamic frequency selection (DFS) and
transmit power control (TPC).

P 802.11 bistheorigina Wi-Fi standard ,providing 11Mbps using DSSS on the 2.4GHz
band

# 802.11 g enhances data rate to 54 Mbps using OFDM modulation on 2.4 GHz band
Interoperable in the same network with 802.11 b.
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Chapter three

System Model

3.1 Preface

This chapter explains the system model of the project. It includes the scenario and the
soft wares needed .it explains the system components and how they relate .

3.2 Project scenario

Asyou seein ascenario (figure 3-1)some access points are loaded, because station send
sequence of frame to busy the basic service set (BSS), and other |aptops located at the
coverage of two or more access point, so any laptop must decide at any access point
should be connect, this decision according to the received signal strength and the load in
each.

There are problem will face our such as the interference, since the power maybe reach
each other if the distance insufficient to far them, so we do experiment when the access
point at the same channel and at different channel and at the region of coverage more
than one access point and note the behavior of station, if the station found that the access
point isloaded it will transfer to another one not loaded, but if all access point is loaded
nothing will happen.

3.3 Flow chart

The flow chart of the system is shown in figure 3-2.
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Figure 3-2: flow chart
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3.4 Softwar es

3.4.1Linux

Linux :is operating system built in C language which isrobust, stable and secure. the
Linux WLAN support various card such as net gear wireless network cards have ordinary
Ethernet names like ethO, and can also be normally addressed with tools like ifconfig or
ip. and can manipulate the basic wireless parameters ,allow to initiate scanning and list
frequencies, bit-rates, encryption keys, allow to get per node link quality ,allow to

mani pul ate the Wireless Extensions specific to adriver (private) and allow to name
interfaces based on various static criteriaby using wireless
commands(iwconfig,iwlist,iwspy,iwpriv,ifrename,...etc) .

In our project weinstall fedora and down load MAD WiFi driver to activate these

commands.

3.4.2 Madwifi ( Multiband Atheros Driver for Wireless Fidelity)

One of the most advanced WLAN driver available for Linux .It isacomputer program
allowing higher —level computer programs to interact with a hardware device ,and it
communicate with the hardware (Network Gear Interface Cards ) through computer bus
,and can describe it as translator b/w hardware device and the application operating
system that use it .Madwifi abstracted into logical and physical layers.Logica layer
process data for a class of devices .Physical layer communicate with the device
(NGIC).When the (NGIC) needs to respond to the OS ,it uses the Physical layer to speak
with the logical layer and the OS use logical layer to implement OS request to the
physical layer that operate with hardware .



Operation modesin Madwifi :

e Station:

The (NGIC)will operate astypical WLAN client station (and it is the default mode if not
otherwise specified .

e AP(Accesspoint) :

The (NGIC) will operate as the Access point for other WLAN client stations.

e Adhoc (Ad-hoc) :

This deviceisin apeer-to-peer(s) WLAN without the need for an Access point .

e Monitor :

The (NGIC) can be used to “sniff” raw 802.11 frames .

e \Wds (Wireless distribution system) :

(NGIC) can be used to create layer wireless network by linking several Access point
together .Some of features that have been designed to increase throughput and a
achievable ,including frame a aggregation ,jumbo frames ,on —the —fly data compression
and channel bonding .

e Seamless Roaming :

Switch seamlessly to another access point if the current link gets weak .

e Wi-F Multimedia:

-Quality of Services extensionsfor WLAN (IEEE 802.11¢).

-Transmit Power Control (TCP) .

-Automatic adjustment of transmit power (IEEE 802.11h).

-Dynamic Frequency Selection (DFS) .

-Automatically avoids channels that are used by radar and similar applications (IEEE
802.11h).

-Background Scanning :Scanning other channels without loosing data .
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3.5 System components

1-Netgear card: it isshown infigure 3-2

PROXIM ORINOCO 802.11b/g Gold (Model :8470-WD)

Driver:Madwifi-ng

Chipset: Atheros

Notice :To set monitor mode type "airmong-ng start wifi0"and then use athl

If your card does not appear to be recognize when you first insert it ,type "modeprobe ath

pci"and then run "dmes" again.

(b)

Figure 3-3:Netgear card for :(a) laptop (b) pc computer
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2-Laptop

We will use many laptop to installing programs to do scanning operation ,traffic the
network and other operations required in project ,the soft wares needed in project are
Madwifi driver ,Linux and traffic generator .the laptop acts with access point which it
transfers data from laptop to another in the same ESS or another or to internet and vice
versa thistransferring ismade by the netgear card that is connected with | aptop.

The traffic generator will operate by using laptop to make the access point busy by

sending frame, in this case the access point become loaded .

3-Access point

We can describe it as a bridge to access data to the specified destination .The access point
will be compatible with the network interface card (NIC) . AP providing wireless
telecommuni cations interfaces which comprises: aradio frequency (RF) to transmit and
receive data and contain a buffer and memory unit for storing data temporarily .

3.6 Interface between access point and station

Aswe mentioned in chapter two the scanning and joining. The access method of the

MAC isCSMA/CA must beimplemented in all stations, because any station that wishes

to transmit a frame senses media to check whether other stations are transmitting frames.
If the media are not busy, a transmission operation starts.
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Chapter Four

Experiments

4.1 Preface

This chapter provides the experiments which we executed, upload experiment and its
results, download experiments and its results .It aso provides results as curves .

4.2 The executed experiments

We executed some experiments to explain how the signal strength (RSSI) and bandwidth
decrease when the distance between the station(client) and the access point increases and
the load from the loader increases.

These experiments need hardware and software . The only software that we used is I perf
. Iperf isasimple server-client based tool for measuring TCP and UDP performance
between two endpoints. We make the software to run in server mode and to measure
UDP throughput by using (iperf —s—u) command (figure 4-1a), and we make it in another
computer to run in aclient mode by using (iperf -c IP address -u) command (figure 4-2b).
Where s means server, ¢ means client and u to measure UDP throughput . We put the IP
address to till the client that the server islocated at that IP address.

The hardware that we used is two access points and three laptops, one as a server and two
asclients .The clients are divided into aloader and a client. loader’s function isto

increase the load on AP, number of bits per second ,while the client has afixed load .
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Figure4-1: (a)the server (b) the client
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We executed two experiments as follow:

First experiment

Upload : the client (station) sends to the server ,figure 4-2. Thisexperiment isdivided in
three stages ,each time the distance between the client and the AP increases.

First stage, loader is nearer to AP1 than the client , we examine the RSSI ‘of AP1 at
loader and client(-46dBm) locations and we note that it is higher at loader than client. As
we explained previous the loader increases its load (bits/sec),in our experiments we
started the load at 100K bps and each time increases by 100K bps until it reaches

10000K bps then it increases by 1Mbps (shown in figures?) , and the client has 500K bps .
At each time the load increases we take note of the bandwidth of the client ,then we
make the client to load on another access point (AP2) has lessload but less RSS
(-71dBm).

Second stage is the same as the first one ,but the distance between AP1 and the client
increases . Third stage is also the same as the previous stages but the distance between

the client and AP1 increases more .

Second experiment

Download: the sever sendsto the client .This experiment is divided in two stages as
experiment one, each time the distance between the client and the AP increases. Here we
used additional hardwares ,we used a switch and another server ,shown in figure 4-3.
Server 1 sendsto APL increased load, server 2 sends to AP2 fixed load .

! The way that we used to measure RSS! is explained in chapter five.
2 The figures are shown in appendix .
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(([R) Server™, ()

AP2

.

AP1

Loader
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Client
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AP1RSSI=-46dBm
AP2 RSSI=-71dBm

(@

Client

500 kBPS
AP1RSS| =-46dBm

AP2RSSI =-71dBm

(b)
Figure 4-2 :Upload experiment(a) Client associates with AP1

(b) Client associates with AP2
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Figure 4-3:Download experiment (a)client associates with AP1
(b)client associates with AP2
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4.3 Results of the experiments

Results of the experiments are summarized in the following tables .

load goodput

kbits/sec | kbits/sec

100 499

200 494

300 500

400 494

500 498

600 490

700 470

800 467

900 452

1000 436

2000 420

3000 406

4000 392

5000 346

6000 327

7000 318

8000 309

9000 261

10000 111

11000 11.7 ma’I;'VT/“m load

12000 11.7 ma’E‘;VrU“m load

13000 11.7 ma’E‘;VrU“m load

14000 11.7 ma’E‘;VrU“m load

15000 11.7 ma’E(;VT/“m load

16000 11.7 ma’E(;VT/“m load

17000 420 at APL

18000 470 at AP2
(1-a)



load goodput
kbits/sec kbits/sec
100 452
200 436
300 436
400 420
500 368
600 420
700 406
800 318
900 327
1000 245
2000 203
3000 193
4000 190
5000 113
6000 103
7000 90.5
8000 71.3
9000 84
10000 84
11000 82.2
12000 11.7 at maximum load
13000 11.7 at AP1
14000 490 at AP2
(1-b)
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load goodput
K bits/sec K bits/sec
100 490
200 452
300 406
400 392
500 318
600 309
700 287
800 267
900 226
1000 210
2000 203
3000 173
4000 170
5000 166
6000 134
7000 118
8000 114
9000 104
10000 84
11000 71
maximum
12000 11.7 load
maximum
13000 11.8 load
maximum
14000 11.8 load
15000 392 at AP1
16000 436 at AP2
(1-0)

Table 4-1:Upload experiment (a) first stage
(b)second stage
(othird stage
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From the results', we see that in the first stage® (RSSI for AP1=-46dBm and for
AP2 =-71dBm)) the client wasn’t affected with the load increasing® too much, the effect
appear when the load becomes more than 900K bps ,so the goodput of the client decreases
but not much. When the load becomes 11Mbps ,the results don’t change ;because 11
Mbps is the maximum rate that we can send ,that is because we used wireless
cards(b/g).In the second stage*(RSSI for AP1=-63dBm and for AP2 =-77dBm ), results
become clearer; goodput of the client decreases at the beginning (when theload is
100K bps).At the third stage® (RSS! for AP1=-77dBm and for AP2 =-85dBm ) ,results
become more and more clearer than the previous experiments, goodput of the client
decreases in bigger rate. For all stages ,goodput of the client decreases because |oader
takes higher bandwidth at each time load increases but it increases in high rate after the
client associates with AP2 .These explanations are summarized in figure 4-4.

! Resultsiniperf program shown in APPENDIX .
Zfigure 2.
3figure 1.
* figure 3.
® figure 4.
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Load | Goodput(APl) | Goodput(AP2)
Kbits/sec Kbits/sec Kbits/sec
500 981 999
600 891 978
700 841 962
800 814 869
900 808 789
1000 771 935
1500 670 654
2000 506 993
2500 356 940
3000 337 824
3500 303 745
4000 299 753
4500 214 789
5000 149 747
(2-a)

50




Load | Goodput(APl) | Goodput(AP2)
Kbits/sec Kbits/sec Kbits/sec
100 994 411
200 982 518
300 972 513
400 962 588
500 958 623
600 949 651
700 925 637
800 890 638
900 880 653
1000 774 692
1250 769 651
1500 700 693
1750 699 715
2000 677 738
2250 655 719
2500 654 733
2750 570 735
3000 561 743
3250 525 796
3500 462 856
3750 324 868
4000 256 859

(2-b)

Table 4-2:Download experiment (a) first stage
(b)second stage
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In this experiment ,at each time the loader increases, the client associates with AP1 then
with AP2 to note the difference in the goodput results between the access points .

From the results', we see that in the first stage (RSSI for AP1=-60dBm and for AP2 =-
81dBm) the client affected with the loader increasing on AP1from the beginning ,so the
goodput decreases, here when the client associates with AP2 we see that the difference
between the goodput resultsis not much ,so it is not necessary for the client to associate
with AP2 because the connection doesn’t improve much (goodput results are nearly the
same).But when the loader becomes 2000K bps ,the difference becomes clear and it is
better for the client to associate with AP2 .

In the second stage ,the distance between the client and the access points increases and
the signal power decreases(RSSI for AP1=-80dBm and for AP2=-88dBm), it is clear that
the client must be connected with AP1 because athough the loader increases ,it is better
for the client to associate with AP1( more goodput than AP2 ) .But When the |oader
becomes 1750kbps,it is better for the client to associate with AP2(more goodput than

AP1) . dl of the previous explanations are summarized figure (4-5).

! Resultsiniperf program shown in APPENDIX
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Chapter Five

System | mplementation

5.1 Preface

This chapter provides our working in Linux system ,association with access point and

testing power signal level and packets for the access point.

5.2 Terminal

Terminal (figure 5-1) isawindow in Linux system used to install any program in Linux
.Through it we install Madwifi driver and C++ language ,also we make an association
between an access point and a station and we test the signal power level (RSSI) and

number of packets that receiving at access point through it using some commands.

r e B = T -'.-'-o.\

=] IadiarTad- lantop: lellEi |
FAlc Edil Miow Tzomical Holp
ladiaofled  luplop:-5 |

-

Figure5-1: Terminal window in Linux
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5.3 The association with an access point

To make an association between an access point and a station we use the command that

appear in the following window:

. "‘t Applicalivn:  Flecer  Syslem ;5-:5 u' = L]

M@EM@* T
Flo  EBdil Wicw  eomisal Help
odionfad lapoop:-% sude i

fuolgled- Laplop: ¢ lweonTiy TElhl essid les -
rantgfad- 1arfrn1ﬂ iwennfig athl ap @A: 2230 47:5A: ':|.-~
footdfad-laptop:~#~ yrortig e

Lo e wireless ox (eTsiTms . SR

F~ A ne wireless extensinns.

bmas terd  no wircloss cxternsions.

W LEng IECL Oe2,llsbgn CSSID:""

Hede :Hanaged Crequency:?. 412 GHF  Access Point: Mat-AssaciaTed
Ix-Fower 19 dEm

Relry  Lloeny Timio=d  Ki% Chreoff Frogmooe chriolrm
Courypiien keyioll

Pewer Mananewent :off

Limk ouality:g  Eignal Tavel:n Hoisa lewsl:n

R ineelid vadid:E Ho Iowolid coypl:B #e invelid Trog

T ckoessive rolrics:@  Tovalod misc:d  Missod bosooni@

itia ne wireless extensians.

li_hl IEEE SE€2.11g Michoame:=""
Hode Manegeg Frequency:2.457 GHZ ACCEss Polpt: DE:22:3F:41:56:07
it maTe:l Mhys  Te-Fower:13 dom Sersirivizy=101
Retry:efT KI5 thr:off Fregment thr:off
Encrypiicn key:olf
Puwer Managemenliol|
Link ouality—6s76 3ignal Tesvel--96 dnm  Ynise level—-36 dim
Fx invalid maid:E Hx irwvalid crypt:8 H= invalid frag:®
Tx cxeosslve robricszg  Lowalld misc:s Missogd brocon:g
oy

Figure 5-2: association command
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i Q’J.\ppliciziors F’JEEEE System 4 u. B ':ﬁ -

Ble Ecil Vicw Torminal Help

ladlo®iud  Laplop: -4 sude L

rool@lad Loplop:-# jwoerd 05 o AT cesid nolgéar £ =
puol@Elad- laplop: & Lwoonlig elhl ap €0;22:3F:53:DE:01

reot@rad- Laptop: -+ 1weontia P
le na Wirelegg petensgims. ————
= hid no wWirsless extensionsg.

lmastord no wirzloss cxtonsions.

ba L IEEE 382.%11abgn ESSIOD:"

HoduiHapoged  Freguency (2,412 GH:  Access Polel: Mol Asscciolod
T#-Power=15 dCn

Retry lomg limdt:7  ATS thrioff  Fregment <hr:off
Facryption key:off

Power ManagemenT:off D.'-}‘

Link nuality:&  Signal Tevel: & koise level:@

Fx imvalid nwid:# Hx invatlid crypz:8 K= inwslid frag:@

Te oxcossive rolrics:8 Lmwolid miscie Mizscd breacon:=a

luilLlE ne wiroluess celoensions.

Bihl ICCC 882.113 ESSIE:"netTqser-€" MNickpame:"'

Hads Hanaged Freguency:2.412 GH7  Access Paint: PA-23:I0:-53:0C:01
Rit Rate:T Mhys  Tx-Power:19 d6m sensitivizy=1/1

Retry:off Els thr:off Fragment throoff

Encryption key:off

Powzr ManagomonT:off

LLnh Qualli_y=E/rg  Signal levels 2 dew Noise lowels 48 dio

R anwalid nwid:d Rx iovalid crypl:d Re inwelid Trag:=8

Ta excussive racries €& Involid misc€  Missed Luacon:d

Figure 5-3: Reassociation command

5.4 Testing power signal level and number of received packets at access point

To know the power signal level we use the command :.shown in figure 5-4.
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rearatad daptan: -

Hie LCdit wiew lemingl Help

adiagfad-laptep:—-% suda -1

ogtitad- Laptog: ~F 1wlist athl ap

tht FoorsfAoress Poiets in range:
08:22:3F:21:06:07 ¢ Quslity=bC,/T8 Sigral level=-30 dEm Koise level=-35 dBm
Af:TRENFAFRLFT ¢ ouRliTy=2:78 Signal Trenl= 91 dRm Metse Tevel=s 95 dEn
98 22:3F:53.BE:BL © Omuality-3€/78 5Sigral level--55 dEm Koise level--95 dBm

rnctr‘;ffad-laptup:-#u '}

Figure 5-4: Testing power

To know number of packets that the access point receives we use Airodump-ng command

This command is explained in figure 5-5.

T e SpIEETs e Npalem o [TH = i) G o L R

Filu  ERL. Wi T | Faudly
tanindtad (aptopi-s sodo 1
tbude] pRIATIY |G ludid

Framlmlod Toplopd s aivme g

Lt T Ehijamed i v

CULRTS Alhsras AT TR R

tal Nk InTe Aupnseex iwlagn  [Ehyal

aihi fitheros mRALIL-ng VP tprenl: wiilan

i b a1 heran ranbai Fi ng WAI Tparsnd: wifinnl B

LR B e e T R L B B TR R

Found ¢ pracesss el tonld canme rookTa.
1Tt roaenn- g, 2t repiay ona aroat (runeong STeps werking afrer
3 shoreoperiod ol Llme, you pey went Lo RLLL {sore ol Lhend

PIC kamz

Db waliL-damnn
BN Ko can hMamaigan
560 avahi dacTan
L wEA supplican

iraccss & th oo 2uEn (trafdonpongl 15 roneieg oan Anterface othe
Process with FID 359! (airpdump-rq} 1s running cn intertace athl

Liler |5ee Chipsel Troven

faltiE Athoros Tadmits ng

i ANE Telel AsfsSeex wlage - (phynl

nohs sThorns madwl i na AR (RArEnT: WiTiHl

mThl Atharos madWlti-ng VAP (parent. wifid)

itk ronane Avhzias mngdei TP w8 fpent: wilio}

udey renaped Lhs oler lacs, ead Le el irweny lor 8 =g lien:
b s srwmw i ach g vgyalehoo plip T ide drome ogsi nior Poee ach omelacy 3 iminy gl bd et wrhz. .., sihay

U EIEHR T IUERE Y |
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Chapter Six
Summary

6.1 Preface

This chapter provides a summary for the semester, the problems that we face through this
project, conclusion from the experiments ,where we stopped and how this project

developed in future works.

6.2 Conclusion

From our experimentsin this project and what we see in daily life ,signal strength (RSSI)
is not enough to choose which access point is the best but also there is another factor that
affect on the communication quality between the access point and the station(client).It is
load factor, it’s a very important factor. This factor exists but theoretically . If RSSI is
higher in AP2 and load is higher too and the station reassociates with this AP2 ,the
connection won’t improve .the differentiate must be in both RSSI and load . From the
previous experiments we improved that it is better for the client (mobile station) to
reassociate with another access point which has less power (less RSSI) and less load
(number of bits per second) . Thisimproved communication between the client and the

access point and thisis very clear in the goodput results of the experiments .
6.3 Future Work
Technology grows and developed daily especialy in network subject (local area

network) so we can’t limited the future works ,it will be very wide .But thereis an ideato

reach to programming the driver.

! shown in chapter four
61



6.4 Problems

we face many problems in this project because it’s base is software ,programming in ¢
language and this is the weak point that we have . At the beginning of the semester we
found aproblemininstaling Linux system from fedorato ubuntu along a month ,then a
problem in installing Madwifi driver ,traffic generator and C++ language on Linux
system, in addition to that wireless cards became too late so we lost a half semester
without doing any important thing. But in the second half we worked more hard ,we
executed the experiments that we repeat more than one time .In ¢ language the problem
becomes more complex so we couldn’t finish the code in ¢ ++ .another problem ,there
isn't enough equipments in the university and the graduation projects lab was opened for

a day and closed for ten days so we couldn’t find a suitable places to work in the project.
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Client connecting to 16%.25%4.3B.86. UDF powt SEEL

Sending 1478 heyte datagrams

UDPF huffewr fx"e- B.688 HBuTn Cdefaults

[1881 local 16%.254.221.28% port 55354 connected with 169.254.3B.8& port SB8H
[ ID] Interual Transfer Bandwidth

(1881 ©@.8- B.8 sec 1.44 KBytes 452 Kbitszszec

(1681 Server Report:

(1881 B.8- B.8 sec 1.44 HEuytes

[1A8 ] Sent 1 datagrans

JE.B6 —u —h S@Akhi

L3886, UDP port SEH1

datange:

3. 80 RE 1 fﬂc[wuLT
[188] local 15“ 264 221, EBE port 55355 Lunnﬂctnd u1fh lt?.HEd 38 .86 port LAY
[ TB] Interval Tranzfer Dandwidth
[1BR] B.B- B.@ sec 1.44 KBytes 486 Khitzs zec
L1¥8 ] Server Heport:
[16R] B.8- B.A sec 44 KBytes 376 Khitsssec
[188] Sent 1 ddt1qram.

2G4 38 86 -u —h SBAkhi

connecting to 169.25%4 38 .86, UDP port SE61
ta ﬂﬁfﬂgv
#6898 Kiyte

llH'EH local 169.3%4.231. rt k Y.404. 38 .86 port LY
[ ID] Intesual ] : idt '!

(1081 B.8- 8.8 zec 1.44 H]J'.I'I.'

f168]1 Zerver Report:

(1eg] B.8- 8.8 zsec 1.44 HKBytes 376 Hbitsssec H.HHE mz

(1881 Sent 1 datagrans

(4-a)



b f Fer

[168] local 169.25

[ TD] Interual

18] B.8- H.H sec
[1A3] Serwer Report:
(1831 B B- 8.8 sec

(1681 Sent 1 datagrams

iperf —c 169.254.38.86

Client connecting to 169.25
sending 14Y = 2
DF hll.tf'l-'l'
-.|I1I:-|‘|I 16
Interval
AR~ B.8 sec
feryer Repowpt:
A.#8- .8
Sent 1

1. .r"ﬁ!"
Iransf
1.44 K

1.44 K

1.44 KButes
1.44 KBytesz

38 .86, UDP powt SE61

{defanltl
ponected with 169.254 38 .86 port 56
th

318 KbhitzAzec

251 Ehita.s B.800 n= a- 1 B2

Bac

- —h BHHPhlr f:hr -t H -i1

-=i.33-ﬂf:|-, UDe port SAB1

i 1H'F :.-H-l'L1...l

pluL "_rﬁ'-tﬁl-'"l connes l.l.-'d u11.h '“1-‘5'_:'”5‘1 A8 .86 port HE
ar Bandwidth
Bytes 89 Hbhit:

Btz A7 Khiks

254, -I'E ‘H'.-.-

Client uunnentln# to 15?-3&
Sending 1478 hyte datageans
UDF buffer sice: 8.868 KEBEyte

[18%] local 169.254.221.285
[ 1D] Intereal Iransf
[1B%] B8.8- B.8 =zec
(188 ] WARNING: did not
[1A&] Sent 1 datagians

| i PR

L

1.44 HKBytez

HBAkbitz S

- —h

4.38.86, UDF port SHEL
{defanlty

port 9350 connected with 169.254.38 .86 port L8
[ Bandwid
287 Hhi
of Laczt

gc

ive ack agram after 18 tries.

-c 16%.254.38 .86

Client connectimg to 169.25

Sending 1478 hyte datagrams
: B.BA KByte

Casripews

fe
i.44 K
did not rece
(1881 Sent 1 dotagrams

: A.0- @_@A
[188]1 UVARHIMG:

FEC

LaBkhitss
UDP port SEB1

- —h see —C B -1 1

4_38.86.

LGE connected wicth 169254 38 86 post 58
Banduwidt}
Bytes 26T Khi

ive ack of last jran after 18 triec.

(4-b)




1

[188]) local 169.25 0k ; npccted with 169.254.38_86 port 58
[ IDT Interual T far aldth

Li1gd] H®.H- KU.1 sc 1.441 HKbytes Zab Rhitz/sec

[1A8] WARMIHG: did mot weceive ack of lazt datageam after 18 tries.

(188 ] Bent 1 datagrams

Cis2ipert —o 16Y.254 Hb —u sec -t B -1 1

Client connecting to 16¥.2 38.86. UDPFP port LSUHL
Sending 1478 byte datagy
UDF buffer size: .88 KByte Cdefaultl

(1881 local 16%.254.221.28% powt S5688% conmected with 169.254.38 .86 port 58
L ID)] Interval [ransfer Bamdwidth

1681 6.8 8.1 =zec 1 .44 Hﬂl.rl.r:fr 218 Hhits  zec

(188 ] Server Heport:

(1681 @A.F—- 8.8 1.44 HEytes 376 BEhitsscec @.000 ns

(1831 Sent 1 data:

crf - 169.254.38.86 -u ~h

unE port LHHEG1

;.

[188] local 16%9.25%4. 5 port 54531 connected with 167.254.38 .86 port 58
[ TD] Inteswal Transfer Bandwidth
(1881 B@.8- B.1 sec 1.44 KBytes 283 EKhitssocec

Czsiperd —c 169.254.38. —u —h SP8kbitzssec —t B —1i 1

Client connecting to 16%9.254.38.86. UDP port S081
Gending 14 bhyte datagrams

UDP huffewr size: 8.08 KByte C(defaultd

local 169.254.221.285 powt 51415 connected with 16%.254.38.86 powrt LAE
Interval anzfer Bandwid

B.8- B.1 zec 1.44 KBytes 173 Kh

WARHIHG: did not receive ackh of last datagram after 1H tries.

Sent 1 datagrans

(4-0)




Cowripenf 169 254 38 86

—h GHAfAkhit:

1.44 HHufrﬂ

UARNTHG not
Sent 1 datagrams

e I."'Illl""

u!’ Tas

ack

A E A

port 58

after 1B teies.

Jhl JH .46

isnt conn
ding 14

(1881 local 1&%.
L 1G] Interval
r1@E81 6.8— B.1
Lig ] WARHING:
(1681 Sent 1 datagwams:

Sec

¢ 16T .25%4_ 38 _H6

L1881 local 169

[ TD] Intewyal
11831 B.8- 8.1 zec
(1881 WARMING: did
(18831 Sent 1 datag

i.44¢hﬁyte
not pecocive

-h SHMkbhi

&
ack of laszt

- !
we ack of last

datagran aFter

.38 .86 port 5@

1B teies.,

Ciwdipert —co IEH.EEﬂ.HH.HE

Interwal
B.8- B.1 sec 1

Scruer chnlt
B.8 : 1.

fant 1 dat1q11n-

—u —h SB8khitszec
.86, UDP port 5881

r {defaunlt?
local 169.2%4_221 . 285 port 64
ITranzfer
-44 HBytes

44 KHytes

25 connected
Bandwidth
118 Khit

53 Hhitsss

-t H

o it F

with 169.254.38.86 port 58

ﬂ = ﬁF’!ﬁ mzy

(4-d)




iperf —c 169.254.3B.86 —u —b SBBkbitsszec -t B -1 1

Client connecting to 16%.254.38.86,. UDP port SEHL
tending 147H te datagrams
WIDF buffer size: §.08 KByte {(default>

[1881 local IE?.ff 2 5 port 56397 conmected Uxfh 169 4.38.86 port SHI
[ TB] Interval T 1 I

[188]1 B.8- B.1 2

[18R]1 VARNING: did not peceive . F zt datagram after 1H teiles.

[188] Sent 1 datagrams

b SBdkbit

L1881 loc '|-l 16 4.221. .d'ﬂrz l..u:ll‘t L1763 co with 16%. 86 port L@
[ ID] Intercal tandwidt

(18] B8.8- 8.1 s 1.44 }"Butc' 184 HKhits

T1EA] Sevver Repopt:

(iRl B8.8- 8.8 ¢ 1.44 KBytes 753 Hbhitzrssec B.080 n=

[188] Sent 1 datagrams

=u —h H@Akhits
IHZ BE, UDP
..Lﬂr-l- '|||_'|_1'..l

"ﬂq port 51982 connected with 169.2%4.383.86 port GO
Entclu:l 1 il
A.A- A.1 sec 1.44 hEl;LE 1 i e
WARHIHG: d net roceolive i af datagram after 18 tries.
Sent 1 datagrams

'.ndlnq 14“3 ;tp ﬂ
IDT hubF fi.

(1ag] 1 f ) rnnnrc*ud with 169 A8 .86 port 58
[ TD1 I 11

L10# ] z 1. Hytez 3 o

(1881 ”FIRHIH‘I:- xceive ack of st datagram after 18 twies.

[188] LSent 1 datagrams

(4-¢)




Clicnt esmnesting o 169 k.86, WDP mort SHM
fend iy 14" bute daza
T buF Fer : | aunlt>

[1 Fﬂi'l local AB.10.83 1 e s with AGP. 154 Bl _HL smrt LEE
[ 167 Toeerral T i

@] .08 6.A ces 144 iyee:

(4881 WARMIHG: did not peceive ack of L am af ver LE wedes,

[1B8 ] Sent 1 decagrans

n

- B .

wdperf - 18.108.81 .21 -u =bh SE@kbhitoroen =t

ien t connes;ing to 16925438 86, UDP oort HEE
ldng 1478 g Matmgia
buf Fer - B B 1dyte cfault?

[LEE] local TAAB.E1.Y% port S106B8 connected with I6Y . 254238 Bk pert HHEM
[ 5% lewiwroml Tz Fuwr B dulleh

[LEET BB~ B HE zes 1.44 HE b

[LAEE LWLRHIMG: F

[LEEY Ge=pnd L d

(4-)

Figure 4: (a-e)client on AP1,(f)client on AP2




diperf —¢ 192.168.8.38 —u —h SEOKLI

ient connecting to 192.168.8.38. UDP port SHAL
Sending 1478 » dat Ve

P buffer i A b flefanl

pt 55817 nnected with 192,168 B.38 powrt SEEL
Hnnrl.u:n“.h

B- 2.8 zec 123 HBytes 5 : > B.748 m=z
Sent 86 datagrans

e t 2 -1
to 192_168.8.
Gending 1479 datagia
UDEF buffer i

& LA
1-.[_1[‘1 Khit
E97 Hbit:

6Bl Khit: z B.42 : 3 CH

192 168 _.8.38
latagrams
EIEI I-'E-I.H't- 1-‘!eb¢n|1r}

'El W38 port SHEL
T!-nn*"t B
Bh .1 KBytes
84.7 KBytes
172 HBEytes

172 KBytes ! thit: B.4%1 ma

[12#] local 192.16E.8.2 > BbLHBGA connected with 192.168.8,.30 port LEWH1
[ ID] Interuval Bandwidth
[1281 B.8- 1.8 sec (B BER Khic

1.8- d ) : E K 888 Khi

a 2.8 1 ] 794 Khi

B zec 197 KBytes 388 Kbi

Sent 137 datageans

(5-a)



168 A 38 ~u h '-'Flﬁkh

E L Ead
Transfer Handwaidt
S8 111 HBytes 986 Ehitc
S 1RT HRyie: 894 Whi
SEC 221 I"I.h.- P80 Khit

Sepuar Report:
B= 2. B sex 221 KBytes 9E3 Ehit BRI mm A 154 (8=

Sent 1.'5'1 datag

W ETT
sendin
UDF Buf
[128] Lo 93 iﬁh.H dL‘! L oted wit 2.168.8.38 port LAAL
Transfer
. H LB e 1 KR 3 1l-'1|-"|i!
1.8- 2.8 sec ] ut 18R
. ] 1668

J.8- 4.8 mec F 1868

4.8- 5.8 sec ] y 188

B.68— 5.8 =ec 612 HBytes 997

feruver Report:
[i28] E B- 5.8 sec 612 KBytes 999 Bhitsszec H.54% ms Bs 426 (Hx2
[128] Sent 426 datagrans

2 \.Z:=-ip|-_-rf - 192. 15& -B.38 -u —h 1%8Bkhit zec

ient rrmnr'r'f'lru to 172 H.38, UDF port
ing 147A b T
P huffer =iz 8.680 }LE!;LE {defaultd

local 192.168.8.28 ah19Yy SEE1L
Interual Tran dth

A.f— 1.8 zec 184 |

] : 182

184

a4 2 182

4.8 ! T+ 182 K

B.g- 5 : 16 KByt
Earvyver =

B.f— 5.3 mec P16 KBuytes
sent GIH datagrams




*iperf —o

local L'J':".1.E|H a
Interval

B.8- 1.E
1.8-

W.8
Server

B.8- 1.5 ]
Sent 341 da

AmE

(1281 local 192
ID] Interwval
B.B- 1.8 sec
1.8- J A zee
B.6- 2.8 zec
uer Re port:
H.8- 2.8 zec
Sent 4I6

fEIIHI.

b12
datagwar

172 .168.8.38 —u

474 KBytes

,,_,au uurt B4

—-b 2808kEit  zec

1.

2.81 Mbitssgsec B.4B7 ns

.a.38,. UDP port S0@1

59 tnnngrrrd with

2. 4? Mbit

2.55 Mbitzssec B.561 ms

.3

2.168.8.28
Tx

1.8 =

1.8- 2.8

Inrgrual
A.a

488

datagans

1 aec
t 511

- 192.168.0.38

u =h JdEkbz

B.3@,.

11

UDBP poret 5801
ulcl

8 connected with
} 1u1dl}
H

3.88

KBytez 2.99

EBytes 3JI.82 Mbhitzssec B.63H ms

—u_—h 3BAAKbitL =k

perf —¢ 192 168.8.30
Client conmecting to 192.
Sending 1478 byte datagrar

uffer 4.H0 KBy

local
Inter
B.8-
i.@
B.B— 2
Levwver Report
BH.Bg- 1.8
Sent 576 data

]"H'I.I'th E

Kiytes

~u —h IGBEkbiLse

168.8.38. UDP porc 5881

connected with 192 _ 468 838 poret SAEH

tamddd

3.56 Mbitzssec
3.49 Mbhits~s :
3.48 Mbit

4.51 Mbat

.75 mz  J1Z

172.168 .8, 36

172.168.8.38

Ty




192.168.8.38 —u —bh 48B8kbit-zec -t

168.0.38, UDP port SHEL

a. L‘.'l— .d .8 3.78 Mbits.~
bl“t“lllﬂl‘
H A= 2 KBytes 488 Mhits

iperf —¢ 192 168.B.30 —u -bh 458Akbitsses
. connecting to 192.168.8.38. UDFP port SOB1
nding 1478 hyte data

ected with 192168 6.38 port GAEI1

LB
1.8% MButes

BY MBytes B.7L2 ms (L

. e 1 |

Glient conme r+'|n-r.| to ‘I' _‘IhH | I.IEII port LHEWL

Clefanltl

II".‘I.II:.FI":I'
L1W HEytes
6A? H
1.19 HBytes

J. .li HEvtez 4.%% Mhitsszec

(5-d)
Figure5: (a-d) Download experiment ,loader increasing in thefirst stage
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Command Prompt

; C
Fending 1478
UDF buffer size:

[1916] local 192.
[ TB] Interval

[1¥16]1 B.8- 1.8
[1F16] 1.8- 2.8
[1¥16] B.8-
[1#16] Seprue
[1916]1 BA.8-
[1916]

ocnt conpect
ding 1478
huffer s

[1716] local 1%2.168.

[ ID] Interval
[1716] @.8- 1
19161 1.8- 2.@
[1716] B.B— 2.8
[1916] Servwver Re)
[19161]

(19167 §

S

[A916]1 local :I‘i'-'
L ID] lntrlunl
: A.8

RERER

Cepuep

H.8

ing to 192.16B.6.18.

he

A =z

UDF poet S6EL
datagrams

B.88 EKByte <defaulth

lEB.H.?a unrf 2135 CUHHEL}Ed with 1%2.168.8.18 port 5HE1

| F‘FF:IH Khit:
996 Hhbi

781 Hhitz»s

Sent 172 datagrans

port 1 /6 connected with 192.168.0.18 port S8E1
fer Banduwideh

1.81 Hhbi

1688 Khi

796 Khits
KBytec 391 Khitsscec

16.644 m= 247

LE?E conn
Hﬂndn:-_

| L .81
188

1 BRE
1EEE

| BEE

k]

ted with 192 168 .8.18 port SEE1

613 KByt

61

AYPARS

KBytes 41 Khitss J5.748 n= B A27 (B2

(6-a)
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-1 —h 1888khL e -t 2 —4 1

A6B.8.18,. UDPF port SH8EA1

2291 connected with 192.168.8.18 port SEE1

:F e Banduwidth
(19161 [B.8- 1.8 C {Hytes i.81 Hbi
[1F16] 1.8- | 1888 Khits
[1916] B8 @ 247 i"TI_l.rI.r-; 96 Khit
[1%16] Serwer He E
[19167 @.8— 2. 247 HHytes #14 Khitzszec 6.563 mo By 172 (B>
[1%16 ] Sent 17V datagrams

H "'-}i'uerf -C lE‘E.]‘.EH.E;lFﬂ -1 —h 1B'E||E1J':hi1'

Client Lunntctlnq to 192.168.8.168, UDP port SE8L
H hute datagrams
1zh 8. Bﬂ HByTE 'de1ulf}

-nnﬁu;nﬂ u1th I?E.lﬁﬂ;ﬁ.iﬂ port S5AA1

[1916 1] - - r :gtﬂe
(19161 -~ 1.8 5 KBybes
ML1216] Serve :
| [I‘,‘HI'. .B- KBytes BAH Khits = P_AA4 m= A 87 <P

¢ 194.168.8.18 —u —bh 16888khit.

H.18, UDE port Ll

[1%] I with 1%2. 168 0160 port SUH]

[ 2

[1916] H.8

[1916] 1.8- 2. X i Ir

(19461 H 2. 247 KBytes 996 Khits

[17161 E

[1916] ) 247 KBytes TM Bhitzssec 9430 nz B 172 8By
(19161 & =

: o rqg o 19 LE . A 18, UD
'-‘uudJ.I'I'l. 1478 S )
INF buf fer wite {defanltl

(12161 local 192.168.8. :"fl poeet 18 3 cted with 192 _ 168,818 port 5661
L ID] Interuval cfer Bandwidth

[1?16]1 B.A- 1.8 sec 123 ptes 1.A1 Hbhi

(19161 B.0- 1. ; 25 KBy 92 Hbi

[1716] Sew :

[1916 ] - 1.4 zec 116 KBytes 678 Hbhits.s

[1716] Be i

CEn

(6-b)

DD




h.ia, UDE port SWU1

192 . 168. ﬂ 18 port SEEL

a
1A Khat
796 Hbi
t:-r':rlﬂ":l Rn—:]_:l o )
(19161 H.B— 4.H 247 Kbvtes abb Kbitsszec 15.77E ms
[1916] Sent 172 datagrams

GR.E. 18, UDP port

VE

[1916] local 192168 _6.78 g .l e ith 192_168 818 porit SAA1
[ ID] Interval & i

[1?16] @A.8-

[1%16]

[1%161 @A

[1#16]1 Serve :

[1#161 BA.8- : 26 HBytes 356 HKhitsszec 43.834 ms B4 172 (49%D
[1#6] Sent 1 b

u =h 1H#Ekhit

2179 Luilrll-'l.ll-_'lj wit I| 1'9'.-.-155:-@.1@ port 5881
Bandwidth
1.81 Mbits
1.~ 3 L ] i A Kt s g
. A- - P96 Khits.:
Server Report:
H.8- 4.3 178 3¢ khitsszec 12 6BHE ms 487
Sent 172 datagransz

168, ﬂ lﬁ -u —h 188EkEit

.l. #.8.18. UDP‘ poEt
WDE huffer sice: 8.08 }"Hh;tw {default)
[1916]1 local 192.168.8.7H port 2868 connected with 172.168.8.18 port SHE1
[ TB] Imt al T . g Bandwidith
[1M6]1 A.8- 1.0 : '=. = 1.81 Mbit
[1%16] . AR Khit
[1%16] ©, P96 Khit

183 Khits se P2.028 n= L

(6-)

EE




i6A_A. 18 —u -h

BB A48, UDFP port SEAL

[19461 local 4192 168 .6_78 L nected with 192 168818 port SHEA
L ID] Interval 2 ndwidth

[19161 B.A— 1. l.f Hhit

[19161] 2 T ] 1888 Khits

[19161 2 1 247 HBytes 996 Khit

- . i6d KBytes 299 Khitsss
[1%916]1 Sent 172 datagrams

1 192

(1% I loca a.
[ ID] Imterval Bandwidt

11
[1%16] ©.@- 1.8 sc J KHytes 1.81 Hhi
[19161 1.8~ 2.8 122 KBytes= 1888 Kbit
(19161 A.8- 2.8 247 HKBytes 296 Khi
[1916] Eerver Re
[1716] @8- 3.6 1 KBytes 214 Khit: sz 44,243 me  AA7s APE {62
[1F161]1 Sent 172 da

192 168818 —u —h 1P8AAKhit mec —-¢ 2

A8, BDP powt 581

port LEEd

Server
H_.H-1H
Sent 172

(6-d)

Figure 6: (a-d) Download experiment ,client associates with AP1in 1% stage
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[ 921 local 192.168.0.28 port SB01 connected with 192.168.0.18 port 4488

[ 1D] Interval Transfer Banduidth Jitter lozt/Total Datagrams
[ 92] @.8-10.8 sec 1.19 MBytes 999 Khitzrzec 0.69S ms @7 652 CBx)

[ 92] local 192.168.0.28 port SO001 connected with 192.168.0.1@ port 4421

L Wl OBL - ' r ., s U 1 .,u. LY i i : A
[ 92] local 192.168.0.28 port 5601 connected with 192.168.0,10 port 4695
[ ID] Intewval Transfer  Bandwidth Jitter Lost/Total Datagrams
[ 92] 0.8~ 1.8 sec 125 KBytes 978 Kbits/cec 5.117 ms B/ 87 (B0)

Iransfer Banduidth Jitter Lost/Total Datagrams
0.8- 1.1 sec 125 KBytes 962 Kbits/sec S.41Bms 0/ 87 (B0
local 192.168.0.28 port SOBL connected with 192.168.0.18 port 4839

[ 92 local 192,168.0.20 port 5081 connected with 192,168.6,10 port 4671
[ ID] Interval Transfer  Bandwidth Jitter  Lost/Total Datagrans
[ 92] 0.0« 1.2 sec 125 KBytes G669 Khits/sec 7.105ms O/ 87 (00D

[ %21 local 192.168.8.20 port 5681 connected vith 192.168.8.19 port 4533

[ 1D] Interval Teansfer  Handuidth Jitrer  lost/Total Datagrane
[ 93] 0.8- 1.3 sec 120 KBytes 789 Hhitsseec 11,218 ms @2 87 (B

921 local 192,168.8,20 poot 5001 connected with 192,168.0,10 port 4647

1D Interval Tvansfor  Banduidth  Jitter  Lost/Total Datagrans
000 0.0% 1.1 sec 105 Kbybes 935 Khits/see SA% ne 0/ 87 ()

|
I_
|

(921 Local £92,060,0,20 pone SO0 cometed uith 192,160,0,10 port 465
[ I0) Intewoal — Twansfer  Banduidth  Jitter  Lost/Total Datagans
[92) 0.0 1.5 see 124 Kbytes 657 Kbits/see 15.%1ns 3/ 87 (3.40)

(7-a)

GG



0 et 54 o]}
[ 92] @.8- 1.0 sec 125 KBytes 1.8 Mhits/sec 5.039 ne B/ 87 (B0 |
[ 921 local 192,168.0.20 port 5881 connected with 192.168.8.10 port 4807

[ IDT Interval [ransfepr Banduidth Jitter Lost/Total Datagrams

[ 92] 0.B- 1.0 sec 125 KBytes 993 Khits/sec 6.260ns B/ 87 (B0)

[ 921 local 192.168.0.20 povt 5081 connected with 192.168.0.10 port 4736
[ ID] Interval Transfer Bandwidth Jitter  Lost/Total Datagrans
( ?2] 0.8~ 1.1 sec .T;EE Hllyt::-:; 748 Kbits/sec B.505 ms B/ E?1{ﬂ.'a‘.}

f il 1 ! g 'l i alaly [ 3 (1 4 il L]

1 Jocal 1?é.iéé.ﬂ.2ﬁ‘pﬂéi.ﬁﬁﬂi connected vith IQE.iBE:H.IH.purt M8
D] Interval [vanster  Bandwidth Jitter  Lost/Total Datagrans
o] B0 1.2 sec 125 Kbytes 824 Khitg/sec 7.328 ms B/ &7 (W)

921 local 192,168.0,20 port 5001 connected with 192.168.8,10 port 4863
ID] Interval Transfer  Bandwidth Jitter Lost/Total Datagrans

921 0.0- 1.4 sec 125 KBytes 5 Khits/sec 10.893 ns B/ 87 (Bx)

[ 921 local 192,168.0.28 port 5061 connected with 192,168,816 port 4826
[ 1D] Interval Iranhfﬁr Banduadth Jitter  Lost/Total Datagrans
[ 92] 8.0- 1.4 sec 125 KBytes 753 Kbits/sec 20.620nms @/ 87 (B

[ 92] local 192.168,0.20 port 5001 connected with 192,168.0.10 port 4833
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[1281 1.8 =zec 122 KButez 1888 Khit:zrsec

[1281 1.8 =zec 368 KBytesz 1888 Khitz/sec

[128]1 Server Heport:

[(1281 .B8.8— 1.5 sec 368 KBetes 8592 Khitsz/sec 256 <Bx2
[128] Sent 25 datagrams

o N

(10-f)

Figure 9: (a-f) Download experiment ,client associates with AP2in 2" stage
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