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Abstract

The demand for high data rate WLAN becomes very high. Therefore, The IEEE has standardized the
802.11n, which implements multiple input multiple output (MIMO) antennas. The emergence of
several radio technologies, such as Bluetooth and IEEE 802.11 WLANS operating on the same 2.4
GHZ unlicensed industrial scientific and medical (ISM) frequency band, may lead to interference
and mostly strong degradation in the performance of these technologies, especially when these
devices are operating in the same area. Though some studies have addressed the interference
between Bluetooth and 802.11 networks, these studies are limited in the sense that they focus on the
impact of one technology on the other in specific limited scenarios. Also the studies are limited to

the initial versions of 802.11 like the 802.11b/g.

In this thesis we address the mutual impact between the standard 802.11 b/g/n and Bluetooth
devices in different scenarios. We quantify the effect of each network on the other. We perform
these measurements for all versions of the standard 802.11 for comparison purposes. A special
focus is given to the 802.11n standard, which implements multiple antenna system and it’s
physical and medium access control (MAC) layer have been considerably changed. 802.11n
‘promises to provide up to 600Mbps data rate using two 20MHz wide channels (40MHz) rather than
a single 20MHz channel as in the case of IEEE 802.11a/b/g. The work is based on measurements
from real experimental setup. The results of this work are expected to be very useful for methods
that try to enable coexistence of Bluetooth and 802.11n based WLAN, and for the designers who try
to make the effect of interference as less as possible, especially the devices which have hardware

that supports the standard 802.11n and Bluetooth.
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Chapter 1

Overview

1.1 Introduction

The past several years have been exciting for wireless communication. Wireless access becomes one
of the life basics. Therefore, we can see different wireless devices almost in all houses and offices.
Bluetooth service becomes one of the most important features of mobiles and laptops. It is known
that most of personal networks including Bluetooth and 802.11 WLANS operate within the industrial
scientific and medical (ISM) band (2.4 GHz). When Bluetooth coexist with IEEE 802.11,
interference becomes a crucial issue as shown in Figure 1.1. IEEE 802.11 and Bluetooth devices will
mutually interfere. Interference will degrade the performance of these devices. In this thesis, it is
aimed at studying the mutual impact between Bluetooth and the new emerging WLAN MIMO
devices based on the recently approved 802.11n standard. The motivation of the study comes from

the fact that these devices implement significantly different physical and MAC layers. [8,7,2]

] 802.11 Vi Bluetooth

Figure 1.1: 802.11 and Bluetooth networks.

One of the most challenges for the Wireless technologies is the frequency spectrum. Each wireless
technology needs a range of frequency to use in order to avoid interference with other wireless
networks. Therefore, the spectrum becomes more crowded in these days. At the same time,
manufacturers continue to design new technologies which need new frequency reservations. Thus,

we see several technologies are working on the same frequency bands.

. In this work, we will focus on Bluetooth and 802.11 networks which operate on the same ISM

band.
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The IEEES02.11b/g divides the 83,5 MHz it 20 MHz wide channels, Channels are separated by 5
Mz In this case, the 2.4 GHz band czn support up 1o three non overapping channels, Channels
one, six and cleven arc popular in WI-F] legacy network nAworks,’J he new version of IEEES02.11n
optionzally uses two channcls 40MH7 instead of 20MHz, This is called channel bonding, That will
Alow the data rates up 1o 600 Mbps. '] heordically, this increases the probability to have interference
with zny other technology working in the same frequency band, especially when networks operste in

the same arca[]]

The JEEE%02.15.1 (Bluetooth) divides the 935 MHz into 79 channels 1 MHz wide, It uses the
frequency hopping technique to avoid interference 25 well as for security reasons, Because these
channels are shared with the JEEE802.1] channels, Bluetooth and 802.1] networks are likely to
interfere.[1,2]

During the last decade, wireless local and personal area networks are widely deployed. The rapid
proliferation of wircless networks has posed fundamental challenges 10 the design of wireless
networks, The next generation of wireless networks promise to provide high speed wireless access
through more advanced physical and MAC technologies. They are expected 1o support 4 yariety of
high quality applications. At the same time, several challenges are imposed by the wircless
environment, in terms of propagation and radio resource management, Furthermore, efficient design
of network components becomes even more demanding due to the scarcity of radio spectrum and the
inherent transmission impairments of wireless links, Wireless Local Area Networks (WLANS)
based on the IEEE 802.11 standard are on the rise and have a wide implementation both in private
and public places. IEEE 802.11 is a standard that specifics the WLAN communication in the 2.4, 3.6
and 5 GHz frequency bands. 802.11b and 802.11g use the unlicensed 2.4 GHz Industrial Scientific
and Medical (1SM) band. Hence, the devices may be interfered by signals from Bluetooth,
microwave ovens, and cordless telephone devices. Spread spectrum techniques are used in both
Bluetooth and %02.11 equipments to control their susceptibility to interference. While %02.11b
implements Direct Sequence Spread Spectrum ( DSSS), 402.11g uses Orthogonal Frequency
Division Multiplexing (OFDM). On the other hand, Bluetooth uses a Frequency Hopping Spread
Spectrum (FHSS) signaling technique. Though some studics have addressed the interference
between Bluctooth and 802.11 networks, these studies are limited in the sense that they focus on the
impact of one technology on the other in specific limited scenarios. Also, the studies are limited to

the initial versions of 802.11 like the 802.11 a/b/g.[1,10,12]
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During the last decade, wireless local and personal area networks are widely deployed. The rapid
proliferation of wireless networks has posed fundamental challenges to the design of wireless
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environment, in terms of propagation and radio resource management. Furthermore, efficient design
of network components becomes even more demanding due to the scarcity of radio spectrum and the
inherent transmission impairments of wireless links. Wireless Local Area Networks (WLANSs)
based on the IEEE 802.11 standard are on the rise and have a wide implementation both in private
and public places. IEEE 802.11 is a standard that specifies the WLAN communication in the 2.4, 3.6
and 5 GHz frequency bands. 802.11b and 802.11g use the unlicensed 2.4 GHz Industrial Scientific
and Medical (ISM) band. Hence, the devices may be interfered by signals from Bluetooth,
microwave ovens, and cordless telephone devices. Spread spectrum techniques are used in both
Bluetooth and 802.11 equipments to control their susceptibility to interference. While 802.11b
implements Direct Sequence Spread Spectrum (DSSS), 802.11g uses Orthogonal Frequency
Division Multiplexing (OFDM). On the other hand, Bluetooth uses a Frequency Hopping Spread
Spectrum (FHSS) signaling technique. Though some studies have addressed the interference
between Bluetooth and 802.11 networks, these studies are limited in the sense that they focus on the
impact of one technology on the other in specific limited scenarios. Also, the studies are limited to

the initial versions of 802.11 like the 802.1 1a/b/g.[1,10,12]
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The aim of this thesis is to study and analyze the mutual impact of 802.11n and Bluetooth devices
through empirical controlled experiments. Though the thesis focuses on 802.11n WLAN devices,
other technologies such as 802.11b/g are also considered. The results are expected to be useful for

methods that try to enable coexistence of Bluetooth and 802.11n based WLANS.

1.2Related Work

The mutual impact of Bluetooth and 802.11 WLAN has attracted several research groups during the

last decade.

The paper of [8] derived a mathematical model for evaluating the impact of Bluetooth on
IEEE802.11. The approach is illustrated by examining coexistence between IEEE802.11 and
Bluetooth within typical operational ranges, for both technologies regarding traffic and RF
environment. In [7], the authors presented empirical results based on controlled experiments to
measure the effects of interference between IEEE 802.11b and Bluetooth considering both co-
channel and adjacent channel interference. In [2], the authors used simulation experiments to
measure the interference between Bluetooth and IEEE 802.11 WLANS. A comparison between low
and high mobility WLAN nodes shows that Bluetooth devices are strongly impacted by high mobile
WLAN nodes than slow mobile ones. The paper of [1] evaluates the mutual interference between
Wi-Fi and Bluetooth networks. Two different coexistence mechanisms based on traffic scheduling
techniques were proposed to reduce interference effects. In [10], the authors studied the mutual
effect between the Bluetooth and the 802.11 technologies. They carried out empirical experiment for
different payloads. Experimental results demonstrated that a significant degradation in performance
when Bluetooth communications co-exist with 802.11 WLANSs for a selected set of applications.
The authors also did not observe performance degradation on 802.11 wireless transmissions in the
presence of interfering Bluetooth traffic. The authors of [12] study the interference between the
Bluetooth and IEEE.11b systems through simulations. They concluded that power control may have
limited benefits in this environment. They found that using a slower hop rate for Bluetooth may
cause less interference to WLAN. Voice transmission using Bluetooth presents the worst type of
interference to WLAN. In [13], the authors address WI-FI and Bluetooth coexistence through

empirical experiments. They introduced a TDM-based coexistence solution and showed that no
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simultaneous operation of Bluetooth and WLAN can be guaranteed when the two technologies are
integrated into the same device. The authors of [9] tried to mitigate the interference between IEEE
02.11 WLAN and Bluetooth through diversity techniques. In [6], the authors proposed a new non-
collaborative mechanism to prevent WLAN from interfering with Bluetooth with minor
modification in the 802.11 and Bluetooth standards. Authors of [3] study the performance of
802.11b networks in the presence of interference-aware Bluetooth devices through simulation. They
concluded that with interference aware frequency hopping, the throughput of the 802.11b networks
is improved while the probability of collision and the packet error rate are decreased significantly.
The paper of [15] evaluates the behavior of IEEE 802.11 networks in the presence of Bluetooth
networks. The paper published in [11] evaluates the interference between Bluetooth and IEEE
802.11 networks. The authors concluded that the interference increases as the number of nodes
increases. The most recent related work is the work published in [14]. The authors studied the
impact of IEEE 802.11n operation on IEEE.15.4 devices. They concluded that the overlap in the
IEEE 802.11n control channel causes severe deterioration in both loss rate and the packet latency for
IEEE 802.15.4 traffic. In this work, we contribute to the previous work by providing results of
empirical experiments that characterizes the mutual interference impact between Bluetooth and the
new high throughput 802.11n MIMO devices. The motivation of the work stems from the fact that
these devices implements significantly different techniques both at the MAC and PHY layers.

In this thesis, we will study the mutual interference effect between 802.11 and Bluetooth networks.
A special focus is given to the new emerging devices 802.11n which use MIMO technologies and
implement different physical and MAC layers. The motivation for this study comes from the fact
that 802.11n technologies promises to provide high data rates and expected to replace existing

legacy devices based on 802.11b/g standards.

1.3 Thesis Objectives

In this thesis, we plan to have the following answers.

1. The effect of 802.11 networks on the Bluetooth.
2. The effect of the Bluetooth on 802.11 networks.

1.4 Thesis Outline

The rest of this thesis is organized as follows:

4
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Qverview

Chapter 2 talks about the wireless concept. A comparison between the wireless
technology and wired technology, the wireless limitations, radio spectrum in general.
IEEE 802.11 standard concepts, wireless timing modes, interframe spacing, layers for
802.11 standards. In another word in this chapter a theoretical direction of the wireless
networks were explained.

Chapter 3 presents historical and theoretical information about the Bluetooth devices,
physical and MAC layers, transmitter and receiver characteristics, the Bluetooth packet
format and the Bluetooth modes.

Chapter 4 discusses the tools used in the experiments (hardware and software). Brief
explanation on these tools is presented.

Chapter 5 presents and analyzes the experimental results.

Chapter 6 concludes this thesis and presents ideas for future work.




CHAPTER 2

Wireless Background

21 Why wireless?

Over the past five years, the world has become increasingly mobile. As a result, traditional ways of
networking the world have proven inadequate to meet the challenges posed by our new collective
lifestyle. If users must be connected to a network by physical cables, their movement is dramatically
reduced. Wireless connectivity, however, poses no such restriction and allows a great deal more free

movement on the part of the network user.

The most obvious advantage of wireless networking is mobility. Wireless network users can connect
to existing networks and are then allowed to roam freely. A mobile telephone user can drive miles in
the course of a single conversation because the phone connects the user through cell towers.
Initially, mobile telephony was expensive. Costs restricted its use to highly mobile professionals
such as sales managers and important executive decision makers who might need to be reached at a
moment's notice regardless of their location. Mobile telephony has proven to be a useful service.
Likewise, wireless data networks free software developers from the tethers of an Ethernet cable at a
desk.

Developers can work in the library, in a conference room, in the parking lot, or even in the coffee
house across the street. As long as the wireless users remain within the range of the base station,
they can take advantage of the network. Commonly available equipment can easily cover a corporate

campus, with some work, more exotic equipment, and favorable terrain, we can extend the range of

an 802.11 network up to a few miles.

Wireless networks typically have a great deal of flexibility, which can translate into rapid
deployment. Wireless networks use 2 number of base stations to connect users to an existing
network. The infrastructure side of a wireless network, however, is qualitatively the same whether

you are connecting one user or a million of users, to offer service in a given area, you need base




Chapter2 : Wireless Background

stations and antennas in place. Once that infrastructure is built, however, adding a user to a wireless
network is mostly a matter of authorization. With the infrastructure built, it must be configured to
recognize and offer services to the new users, but authorization does not require more
infrastructures, adding a user to a wireless network is a matter of configuring the infrastructure, but
it does not involve running cables, punching down terminals, and patching in a new jack, like in

wired networks as (telephony networks) .

2.2 Wireless versus wired networks

There are many differences between wireless and wired networks regarding the environment. As an
example, if a frame needs to be transmitted in an Ethernet network, it is reasonable to assume that
the destination will receive it correctly. But, in radio links, especially when the frequencies are
unlicensed (ISM band), it is must to assume that interference will exist. Therefore, the designers of
802.11 considered ways to work around the radiation from different sources like microwave ovens

and other RF sources.

23. Wireless Networks Limitations

Wireless mobile networks do not replace fixed networks. The main advantage of mobility is that the
network user is moving. Servers and other data center equipment must access data. But, the physical
location of the server is irrelevant. As long as the servers do not move, they may as well be

connected to wires that do not move.

The speed of wireless networks is constrained by the available bandwidth. Information theory can be
used to deduce the upper limit on the speed of a network. Unless the regulatory authorities are
willing to make the unlicensed spectrum bands bigger, there is an upper limit on the speed of
wireless networks. Wireless network hardware tends to be slower than wired hardware. Unlike the
10-GB Ethernet standard, wireless-network standards must carefully validate received frames to

guard against loss due to the unreliability of the wireless medium.

Radio waves can suffer from a number of propagation problems that may interrupt the radio link,
such as multipath interference and shadows. Security on any network is a prime concern, on wireless

networks, it is often a critical concern because the network transmissions are available to anyone
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networks, it is often a critical concern because the network transmissions are available to anyone
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within range of the transmitter with the appropriate antenna. On a wired network, the signals stay in
the wires and can be protected by strong physical-access control (locks on the doors of wiring
closets, and so on). On a wireless network, sniffing is much easier because the radio transmissions

are designed to be processed by any receiver within range.

2.4 Radio Spectrum

Wireless devices are constrained to operate in a certain frequency band. Each band has an associated
bandwidth, which is simply the amount of frequency space in the band. Bandwidth has acquired a
connotation of being a measure of the data capacity of a link. A great deal of mathematics,
information theory, and signal processing can be used to show that higher bandwidth slices can be
used to transmit more information. As an example, an analog mobile telephony channel requires a
20-kHz bandwidth, TV signals are vastly more complex and have a correspondingly larger

bandwidth of 6 MHz. Figure 2.1 shows this spectrum.

( 33cm 12cm S5cm \

26 Mhz 83.5 Mhz 125 Mhz
I T [
902 Mhz 2.4 Ghz 5.725 Ghz
028 Mh= 2.4835 Ghz 5.785 Gh=z
QO cordless phones 0 802.11b/g/n | 802.11a |
O baby monitors . O Bluetooth ! R
{ O Microwave oven 1

\_ RS iy

Figure 2.1: Unlicensed radio spectrum.

The following table lists some common frequency bands used in the world.
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Table 2.1 : common frequency bands.

| Band Frequency Range
UHFISM 902-928 MHz
S-Band 24 GHz
S-Band ISM 2425 GHz
C-Band 4-8 GHz 4-3 GHz
C-Band satellite downlink 3.7-4.2 GHz
C-Band Radar (weather) 5.25-5.925 GHz
I C-Band satellite uplink 5.925-6.425 GHz
"X-Band Radar (police/weather) 8.5-10.55 GHz
KuBand 12-18 GHz
C-Band ISM 5.725-5.875 GHz

In table 2.1, there are three bands labeled ISM, which is an abbreviation for industrial, scientific, and
medical. ISM bands are set aside for equipment that, broadly speaking, is related to industrial or
scientific processes or is used by medical equipments. Perhaps the most familiar ISM-band device is
the microwave oven, which operates in the 2.4-GHz ISM band because electromagnetic radiation at
that frequency is particularly effective for heating water.

We pay special attention to the ISM bands because that's where 802.11 devices operate. Common
802.11 devices operate in S-band ISM. The ISM bands are generally license free, provided that
devices are low-power. How much sense does it make to require a license for microwave ovens,

likewise, we don't need a license to set up and operate a wireless network.

2.5 |EEE 802.11

2.5.1 802.11 Networks Components

The following items construct the wireless networks as shown in figure 2.2

1. Distribution system: It is the backbone network used to relay frames between access points,

it is often called simply the backbone network.

9
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2. Access points: Frames on an 802.11 network must be converted to another type of frame for
delivery to the rest of the world. Devices called access points perform the wireless-to-wired
bridging function. Also APs are used to provide users wireless connectivity in infrastructure
mode.

3. Wireless medium: It is the wireless medium used to move frames from station to station
though the RF layers have proven far more popular.

4. Stations: networks are made to transfer data between stations.

f (D) \

=~ &

/@’
Distrribution System
Station

Figure 2.2: Wireless components.

/

(

2 5.2 WLAN Timing and Modes

> Distribution coordination function (DCF): it is the basic of CSMA/CA. 1t first checks

the media if it is clear before sending data, to avoid collisions; the DCF may use the
CTS/RTS clearing technique.
» Point coordination function (PCF): it is used for special stations called point

coordinators to ensure that the medium is provided without contention .

2.5.3 Interframe Spacing

802.11 MAC layer uses three different interframe spaces as shown in Figure 23

1. Short interframe space (SIFS): it is used for high priority transmissions such as CTS/RTS
frames.
2. PCF interframe space (PIFS): it is also called the priority interframe space, and it is used by

the PCF during contention free operations.

10
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interfram e S
3. DCF inter ¢ space (DIFS): it is the mnimum medium idle time for contention based

ices; stations m : :
. ay have immediate access to the medium if it is free for period longer

than DIFS.
DIFS
PIFS
Busy SIFS >1 Frame transmission
L £
Figure 2.3 : types of interframe space.
2.5.4 Access Methods

There are more than ways to access the wireless media which can be explained as follows

»> Basic method: This method depends only on data and acknowledgement frames. The
scenario starts when a station wants to send data, it senses the medium first, if it is idle it
waits for a period of time called DIFS, after this time if the medium still idle the station
starts to send data, while the data is sent, if any other station want to send data, it will find
the NAV timer not equal to zero. It can compute the approximate time for the medium to be
busy from the data frame itself. When the ACK for the sent data is received the medium

becomes free and can be used by any other station depending on the same scenario. The

following flow chart explains this scenario.

ACK @ @ send data

\ 4

Virtual sense NAV not zero SIFS and ACK time

e 2.4 : basic access method.

>

Figur

> RTS/CTS method: In this method, RTS, CTS, Data, ACK frames are used to get the

i : ds to
wireless media the scenario starts when a BS nee

11

send data on the wireless media, it
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R

sends an (RTS ) frame to the destination address. The destination node sends a (CTS) frame

after that the station starts to send the datq frames and wait for the ACK frames, the
following figure explain this method.

/ (2 \

4-Way hand uhaku(RTS/CTS)

RTS Station

cTS

‘-—-)—/
-

b

Figure 2.5: RTS/CTS access method.

26 Layers of 802.11 Standard

In this thesis, we mainly concentrate on the MAC and PHY layers of the WLAN 802.11. So,

we will discuss the details of the two layers:

2.6.1 Frame Types

The 802.11 standard divides the frames into three types:

I. Management frames : These frames are sent on the same media but they will not be

forwarded to upper layers.

12
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2. Control frames :

These frames are respopg;
ponsible for the mediy
the RTS/CTS. m access layer. Examples are

3. Data frames : Which are the frames that carry data

[n general, the frame of 802.11 standard has the following shape:

Preamble PLCP Header MAC Data CRC

|
v

PHY

S

Figure 2.6 : Frame structure.

2.6.2 PHY Frame format : The format depends on the way the physical layer is implemented,
we will talk about two methods in this thesis

2.6.2.1 Framing in FH (frequency hopping )
The FH PHY adds a five-field header to the frame received from the MAC, as shown in figure 2.4

> Sync: it is 80 bit alternating ones and zeroes (010101,,,,). Any station sees this sync pattern

starts to receive data.
» SFD: start of frame which is a 16 bit that indicates to the beginning of the frame The FH

PHY uses a 16-bit SFD: 0000 1100 1011 1101.
> PLW (PSDU length word): It s a 12 bits field indicates to the length of the MAC frame.
> PSF (PLCP signaling): it

MAC frame is transmitted.
> HEC (Header Error check): It is 2 16 bits field calculated by the sender and checked by the

is a 4 bits field that indicates to the speed at which the payload

receiver.

13
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e

3

Sync010101..01 | SFD PLW |PSF | HEC | MACFrame
Bits 80 16 12 4 16
\ PLCP preamble PLCP header -/

Figure 2.7: FH PHY.

2.6.2.2 Framing in DS

The DS PHY adds six-field header to the frame received from the MAC, as shown in figure 2.5

3 N

bits 128 16 8 8 16 16  variable
Sync SFD Signal Service | Length | CRC | MACframe
PLCP preamble PLCP header

- J

Figure 2.8: DS PHY frame.

> Sync: it is 128 bit field consists of ones.
» SFD: start of frame which is a 16 bits field that indicates to the beginning of the frame: 0000

0101 1100 1111.

> Signal: It is an eight bits field that indicates to the transmission rate of the MAC frame.
> Service: It is an eight bits field that reserved for future.

> Length: It is a 16 bits field that indicates to the number of microseconds required to transmit

the frame.

> CRC: It is a 16 bits field calculated by the sender and checked by the recerver.

14
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2.6.3 MAC Frame

Figure 2.9 shows the MAC frame format for the 802.11 standard.

Duratio | Addres | Addres | Addres | Sequenc | Addres | Fram | FCS
n/AD |s1 s2 s3 e control | s4 €
body
2 6 6 2 2 6 0-2312 4
[ Mac header j

J

Figure 2.9 : MAC frame format.

There are 9 fields in the MAC frame, the use of each field is as follows

> Frame control: each frame starts with two bytes, called frame control. The sub fields

are shown in figure 2.10.

( Bits \
Proto | Type Sub To | From | More | Retr | Pw | Mor WE | Ord
col type DS | Ds Frag |y it P er
versio Data
n M
g 1 1 1
2 2 4 1 1 1 1l

Frame Control

e 2.10 : Frame control field.

Figur
1. Protocol version: it is a tWo bits field indicates to the version of the MAC used.
2. Type: Itis atwo bits field indicates to the frame type which canbe (management

served ).

00 , control 01, data frames 10, 111is re
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b type: It i : e
3. Sub type: It is a four bits field indicateg the type of the frame according to the type
field. Table 2.2 shows all values of Type and Sub type values

Table 2.2 Frame types.

|

[ Type Type Description Subtype Subtype Description
0 Association request
1 Association Request
10 Reassociation Request
11 Reassociation Response
= 100 Probe request
ZE; 101 Probe Response
S &o 0110-0111 Reserved
§ 1000 Beacon
1001 ATIM
1010 Disassociation
1011 Authentication
1100 Deauthentication
1101-111 Reserved
0000-1001 Reserved
1010 PS-Poll
- 1011 RTS
= *‘g 1100 CTS
O 1101 ACK
1110 CF End
1111 CF End + CF ACK
0 Data
1 Data + CF + ACK
10 Data + CF + Poll
11 Data + CF + ACK + CF Poll
S {% 100 Null Function
@) 101 CF-ACK” no data”
110 CF-Poll “not data”
111 Cf-ACK+CF+Poll
1000-1111 Reserved
I Reserved L’_@M——L—' Reserve?

that the frame is to distribution

4. To DS and from DS: Itisa 1 bit Each field indicates

system or from distribution system.

16
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More fragment bit: It i : g
gm Itis a 1 bit field Indicates that there are more fragments or not

Retry bit: Itis a 1 bit field indicates that the frame is retransmission

Power management bit: It i f
g bit: It is a one bit field indicates that the network card is in save
mode or not.

More data bit: It i : N
bit: It is a one bit field indicates that there is at least one frame buffered at
the access point.

Wep bit: It is a 1 bit field indicates that the WEP (wired equivalent privacy) is used.
This is used for security issues.

10. Order bit: It is a one bit field indicates that the fragments are in order.

Table 2.2 explains the frame types, and sub types that may be in any frame, and the
description of each frame. Depending on these codes the devises either the base
stations or the clients can sense the wireless media and know what these codes mean,

and decide what action has to be done .

Duration / ID field: It is a two bytes field indicates to the number of microseconds that the
medium is expected to remain busy for the transmission currently in progress. So, all stations
must monitor the headers of all frames they receive and update the NAV accordingly.

Address fields: 802.11 frames may contain up to four address fields, the general rule of
thumb is that Address 1 is used for the receiver, address 2 for the transmitter, with the

Address 3 field used for filtering by the receiver. Addressing in 802.11 follows the

conventions used for the other IEEE 802 networks, including Ethernet. Addresses are 48 bits

long.

Squuence Control Field: It is a two byte field used for defragmentation and discarding
duplicate frames.

Frame body: It is the data fi
2,304 bytes. (Implementations must support frame
WEP overhead).

Frame check sequence (FCS):
T o (ol ek tienntog e ece

eld. 802.11 can transmit frames with a maximum payload of

bodies of 2,312 bytes to accommodate

802.11 closes its frame by the FCS which called CRC. The

d frames. All fields in the MAC header

17
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the body of the fr ; _
and hyFCS ame are included in the FCS. When frames are sent to the wireless
k ¢ g
interface, 1e l 1s calculated before those frames are sent out over the RF link. Receivers
can then calculate the FCS from the received frame and compare it to the received FCS. If

the two match, then there is a high probability that the frame was not damaged in transit.
2.6.4 Samples of control frames

The control frames serve the data frames in a way to support the availability of wireless medium

for the data frame. The common control frames are the RTS, CTS, ACK and power save poll

2.6.4.1 Request to send (RTS)

These frames are used to gain control for the wireless medium in order to transmit large frames ,
access to the medium can be reserved only for unicast, broadcast and multicast frames. The RTS
frame like other control frames is all header and no data is transmitted in the body of the frame. The
duration field is the time required to transmit the next data or management frame, plus one CTS
frame, plus one ACK frame plus SIFS interval time, the receive address is the address of the STA on
the wireless medium that is intended immediate recipient of the next data on management frame, the
ansmit field is the address of the STA transmitting the RTS frame, and FCS is directly follow the
header. Figufe 2.11 shows the RTS frame

Bytes 2 2 6 6 4 \
Frame Duration Receive Transmitter FCS
Control ‘Address | Address
MAC header

- Y,

Figure 2.11: RTS frame.

26.42  Clear To Send (CTS)

This is the answer for RTS frame. The receive address is copied from the transmitter address field

Of the previous RTS frame. The duration 18 the v

18

alue obtained from the duration field of the
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immediately Previous RTS frame minus the time required to transmit the CTS frame and its SIFS
interval Figure 2.12 shows the format for RTS frame iy

(};ytes ? 0 6 4
Frame Duration Receive HES
Control Address
k MAC header )

Figure 2.12 : CTS frame.

2.6.4.3 Acknowledge Frame ( ACK)

This frame is used with any data transmission, including plain transmission, frames preceding
RTS/CTS handshake and fragmented frames. The receive address of ACK frames is copied from the
fransmit address of the previous frame. The duration is obtained from the duration field of the

previous frame minus the time required to transmit the ACK frame and its SIFS. Figure 2.13 shows

the format for this frame.

y

Bytes 2 2 6 4
Frame Duration Receive FCS
Control Address
MAC header

N i)

Figure 2.13: ACK frame.

2644  Power Save Poll (PS-Poll)

19
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. is used when the stati
This fram® ation wakes from a power saving mode. So, it transmits a PS-POLL

s point t i
frame {0 etacesss p g leveiany buffered frames. Figure 2.12 shows the format of this frame

| Bytes 2 2 6 6 4 X

Frame Association| BSSID

Transmitter FCS

Control 1D Address

P
4

k MAC header )

Figure 2.14 : PS-POLL frame.

v

27 IEEE 802.11 PHY and MAC Layers:

IEEE 802.11 standard defines different layers. In this work, we are interested in the medium access
control (MAC), and physical layer (PHY) layer which specify the modulation methods used and the

signaling characteristics for the transmission.

@  802.11- MAC | 1

PLCP

FH/DS/infrared-PHY PMD

Figure 2.15: IEEE 802.11 MAC and PHY.

2.7.1 IEEE 802.11 PHY Layer

The physical layer consists of two sub layers, physical layer convergence procedure (PLCP) and the

Physical medium dependent (PMD)- The PLCP frame is the interface between the frames from the

BAC and the madio tr .ssions in the air The PMD sub Jayer is responsible for sending any bits
radio transmis :

20
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| : g € Z. 5. he ph i

2.7.1.1 FH (frequency hopping)

: te layer,
1t is low rate layer used by the 802.11 standard in its draft version The el i
- e e R . The electronics that support
. e ; p. The frequency hopping concept depends on the rapid change
in the transmission {requency in a predetermined pattern. The hopping is done at a previously kn
: sly known

order for the hopping sequence through the channels, which must be changed by different

. . . A -
technologies and world location. This technique is used to reduce the interference. Also, it adds a
type of security. The maximum data rate which can be achieved by this technique is starting from
{Mbps or 2 Mbps depending on the type of modulation used (PSK or DPSK)), figure 2.14 shows the
concept of frequency hopping.

@ 1 3

g
T T - —
Time slot J

Figure 2.16: frequency hopping concept.

2.7.1.2 DS (direct sequence spread spectrum)

It is the most useful technique used by 802.11 standards. This technique needs more power to

achieve the same rate as used in the FH technique- The importance of this technique is that it is more

adaptable to be designed for higher data rate than the frequency hopping technique. Direct sequence

Systems require more sophisticated signal processing, whic

standard uses the complementary code keying

f the channels 1n the DS ISM band is as

h reflect into more complex hardware and

higher electrical power consumption. The 802.11b
techniq“e to achieve up to 11Mbps. The location ©O
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e 23 ISM band channels.
—  Channel Number oy Frequency
1 2412
2 2417
| 3 2.422
| Eaamm 4 2.427
5 2432
6 2.437
7 2.442
3 2.447
9 2.452
10 2.457
T 2.462
v 2.467
B 2472
n 2.484

2.7.1.3 Orthogonal Frequency Division Multiplexing (OFDIY

This technique depends on to dividing the channel into several sub channels, and sending the data

through these sub channels. On the receiver side, the main signal will be coded another time from all

. > 1 1 i I't
sub channels. which will increase the data rates. This technique 18 used in 802.11a Wth: suppo i;p
5 3 er
to 54Mbps data rate. The following table shows the IEEE standard versions and some O
mformation:

Table 2.4 : IEEE 802.11 standard.

Spread Spectrum
EEE Speed ﬁmw :
o iR
standard ———M”"C%;TJ/EAT DSSS
802.11 1 to 2 Mbps ﬁgﬁz——m FHSS
ggi-ll 1 to 2 Mbps l‘%{flzrm OFDM
dla Up to 54Mbps | 5 GHZ | ==——T"H35g
pSi ACA D e s
$201h [Upto 11 Mbps | 2.4 GHz | CSmam=
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302.11 . o0 e e

| Up to 600Mb Rt )
302.11n 2 psii24GHz | C
S Upto 16 Mbps | Light | Csma/CA | OFDM & SDM

i N/A
| N/A

,8 Coding techniques
There are different coding techniques used in 802.11 standard

» Phase Shift Keying (PSK): In this technique we change the phase of the phase of the
sinusoidal carrier to indicate information. The draft version of this technique is called
(BPSK). It uses one symbol per digit. The max data rate achieved by it is 1 Mbps. QBPSK
uses two bits per symbol which double the speed to 2 Mbps. Complementary code keying
(CCK) is based on sophisticated mathematical transforms that allow the use of a few 8-bit
sequences to encode 4 or even 8 bits per code word, for a data throughput of 5.5 Mbps or 11
Mbps.

» Frequency Shift Keying (FSK): In this technique, the frequency is changed in response to
information. One particular frequency for bit One and another for bit zero.

» Amplitude Shift Keying (ASK): In this technique, the amplitude of the carrier is changed
according to information and everything else remains fixed, such that bit 1 is sent to a known
amplitude and bit 0 to other different known amplitude. There is a special case of the ASK
called on off keying (OOK), where one of the amplitudes are zero.

» Quad Amplitude Keying (QAM) :Itisa mixed technique between ASK and PSK, it changes

both the phase and amplitude to indicate to the data. 16-QAM encodes 4 bits using 16

symbols, and 64-QAM encodes 6 bits using 6 symbols.

29 802.11n Standard

2.11. It comes because of the need for high data rates. In

This is the new version of the standard 80
stics. There are new enhancements

1its technical characteri

MAC layers. The original 80
ate and reports it back to the

this thes; i ion with al
1s we focus on this versl 5 11 PHY layer specification

adopted in this version in the Physical and .
sses the wireless medium st

focuses : ission. It asse
on wireless transmission. a, 802.11b, and 802.11g. Both 802.11b and

Mac sub-layer. The main amendments are: JEEE 802.1
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m ﬁ
il |vptos 2.4 GHz Fa/CA
e Mbps DSSS & OFDM
Up to 600Mbps | 2.4 GHz | Csma/C A
Irl)(/ Up to 16 Mbps | Light SffM & SDM
N/A

28 Coding techniques
There are different coding techniques used in 802.11 standard

» Phase Shift Keying (PSK): In this technique we change the phase of the phase of the
sinusoidal carrier to indicate information. The draft version of this technique is called
(BPSK). It uses one symbol per digit. The max data rate achieved by it is 1 Mbps. QBPSK
uses two bits per symbol which double the speed to 2 Mbps. Complementary code keying
(CCK) is based on sophisticated mathematical transforms that allow the use of a few 8-bit
sequences to encode 4 or even 8 bits per code word, for a data throughput of 5.5 Mbps or 11
Mbps.

» Frequency Shift Keying (FSK): In this technique, the frequency is changed in response to
information. One particular frequency for bit One and another for bit zero.

» Amplitude Shift Keying (ASK): In this technique, the amplitude of the carrier is changed
according to information and everything else remains fixed, such that bit 1 is sent to a known
amplitude and bit 0 to other different known amplitude. There is a special case of the ASK

called on off keying (OOK), where one of the amplitudes are z€ro.

» Quad Amplitude Keying (QAM) : It is a mixed technique between ASK and PSK, it changes

both the phase and amplitude to indicate to the data. 16-QAM encodes 4 bits using 16

symbols, and 64-QAM encodes 6 bits using 6 symbols.

29  802.11n Standard

2.11. It comes because of the need for high data rates. In

its technical characteristics. There are new enhancements

11 PHY layer specification

This is the new version of the standard 80

this thesis we focus on this version with all .
MAC layers. The original 802.

adopted in thj ion i ical and
Pted in this version in the Physic ate and reports it back to the

ses the wireless medium st

focuseg : ‘ssion. It asses
on wireless transmission. 1, 802.11b, and 802.11g. Both 802.1 1b and

Mac sub-layer. The main amendments arc: IEEE 802.1
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rt raw data rate
.12 Suppo . s up to 11 Mb/s and 54 Mb/s, respectively. A third PHY specification
b g02.11g was introduced, with maximum raw data rate of 54Mbps within the 2.4GHz band
| s Z band.

itecture of i :
The MAC architecture of 802.11 is based on logical coordination functions that control medium
secess. In the legacy IEEE 802.11 standard, there are two types of access schemes: the mandatory
| distributed coordination function (DCF) and the optional point coordination function (PCE): The

- DCF is based on Carrier Sensing Multiple Access with Collision Avoidance (CSMA/CA)
mechanism. The PCF is based on a poll-and-response mechanism.

e MAC schemes are found to be inadequate to provide acceptable quality of service (QoS)
fevels for voice over IP (VoIP) applications as well as audio/video conferencing. Therefore, a new
extension was developed in 2005, the 802.11e. The 802.11e proposes additional service for
differentiating and prioritizing traffic. In addition, IEEE 802.11e offers, the transmission opportunity
(TXOP), which is an interval of time in which multiple data frames, can be sent from one node to
another. Further, the idea of block ACK was established. With this idea, receivers can acknowledge

multiple received data frames using a single extended ACK frame.

The 802.11n PHY layer operates multiple antennas for both transmitter and receiver. MIMO
provides antenna diversity and spatial multiplexing. With single input single output (SISO) systems,
* multipath is typically perceived as interference degrading the ability of the receiver to recover useful
information. However, a MIMO system has the ability to simultaneously resolve information from
multiple signal paths using spatially separated receiving antennas. Also, the 802.11n PHY layer can
optionally uses 40MHz channel bandwidth to improve the theoretical capacity limits. Finally, new
coding schemes have been proposed for 802.1 In.

MAC enhancements have also been proposed for 202.11n. The main enhancement is the frame

ency. Two aggregation types have been defined:

MAC protocol data unit (A-

aggregation. It maximizes throughput and effici
aggregate MAC protocol service unit (A-MSDU) and aggregate
MPDU),

the same receiver are aggregated in a single MPDU. The

I A-MSD tined to
U, several MSDUs destt MSDUs are buffered and then

OPeration is performed at the top of the MAC layer where the coming

ame. On the other hand, A-

pU) frame. It is possible to combine frames

MPDU concatenates multiple
3Bgregated in order to form A-MSDU fr

MPDUS frames in a single PHY protocol data unit (PP
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- traffic identi i
" different ntifiers given that sub-frames are addressed to th
wi s€d to the same receiver.

pdgitionally, there 18 o Waiting time during the formation of the A-MPDU. Ogly
MPDUS within an A-MPDU need to be retransmitted. Multiple MPDU o
S are a

single plock ACK in response to a block acknowledgment request (BAR) " i

Another key enhancement specified for 802.11n is the bidirectional data transfer method during a

single TXOP- This permits the transportation of data frames in both directions in one TXOP

another MAC enhancement in 802.11n is the long network allocation vector (long-NAV). It
{mproves scheduling, given that a node that holds a TXOP may set a longer NAV value intended to
protect multiple PPDUs. Another feature is the reduced IFS (RIFS). It is proposed to allow a short
fime interval of between multiple PPDUs, compared to SIFS defined in the legacy standards.

29.1 PHY Enhancements
» It is applicable on both 2.4 and 5 GHz.
» The new PHY supports OFDM modulation with additional coding methods, multiple streams
and beam forming
» Multiple iﬁput multiple output (MIMO) radio technology.
» High throughput PHY, 40 MHz channels or two adjacent 20 MHz channels are combined to
create a single 40 MHz channel.

- 2.9.2 MAC Enhancements

~ Block acknowledgement technique was used in 802.1n standard. A performance optimization in

which an IEEE 802.11 ACK frame need not follow every unicast
nt in time, which will increase the data rate for the new

frame and combined

acknowledgements may be sent at a later poi

standard 802.11n at a noticeable rate.

293 Multiple Input Multiple Output ( MIMO) concept

i is doubles the rate in
Transmit and receive with multiple radios simultaneously 1n same spectrum. This

an compare
sity), we can Se€ multiple independent data

5 AP
the case of single radio, as shown in figure 2.17. If wee MIMO to traditional single mpu

Single output radio (SISO) (with optional receive diver

antennas to deliver more bits in the specified

Sreams are sent between the transmitter and rece1ver
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bandwidth- Also cross paths between antennas are automatically decoded by the receiver. The
o wing figure shows the concept of MIMO used in 802.11n networks,
0

Radio
D
Radio S — Bits
Bits =
Radio [ﬁ

Figure 2.17: MIMO concept.
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cHAPTER 3

pluetooth (IEEE 802.15.1 standard)
34 Whatis Bluetooth?

ItisaPp otocolistashiliatienables heterogeneous devices to communicate in ad-hoc manner to
exchange information. Also it is cable replacement technology. It connects devices such as
phone handsets, headsets, computer peripherals, etc. Also, it is an industry standard that allows

wireless communication between devices. It is lower power and cost than the wireless LAN. The

following figure shows sample of Bluetooth devices.

Figure 3.1: Bluetooth devices.

The Bluetooth has many applications used in these days like:
> Conference table.
» Cordless computer.
> Instant photos/files transmission.

> Cordless phone

32 Physical Layer (PHY)

27
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32,

4 Functions

ction of the PHY 1
- ayer of the Bluetooth can be summarized
zed in the followin i
HY g points

» Responsible for transferring bi
ring bits between adjacent systems
over the air interfa
ce.

a MA

to the associated station or vice versa

3.2.2 Requirements

» The Bluetooth transceivers operate in 2.4 GHz ISM band as sh i
own in Figure 3.2 and table

3ull.

implement full band.

Table 3.1 Bluetooth frequencies.

Geography
;Js, Europe and most other countries 2.400 -2.4835 .
- : :

£e 2.4465-2.4835

( 33cm 12cm S5cm \

2ot = 83.5 Mhz 125 Mhz
202 thz
2.4 5.725 Ghz l
5.785 Ghz=

Bcordless phones i
baby monitors |

-

Figure 3.2 Unl

> The equipment can be divided in

> Gaussian Frequency Shift Keying (G

&1 802.11b/g/n ' i
i | Bluetooth i
i 0O Microwave oven |

2.4835 Ghz

e

jcensed Radio Spectrum.

ories as shown in Table 3.2.

to three power class categ

FSK) is used.
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1
|
~(h
» 4 o3 Bluetooth power classes.
able 3:

i / :

Power Class Maximum OWW Mini

: power power inimum output

- 100 mw N/A g

/ 1

i 2i5 nw 1 mw O.Z;n n\Zw

| : LA BT NA N/A

323 Receiver Characteristics

» The Bluetooth receiver sensitivity level is approximately -70 dBm or better

» The receiver should have the capability to measure its signal strength and determine whether
: the transmitter should increase or decrease the power. This is the Receive signal strength
| indicator (RSSI) measurement.
" 33 Medium Access Control (MAC)
" 331 Base Band Specifications

The Symbol rate is 1M Symbols/s, using frequency hopping with a rate of 1600 hops per
second. Time division duplex (TDD) is used. Information is exchanged along the channel in
terms of packets which can take single time slot, or it can cover up to 5 time slots. Bluetooth
can support up to three simultaneous synchronous voice channels, or it can support a channel

which simultaneously supports asynchronous data and synchronous voice. Bluetooth

supports point-to-point connection as well as point-to-multipoint connections. In multipoint

connection, the channel is shared between some devices forming a piconet. In a piconet, one

device acts as the master and others are slaves. Up to seven slaves can be there in a piconet.
The channel is divided into time slots

length. TDD scheme is used between th

as shown in Figure3.3, each of 625 micro-seconds
e master and slave for transmission purposes. The

master starts its transmission in the even-numbered slot only, whereas the slaves start to

transmit in the odd-numbered only- There are two different types of link that can be defined

between the master and the slave:

ymmetric, point-to-point link

(SCO) link: it is @ S
_time traffic (voice). The master can

> Synchronous Connection Oriented

real
between the master and the slave, used to carry

29
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support up to 3 SCO links
pp to the same slave or different slaves, The master sends SCO

ackets in the regular inte
P g rval known as Tsco (SCO interval in slots)
o In slots) in master to slave

chronous Con i .
» Asyn nection Less (ACL) link: it is a point-to-multipoint link between the

and all loiDatmet:
master the slaves participating in the piconet. The master can establish an ACL

link on per-slot basis with any slave. ACL links provide a packet
The following figure shows the Bluetooth radio link channels

-

switched connection.

K 83.5 Mhz j

Figure 3.3 Bluetooth Channels.

34 Packet Format
The packet format is divided into three fields as shown in Figure 3.4 :
1. Packet access code: it is a 72 bits length, which is the address of piconet master.

2. Packet header :It is a 54 bits divided as:

> 3 bits for addressing (max 7 active slaves).

> 4 bits for packet type (16 packet types)-

» 1 bit for flow control.

> 1 bit for knowledge indicator:

> 1 bit for sequence number.
30
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» 8 bit for header error check.

tal header, includi i
The to uding the HEC, consists of 18 bits, and is e i
s o ) ncoded with a rate 1/3 FEC

3. Payload: This field is dedicated for data. It takes g range from 0 bits to 2744 bits depend
0 its depending

type, (voic i
on data type, (voice or data). The following figure shows the packet frame for Bluetooth
ﬁ 72 bits 54 bits

No CRC
No retries

O - 2744 bits

FEC (optional)

ARQ
l625 ns FEC (optional)
pascorumm |  (wom|  lwom| lwow| (jwew| |jew| |wew]|
l B e e )

B

Ficure 3.4 Bluetooth packet format.

| 35 Bluetooth Modes

* During the connection, Bluetooth device can be in one of the following modes:

> Active mode: Bluetooth unit listens for each master transmission. Slaves which are not

addressed can sleep through a transmission.

» Sniff mode: Unit does not listen to every master transmission. Master polls such slaves in

specified sniff slots.
> Hold mode: Master and slave agree on a time duration for which the slave is not polled,

typically used for scanning, paging, inquiry or by bridge slaves to attend to other piconets.

WET.

> Park mode: The unit will have very little activity consuming very low po
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Bluetooth Protocols

different protocols working with B]
There ar € uetooth. The followin :
& protocol is the most common:

rvice Dis
» Se covery Protocol (SDP) Provides attribute based searching o i
Prot: f services,

browsing through avai i
g gh available S€rvices, means of discovering new services and Provides
removal of unavailable services.

» RFCOMM (simple transport protocol): Provides emulation of serial ports over
L2CAP (Logical Link Control and Adaptation Protocol)

37 Modeling Interference between Bluetooth and WIFI

mterference occurs when there is a collision of a packet from the interfering network with the
desired signal and the interfering signal has sufficient power to cause errors in recovering the signal.
| The analysis is centered on deriving a closed form solution for the probability of collision Pc in
" tems of radio and network parameters. A collision occurs when one or more interfering signals
overlap in both time and frequency with the desired signal. This will lead to a retransmission of the
desired signal or a packet. Based on the probability of collision, the packet error rate can be

* calculated. The Bluetooth devices use a small period of time to keep sensing the channel for a good

slot. This time is called the Bluetooth sense time and this process continues till a certain amount of

fime. Therefore even in this case, there will be an overlap in the time domain, which will result in a

~ small collision. The value depends on how large the Bluetooth sensing window time is.[10]

* Bluetooth packets have to use some of the bad channels, thus the probability of collision due to

Bluetooth on 802.11 at MAC layer is given by the collision in both time and frequency .

1)
Pe = Pc (time overlap). (frequency overlap)

bability of the sense window overlap with the packet
()

The packet withdrawal probability is the P %
t is the probablhty o

transmission from 802.11 device. In other words 1

f collision of the Bluetooth
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a5

802.11 frame transmission time+Bluetooth sense ti
ime
Total Bluetoothtime in interval

Nb

PW. =
Nb_min

- gilarly the probability of collision can be written as :

802.11 frame transmission time+Bluetooth occupied time Nb

i Total Bluetooth interval " Nb_min

Where Nb is the number of bad channels.

a8 .

Pe{no Bt})bits in259us Pw]k

- Similarly, the expression for the packet error rafe can
. While implementing AFH. Instead of Pw, P¢ is substitute

* S0r will then be

PEp _ ki
ER=1-[(1 - pefno BTH"™"'
Pefno Bt})bitsin259 s pc]k

33

" PER=1-— [(1 — pe{no BT})bitsin6256s (1 — Pw) + (1 — Pe{BT}

ne2sps (1 — po)+ (1— Pe{BT}

‘ ._1ow with the 802.11 packet.
ens° windo packet. Therefore, the packet withdrawal probabilit b
1lity can be written

)

3)

The probability of packet error determines if the packet must be retransmitted, as the receiver may

10t be able to decode. When the packets are withdrawn the probability of withdrawal Pw is derived

)bits in366us (1 e

)

be derived, when the packets are collided

d in all the above equations. The packet

)bits in 366us p (1 et

®)
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3

h
wit _ Twt d :
Wher® k=Tpr,slot  625us and Tw,t is the 802.11 packet transmission tim
c.

fhroughput is the ratio of the number of bits successfully received to the time taken int itti
| ' ransmitting
i bits OVer the medium. The throughput of the 802.11 system in the presence of Bluetooth

pterference can be written as:

pata (WLAN) 4 NG)
= = e .(1 — PER) ©)

=

Where Data(wlan) is the data rate at which the 802.11 is transmitted, and N(y) is the expected

mmber of interferences as in[10].
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pevices and Tools

41 Introduction

o this chapter, description of the devices and tools used in this work .

xperiments were performed depending on IEEE802.11 and Bluetoot:,;;dwere explal.néd. Th_e
chapter 1nto two parts. Both parts combined to accomplish the experiments inv:haer:e. o
part one is about the required hardware that been used in the experiments. This harrr;oSt pr(-)per Wa?/.
o e and managed modes) as shown in Figure 4.1. Part tw\:airse izts:dt:;

pftware required like drivers, tools and programs used in the experiments

. ‘ (@)
Managed mode i

AP 802.11b/g/n Monitor mode

802.11 devices

Figure 4.1: 802.11 standard devices (clients, access point).

art explains the hardware used in our experiment

4,
2 Hardware : The following P
_Link. It supports (802.11 a/b/g/n).

4' &
L1 DWA-643 : A wireless adaptor which was produced by D
ks in our experiments as a mo

643 wor

nitor device on

Its chipset is Atheros ar5418. DWA-
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) ithout any problems. W i
ver W Yp ¢ used the iw-too] to configure this device j it
n monitor mode.

. The following figure shows DWA-643 wireless

o v :

Figure 4.2: DWA-643wireless adapter.

42.2 DWA-556 :

This adaptor contains ar5416 chipset which also supports 802.11n in addition to legacy 802.11a/b/g.
It has three external antennas for the MIMO use. This adapter is set to managed mode, in order to

e the MZ tool as traffic generator. The following figure shows DWA-556 wireless adapter.

Figure 4.3 : DWA-556 wirel ess adapter-
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1p-Link-TL-WR941N The
TL-WR941N Wireless N Router i
1S a combined

wired/wireless network connection device designed '

and home office networking requirements. It complisepeclfically for small business, office,

standard with wireless transmission speeds of 5 tz ‘;’(‘)t(})l the IEEE 802.11n (Draft 2.0)

10/100Mb.ps ports to achieve the most effective data trall\libnr:iss:siThe e

technologies, has th'ree fixed Omni directional antennas providin o

performance, transmission rates, stability and coverage. Channel coiﬂ:;ezvbjter w(ireless
oidance (CCA)

hnology automati :
technology automatically avoids channel conflicts using its channel selecti
following figure show the TP-link AP. selection feature. The

=973

Figure 4.4 : TP-Link-TL-WR941N.

mal Bluetooth adapter.

Bluetooth device (BT-3620 V2.0): This device works as an exte

The following figure shows the BT-3620 V2.0
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(h3

Figure 4.5 : BT-3620 V2.0 BT device.

43 Software requirements:

431 Linux Operating Systems

Limx is an operating system. The accurate name of this operating system is GNU/Linux. Linux is
pot produced by one company, but a number of companies and a group of developers contribute to
develop it (open source operating system). In fact, the GNU/Linux is a core component which is
branched off into many different products. These are called Distributions. Distributions change the
appearance and function of Linux completely. They range from large, fully supported complete
systems (endorsed by companies) to lightweight ones that fit on a USB memory stick or run on old
computers. A prominent, complete and friendly distribution to step into GNU/Linux is Ubuntu,

used to configure all the system in our experiments.[4]

432 The Drivers for Wireless Network Interface Cards:

432.1 Multiband Atheros Driver for Wireless Fidelity (MadWifi)

tis a Linux kernel device driver for Atheros-based Wireless LAN devices. The driver works such
lat the WLAN card will appear as a normal network interface in the system. In this section, the
i i 1 lanation
‘ MadWif requirements and installation will be described- Also, there will be a brief exp 'ana io
make MadWifi work properly, 1t needs

thout the tools used by MadWifi "wlanconfig" I OTCET 10

: i W
e hardware and software requirements as explained belo

os chipset. USB

: ith an Ather
: Hardware Requirements: A PCI/miniPCI or Card bus card W1

devices are not yet supported.
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Requirements: ivi
software Req s: Root privileges for the machine on whj h
1ch we intend to install

MadWiﬁ.

[nstallations: The installation can be done in two different w GU
ays. I

[nstall" and by using 'synaptic Package

"terminal". In :

ifi which onl be i (Tur CXpeniments, we need the latest subversion of
MadWifi which only can be installed using the terminal. The commands to install and upd
drivers were shown in appendix. R

Multiband Atheros 9000 series Driver for Wireless Fidelity (Ath9k): Ath9k is a linux
driver for 802.11a/b/g/n universal NIC cards (Card bus, PCI-E, or miniPCI-E - using Atheros
9000 series chip sets). This driver is the latest driver for Atheros Chipsets wireless network
cards. The Ath9k driver is used to configure the DWA 643 WNIC into monitor mode using

one of its commands which will be explained briefly below.

iw "Atheros Tool": "iw" is a new 802.11 based CLI configuration utility for wireless

devices. It supports almost all new drivers that have been added to the kernel recently.

Adding interfaces with iw: There are several modes supported. The modes supported are

monitor, managed [also station] and adhoc, samples of the commands to add interface in

several mode are shown in appendix.

Wireless Tools:

Iwconfig : This command is used to set parameters which are common across most drivers.

The format for the iwconfig command is shown in appendix.

TShark : It is a network protocol analyzer- It gives us the opportunity to capture data

ead packets from 2 previously saved capture file, aities

ackets to the standard output OF writing the packets to a

pdump. It will use the pcap

packets from a live network, or
printing a decoded form of those p

: ike t
file. Without any options set, TShark will work much like tc

st available network interface and displays a summary

tbrary to capture traffic from o detect, read and write the same

ket. TShark is able to

line on stdout fi o .
or each received P ,
reshark. The input file doesn t need a specl

capture files that are supported by Wi

fic filename
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nsion. The file format and an ont; ;
exte optional gzip compression will be automatical]
matically detected.

Therefore, the compressed files require the zjp library, samp]
. o ) ples of the tshark commads are

ausezahn) packet sl
Mz (M ; (: o] generator : It is a free fast traffic generator written in C which
o in C whic
Jllows US 0. 3.1 a packets. Mausezahn can also be used as didactical tool in network 1
or for security audits, including penetration and denia] of service (DoS) testi .
esting. As traffic

generator, Mausezahn is used to test IP multicast or VoIP networks. Samples f
: es
generator command are shown in appendix : ples from MZ

BLUETOOTH MANAGER (Blue Soleil) : It is a Bluetooth manager that make the
connection between laptop which have the Bluetooth device and other devices (
laptops or mobiles ). Also, it gives us the speed of the connection. Figure 4.6 shows the
Bluetooth manger.

AIVT Cotperation BlunSeie - Mola Wisdow
o yaw B0t T leiw Tah B

ST BBEJTHLD AR

L naa - 00 i

Figure 4.6 : Bluetooth manager (Bluesoleil).
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Results

51 Experimental Setup

The goal of the empirical experiments is to obtain an estimate of the mutual interference between
pluctooth and 802.11 WLAN devices. Though our focus is on 802.11n, we also consider the other
yidely used modes 802.11b/g. The experimental network has been placed in typical operation
avironment. It is comprised of an 802.11 WLAN system (Client and AP) and a simple Bluetooth
piconet. The AP is TLWR941N wireless N router. It is connected to a PC server used to receive the
902,11 traffic. Client is equipped with DWA-556 adapter and configured in the managed mode.
Another node is used to sniff data frames. It is equipped with DWA-643 adapter based on Atheros
thipset and configured in the monitor mode. The Bluetooth system is based on BT-3620 [5]. The
MZ traffic generator [15] is used to generate 802.11 traffic. File transfer is used for the Bluetooth
mtwork. We measure the throughput of both networks, using the T-Shark and BlueSoleil
measurement tools for 802.11 and Bluetooth, respectively.

the results of experiments executed in wireless and Bluetooth
02.11 networks

In this chapter we will discuss

wtworks, Two cases are considered. The first case focuses on the measurements of 8
Vith the existence of Bluetooth. The second case will be for the measurements of the Bluetooth with

the existence of 802.11 networks.

52 Effect of Bluetooth on 802.11

. i tandard.
s part, we will start our experiments o1 the elementary Versions of 802.11 stan:

%21 Scenario 1 ( 802.11b network )
3,
211 Throughput of (802.11b)
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ey .1, in this experi
in Figure 5.1, periment the throy
| F, ghput of 802.11b network wi
with Bluetooth

- the range were m :
intcrfcrcﬂce in th & easured. Distance between the Bluetooth transmitt d th
itter and the

s

Direction of
interferer

gn.1b receiver is varied.

S

O
:

\ B o i networic

Figure 5.1 802.11b with Bluetooth.

o

Table 5.1 : 802.11b Throughput and Loss of frames .

302.11b Throughput and Loss of frames
Gistance of interferer (meter) O 4 - Z - 2; l01(9) ﬁ
Throughput (Mbps) 7.5 A R : :

(Loss of frames (%) 02| 02| 015[0.1] 0.03 0.05| 0.02

Results are shown in Table 5.1 and plotted in Figure 5:2-
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e

As shown in Figure 5.2, the throughput of 802.11b improves as Bluetooth interferer gets farther.
After 12 meters the 802.11b throughput gets stable at about 11Mbps. This result is expected because

Throughput Mbps

10.5

i 802.11b Throughput Degradation

.................

10

9.5

......................
..................

......................
....................

..........................
....................

Distance of interferer (meter)

Figure 5.2 : 802.11b Throughput.

s known Bluetooth range is about 10 meters.

52.1.2

The same scenario in figure 5.1 was used to measure the loss of frames with existence of Bluetooth.

Loss of (802.11b)

The technique used to measure the loss is as follows:

» Each frame has a field called retry bit
» A number of frames were sent, and the retry bit was checked

» Atthe end of the experiment, we can know how many frames are retried from

Table 5.1 and Figure 5.3 show the loss rate for the 80

frames sent, which gives us the loss rate.

2.11b network.
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802.11b Loss of frames

0.
s R A
e\o 2 : RIS bl e e R S
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£ : : :
{1 O pas TSRt T A e ——ye
5 ) . e e A N RN R e e S h e
[
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3 z : : z a
e s e L) ?
B ; ; z ‘%_J
|
0 2 4 6

Distance of interferer (meter)

Figure 5.3 802.11b Loss of frames.

from the figure above, we can easily notice the effect of the Bluetooth on the 802.11b network
yhich depends on the distance of the interferer, such that the loss becomes negligible when the

iterferer distance becomes more than 12 meter.

522 Scenario 2 ( 802.11g network )
52.2.1 Throughput (802.119g)

Asin scenario 1, we repeat the same experiment for the 802.11 in mode g. Results are summarized
intable 5.2 and plotted in figure 5.3. The experiment results show that 802.11g is also affected by
Blutooth interference. The amount of reduction in the throughput of the 802.11g network does also

~

depend on the interferer distance.

[%)f

pirection of
interferer

80
t-‘ 9 network

Figure 5.4 : 802.11g with Bl

uetooth.
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0.01

802.11g Throughput Degradation

r—)(— TH Degradatuoj

...................
.....................
....................

Distance of interferer (meter)

Figure 5.5 : 802.11g Throughput.

5.2.2.2 Loss (802.11g)

Vith the same technique, we measure the loss of frames in the network 802.11g network with the

leWLAN. Table 5.2 and figure 5.6 show these results.
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802.11g Loss of frames

_________________________________ ; == Loss of frames
AlETE T SO B i R S e Teas
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Distance of interferer (meter)

Figure 5.6: Loss of frames in 802.11g.

fom figure 5.6, we can see that there is a clear effect on 802.11g networks caused by the Bluetooth
itwork, This variation in the loss is due to distance changing of the interferer. As known, a closer

iferferer leads to a higher decrease in (signal to noise and interference ratio) SNIR.

523 Scenario 3 ( 802.11n network)

5231 Throughput (802.11n)

i i e. Figure
it scenario, we will measure the throughput of the 802.11n with Bluetooth interference. Figur

i shows this scenario.
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Figure 5.7 : 802.11n with Blueto
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rible5.3 : TEEE802.11n throughput and Loss of frame
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More e S.ee from figure 5.8, it is very clear that
tctible in the case of 802.11n. The max

Wghpys
put j .
S75 Mbps with the existence of Blueto
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the effect of the Blu

throughput achieved
oth networks in the range-

. 802.11
iisance of interferer (meter) s Throu%hput
Throughput (Mbps) 2| 4 6
8
s of frames (%) 75| 80| 98] 140| 163 122 =
0.45] 035]02] 0.1] 0.05] 005 01<6)§
170 . 802.11g Throughput Degradation
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10

Loss (802.11n)
;5'2,3.2

s i technique, we measure the loss in 802,11y network with and without Bluetooth

e Figure 5.9 shows these results.

oo s that there is a clear effect from the Bluetooth networks on the Loss of 801.11n network

i distance between the access point and the interferer increased, the effect decreases, and as the

e pecome large enough the effect can be negligible.

802.11n Loss of frames

T

tx—] Loss of fram@

%

Loss of frames
(=]
)

T
'
.
i
\
'
V
\
'
'
\
)
)
)
9
\
)
'
i
:
'
‘
i
N
)
\
H
)
1
i

Distance of interferer (meter)

Figure 5.9 802.11n Loss of frames
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5:Results
p”
4802-11 standard and Loss of Frames
i

. ection, we Will compare the results for the thre i
o {hiS s¢ C versions of standard 802.11
11 together

(302.11b/gn) for both throughput and frame losg rate. Figure 5.10 shows th Thioush
- € throughput.

F'gur65 1 shows the loss of frames.
foure 5-

) 4180211 standards Throughput
5 A

s enario, We plot the throughput of the three standards 802.1 1b/g/n, on the same plot. This is
e order to compare the results for the three modes. From figure 5.10, we can see that standard

lin achieves the maximum throughput among the three modes. Although the mutual effect
yiween the Bluetooth and WLAN 802.11n is the maximum among the three modes, the throughput

gl the maximum s the standard employs MIMO technologies, channel bonding and frame

yregation.

[ble54 : IEEE802.11 standard throughput.

802.11 Standard Throughput
fistance of interferer (meter) 0 2 4 6 8 105 12
Troughput 802.11b (Mbps) I TR R R 0 1]
Troughput 802.11g (Mbps) TR T i o A (6 18
Troughput 802.11n (Mbps) 75| 80| 98| 140| 163| 165] 168
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Figure 5.10 802.11 standard throughput

fire 5.10 shows the effect of Bluetooth on 802.11 WLAN. The results show that the new high
loughput MIMO-based 802.11n is mostly affected by Bluetooth interference. The throughput of
1802.11n client is degraded by about 55% when the Bluetooth operate very close. Although the
fore scale does not clearly show the degradation for 802.11b/g modes due to Bluetooth

erference, it is about 32% for 802.11b and 22% for 802.11g, when the Bluetooth operate very
toge.

1242 80211 Standard Loss Of Frames

Sinthe previous scenario, we will measure the frame loss in 802.11b/g/n modes with the existence

MBietooth devices within the range. Table 5.5 and figure 5.11 show these results.

Tiles .
®55: IEEE802.11 Loss of frames.

i :
Mmeter)

A Ofﬁ'am
LQSSofﬁ. es 802.11b %
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Figure 5.11 802.11 Loss of frames.

omake the following comments on this figure:

b The effect of Bluetooth networks is clear for all modes of 802.11 with different percentage.
» The amount of decrease in the 802.11n Loss is considered the most due to MIMO technology
used, channel bonding and frame aggregation. But, in spite of interference, 802.11n achieves

the maximum throughput.

| " Effect Of 802.11 On Bluetooth

%1 Bluetooth Throughput With Interference (802.11)

i ®Xperiment, it is aimed at characterizing the effect of 802.11b/g/n on a Bluetooth piconet.
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Direction of
interferer

802.11 network

&

Results of these experiments are summarized in table 5.6 and plotted in figure 5.13. The results

show that the Bluetooth is also influenced by 802.11b/g/n devices operating in the same area. The

Figure 5.12 : Bluetooth Scenario with 802.11 interference

amount of effect does also depend on the interference distance.

Table 5.6 : Bluetooth throughput with interference.

Bluetooth throughput with interferer

Distance (m) 0 D 4 6 8 10 12
802.11b Th
5) 243836 | 862751 | 870535 | 873820 | 877130 | 877130 882478
802.11g Th
(bps) 827000 | 855737 | 858911 | 872503 | 875141 875141 | 882479
802.11n Th
Lbps) 771875 | 838994 | 851332 | 864039 | 870535 | 877130 | 880465
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Figure 5.13 : Bluetooth Throughput with interference.

532 Bluetooth Loss With Interference (802.11)

Iorder to get a better idea about the effect of 802.11 on Bluetooth piconet table 5.7 and figure 5.14

show the percentage of degradation of Bluetooth network due to 802.11 interference for different

distances and 802.11 modes. The results show that the maximum interference comes from the

£ 40 MHz band, frame aggregation and MIMO

802.11n Sht to optionally use 0
mode, which is known to Op 4% and 6.3 % for 802.11b

hnology. The degradation for 802.11n1s about 13%, the degradation 1s
0d802.11g, respectively.

Table 5.7 : Bluetooth Loss M

: Bluetooth Loss with WLAN inte6rference 8 B —
Dlsmnce - - : 0.0113 0.0078 0.0076 0.0015

202.11b10ss 0.0396 | 0.0239 | 0.015 0128 | 0.0098
8011 10ss | 0.0643 | 00318 | 0.02821 O

0151
Wilnloss | 0.1267 | 0.0507 | 0.0368 0.0224] 0
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Distance of interferer (meter)

Figure 5.14 : Bluetooth Loss with interference

54 Summary of Results

The experimental results show that the new high throughput MIMO-based 802.11n is mostly
iffected by Bluetooth interference. The throughput of the 802.11n client is degraded by about 55%

when the Bluetooth operate very close. Results have shown a degradation of 32% for 802.11b and
results have shown the effect of

fluenced by 802.11n

1% for 802.11g, when the Bluetooth operates very close. Finally,
102,11 WLAN on Bluetooth throughput. The Bluetooth throughput is mostly in
when the 802.11n network is operate in very

tose proximity. It was found to be about 4% and 6.4% for 802.1 1b and 802.11g, respectively. These
Jess than the effect of Bluetooth on Wi-Fi.

vices. The amount of degradation is about 12.3%

15ils reveal that the effect of Wi-Fi on Bluetooth is

Weattribute these results to the following facts: First the 802.11n uses 40 MHz channels instead of
i MHz channels (channel bonding), frame aggregation and MIMO technology used which send
e than one stream of data. This leads t0 higher probability for the Bluetooth to hop ove‘r the

M (spatial division multiplexing )

interference.

802,
lIn channels. Second, 802.11n employs OFDM and SD
g it more resistant t0
hanisms for

tethn gl : i

Thlhn()logles while Bluetooth uses FHSS which possibly makin al
N g L mec
', it has been noted that some Bluetooth devices utilize special intern
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ing interference, which is not the cas
G € with .
echnologies:[10] available 802.11 devj
nc\V evices even thOSe b

ased on the

pout g02.11b, it is affected by th
A 4 the power OVer wide y the Bluetooth, because it is use th
red area of Sl e DS
’ sllisions with Bluetooth fr frequencies in the band which i SS spread spectrum, which
0re ¢ oth fram incr /

es, the last type is 802.1 G ease the opportunity to have

uses the OFDM whi
ich devides

{jc main carrier into many subcarriers
gluctooth VEry effective on the 802.11 ar;d send the data on these subcarriers, thi
.11g frames 18, this behavior make
; the
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cONCLUSlON And Future Work

i ihesis studies the mutual interference between 802.11 and Bluetooth through irical
. T , empirica

periments A special focus 1s given to the new 802.11n devices. The results show that th
. . . ese
fices are highly impacted by Bluetooth devices, especially when the two networks operate in

dose proximity to each other. The results are expected to be useful for methods that try to enable
| peristence of Bluetooth and 802.11n based WLANS.

This work 1 expected to be useful for developing methods to overcome the effect of these systems
mcach other, especially when designed to be on the same device, like laptops. This is a direction
fr future work that can be particularly focused on mechanisms for enabling coexistence between

§02.11n and Bluetooth.

fom the results of this thesis we can make some suggestions for Bluetooth and 802.11n devices

which can be summarized as follows:

1. To operate Bluetooth and 802.11n devices with full efficiency, it is needed to have
enough distance between these devices. In this way, power received at the receiver of
one technology from the other will be small and consequently will not influence the
ability of receivers to decode packets correctly.

2. If Bluetooth and 802.11n have to be near each other due to any reaso
ary in order to enable the technologies to operate

n, mechanism

for coexistence are necess

acceptably.

ardware like designing the Bluetooth and 802.11n on

3. In the case of using the same h
to enable these two

the same card, the designers have to design mechanisms

technologies to operate without performance degradation.

i-Fi solution today that provides an upgrade path to

4. Lastly, make sure to select a W
802.11n.
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: nds
| A Upuntu comma
popend

] Commands for installing and update wireless drivers in upunto.

pano /etc ‘apt/sources.list
ado apt.oe{ ypdate && sudo apt-get upgrade
, o apt-get install build-essential libssi-dev
A, o apt-get install linux-headers-"uname -r’
| qdo apt-get install subv ersion

qido svn checkout hitp://svn.madwifi-
e org/madwlﬁftrunkz

Secho ™ >> /etc/modprobe.d/blacklist
>echo "ZRemove To Install Mad WIFI Drivers” >>
aemodprobe.d/blacklist
>echo "blacklist ath9k” >> /etc/modprobe.d/blacklist
>echo "blacklist athSk™ >> /etc/modprobe.d/blacklist
P> make && make install

>ethoath pci >> /etc/modules

2 To add a monitor interface we use the following command

¥ P '
"Wdev wlan1 interface add ath1 type monitor

> foonfig ath 1 yp

S
0 Create a new managed mode interface we would use:

d
| ®VWian1 interface add ath1 type managed
3y
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Appendices

: Appendix A : Upuntu commands

1. Commands for installing and update wireless drivers in upunto

su

I > sudo nano /etc/apt/sources.list
I > sudo apt-get update && sudo apt-get upgrade
> sudo apt-get install build-essential libssl-dev
> sudo apt-get install linux-headers-'uname -r
> sudo apt-get install subversion
I > sudo svn checkout http://svn.madwifi-
| project.org/madwifi/trunk/
| madwifi-ng
I > cd madwifi-ng
>echo " >> /etc/modprobe.d/blacklist
P > echo "#Remove To Install MadWIFI Drivers" >>
lete/modprobe.d/blacklist
I >echo "blacklist ath9k" >> /etc/modprobe.d/blacklist

> echo "blacklist athSk" >> /etc/modprobe.d/blacklist
> make && make install
>echo ath_pci >> /etc/modules

2. To add a monitor interface we use the following command

>3 dey w]ahf 'inten’aée édd ath1 type monitor

——

> ifconfig ath1 up

7

] use:
3. To create a new managed mode interface we would

Ec;» W dev wian1 interface add ath1 type managed

> ifconfi
1 g ath1 u
e
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4. To delete interfaces we can use

;r>>iw dev ath1 del

Where athl is the virtual interface created in the command before,

5. Iwconfig command :

B N

iwconfig — (help, version)

iwconfig [interface]
iwconfig interface [essid X] [freq F] [channel C] [sens S] [ap A] [rate R]
[rts RT] [frag FT] [txpower T] [enc E] [key K] [retry R]

_4

The first format of the iwconfig command gives a brief help message. The second format of the
iwconfig command returns the current version of iwconfig along with the version of the wireless
extensions with which it was built. In the third format of the iwconfig command, the current wireless
status of the interface is returned. If no interface is specified, the current wireless status of every
network interface is returned. Non-wireless devices will not return any wireless status. The last form

i ters. Only the
of the iwconfig command allows the user to change any of the optional parameters y

; : ill not be
Parameters which we wish to change need to be specified. Unspecified parameters will no

modified,

6. Samples of Tshark commands :

N w real time .
%tshark lathl —ta //monitors the interface athl and sho

>file name
»tshark -i mon0 -a -Tfields -e wlan.fc.type -€ wlan.fe.retry:
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B

e st © ommand monitor the interface ath] and show the rea] time
—— monitors the interface mon0 apq puts the results in a file,
c0

je retry bits (01Ot retried 1 retried ) are appeared in this fije,

for the frames, the second

the type of the frame and

7. Samples of MZ generator commands :

WLANO —d -A (source IP ) -B (dest IP) -t (packet type) -p (number of packets ) -¢20

This command send number of frames defined by character -c, the type of the packet defined by

character —t, the source and destination address are defined by characters —A and -B simultaneously.
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A,,s,,acf_soz.n Wireless Local.Ar.ea Networks (WLANs) and
netooth are likely to be used within the same area. The two
ehnologies operate In the 2.4 GHz band. This will result in
| quiual interference. The new emerging 802.11n Multi Input
fyulti Output (MIMO) devices implement different Physical
{30 Medium Access Control (M;}C) layers compared to legacy
L. 11b/g devices. Through empirical experiments, this paper
sudies and presents results on the mutual impact of 802.11n and
Lgiuetooth devices. The results show that coexistence mechanisms
L crucial for the 802.11n to achieve the intended objective

1l ughput.

I. INTRODUCTION

During the last decade, wireless local and personal area
eworks are widely deployed. The rapid proliferation of
uiless networks has posed fundamental challenges to the
&sign of wireless networks. The next generation of wireless
wiworks promise to provide high speed wireless access
frough more advanced physical and MAC technologies.
They are expected to support a variety of high quality
'plications. At the same time, several challenges are
mposed by the wireless environment, in terms of propagation
ud radio resource management. Furthermore, cfficient design
finetwork components becomes even more demanding due
A the scarcity of radio spectrum and the inherent transmission
mpairments of wireless links.

W‘“”“S Local Area Networks (WLANSs) based on the
| EEE 802.11 standard are on the rise and have a wide
vlem.ema[io,, both in private and public places. IEEE
’in A1 a standard that specifies the WLAN communication
{11 24, 3.6 and 5 GHz frequency bands. 802.11b and
‘ '?‘g use the unlicensed 2.4 GHz Industrial Scientific and
] I (ISM) band. Hence, the devices may be interfered
| Slgnals from Bluetooth, microwave ovens, and cordless
'I[(;,neB devices, Spread spectrum techniques are usefi
e _..luetoom and 802.11 equipments to control their
'l:ublhty to interference. While 802.11b implements
ogoi‘;;]llence Spread Spectrum(DSSS), 802.11g UuSes
© othe 1, Frequency Division Multiplexing (OFDM): On
"sp”llum and, Bluetooth uses a Frequency Hopping Spread
(FHSS) signaling technique.

th ! .
Some  stydieg have addressed the interference
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ooth and 802.11n
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Eet\.ave;:n' Bluetooth and 802.11 networks, these studies are
[mtllt: In the sense that they focus on the impact of one
echnology on the other in specific limited scenarios. Also,

the studies are limited to the initi ;
itial .
the 802.11a/b/g. tal versions of 802.11 like

The aim of this paper is to study and analyze the mutual
impact of new emerging 802.11n and Bluetooth devices
through empirical controlled experiments. Though the paper
focuses on 802.11n WLAN devices, other technologies such
as 802.11b/g are also considered. The results are expected
to be useful for methods that try to enable coexistence of
Bluetooth and 802.11n based WLANS.

The rest of the paper is organized as follows: In section II,
we discuss the related work. Section III provides an overview
on 802.11n and Bluetooth technologies. Section IV discusses
the interference between Bluetooth and 802.11n devices. In
section V, we describe the setup used in the real experiments.
Experimental results are provided in section VI before we
conclude the paper in section VIL

II. RELATED WORK

The mutual impact of Bluetooth and 802.11 WLAN has
attracted several research groups during the last decade.

] derived a mathematical model for evaluatin.g
Bluetooth on IEEE802.11. The approach is
illustrated by examining coexistence‘ between IEEE802.11
and Bluetooth within typical operational .ranges, for bc;t»h
technologies regarding traffic and RF environment. In l[]_]d,
the authors presented empirical results .based on controlle
experiments to measure the effects .of .mterference bc:weer:
[EEE 802.11b and Bluetooth considering both ctc])-c ansn:d
and adjacent channel interference. iﬁe[ﬂ;e;tfx:rcz:; obr:[ ;een
i i ure
SimUlathhn e):ip;}glgEen;)Zﬁ lm\?:ISJANs. A comparison between
BluetOOdt hz'mh mobility WLAN nodes shows that Bluetooth
éz‘:icz:; arelgstrongly impacted by high mobile WLAN nodes

Juates the mutual

i es. The paper of [4] eva
i mo:lltiv::n Wi-Fi and Bluetooth networks. Two
s mechanisms based on traffic scheduling

The paper of [1
the impact of

interfere
different coexistence



oposed to reduce interf

niq Se wslf}‘:orzr slzudied the mutual effecelreg:tewezfrfei:]sé

t . .
B 1 0211 eSmologis Thy curic
irical experimen . : Pf)’ S. Experimental

dcmonstralcd that a signi l'cam' degradation  ip
wce when Bluetooth communications co-exist with
onﬂ“;/L AN for a selected set of applications. The authors
“(:id o obs.erve_perfomlance deg.radatiop on 802.11
ll§ s {ransmissions in the presenc§ of interfering Bluetooth
m[ﬁc The authors of [6] study the mlcrfert%nce between the

"+ and IEEE.11b systems through simulations. They
cluded that power control may haye limited benefits in
s cnvironment- They found ‘that using a slower hop rate
b Bluetooth may cause less interference to WLAN. Voice
qmission using Bluetooth presents the worst type of
erference to WLAN. In [7], the agtbors addrqss WI-FI and
pluetooth coexistence through ‘empmcal expenments. They
qroduced 2 TDM-based coexistence solution and showed
jat o simultancous operation of Blue'tooth and WLAN can
beguaranteed when the two technologies are integrated into
the same device. The authors of [8] tried to mitigate the
inerference between IEEE 802.11 WLAN and Bluetooth
fhrough diversity techniques. In [9], the authors proposed a
ew non-collaborative mechanism to prevent WLAN from
ilerfering with Bluetooth with minor modification in the
0011 and Bluetooth standards. Reference [10] studies
fie performance of 802.11b networks in the presence of
ierference-aware Bluetooth devices through simulation.
They concluded that with interference aware frequency
fopping, the throughput of the 802.11b networks is improved
while the probability of collision and the packet error rate
we decreased significantly. The paper of [11] evaluates
ibe behavior of IEEE 802.11 networks in the presence of
Bluetooth networks. The paper published in [12] evaluates the
erference between Bluetooth and IEEE 802.11 networks.
The authors concluded that the interference increases as the
nmber of nodes increases.

= E

Juetooth

The most recent related work is the work published in [13].
The authors studied the impact of IEEE 802.11n operation
NIEEE.15.4 devices. They concluded that the overlap in the
[EEE 802.11n control channel causes severe deterioration in
ihloss ratc and the packet latency for IEEE 802.15.4 traffic.

k l.his work, we contribute to the previous work by
Htiding results of empirical experiments that characterizes
Mutual interference impact between Bluetooth and the
:ewmgh throughput 802.11n MIMO devices. The motivation
- Work stems from the fact that these devices implements
hi:l:camly different techniques both at the MAC and PHY

A L. OVERVIEW OF 802.11N AND BLUETOOTH
The 802.11n

Di :
m'ﬂ“"“‘_ from EEE 802.11b/a/g technologies, IEEE
" ams o achieve higher throughput through

enhancements at both
802.11 PHY
transmission,

PHY and MAC 1,
layer  specification
. It assesses the wi
reports it back to the MAC
are: IEEE 802.11
802.11b support
respectively. A

introduced, with
the 2.4GHz band.

yers. The original
focuses on wireless
- reless medium state and
sub-layer. The main a S
a, 802.11b, and 802.11 g. Both 8r(;‘§nldlr:ir:(bi
raw data rates up to 11 Mb/s and 54 Mb/s
thlrd' PHY specification for 802.11¢ wa;
maximum raw data rate of 54Mbps awithin

The MAC architecture of 802.11 is based on logical
coordination functions that control medium access. In the
legacy IEEE 802.11 standard, there are two types o.f access
schemes: the mandatory distributed coordination function
(DCF) and the optional point coordination function (PCF).
The .D.CF is based on Carrier Sensing Multiple Access with
Collision Avoidance (CSMA/CA) mechanism. The PCF is
based on a poll-and-response mechanism.

These MAC schemes are found to be inadequate to
provide acceptable quality of service (QoS) levels for
voice over IP (VoIP) applications as well as audio/video
conferencing. Therefore, a new extension was developed in
2005; the 802.11e. The 802.11e proposes additional service
for differentiating and prioritizing traffic. In addition, IEEE
802.11e offers, the transmission opportunity (TXOP), which
is an interval of time in which multiple data frames can be
sent from one node to another. Further, the idea of block ACK
was established. With this idea, receivers can acknowledge
multiple received data frames using a single extended ACK
frame.

The 802.11n PHY layer operates multiple antennas for
both transmitter and receiver. MIMO provides antenna
diversity and spatial multiplexing. With single input.single-
output (SISO) systems, multipath is typically perceived as
interference degrading the ability of the receiver (0 recover
useful information. However, a MIMO system has the al_anlnty
to simultaneously resolve information from multiple signal
paths using spatially separated receive antennas. Also, the
802.11n PHY layer can optionally uses.40MI—.Iz ct?annel
bandwidth to improve the theoretical capacity limits. Finally,
new coding schemes have been proposed for 802.11n.

MAC enhancements have also been propc.)se.d for 802.ll1ln;
The main is the frame aggregation. It maximizes thr((;ti}gi pz.
and efficiency. Two aggregation' types 'have beeSnDU: naen(i
aggregate MAC protocol service unit éA-M

aggregate MAC protocol data unit (A-MPDU).

MSDUs destined to the same receiver
le MPDU. The operation is performed
¢ the top of the MAC layer where the comifng Mf\Dl\[iss Sré
: i to form A-
aggregated in order ‘
bu{feredo:nielh:lrt‘lergl%and, A-MPDU concatenates n;)u;gp(je;
lf\tIaF?gUs frames in a single PHY protocol data unit (

In A-MSDU, several
are aggregated in a sing



.« nossible to combine frames with differan; ;.

jane: eIt lsggen that sub—frarpes are addresseq fgr:gt usafﬁc
idcn}ler Additionally, there is no waiting time duringag:e
'wewm;n of the A-MPDU. Only the corrupted MPDUs withie
,maMPDU need to be retransmitted. Multiple MPDUs a 5
A- ed with a single block ACK in Iesponse (o r:
e acknowledgment request (BAR).
Jolhet key cnhancement spcciﬁcc.:l for 802.11n is ihe
1y jiectional data transfer method during a single TXOP. This
i he transportation of data frames in both directions in

one TXOP

other MAC enhancement in 892.1 In is the long network
Jocation Vector (long-NAV). It improves scheduling, given
fat @ node that holds a TXOP may set a longer NAV value
aended to protect multiple PPDUs. Another feature is the
educed IFS (RIFS). It is proposed to allow a short time
iterval of between multiple PPDUs, compared to SIFS
defined in the legacy standards.

B. Bluetooth

Bluetooth is a radio link standard supporting short range
portable device communication in an ad-hoc fashion. The
system employs FHSS to combat interference and selective
fuding. A group of devices, which share a common channel,
is called Piconet (Pico-network). One of the devices is master
uit, which selects a frequency hoping sequence for the
piconet and controls access to the channel by means of a
plling scheme. Other devices, members of the piconet, are
known as slave units.

The master chooses a different hopping sequence so that
piconets can operate in the same area without interfering with
wch other. The slave units are synchronized to the hopping
%iquence of the piconet master. The system (standardized in
IEBER02.15.1) operates in 2.4 GHz ISM band. It divides the
0 MHz into 79 channels. Gaussian Frequency Shift Keying
(GESK) is used for modulation. A device can send both voice
and dz{ta packet with a data rate of 1Mbps. The operating
:}n%e 1§ normally 10-50 meters using a transmission power
4 mw. The technology divides the channel into slices of
S slots. A new hop frequency is used for each slot.

V. MUTUAL INTERFERENCE BETWEEN 802.11N AND
BLUETOOTH

OnTll;,z ::n‘zgzence of sev;ral radio technologies operating
B 4 GHZ unlicensed ISM frequency .band', may
OMmance e;ence and mostly strong dc?gradallon in the
Vices areoo [_hesC. technologies, especially when these
Perating in the same area.

A By

Ueto ;

°“’iﬂg e WLAN transmitter interferes Wlth- a

% caun()de (WLAN or Bluetooth) because the interfenqg
565 2 decrease in the carrier to interference ratio

at the receiver o
: I' side. The i
: : . interference
following main pojngs: terference level depend on (he

Distance between a W
aceess point,

e Interference ran
o Network densit
o Transmission p
o Signal attenuat
A frame collision

L 3
AN client and the associated

ge of the wireless nodes

Y In the area. .
ower used in both the systems
1on factor due to propagation .
il occurs w
I time and frequency the
continuously established links
su.fﬁciently close to each oth

l}en a desired frame overlaps
interfering packets. Assuming
and the collocated systems ar:
er such that the desired frame

a given transmitter uses the 79 hoppi
! opping channels
qually. In IEEE 802.11 DSSS system, a transmitter converts

the data stream into another stream which

b spread over a
E/]ldeband channel of 22 MHz. The collision probability of
. uetooth to_IEEE 802.11 DSSS system is (22/79). However
if 802..1.1n 1 used with a 40MHz channel, the collisim;
probability of Bluetooth to IEEE802.11n becomes (40/79)

Or} the other hand, the likelihood of Bluetooth devices
using the interfered channel is low. WLAN applies DSSS to
avoid interference and reduce noise effects. It is our objective
to examine these arguments.

V. EXPERIMENTS SETUP

The goal of the empirical experiments is to obtain an
estimate of the mutual interference between Bluetooth and
802.11 WLAN devices. Though our focus is on 802.11n, we
also consider the other widely used modes 802.11b/g. The
experimental network has been placed in typical operation
environment. It is comprised of an 802.11 WLAN system
(Client and AP) and a simple Bluetooth Piconet. The AP is TL-
WRO941N wireless N router. It is connected to a PC server used
to receive the 802.11 traffic. Client is equipped with DWA-556
adapter and configured in the managed mode. Another node is
used to sniff data frames. It is equipped with DWA-643 adapter
based on Atheros chipset and configured in the monitor mode.
The Bluetooth system is based on BT-3620. The MZ trafﬁc
generator is used to generate 802.11 traffic. File transfer is
used for the Bluetooth network. We measure the throughput of
both networks, using the T-Shark and BlueSoleil measurement
tools for 802.11 and Bluetooth, respectively.

A. Effect of Bluetooth on 802.11

The scenario used in the experiments is shown in ﬁgure l:
We set up a connection between the client and the wnreles;
AP. The client sends traffic to the APs. We also de.ployee
a Bluetooth sender and receiver in the same area. Dlséar:;e
between each sender (Either Bluelo?th or 802.11) aneated
corresponding receiver is fixed to nrlt;. Then [:(lgeBliig[oo[h

i i etween
xperiments changing the dns.tance' .

;l;ideerpand the 802.11 AP (Receiver) In order to examine the
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Fig. 1. Effect of Bluetooth on 802.11 - Experiment Setup

distance beyond which the Bluetooth starts not affecting the
802.11.
B. Effect of 802.11 on Bluetooth

Similar to the previous setup. We setup a connection be-
tween a Bluetooth sender and receiver as shown in figure 2.
We also deployed the 802.11 system in the same area. In this
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8 2. Effect of 802.11 on Bluetooth - Experiment Setup

:i’;l:erimem’ We vary the distance between the 802.11 sender
tiferer) ang (he Bluetooth receiver.

VI. RESULTS

F
e‘fum 3 shows the effect of Bluetooth on 802.11 WLAN.
SUltS show (g the new high throughput MIMO-based
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Fig. 3. Effect of Bluetooth on 802.11

802.11n is mostly affected by Bluetooth interference. The
throughput of the 802.11n client is degraded by about 55%
when the Bluetooth operate very close. Although the figure
scale does not clearly show the degradation for 802.11b/g
modes due to Bluetooth interference, it is about 32% for
802.11b and 22% for 802.11 g, when the Bluetooth operate
very close. Figure 4 plots the percentage of frame loss due
to Bluetooth interference for the three modes. It has been
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Fie. 4. Effect of Bluetooth on 802.11
g. 4.

frames content (the retry field) at the
fieure 5 shows the effect of 802.11
t=]

WLAN on Bluetooth throughput. The results shlo;)v :jt:j,[ic[ch_:
Bluetooth throughput is mostly influenced by 2’;02. [h: il lr;
The amount of degradation is about 12:30'7(:),“/1[6:\, ! fou;d .

is operate in very close proximity. iy
82[:;;:1([ j% [z)md 6.3% for 802.11b and 8(')2.'1 lg, Iraelsiigt(;:/; ?/5
These results reveal that the effect of Wi-Fi on Blu

computed by analyzing
receivers’ side. Finally,
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Fie. 5. Effect of 802.11 on Bluetooth

lss than the effect of Bluetooth on Wi-Fi.

VII. CONCLUSION

This paper studies the mutual interfer'ence between 802.11
and Bluetooth, through empirical exp;nments. A special fo-
as is given to the new 802.11n devices. The results show
hat these devices are highly impacted by Bluetooth dCYlC(?‘S,
especially when the two networks operate in close proximity
loeach other. The results are expected to be useful for methods
(hat try to enable coexistence of Bluetooth and 802.11n based
WLAN:s.
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